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Riskffhreat Based Analysis Auditing 

ABSTRACT 

This dissertation discusses the growth of auditing and internal control and 

evaluates the present degree of knowledge and the current and future roles of 

auditors in a computer-based environment. An analysis of the current state of 

computer-based auditing is presented along with current research in audit and 

security methodologies is presented and critiqued. The concept of System 

Metrics is formulated and defined and a computer-audit analysis system called 

the Risk Evaluation Model (REM) is created, described and utilized. The Risk 

Evaluation Model is an interactive set of programs written in FORTRAN which 

assesses Information Systems for a variety of attributes to judge the "quality" of a 

system. Currently the system assesses: 

1. Portability of the System; 

2. Maintainability of the System; 

,3. Complexity of the System; 

4. Known threats to the System and known Features neutralizing 

those threats; 

5. The General System Security Level; and 

6. The Hardware Reliability of the System. 

The model is currently implemented on the Prime 750 computer. 
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INTRODUCTION 

This dissertation did not begin when I arrived at the University of 

Canterbury in January 1978. It really began while I was employed as an 

analyst/programmer for a large city/county data processing center in the United 

States in 1973. At that time I became increasingly frustrated with both the internal 

and external auditors who were employed to provide the controls and much of 

the analysis of the systems we were attempting to implement. 

Being relatively inexperienced and thrust into a multitude of projects from 

on-line payroll/personnel systems to hardware management, I looked for advice 

and direction in the implementation of systems that, were they to fail, would not 

just have caused a monetary loss and inconvenience to our users but, in some 

cases, could have been responsible for loss of life. It was with a great amount of 

luck and a bit of help from the Creator that no major failures occurred, but I did 

promise that I would attempt to try to help find solutions to some of the problems 

that were present and are still present in the control of computer-based systems. 

This dissertation is one of the results of that promise. 

Chapter One begins by describing the growth of auditing from its historical 

role through the concepts of auditor independence, the formalizing of audit 

standards and their changes to incorporate automated systems into the audit 

process. A discussion of the knowledge requirements of auditors involved in the 
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audit of EDP systems and the current EDP knowledge level of the audit 

profession is also presented. 

Chapter Two presents an overview of past, present and advanced audit 

techniques and areas of existing EDP audit research. 

Chapter Three attempts to provide a framework for the chapters that 

follow. It discusses the concept of quality and the problems that are likely to be 

encountered in devising a measurement schema for quality along with providing 

a guidebook to the reader to understand how the systems and measures 

discussed in later chapters fit into a "Newman Quality Schema". 

Chapter Four explores the concepts of risk - defining risk level, risk 

probability, and the measurement of losses and risk analysis. Methodologies for 

risk analysis involving EDP systems that helped form the basis for the Risk 

Evaluation Model are presented and discussed. 

Chapter Five presents the author's concept of System Metrics - a concept 

to provide for the measurement of attributes or flaws in computer-based systems. 

The chapter discusses the types of system metrics, their background, and their 

application to systems. Additionally, the concepts relating to quality in systems 

are presented relating them to the field of behavioral research in systems and the 

field of software science. 

Chapter Six defines a variety of metric tests for hardware and software 

systems. These tests measure system attributes such as reliability, 
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maintainability, availability, accuracy, flexibility, data tolerance, portability, 

efficiency and adaptability. 

Chapter Seven defines the framework for a unique new tool which may 

someday change the evaluation of Information Systems. The system, known as 

the Risk Evaluation Model (REM), consists of modules for analyzing systems for 

complexity, portability, maintainability, and ease of use. The REM also estimates 

the likely number of errors in the system by using the Halstead and McCabe error 

detection methodologies. Additional modules in the REM analyze the system's 

maintainability from an external user's viewpoint. It also measures the system's 

security level by analyzing the system's protection features and applying them to 

a table of known hazards. The last module presented provides an analysis of the 

system's hardware reliability level. These measures help to form a basis for 

evaluating the "quality" of the Information System. 

Chapter Eight displays the use of REM by applying the various 

modules to the analysis of a hypothetical system and derives individual and 

summary metrics for that system. 

Chapter Eight displays the use of REM by applying the various modules to 

the analysis of a hypothetical system and derives individual and summary metrics 

for that system. 
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Chapter Nine discusses the model in its present form, the application of 

the model to the real world environment and concludes with possible directions 

for further extensions and research into the Risk Evaluation Model. 



RisklThreat Based Analysis Auditing 6 

CHAPTER 1: THE AUDITING ENVIRONMENT 

1.1 COMPANIES ACTS 

The modern auditor emerged through a series of Companies Acts, 

beginning in 1844 with the United Kingdom Joint Stock Companies Act. The Act 

provided for the appointment of auditors but did not specify who could act as an 

auditor and what qualifications he or she should have. The Act did require at 

least one of the auditors to be elected by shareholders. In 1855, the United 

Kingdom Companies Act was amended to stipulate that, if an auditor was not 

elected by the shareholders, one would be appointed by the Board of Trade 

(Hein, 1963). The 1856 United Kingdom Companies Act introduced the concept 

that the auditor need not be a shareholder in the firm. In addition, it stated that 

"no person is eligible as an auditor who is interested otherwise than as a 

shareholder in any transaction of the company; and no director or other officer of 

the company is eligible during his continuance in office".1 

The 1929 United Kingdom Companies Act stated that the following 

people should not be qualified to act as auditors of a company: 

1. An officer or servant of the company; 

2. A partner or employee of an officer or servant of the company. 

1 Hein, L.W., The Auditor and the British Companies Acts, Accounting 
Review, July 1963, P.508. 
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This provision was incorporated into the United Kingdom Companies Act 

of 1948 and subsequently into the New Zealand Companies Act of 1955. In 

1947, the Cohen Committee first established rules for the qualifications of 

auditors by stating that an auditor must not be "a person who is not a member of 

any body, membership of which has been designated by the Board of Trade as 

qualifying its members to audit the accounts of companies or who has not been 

designated by the Board of Trade as qualified to audit the accounts of 

companies".2 

1.2 CLASSES OF AUDITORS 

Generally auditors are classified into two broad categories - internal and 

external. The distinction is mainly one of relationship between the auditor and 

those in a stewardship (management) position. 

The internal auditor works for management as an employee of the 

company and as such is unable to express independent opinions on the 

accuracy of the firm's financial records. The external auditor is normally a 

chartered or public accountant whose examination of the financial records of the 

company is independent. The auditor presents his or her opinion not just to 

management but to the owners, labor, government and other interested parties. 

This concept of independence is absolutely vital in assessing the integrity 

and quality of a system either as an external or internal auditor. Direct 

involvement with other parties in evaluating the system may compromise auditor 

independence. This matter is discussed be/ow and is fundamental to the use of 

the model that is proposed in this dissertation. 

1.3.1 AUDITOR INDEPENDENCE 

The concept of auditor independence is well established in auditing 

literature. Mautz and Sharaf (Mautz, 1961) framed their concept of 

2 Ibid, P.511. 
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independence in terms of "practitioner independence" - the attitude of the 

individual auditor's mind and his or her own self-reliance and "professional 

independence" - the image of the independence of auditors as a professional 

group. 

The American Accounting Association's committee on basic auditing 

concepts states that independence "implies absence of influence or control in the 

matter of the auditor's conduct, action and opinion. Variables influencing an 

auditor's independence include organizational status, mental attitude, 

investigative and reporting freedom, and financial interest. ,,3 Independence is 

seen in this respect as an attribute of the auditor-client relationship and as such, 

grohibitions are placed on financial and personal indebtedness to clients. The 

following extracts from textbooks in New Zealand, Australia and the United States 

demonstrate that independence is accepted on the part of the audit profession: 

The value of an audit report arises from the fact that it is 
submitted by someone who is in fact independent, who is able to 
be completely impartial and objective in his consideration of the 
accounts submitted (Wilkinson, 1969). 

3Committee on Basic Audit Concepts, a statement of basic auditing 
concepts, Studies in Accounting Research No.6, American Accounting 
Association, 1973, P.15. 
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Independence is an attitude of mind which goes deeper 
than any formal rules or standards. It is an honest 
disinterestedness and absolute impartiality in the expression of an 
opinion on the fairness of the financial statements, and connotes 
an unbiased and objective judgment by the auditor in the 
performance of his examination and in consideration of the facts 
which underlie the opinion ... Appearances which suggest a lack of 
independence or permit such inference to be drawn, shake the 
confidence of the public in accountant's reports, preclude .their 
reliance thereon, and damage the profession as a whole 
(Newman, 1964). 

For users to have confidence in an auditor's unbiased 
objectivity in expressing such an opinion, they must have 
confidence in the auditor's ability to view the statements with an 
attitude of mental independence ... ln order for users to have 
confidence in an auditor's's mental independence, the auditor 
should endeavor to avoid relationships and circumstances that 
might imply lack of this necessary independence (Cook, 1976). 

9 

1.3.2 AUDITOR INDEPENDENCE AND THE PERFORMANCE OF 

MANAGEMENT SERVICES 

Closely aligned with this concept is the fundamental requirement of 

auditors that the companies' records which are being audited reflect a picture 

which is "true and fair". This second requirement dates back to legal judgments 

in the 1800's emphasizing that the auditors provide for full disclosure of the 

affairs of the business and that shareholders and creditors receive authenticated 

and reliable information (Baxt, 1970). 

This concept has been expanded with various court decisions such as 

Leeds Estate, Building and Investment Co. vs. Shepherd (1887). In this decision, 

the court stated that an auditor cannot be content to merely ensure that the 

financial affairs of the firm match the firm's account books and are arithmetically 
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correct but that the auditor must examine the firm to ensure the "substantial 

accuracy" of the statements (Dickerson, 1966). In an important decision on this 

point concerning the London and General Banking Ltd. (No.2) (1895), the court 

stated the function of an auditor: 

Is to ascertain and state the true financial position of the company 
at the time of the audit, and his duty is confined to that. But then 
comes the question, How is he to ascertain that position? The 
answer is by examining the books of the company. But he does 
not discharge his duty by doing this without inquiry and without 
taking any trouble to see that the books themselves show the 
company's true position. He must take reasonable care to 
ascertain that they do so. Unless he does this his audit would be 
worse than an idle farce ... his first duty is to examine the books, not 
merely for the purpose of ascertaining what they do show, but also 
for the purpose of satisfying himself that they show the true 
financial position of the company.4 

This and other important decisions made it clear that auditors simply 

could not examine the books of accounts because to simply confine oneself to 

such activities could present a misleading and misrepresented picture of the 

affairs of the company.5 

4Re The London and General Bank Ltd., No.2, 1895, 2CH, PP.682-3. 

5For Example, Trustees of the Property of Apfel (bankrupt) vs. Annan, 
Dexter and Co., 1926 (U.K.) And R. vs. Kyslant (1932) (U.K.) 
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In 1942, in the United States, the court stated in the matter of Associated 

Gas and Electric: 

Too much attention to the question whether the financial 
statements formally complied with principles, practices and 
conventions accepted at the time should not be permitted to blind 
us to the basic question whether the financial statements 
performed the function of enlightenment which is their only reason 
for existence.6 

Clearly the auditor is required to examine more than just the books of the 

company and that he or she should remain independent. There has recently 

been a considerable amount of controversy regarding these points and the now 

widespread practice of auditing firms providing additional services to their clients. 

These services, known as management services extend to areas such as 

marketing analysis, plant design, actuarial services and data processing 

services. A fundamental question arises with these management services 

regarding whether an audit firm can really express its objective findings 

concerning a "true and fair view" of financial statements knowing that an adverse 

report may well end a lucrative arrangement between themselves and their 

clients. 

6Henzfeld vs. Laventhol, Krekstein, Horwath and Horwath, 71, N.Y., CIV 
2209, LFM 29th May, 1974, CCH Federal Security Law Repts. No. 94574, 1974, 
P.95. 
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In discussing these relationships, the 1977 Metcalf Committee of the 

United States Committee on Government Affairs stated that: 

Independence is the essential characteristic of an auditor which 
provides the basis for public confidence in the integrity of his or 
her professional opinion. The auditor must be independent in fact 
and appearance ... Achieving independence is one of the auditor's 
most important professional responsibilities, and the burden of 
provin~ the auditor's independence must not be shifted to the 
public. 

And then recommended that: 

Independent auditors of publicly owned corporations perform only 
services directly related to accounting. Non-Accounting 
management services such as executive recruitment, marketing 
analysis, plant layout, product analysis, and actuarial services are 
incompatible with the public responsibilities of independent 
auditors, and should be discontinued. Management services 
related to accounting are confined to the limited area of providing 
certain computer and systems analyses that are necessary for 
improving internal control procedures of corporations ... The 
problems of appearing to audit one's own work and unfair 
competition can arise even when independent auditors provide 
accounting-related management services for audit clients.8 

7 Subcommittee on Reports, Accounting and Management, 
Improving the accountability of publicly owned corporations and their 
auditors, U.S. Printing Officer, Washington, 1977, P.7. 

8l.Qlct, pp. 16-17. 
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This recommendation clearly states that most services except those 

providing computer services and systems analysis are incompatible with the 

concept, tradition and goals of the auditing profession. With this clear mandate of 

the wishes of a governmental entity, the support from a number of practitioners 

and a larger number of computer related frauds and losses involving lax internal 

control such as the Equity Funding Case, it appears that the profession is moving 

in the direction of a true computer based auditor.9 

Rittenberg's study of this question concluded that management services 

such as decision-base auditing of systems does not impair independence under 

the following conditions: 

1) The auditor avoids those activities in which he or she may be 
perceived as a designer or participant in the system design. The 
auditor's activities should be limited to activities which focus on 
either compliance testing of control systems or redefining controls 
to be built into new applications. 

2) The auditor must have adequate knowledge and technical 
competence to remain independent of EDP staff. 

3) That audit managers provide adequate supervision and review 
of audit staff. 

4) There is top level management support tor audit activities 
(emphasized in the EDP audit role) (Rittenberg, 1977). 

9For a clear discussion on this remarkable case see Wolf, Emile, Auditing 
Today, Prentice-Hall, 1979. For a discussion.on the specific use of computers in 
this case, see McLaughlin, A.A., Equity Funding:Everyone is Pointing at the 
Computer, Datamation, June, 1973, P.20. 
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Table 1.1 shows the results of the study on CPA attitudes toward EDP activities. 

Agreement 
Attitude toward internal audit of EDP with statement" 

Strong agreement 

The CPA will be able to adjust the scope of audIt 
activIties in the EOP area when satIsfied as to the 
'·ind"pendence" and '·quality of work" of the 
internal audItor. 4.82 

Agreement to strong agreement 

The Internal audItor should actively evaluate the 4.59 
adequacy of controls dUflng the deSIgn phase of 
new EOP applicatIons. 

Mild agreement 

A representatIve of internal auditing should be a 3.82 
member of an EOP steenng or EOP advisOry 
commIttee. 

Ambivalence to mild agreement 

Fraud detec!ion and/or prevention should be one 3.50 
of the pnmary objectIves of internal audil work in 
the EOP area. 

Amblvale"ce 

The internal auditor's potential contnbulion during 3.26 
the deSIgn phase of new EDP applIcations is 
greater than posllmplementatlon audIt work . 

• A ratu'~g of 5 was labeled very strongly Jgree. 4 - agree. J - neither agree nor 
dlsa.gree, 2 - disagree. and I - '/ery strongly jls.:3gree. 

Table 1.1 CPA Attitudes of Internal Control Rittenberg (1977) 

1.4 AUDITOR JUDGMENT 

14 

Audit judgment has recently been given increased attention in the 

literature and especially with the introduction of SAS 47 Audit Risk and 

Materiality in conducting an audit. SAS 47 gives a detailed description of the 

concept of inherent risk and the need to recognize the subjective nature of some 

audit decisions. 

Mason and Mitroff (1973) have stated that the study of the characteristics 

of decision making is based on the rationale that decision makers perform more 

effectively with reports or decision support aids which tend to match their 

particular cognitive style. Libby (1982) expanded on this area of audit judgment 
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research and stated that one goal of research on the judgment process is to 

improve the decision making and judgment process. 

One model of the judgment process suggests that it involves five steps: 

1) Preliminary information search and goal setting 

2) Information acquisition 

3) Information evaluation 

4) Combining evaluated information to take action or make a choice 

5) Feedback (Mole, 1982) 

Most of the recent research into the judgment process has taken the 

approach of identifying those judgments that do not match the results produced 

from a formal (normative) model and then to utilize a decision aid to eliminate or 

reduce the difference (Lewis, 1983). Such research seeks to improve the 

judgmental decisions of auditors under uncertainty by developing decision rules 

to assess the quality of the auditors actual decisions under experimental 

conditions (Ashton, 1982). 

It has been shown that individuals draw stereotypes or patterns from 

memory when confronted with stimuli in a predecisional setting (Abelson, 1981) 

and in general, disconfirming evidence tends to be ignored when strong 

impressions have been previously formed (Lord, 1979). In the specific area of 

the analytical review process, Felix (1982) found that recent research generally 

ignored the judgmental process inherent in such a review. Biggs (1984) showed, 
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however, that over 90% of surveyed auditors do use a judgmentally-based 

procedure. 

When making judgmental decisions, Ashton (1982) found that auditors do 

not normally violate utility theory and that experience and realism are important to 

the quality of the decision. When auditors used decision aids Benbasat (1982) 

found that such tools did improve the auditors performance without a significant 

increase in time spent on the decision and finally Srinidhi (1986) found that 

increased knowledge of the reliability of a system improves audit planning 

judgments and can therefore allow auditors to restrict the scope of substantive 

tests. 

This research brings up important points concerning the usefulness of the 

model that has been constructed for this dissertation. Given the complexity of 

making a judgment on the "quality of a system" by an auditor who may have less 

than adequate experience in making such a decision, the model could provide a 

tool to aid in the decision. The model's reliance on more experienced outside 

individuals to provide the raw data from more informed individuals should 

decrease judgmental time while improving judgmental quality. Einhorn (1981), in 

discussing behavioral decision theory, used an example which fit well into this 

area on judgmental tools. He states that poor eyesight was a handicap to 

judgment which lead to the development of eye glasses. This major aid to 

judgment successfully solved the problem in .most individuals and allowed them 

to become more productive. 
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1.5 BASIC DEFINITION OF INTERNAL CONTROL 

SAS1 (AICPA) defines internal control as: 

"The plan of an organization and all of the coordinate methods 
and measures adopted within a business to safe-guard its assets, 
check the accuracy and reliability of its accounting data, promote 
operational efficiency and encourage adherence to prescribed 
managerial practices. "(AICPA, 1973) 

17 

Administrative controls include items such as the organizational plan, and 

the procedures and data that concern the authorization of the business's 

transactions by management. These authorized transactions serve as the means 

of achieving the objectives of the organization and as such, serve as the start to 

establishing accounting control. 

Accounting controls comprise the plan of the organization and the 

procedures and records that revolve around the security of assets and the 

reliability of financial reports. Accounting controls are designed to provide 

reasonable assurance that: 

1. Transactions are executed in accordance with management's 
general or specific authorization. 

2. Transactions are recorded as necessary (1) to permit 
preparation of financial statements in conformity with generally 
accepted accounting principles or any other criteria applicable to 
such statements and (2) to maintain accountability for assets. 

3. Access to assets is permitted only in accordance with 
management's authorization. 



RisklThreat Based Analysis Auditing 

4. The recorded accountability for assets is compared with the 
existing assets at reasonable intervals and appropriate action is 
taken with respect to any differences (Arthur Anderson and Co., 
1978). 

The concept of reasonable assurance recognizes that: 

1. the cost of a control should not exceed the benefits likely to be 
derived; and 

2. the evaluation of costs and benefits requires estimates and 
judgments by management. 

18 

An accounting system is a series of tasks by which business transactions 

are processed and recorded. The system is generally required to perform tasks 

which record or process an economic event such as a sale by posting, 

summarizing, reporting, etc. Internal controls are the techniques employed to 

provide for the security of assets and the reliability of records. Many of these 

techniques are built into the processing system and appear simply as part of the 

system's function. If the technique functions as a task to control the processing of 

transactions then this task should be viewed as an internal control. A "system" of 

internal control extends beyond the matter which directly relates to the functions 

of the accounting and finance departments. 
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Figure 1.1 below shows the scope of the internal control function. The 

figure shows that all areas of the business fall within the scope of Internal Control. 

Management expects Internal Audit to review, evaluate, and verify controls in all 

areas. This is true whether or not they involve computer information systems 

(SRI, 1977). 

Figure 1.1: Scope of Internal Control 

Systems Auditability and Control, SRI, 1977 

Internal control is important to the external auditor. It forms a part of his 

evidence gathering process in order to enable him to express his opinion on the 

financial information. Without an examination of the system of internal control to 

gain some reasonable assurance of the integrity of the recording system, the 
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auditor would be forced to examine all, or substantially all, of the transactions of 

the organization to enable him to obtain a satisfactory level of confidence that 

transactions have been correctly recorded. 

The internal auditor's interest in the internal control system is very 

different. He, himself, is actually a significant part of the system, as will be 

discussed later, and his main interest lies in insuring that the system operates as 

intended. The model contained in this thesis is designed to assist auditors, both 

external and internal, in assessing and validating the necessary features of 

accounting systems as part of the total audit process. 

1.6 STATEMENT ON AUDITING STANDARDS 

1.6.1 U.S. AUDITING STANDARDS (SAS'S) 

TheAICPA Statement on Auditing Standards (SAS48, 1984) which 

supersedes SAS3, is the current standard affecting EDP audit activities in the 

United States. SAS48 adds to the list of required planning considerations for 

EDP audits, adds a new paragraph 9 to SAS3 summarizing those aspects of 

computer processing having an effec t on planning an examination of financial 

statements and adds paragraph 10 describing how the auditor might consider the 

need for using a professional possessing specialized skills to determine the 

effect of computer processing on the examination. SAS3 and SAS48 together 

describe the effects of the use of EDP on the various characteristics of accounting 
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control and on an auditor's study and evaluation thereof. 1 0 They describe these 

effects by defining the controls within an EDP system and the auditor's 

responsibility for understanding and reviewing the controls related to the 

accounting system. 

Computer based accounting systems add special emphasis to the three 

basic auditing standards which are stated in SAS1. These standards comprise 

first, a general standard which is concerned with providing the auditor with 

adequate technical training and proficiency in the field which he is covering. The 

second standard covers the study and evaluation of internal control and the third 

standard provides for a collection of competent evidential matter. 

10 Statement on Auditing Standards 3 - The Effects of EDP on the 
Auditor's study and evaluation of Internal Control, NY AICPA 1974, para 5, and 
Jancura and Lilly, SAS No.3 and the Evaluation of Internal Control, Journal of 
Accountancy, March, 1977, P. 69. SAS48, The Effects of Computer Processing 
on the Examination of Financial Statements, AICPA, 1984. For a view toward the 
origins of accounting and auditing standards in general, see Baxter, W. T., 
Accounting Standards - Boon or Cure?, Journal of Accounting and Business 
Research, Witner, 1981, or Folk, H., Do We Really Need Accounting and Auditing 
Standards, CA Magazine, Oct., 1981, P. 40. . 
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The first general standard states that the examination is to be performed 

by a person or persons having adequate technical training and proficiency of 

auditi ng .11 SAS1 then has been in effect for some time but its scope has 

recently been broadened because of the increased responsibilities regarding 

EDP auditing. 

SAS3 and SAS48 state that some situations will require the auditor to 

apply specialized expertise in EDP in the performance of the necessary audit 

procedure. 12 SAS48 states that if specialized skills are needed, the auditor 

should seek the assistance of a professional possessing such skills. 

SAS1 states that there is to be a proper study and evaluation of the 

existing internal control as a basis for reliance thereon and for the determination 

of the result and extent of the test to which auditing procedures are to be 

restricted. 1 3 

This standard then requires a review of the system's internal control which 

does not distinguish between computerized systems or manual systems. SAS1 

11 Statement on Auditing Standards 1, Qualification of Auditing Standards 
and Procedures, New York, A/CPA 1973, para 150.02. 

12SAS3, para 4, SAS48, para 10. 

13SAS1, para 150.02. 
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indicates that concepts of accounting control can be expressed in terms of 

objectives that are independent of the state of storage of the accounting records. 

Clearly the auditor therefore is required to review internal controls in an EDP 

system. The auditor then determines the extent to which internal controls can be 

relied upon. The auditor can choose a variety of examinations to meet the 

standard of confidence. 

SAS1 also distinguishes administrative controls from accounting controls. 

The auditor must ensure that although the internal control review may be 

concerned only with accounting controls there may be a case for the examination 

of administrative controls where they relate to accounting controls themselves. 

Often administrative controls have a substantial impact on the reliability of the 

accounting records themselves. These administrative controls comprise the 

plans and procedures of an organization that are concerned with operational. 

efficiencies. Adherence to management policies and accounting controls is 

required to safeguard the assets and the reliability of financial records. 14 Where 

14lQiQ, para 320.10. 
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a general computer based accounting system makes use of both manual and 

electronic activities in the production of accounting records, SAS3 states that the 

control procedures may be either manual or electronic. The auditor then is 

required to be informed of controls that are entirely automated and are taking 

place within the computer itself. 

The controls that the auditor is required to evaluate are divided into 

general controls and application controls. The general controls include: 

1. The plan of organization and operation of the EDP activity. 

2. The procedures for documenting, reviewing, testing, and 
approving systems or programs and changes thereto. 

3. Controls built into the equipment by the manufacturer (hardware 
controls). 

4. Controls over access to equipment and data files (security 
controls). 

5. Other data and procedural controls affecting overall EDP 
operations. 15 

Application controls are procedures that relate only to specific accounting 

tasks while general controls are procedures that relate to all EDP activities. The 

15SAS3, para 6-7. 
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significance of this to the auditor is that application controls are effective in only 

those applications where they have been implemented. This means that 

reviewing compliance testing must be done separately for each application 

involved. 

SAS3 also forces the auditor to be aware of the problem of incompatible 

functions. In the integration of accounting records, centralization often takes 

place. This forms a nucleus around the data processing departments and 

removes processing steps from many other departments. This occasionally 

eliminates safeguards that were previously present in the unique departments at 

different points in the organization and at different physical locations. With this 

concentration of accounting procedures within the computer activity, computer 

programs may then perform duties which previously were provided by persons 

that could have been under other controls such as separation of duties. For 

example, a person who has the ability to modify a program without supervision or 

review, may in fact be performing incompatible functions which is within the 

auditor's sphere of control checking. 

Para 15 of SAS3 deals with compensating controls. Compensating 

controls are those which take the place of controls missing in the computerized 

system which were present in the previous manual system. These controls may 

be such things as batch controls, multiple sign-off sheets, and separation of 

duties and responsibilities within the analyst/programmer areas. 

SAS3 also states that errors can be introduced into a mechanical system 

in the initial data capture operation and because of this, special care should be 
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taken by the auditor to ensure controls over data entry into the system. Para 18 

states that a computer program can be used to initiate transactions within a 

computerized system and the points that transactions can be initiated 

automatically should be carefully charted and explored by the auditor. 

SAS1 states that the audit review should be designed to provide an 

understanding of the flow of transactions through the accounting system. The 

auditor then is expected to determine the level of EDP used in each significant 

accounting application and the controls relating to that application. After the 

preliminary review the auditor can: 

1. Complete the review of controls and if complete place 
reliance on them; or 

2. Perform the audit without reviewing controls and without 
accepting reliance on them. 

If in fact the auditor chooses the second course of action it is almost 

implicit that the auditor concedes that the system of controls is ineffective. SAS3 

also states the auditor may in fact choose not to rely on internal controls even 

when they appear to be adequate. This is not fully explained, however the SAS3 

cites two examples which may relate to this auditor conclusion. These are: 
1. That it would be more costly to review and test the controls 
than to forego reliance on controls; and 

2. That EDP controls would duplicate manual controls 
maintained by the users. 

Both these situations would be unusual for large accounting systems. No 

mention is made in SAS3 of the extent necessary for substantive testing when 

reliance on internal control is negligible. The statement also does not mention 
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the auditor's actions after preliminary review when the auditor finds that the 

controls are inadequate but his decision is not to complete the review and rely on 

the controls because the auditor's own level of technical proficiency is not 

adequate. In such a situation, the auditor should be able to perform substantive 

testing to the extent that reliance on internal controls is not mandatory. 

If the auditor decides to rely on the system of internal control, sufficient 

tests of compliance have to be performed to establish reasonable assurances of 

adequate system internal control and standard operating procedures. The 

standard allows compliance testing either on a subjective or statistical basis. The 

level of testing done is a matter of auditing judgment as is the degree of 

assurance. It is the responsibility of the auditor to judge the controls of the client's 

system and to assess the weaknesses resulting from the absence of needed 

control procedures. Because compliance tests are often interrelated with 

substantive tests, specific procedures may provide evidence of auditing control 

procedures as well as substantive evidence for record accuracy. Actual data may 

be used as the auditor samples the results of processing for conditions that 

should have been uncovered byanadequate internal control procedure. 

The third standard of field work states that sufficient competent evidential 

matter is to be obtained through inspection, observation, inquiries and 

confirmations to afford a reasonable basis for an opinion regarding the financial 

statements under examination.16 

16lbid, para 150.02. 
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This evidential matter includes the general ledger and subsidiary ledgers 

and the books of original entry. In relating these to computerized accounting 

systems these can be machine readable data storage such as tapes and disks. 

Para 13 of SAS3 requires the auditor to make use of computer programs 

to read these data files stored magnetically. A system dependent on 

computerized controls and procedures requires the auditor to rely heavily on the 

documentation of the system's processing procedures for evidential matter. This 

documentation pertains to record layouts, flowcharts, decision tables, program 

listings etc. This documentation is the formal description of the client's system 

and must be understood by the auditor for an adequate analysis of the system. If 

the data is in machine readable form, the auditor may be required to use 

computer assisted audit techniques to test those machine records for accuracy 

and also as part of the compliance test and substantive tests of internal and 

accounting controls. 

Independent auditors are required by SAS9 to consider the client's 

internal audit staff as an integral part of their review of internal control. This 

evaluation serves as a basis for the design of an audit strategy to provide 

sufficient evidential matter for an opinion. The auditor, under SAS9, must assess 

the competence, objectivity and performance of internal auditors to determine the 

amount of reliance to place on their work. These three attributes of competence, 

objectivity and performance are loosely defined but the standard does stress the 

importance of making three separate assessments. 
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A. Competence 

An internal audit department is considered competent when it contains 

the skills to assess, evaluate and recommend improvements in the internal 

control system. The level of competence can be affected by a number of factors, 

including complexity of organizational structure, the capabilities of individual 

auditors, the internal organization of the audit department and the adminsitration 

of departmental operations. In 1981, a survey indicated that five criteria could 

serve as determinants to audit department competence: 

1. Audit staff's knowledge of company operations and 
procedures. 

2. Quality and quantity of supervision in the department. 

3. Educational background of staff. 

4. Staff knowledge of new trends and techniques in auditing. 

5. The department's continuing education program (Clark, 
1981) . 

8. Objectivity 

If an internal auditor has the ability to act independently of the individuals 

responsible for the system's functioning, he or she is deemed to have at least a 

minimum of objectivity. The auditor should have the freedom to choose those 

techniques which are appropriate in the circumstances as well as the discretion 

to determine the extent of their use. The use of these techniques should be free 

from interference from management or from the group under audit. Criteria 

considered important for assessing the level of audit objectivity are: 

1. Independence of the audit department 
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2. Adequate scope of the audit 

3. Ability of the audit to investigate any area of activity 

4. Top management support of the audit work 

5. Level at which the auditor reports 17 

C. Performance 

Even a competent and objective auditor can produce work that may not 

be relied upon by an external auditor. Assessments of skill require both process 

and outcome measures. Process measures are those methods employed in the 

selection of areas to audit while output measures relate to the effectiveness of the 

audit. Evidence of output relates to the impact of the audit on the control system 

and the organization. The external auditor must ascertain that audit 

recommendations have been implemented and what impact the audit has made 

on internal control and top management. Criteria important in determining 

performance are: 

1. Adequate scope of the audit. 

2. Quality and quantity of the supervision. 

3. Management's readiness to act on recommendations. 

4. Management's support of the audit work. 

5. Acceptance of audit findings by the aUditees. 18 

171bid, P.14. 

18SAS 19 
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The external auditor should report to top management any material 

weaknesses in the internal accounting controls. 19 In arriving at a view that there 

is material weakness in an accounting control system the auditor should discuss 

the feasibility and economics of improved controls with the appropriate 

administrator of the system (Litecky, 1981). The auditor is required to support an 

opinion of the financial statements and the lack of response to audit 

recommendations may necessarily lead to the withholding of an audit opinion. 

The Foreign Corrupt Practices Act requires publicly held companies to 

have an adequate system of internal control. According to this statute, an internal 

control system must provide reasonable assurance that accountability for assets 

is maintained and recordkeeping should permit the preparation of financial 

statements in conformity with Generally Accepted Accounting Standards.20 

Up to now procedures for this Act have not been strongly enforced, 

however, the Securities and Exchange Commission has the power to require a 

complete analysis of controls including documentation of the economic 

justification of the lack of controls. 21 

1.6.2 CANADIAN AUDIT STANDARDS 

The Canadian Audit Standards are contained in the Canadian Institute of 

Chartered Accountants Handbook.22 Section 5100.02 states that "the 

19SAS 20 

20The Foreign Corrupt Practices Act of 1977 (Public Law 95-213-U.S.). 

21 Litecky et aI., P. 290. 

22CICA Handbook, Canadian Institute of Chartered Accountants. 
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examination should be performed by a person or persons having adequate 

technical training and proficiency in auditing. The handbook makes no mention 

of the degree of technical training and proficiency needed to audit computerized 

accounting systems. 

Fieldwork Standard 1 (Section 5100.02) states that "the work should be 

adequately planned and properly executed" while Section 5140 states that 

"auditors cannot carry on an effective audit unless they have an appropriate level 

of knowledge." 

Fieldwork Standard 2 states that "there should be an appropriately 

organized study and evaluation of those internal controls on which the auditor 

relies in determining the nature, extent and timing of auditing procedures." 

Sections 5200 to 5220 recommend audit procedures to be adopted to achieve 

compliance with Standard 2. These sections include: 

1. Management's objectives and basic components of 
internal control systems. 

2. Preliminary considerations in the auditor's approach. 

3. Auditor's study and evaluation. 

Special control requirements concerning computer systems are covered 

in another recent CICA publication, Auditing In An Electronic Data Processing 

Environment which superceeds the 1970 and 1975 publications, computer 

control guidelines, and computer audit guidelines.23 

23CICA Handbook, Aug., 1981. 
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Under Canadian Generally Accepted Auditing Standards (GAAS), 

auditors are permitted, as part of their tentative audit strategy, to forego the study 

and evaluation of internal controls on which they do not plan to place reliance 

(Boritz, 1979). CICA Handbook Section 5215.06 states that, "audit strategy 

would normally not place reliance on systems where there are more efficient 

ways of gaining assurance about the reliability of that particular aspect of the 

accounting records." This is a departure from U.S. GAAS where auditors cannot 

make this decision until they have completed at least a preliminary review of the 

system and understand: 

1. The flow of transactions; 

2. The extent of EDP activity in each system; and 

3. The basic structure of the controls 

Section 5220.02 suggests that it is "useful to track one or a few 

transactions through the system to assist in understanding that system." This is 

similar to the New Zealand standards in emphasizing numbers rather than simply 

an appropriate quantity. In addition, there is no specific requirement in the 

handbook to review computer controls. 

Recognizing that systems changes do occur, Section 5220.03 states that 

"the auditor would consider each system separately from the point of view of 

review and possible reliance." It does not, however, address the fact that 

accuracy and reliability may be impaired in the conversion of data from one 

system to another.24 The third standard of fi~ldwork states that "sufficient and 

24CA Magazine, January, 1979, P. 34. 



RisklThreat Based Analysis Auditing 34 

appropriate audit evidence should be obtained, by such means as inspection, 

observation, inquiry, confirmation, computation and analysis, to afford a 

reasonable basis to support the content of the report." 

A broad outline of the audit process recommended in the standards of the 

Canadian Institute of Chartered Accountants is given in Figure 1.2. 
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1.6.3 NEW ZEALAND AUDIT STANDARDS 

The New Zealand auditing standards and recommendations generally 

follow those from overseas. Auditing Standard 5 states that "there must be a 

proper study and evaluation of the existing internal control procedures as a basis 

for determining the extent of the tests to which auditing procedures are to be 

restricted." Recommendation on Audit Practice 7 (CR-7) expands on this 

requirement and some interesting differences arise under section 4.2, which 

relates to reviewing internal control procedures. Section 4.2-B states that control 

checks can be made "with a small number of tests." This small number of tests is 

also found in section 4.9 - Testing the System. The effect of this item seems to 

be a general lowering of the responsibilities toward adequate assurance. 

Section 4.6 suggests common techniques for recording internal control 

procedures. They are: 

1. narrative description; 

2. questionnaire or check list; 

3. flow chart; 

4. combination of questionnaire and flow chart. 25 

251nternal Control and the Nature and Extent of Audit Tests, New Zealand 
Society of Accountants, CR-7, December, 1977. 
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1.6.4 BRITISH AUDIT GUIDELINES 

The recently released audit guidelines of the Accounting Societies of 

England and Wales, Scotland and Ireland have considerably updated the 

standards for audit of computer based systems.26 

Increased awareness of the problems of such audits are highlighted by 

the acceptance that "there are specific risks of errors arising from the use of 

computer processing" and "that visible evidence may not be available to support 

the proper processing of transactions, and that evidence may be available on 

computer files only for a limited length of time.27 

The guidelines greatly expand the requirements of the audit investigation 

and cover application controls, general controls and computer-assisted audit 

techniques. Under general controls, auditors must now assure themselves of 

adequate controls: 

1. over application development; 

2. to prevent or detect unauthorized changes to programs; 

26 Exposure Draft: auditing guideline auditing in a computer 
environment, Audit Practices Committee, The Institute of Chartered Accountants 
of England and Wales, Scotland and Ireland, Journal of Accountancy, Feb. 1982. 

27lbid, P. 113. 



Riskffhreat Based Analysis Auditing 37 

3. to ensure that all program changes are adequately tested 
and documented; 

4. to prevent or detect errors during program execution; 

5. to prevent unauthorized amendments to data files; 

6. to ensure that systems software is properly installed and 
maintained; 

7. to ensure that proper documentation is kept; and 

8. to ensure continuity of operations.28 

1.6.5 INTERNATIONAL AUDIT GUIDELINES 

The need to develop international audit guidelines was recognized in 

1973 with the formation of the International Accounting Standards Committee. 

This group has been successful in its efforts to introduce international standards 

of accounting practice (Stamp, 1978) and a parallel effort is progressing in 

introducing a set of international audit standards. The international audit 

guidelines are more general than the U.S. Statements and do not yet address the 

problems of computer based audits. Under these guidelines (Para. 2 of IAG1), 

the traditional objective of the audit is for an auditor to express an opinion on the 

financial statements of the company in a framework of recognized accounting 

policies. Paragraphs 19 and 20 of IAG3 state: 

The auditor should gain an understanding of the accounting 
system and related internal controls and should study and 
evaluate the operation of those internal controls upon which he 
wishes to rely in determining the nature, timing and extent of other 
audit procedures. 

28lbid, P.115. 
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Where the auditor concludes that he can rely on certain internal 
controls, his subtantive procedures would normally be less 
extensive than would otherwise be required and may also differ as 
to their nature and timing.29 
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These standards are being expanded to include many of the areas 

already addressed in the British and American standards. 

1.7 THE ROLE OF EDP AUDITORS IN SYSTEMS AUDITS 

The role of the EDP auditor has been growing in importance since the first 

EDP audit functions were established before 1950. Auditors responsible for 

evaluating computer based accounting systems have, however, been faced with 

the problem of maintaining an independent status and avoiding conflicts with 

EDP systems personnel. Recently, however, auditors have become increasingly 

involved with monitoring EDP performance to ensure compliance with internal 

control responsibilities and to provide general assistance to management in 

determining the quality of EDP systems. 

Current EDP auditing practices consist of: 

1. Reviewing and evaluating internal control in a computer 
environment. 

2. Performing financial or operational auditing procedures on 
computerized files and computer processing systems. 

These activities can be re-defined in terms of specific auditor or 

managerial services. These are: 

1. Performing reviews and evaluations of EDP controls to 
determine their adherence to policies and procedures. 

291nternational Auditing Guideline 3, International Federation of 
Accountants. 
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2. Participating with internal auditors in performing 
compliance and substantive testing procedures such as 
determining whether controls are working adequately. 

3. Performing operational reviews in the EDP area including 
such functions as programming efficiency, physical security, cost 
accounting, hardware utilization and operations efficiency. 

4. Participating in the development of new EDP systems to 
ensure audit and management trails are adequate to provide for 
effective controls and recommend auditing procedures for use 
when systems are operational. 
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Auditing a computerized financial system is a difficult task. Today few 

auditors are capable of performing such an audit and also maintaining the 

independent status which has been traditionally associated with the role of an 

auditor.3D Some auditors, in fact, argue that if an auditor is involved in systems 

design at all, especially in the case of suggesting controls then the auditor is no 

longer independent of the system and compromises his own position. 

Surveys of the roles of auditors involved in computer systems have 

indicated that, in general, management's concern is focused on two related 

factors concerning Information Systems. The first is the increasing dependence 

upon computer application systems by business and the second is that as 

systems become more comprehensive and complex there are increased 

opportunitites for errors, omissions and fraud. This study indicated that about 

3DSee Section 1.13 on auditor knowledge levels. 
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75% of the firms surveyed feel that an internal auditor's review should provide 

assurances of adequate internal control. An almost equal percentage feel that 

external auditors should provide this assurance also. In organizations having no 

internal auditors, about 60% of the firms looked to external auditors for this quality 

assurance. 31 

Figure 1.3 indicates the survey results of how firms have benefitted from 

current computer-based auditing. Significant in this chart is the fact that 31 %, or 

almost one-third of the processing managers surveyed, indicated that at the 

present time, no significant benefits have resulted from auditing. EDP auditing is 

still evolving and trends indicate that its use will expand greatly. Newman (1977) 

found in a survey of large data processing firms, that the highest percentage of 

growth in EDP specialties within the State of Nevada, U.S.A., to be those of the 

EDP audit function. The survey indicated that users within the state were 

expected to increase their DP audit staffs by approximately 400% within the next 

10 years on average. 

31 Systems Auditability and Control - Audit Practices, SRI, Institute of 
Internal Auditors, 1977, PP. 11-19. 
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REDUCED ._______IMPROVED 
OPERATION APPLICATION 
ERRORS AND SYSTEMS. 
OMISSIONS CONTROLS 

F 8 % 17 0/0 

3 0/0 

INCREASED 
USER CONFIDENCE 
AND SA TISF ACTION 

___ ~~ 15"/0 

Figure 1.3: Firms' Benefits from Computer-Based Audits 

Systems Auditability and Control, SRI, 1977 
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In the SRI survey, 70% of the organizations contacted now have a new 

EDP audit function, most being established since 1970, indicating that EDP audit 
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departments are a relatively recent innovation.32 Its development is primarily 

based in larger organizations that have a greater reliance on data processing 

and complex information systems. 

In a second survey by the Institute of Internal Auditors (1980), the 

responding directors of internal auditing ranked EDP auditing at the top of their 

list of large problems facing their departments.33 Ranked on a scale of 1 (not a 

problem) to 5 (a significant problem), EDP auditing scored 3.2. Runner up was 

the problem of employing suitable qualified personnel, with a score of 3.0. EDP 

auditing ranks at the top of the list of scheduled plans for future change within 

internal audit departments and much more attention is being given to this now 

than four years ago. 

This survey also showed that a significant proportion of internal auditing 

departments consider they offer a less than complete audit service. This was 

particularly true of small auditing departments with no more than three auditors. 

The larger departments with 10 or more internal auditors were more successful 

and were more concerned about the deficiencies in providing operational audit 

coverage - presumably because large organizations tend to have a large number 

of operations, often diversified and geographically dispersed. 

32lbid, P. 35. 

33Survey of Internal Auditing (1980), Institute of Internal Auditors, Inc., 
Attamonte Springs, Florida, U.S.A., PP. 90-91. 
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1.8 APPLICATION DEVELOPMENT AUDITS 

The operational area of data processing encompasses the facilities, 

equipment, personnel and procedures that govern the execution of the systems. 

Chambers states that the audit of the EDP facility should be concerned with many 

operational areas such as: 

Accounting for data processing costs 

Disaster recovery 

Environmental controls and physical security 

Hardware utilization control 

Input and output control 

Insurance 

Media library controls 

Operations control 

Organizational control 

Personnel controls 

Programming controls 

Resource planning 

Security controller and risk manager 

Standards manuals (ChamberS,1981) 

He states that satisfactory control in these areas is essential if there is to 

be satisfactory control over any application, since each application depends both 

upon the controls built into it and also upon these general controls. 

Audits of these areas begin with the applciation development process. 

Each time a new application is developed, or existing applications are 
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significantly modified, the internal auditing department may wish to confirm that 

the appropriate procedures are being followed. This may entail audit 

involvement at the development stage. It should be remembered that it is line 

management's responsibility rather than the internal audit department to ensure 

that appropriate procedures are followed. 

The systems development audit encompasses those personnel and 

general procedures which involve the design, development, and implementation 

of both manual procedures and computer systems making up the EDP 

organization. These elements are planned, organized and managed to provide a 

symbiotic relationship to achieve management's goals involving Information 

Systems. 

1.9 PRE-EVENT AUDITING 

There are two aspects that can interest the auditor when an application is 

being developed. First,the auditor may want to assess controls which are being 

built into the application and make recommendations. Second, the auditor may 

want to confirm that development procedures are being complied with. It is much 

more timely to make audit comments at the design stage because omissions 

made during the development process may be very damaging and prove both 

costly and time-consuming to remedy. 

Some auditors are anxious about involvement at the design stage 

because they see it as jeopardizing their independence. However, in reality, this 
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is no different in principle to making audit recommendations at any stage during 

audit work. The most important consideration is to be constructive and the 

auditor is much more constructive if he makes his recommendations during the 

development of an application. Pre-event auditing is very demanding in terms of 

audit time and skill, but with pre-event auditing it should not be necessary to 

spend as much time auditing the application after it has been implemented. The 

SRI survey has shown, however, that there has not been a significant increase in 

the proportion of internal auditing departments involved in pre-event auditing of 

computer applications between 1975 and 1979. 

Information systems' controls tend to be built on a time available basis. If 

the implementation date on a new system is coming closer, control mechanisms 

are sometimes delayed to get the basic systems installed in the least amount of 

time and a less positive control may be selected on the basis of installation time 

and cost. 

Early participation of auditors ensures that the control systems are given 

proper consideration in the design of the system. A number of authors (Perry, 

1977), (Chooljian, 1978), (Patrick, 1978) take the view that audit controls must be 

built in, not added on, and that auditors must learn enough to participate in 

systems design. 

In the use of DP audit control techniques by auditors, there is a 

considerable variation in the way internal auditors approach their work. This 

depends upon the auditor's level of experience both in information systems and 

auditing, and of the sophistication of the training of these individuals. Many 

organizations still rely on auditors to apply their own ingenuity in their general 
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approach to auditing. It is important that control objectives and alternative control 

techniques be evaluated within the context of total management information 

system responsibility. The ultimate responsibility for internal controls resides with 

top management but at lower levels within the organization the control analysis 

procedure is sometimes fragmented. 

Attempts have been made to identify the cost of auditing computer based 

systems and the cost of implementation of internal controls. Though quantitative 

information is available to reflect existing levels of expenditure or anticipated 

trends, few organizations now budget DP audit activities separately from the 

normal audit functions or budget for developing audit tools. 

Internal audit costs can be expected to increase in the future especially as 

auditors are called on to expand their roles regarding system performance and 

systems controls. Cost is not the primary constraint, however, on the 

development of adequate DP audit capabilities. The development of such 

capabilities is constrained by the time required to recruit and train auditors and to 

allow them to effectively participate in the development process. When control 

guidelines are in place, the auditor can remove himself from the development 

phase to one of a more traditional audit role, allowing the auditor to step in at key 

check points during systems design to verify that procedures are being 

followed.34 

34lbid, Perry, P. 40. 
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Gilb (1977) has stated that the price of perfect reliability in any system is 

infinite cost. An auditor's responsibility for the amount of controls is reflected at 

some confidence level down the scale. Figure 1.4 (adapted from Gilb, 1977) 

shows this relationship. 

INFINITY 

50°1° 

RELIABILITY 

Figure 1.4: Costs for Perfect Reliability 

In a survey of large international audit departments, Rittenberg and Davis 

found that auditors currently performed the following categories of services: 

1. Audit activities relating to an EDP application after it was 
developed - postimplementation audits. 

2. Audit activities relating to EDP operations and 
management. 

3. Audit activities relating to applications being developed -
design-phase (pre-event) audit (Rittenberg, 1979). 
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Category 1 audits were classified as work on existing applications such 

as payroll, inventory, etc. Use of an audit tool such as a test data generator fell 

into this category. Audits of items such as security fell under category 2 and 

operations such as reviewing controls for an application were in category 3. 

Results of their survey for category 1 audits are shown in Table 1.2 

Audit activities 

Most frequently performed actlvilies 
(approXimately 1/2 of the time) 

1. Use audit software to interrogate files. e.g .• 

Frequency 
(on a 1·5 pOint scale) 

selecting samples. footing populations. etc. 3.34 
2. Survey users about satisfaction With new 

accounting EDP application. 3.31 
3. Audit around the computer by tracing transaction 

ffows. 3.23 
4. Review program changes for audit implications. 3.20 

. 5. Survey users about satisfaction With recently 
imptemented information system. 3.08 

Occasionally performed 
(approXimately 1/3 to 1/2 of the time) 

6. For a recently developed application. compare 
achieved results With ob/ectlves developed 
during feaSibility Sh.:dy (postaudit). 2.42 

7. Us", test data to evaluate processing controls. 2.26 

Seldom performed 
(1/3 of the time orless) 

8. Evaluate effiCiency of parllcular EOP application. 1.97 
9. Compare actual costs of development With 

budgeted costs and Investigate differences. 1.90 
10. Use Integrated test facility 10 monitor proceSSing 

controls. 1.47 

"The .l\lerage frequency IS based on responses tram 39 Infernal auc]l( managers. The 
scale contained the fcHewlng responses' (1) never. (2) Occ3sIonaily (less lOan 3S~';' at 
the lime). (3) naif (3S-65'a). (~) usuallv 165-SS""tt), and (5) always (95-100o/~) 

Table 1.2: Post Implementation Audits 

(Rittenberg & Davis, 1979) 

Table 1.3 shows responses of category 2 operations. These activities 

accounted for approximately 18% of audit time. The survey indicated that most 

auditors do evaluate items such as EDP security in the course of their audits. 

This appears to be in response to concern by firms to minimize their 
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computer-based risk level. Other items were performed at less frequent intervals. 

(Based on responses from 39 jn~mal audilors) 

Audit Activities 

1. Evaluate data processing security and 
make recommendations. 

2. Consult on audit Implications of potential data 
processing changes. 

3. Evaluate operating efficiency of data 
processing facilities. 

4. Use surprise inspections to ensure adherence 
to company policies . 

Frequency' 
(on a 4-point scale) 

3.80 

2.85 

2.77 

2.69 

• A rating of 4 Indicates the activity is performed as a regular part of the audit program. 
while a rating of 3 indicates the activity is performed frequently. but not at regularly 
scheduled intervals. 

Table 1.3: Audits of Operations and Management 

(Rittenberg and Davis, 1979) 

Table 1.4 reports the results of category 3 operations - design-phase 

(pre-event) audits. This category includes the analysis of controls and the system 

design process including program analysis. The survey indicated increased 

activity in this area and it appears that more internal auditors are being included 

in this process. Auditors in the survey averaged approximately 25% of their time 

on these activities, however, some departments indicated spending as much as 

70%. 
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Frequency 
Audit Activities (1-5 scale) 

Almost always performed 

1. Identify audit trail and control requirements. 

Usually performed (over 2/3 of design-phase audits) 

2. Review design documentation for compliance to 
company policy. 

3. Assess and report potential risks of proposed 
application to management. 

4. Prepare audit guide for future audits of 
the application. 

5. Review design activities for compliance to 
company policy. 

6. Sign off at end of each major phase noting 
approval or specifying deficiencies. 

Occasionally performed 
(approximately 1/3 to 2/3 of design-phase audits) 

7. Review conversion tests performed by others. 
8. Review feasibility study for reasonableness, 

compatibility with present facilities, etc. 
9. Participate as part of team performing 

conversion tests. 

Seldom performed (1/3 ofthe time or less) 

10. Act as liaison among programmers, users, and 
systems design personnel. 

11. Design, or supervise development of, embedded 
audit routines to be included in application. 

12. Participate as member of feasibility study 
committee to assess appropriateness of proposed 
applications. . 

4.64 

4.12 

4.06 

3.79 

3.73 

3.51 

3.28 

3.22 

2.82 

2.69 

2.67 

2.01 

-The average frequency is based on the responses of 31 companies that perform 
design-phase audits. The other companies (approximately 20%) that do not perform 
any design-phase auditing have been excluded from the table. The five-point response 
scale included the following captions: (1) never, (2) seldom (less than 35% of the time), 
(3) halt (35-65%), (4) usually (65-95%), (5) always (95-100%). 

Table 1.4: Design-Phase Audits 
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1.10 CHANGES AND TRENDS IN ORGANIZATIONS 

The information needs and increased financial control of organizations 

has increased greatly in recent years. Expanding markets, legislative 

requirements and the reporting needs of the business have led to increased 

transaction volumes and the expansion of information systems. Costs for 

processing services have also fallen dramatically, enabling many previous 

manual processes of the business cycle to be converted to automatic machinery. 

The business trends described above such as growth in volume, 

geographical distribution and government regulation have occurred 

simultaneously with the following: 

1. Increased computer system usage 

2. Increased data communications 

3. New application areas 

4. Distributed and integrated information systems 

5. Centralized and decentralized data file 

Figure 1.5 shows the growth in the number of business-oriented computer 

systems installed in the U.S. during the period 1966 to 1980, while Figure 1.6 

shows total data processing industry expenditures to 1985. The concept of 

distributed data processing using minicomputers is gaining favor due to the 

following business developments: 

1. Interbank currency transactions including checks: 

2. Automated teller machines and unattended currency 
disbursement; and 
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3. Point of sale terminals combining retail and banking 
transactions. 

125 

100 

75 

50 

25 

o 

COMPUTERS INSTALLED 
thousands of units 

Figure 1.5: Computer Systems Installed, 1966-1980 (US) 
(SRI, 1977) 

rear USA a %ofG/I/P World'· 

1970 ........... 21 2.1 28 

1975 ........... 41 3.2 56 

1980 ........... 82 5.2 I II 

1985 ........... 164 8.3 223 

a. In billions of 1970 U.S. dollars. 
b. Understated because Eastern Europe & USSR are no! Included. 

Figure 1.6: Total Expenditures to 1985 (est) 
(Kubli, 1979) . 

o/c of GWP 

.9 

1.4 

2.2 

3.5 
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As a result of these changes and the availability of new data 

processing technology, information systems are changing from their 

traditional forms. Just a few years ago typical business functions such as 

payroll, order processing and inventory control were developed as 

separate and independent systems each with their own data 

requirements. Manual control procedures and hand audit trails were 

used to ensure the accuracy and completeness of the processing cycles. 

Many applications being designed today involve the use of remote 

terminals, centralized data bases and multiple transaction processing. 

Table 1.5 shows the changes that have occurred in the information 

systems area in the years from 1956 to 1986. Although the areas of 

change were projected to 1977 in the SRI survey, that changed 

environment continues through the present. 

Areas of Change 

Processing equipment 

Computer application 
system development 

Computer application 
system design 

File Usage 

User relationship 
with data processing 

1956-1965 

Separate, stand-alone 
installations 

Limited coordination 
and discipline 

Single-function batch 
processing applications 

Overlapping and partial 
data files 

Limited direct links to 
processing equipment 

1966-1986 

Computers and terminals 
linked with data communi
cation facilities 

Formalized coordination of 
development and use of 
standards within individual 
organ izatio ns 

Interdependence among 
application systems 

Common masterfiles 
shared by several appli
cation systems 

User has direct access to 
processing equipment 
and data files 

Table 1.5: Changes in the Systems Environment 
Adapted from Systems Auditability and Control, SRI 1977 

53 



RisklThreat Based Analysis Auditing 54 

1.11 ESTABLISHMENT OF THE EDP AUDIT FUNCTION 

The EDP audit specialty is evolving along with the growth in more 

sophisticated information systems. A 1977 study in the United States of the 

establishment of an EDP audit function in a number of intermediate and large 

scale firms is shown in Figure 1.7. 

Year 
Established 

Before 1950 
1950-1959 
1960-1964 
1965-1969 
1970-1974 
1975-1976 

Percentage 
Established-

0.7% 
3.2 

10.8 
15.1 
42.0 
28.1 

Note: Number of respondents = 172 

·Percentages are based on actual responses weighted to reflect 
the probable response distribution of all organizations In the 
sampling frame. See the appendix for further description of 
weighting procedures. 

Figure 1.7: Establishment of the EDP Audit Function 

(SRI, 1977) 

It is interesting to note that over 70% of the organizations surveyed have 

established an EDP audit department since 1970. EDP audit departments tend 

to be first created in large organizations with the resources to build increasingly 

complex management information systems. 

As more business functions have become automated, the roles of both the 

auditor and system designer have grown. The internal auditors have had to 

become more concerned with procedures and controls within the information 

system, while the system designer has had to become more concerned with the 
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procedures that precede and follow the processing of data. Figure 1.8 shows this 

changing view. 

t 

FLOW OF 
BUSINESS 
TRANSACTIONS 

~ 
TRANSACTION 
ORIGINATION 
AND APPROVAL 

~ 
DATA 

PROCESSING 

~ 
USE OF 
DATA PROCESSING 

OUTPUTS 

Figure 1.8: Changing Data Processing and Audit Viewpoints 

(SRI, 1977) 

1.12 INTERNAL CONTROL IN INFORMATION SYSTEMS 

In manual systems, visual inspection of all clerical functions is possible 

through all the stages of recording and the task allocation is such that control is 

relatively straightforward. Figure 1.9 shows a typical sequence in a conventional 

(manual) system. 

This can be contrasted with the sequence of procedures in a simple batch 

processing information system shown in Figure 1.10. This figure represents 

systems common in the 1960's. 
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Document 
Preparation 

e.!{. sales invt.ice) 

2 3 
Extensions, 

Calculations, 
.-\dditions 

Approved 

Figure 1.9: Control Sequence in Conventional System 

(Arthur Anderson & Co., 1978) 

_________ { rct.!!n tot..us for uutput 
- - - - - - - venfic;',IJlun 

_ _ _____ {lO(all1uml~.:r of du~umcntsl 
'----r----' - - - - - - - - lr'J.lls...lctions/pruJuLls 

- - - - - _ - _ - - - - -- - - - -{ retain for output vc:rification 

- - - - - - - - - - -11r;JJlsl'un ul b.uches .lIld prcJists 

{

operator enters IJ(ol(ram: compula 
- - - - - - - - - - clillS./pnccs. cXlcntls/..ldos!m.Hcnn, 

rccon.is/pU'iiIS 

- - - - - - - - - - - - - - - - - - -{ in .... cstu; .. uc C:l.use of errors 

- - - - -- - - - - - - - - - { St,.·curity copies/distribution IiSls 

- - - - - - - - - - - - - - - { comp'lfLson Wlth i.nput 

Figure 1.10: Simple Batch Processing System 

(Arthur Anderson & Co., 1977) 
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In the previous figure, the lefthand sequence shows processing beginning 

with the receipt or creation of source documents and ending with the final 

record(s). The righthand side of the figure indicates the process that may be 

involved and its control factors. The shaded area represents processing which 

cannot normally be followed visually and traditional audit trails are lost. It should 

be emphasized that this system is quite simplistic by today's standards but still 

presents formidable obstacles to the auditor. Figure 1.11 shows briefly a more 

modern information processing system. 

DISTRIBUTED SYSTEMS 
MUL TIPLE SITE 

SYSTEM TRANSACTION PROCESS 1+-===1 INSTALLATION 
PO INT 0 F SALE 

DATA COMMUNICATIONS 

COMPUTER PROCESSING I ........ ===~I DATA BASE I 

DATA COMMUNICATIONS 

UUTPUT DISSEMMINATION 

Figure 1.11: Modern Information Processing System 
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Information systems are evolving into more complex entities with 

correspondingly less visible activity. Some information systems are now being 

tied together so that a transaction entered or created by one system may 

eventually be processed against a number of masterfiles on data bases which 

were once independent, i.e., balances in several places may be affected without 

intermediate manual review. A typical activity involving inventory may occur as 

follows. An item in the masterfile or database may be credited for a quantity 

shipped and the value of the items with this transaction, the quantity on hand may 

dip below the automatic reorder quantity which generates a purchase order 

which may generate a warehouse receiving notice and location. Additionally, a 

warehouse shipping instruction was generated as a result of the sale and the 

customer's accounts receivable record amended. This automation of transaction 

processing has generated a variety of techniques and tools designed to help the 

auditor in his or her task. 

1.13 EDP KNOWLEDGE LEVELS OF AUDITORS AND ACCOUNTANTS 

The EDP knowledge level of auditors has been discussed in accounting 

literature for some time. Literature written in the early 1960's on EDP auditing 

implied that auditors of computerized accounting systems need a minimal 

knowledge of EDP processes. This view has changed significantly. Roy and 
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MacNeil (1967) recommend the following minimum common body of computer 

knowledge for beginning public accountants.35 

1. Knowledge of at least one computer system, functions of 
components, general capabilities and the more universal terms. 

2. The ability to prepare a flowchart for an information system 
of modest complexity. 

3. A working knowledge of at least one computer 
programming language. 

4. The ability to design a simple information system, program 
it, debug it, and test it.36 

Extending these requirements to practicing competent auditors 

responsible for a computer based audit, Burch and Sardinas (1978) state that the 

auditor: 

1. Must have a firm knowledge of computer systems, systems 
of controls and computer audit techniques. 

2. Understand flowcharts and decision tables. 

3. Be able to write and debug moderately difficult computer 
applications programs in at least one language, preferably 
COBOL. 

4. Be able to obtain independence from computer systems 
personnel by selecting and applying generalized audit programs. 

5. Be able to write his or her own audit programs 

35For studies on auditor's roles, see Firth, M., Recent Empirical Studies in 
Auditing, Accountancy, P. 69, Feb., 1979, or Chooljian, S., Auditing is Serious 
Business, Data Systems, P. 24, Sept., 1978,' or the External Auditors Review of 
Computer Controls, Communications of the ACM, P. 288, May, 1981. 

36See also Jancura, E. G., Technical Proficiency for Auditing Comptuer 
Processed Accounting Records, Journal of Accountancy, 140, October, 1975, PP. 
46-59. 
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6. Be able to audit computer operating performance and 
workflow. 

7. Be able to fully understand, review, and test a complete 
system of controls. 

8. Be able to review computer programs. 

9. Should be involved in information systems development. 

10. Be able to use the computer as an audit tool and apply 
sophisticated audit techniques such as integrated test facilities 
and tagging and tracing. 
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Expanding this even further, Cerullo includes in addition to the previous 

taxonomy of knowledge: 

1. General systems theory, the deductive systems approach, 
the nature of management information systems (MIS), and the 
structure of MIS; 

2. The management system, including the functions of 
management, traditional and modern organization theory and its 
effect on MIS development. 

3. The economic value and nature of data and information, 
including the manner in which data are converted into information, 
the types of information needed by various management levels, 
factors affecting quality of information, and data communciation 
systems available; 

4. The nature of decision making and the relationship to MIS, 
including the usefulness of computerized operations research 
models, Programmed vs. Non-programmed decision making, and 
the computerization of the decision making process; 

5. Defining, structuring, classifying and coding, controlling 
and managing the computerized. data base, including a 
knowledge of current and master files needed to generate the 
computerized output, developing modularized or integrated data 
bases, characteristics of direct and sequential storage devices 
(i.e., magnetic disk, drum, magnetic tape, punched cards and 
paper tape), the methods for organizing data on computerized 
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storage devices, including random, sequential, and indexed 
sequential data organization methods, and the characteristics of 
the major generalized data base management systems (DBMS) 
available, including IMS, SYSTEM 2000, ADABAS, TOTAL, MARK 
IV, AND RAMIS; 

6. Determining economic feasibility (i.e., cost/benefit) of 
computer systems; 

7. Selecting an in-house computer system or off-premises 
batch processing, or time-sharing service bureau or facilities 
management group; 

8. Techniques available for evaluating computerized systems 
after they have been implemented; and 

9. The characteristics of on-line real-time computer systems 
vs. Batch processing systems vs. Time-sharing systems, including 
audit considerations (Cerullo, 1978). 
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This level of knowledge has been recommended because of the following 

situations that will be increasingly prevalent in commercial information systems. 

1. Integration of information systems with more on-line, 
real-time systems. 

2. Increased use of time-sharing and bureau services by 
client firms. 

3. Transmission of data direct from one information system to 
another. 

4. Much less use of source documents and other hardcopy 
forms. 

In an attempt to measure EDP audit knowledge a survey was performed 

on a random sample of 550 New York Certified Public Accountants with 267 

responses (49%). Table 1.6 shows the results of that survey. Table 1.6 is 

classified by respondents' years of experience while Table 1.7 is classified by 
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area of specialization, i.e., auditing, management advisory services (MAS) or 

taxation. 

Table 1.6 indicates a strong inverse correlation between extent of 

knowledge and years of experience. Those CPA's with five or fewer years of 

experience have higher knowledge levels than the other groups. Those 

respondents practicing 30 years or more showed a high percentage (79%) of 

slight or no knowledge with similar declining levels for experience, i.e., 72% for 

21-30,62% for 11-29,51% for 6-10 and 31% for five or less. This indicates that 

auditors and accountants, like many professionals, keep less abreast of new 

technologies the longer they are in practice. In order to meet the rather simple 

recommendations contained in Roy and MacNeil's work of 1967, respondents 

would need expert or good working knowledge in the following four listed 

categories: . 

1. Components of computer systems 

2. Designing computer-based systems 

3. Flowcharti ng 

4. Writing computer programs 

Actual responses indicate 63%, 50%, 50% and 37% respectively for five 

or fewer years experience, 23%, 18%, 27%, and 9% for 6-10 years experience, 

8%, 11 %, 12%, and 2% for 11-20 years experience, 19%, 2%, 2%, and 0% for 

21-30 years or more experience. 
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Percentage of All Respondents 

Expert 7 8 8 10 4 3 7 7 3 1 3 4 4 5 

Good Working 14 13 7 11 8 6 10 17 17 10 12 7 13 12 

Average 23 23 14 16 16 6 16 26 19 16 18 19 20 18 

Slight 30 26 24 28 25 17 25 18 18 18 18 32 21 23 

None 26 30 47 35 47 68 42 32 43 55 49 38 42 42 

Percentage of Respondents with Five Years or Less Experience 

Expert J8 J8 12 25 12 25 25 25 0 0 0 0 5 . 15 

Good Working 25 SO 38 25 25 12 29 12 12 37 25 25 22 26 

Average 25 12 25 50 38 0 21 38 38 25 50 25 35 28 

Slight 12 0 12 0 25 25 14 25 12 0 12 SO 20 17 

None 0 0 13 0 0 J8 11 0 38 38 13 0 18 14 

Percentage of Respondents with Silt to Ten Years Experience 

Expert 23 27 18 27 18 9 20 23 14 5 14 18 15 17 

Good Working 23 23 14 18 14 14 18 23 14 27 14 0 16 17 

Average 18 9 18 14 18 5 11 9 14 9 23 41 19 15 

Slight 18 23 18 18 27 27 23 27 24 23 32 23 26 25 

None 18 18 32 23 23 45 26 18 34 36 17 18 24 26 

Percentage of Respondents with 11·20 Years Experience 

Expert 8 10 11 12 2 2 10 5 2 5 3 0 3 7 

Good Working 23 13 8 10 10 10 12 . 25 28 5 15 8 16 14 

AL-erage 23 31 7 17 18 4 13 36 18 20 15 18 21 17 

Slight 33 31 30 37 34 16 29 20 16 16 21 41 23 26 

None 14 . 15 44 24 36 68 36 14 36 54 46 33 37 36 

Percentage of Respondents ~th 21·30 Years Experience 

Expert 1 1 2 2 2 0 1 3 0 0 0 2 1 1 

Good Working 12 11 4 17 6 4 7 16 12 8 8 5 10 9 

AI-erage 20 23 16 19 18 4 17 27 17 15 20 18 19 18 

Slight 37 24 27 25 24 18 26 14 23 17 13 29 19 22 

None 30 41 51 43 50 74 49 40 48 60 59 46 51 SO 

Percentage of Respondents with 30 or More Years Experience 

Exoert 0 3 3 3 0 0 1 3 3 0 0 0 1 1 

Good Working 9 6 10 10 6 0 8 13 9 6 6 3 7 8 

.-kerage 19 19 10 6 6 9 11 9 16 6 19 10 12 12 

=-~ '1;'1 25 26 20 32 13 13 22 22 13 18 19 32 21 22 

.'-.one 47 46 57 48 75 78 58 53 59 70 56 55 59 57 

Table 1.6: CPA EDP Knowledge by Years of Experience 

(Cerullo, 1978) 
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Of the six computer areas listed, auditors only had an average of 19% in 

expert or good working knowledge, compared to only 3% specializing in taxation. 

The study also showed that 70% of auditors have only slight or no working 

knowledge in the six listed areas. It appears that a large majority of working 

auditors are unwilling or unable to acquire the most basic knowledge to perform 

a defensive computer audit. It does appear that those individuals involved in 

management advisory services have a much higher expert or working knowledge 

of the computer areas (54%) indicating that they presently play an important part 

in the audit of information systems. 

Percentage of Respondents Speci.llizing in Audiling 

&pert 6 8 11 9 0 4 6 11 2 0 2 4 4 5 
Good Working 20 18 8 11 17 6 13 16 19 13 10 4 12 13 
Auercge 16 20 9 11 17 0 12 30 15 10 14 23 18 15 
srlght 31 20 26 28 21 17 24 25 15 17 22 27 21 23 
None Z7 34 46 41 45 73 45 18 49 60 52 42 45 44 

Percentage 01 Respondents Specializing in Management Advisory Services 

&pert 42 50 56 52 20 20 40 29 9 12 16 17 17 29 
Good Working 33 25 16 8 20 20 20 29 39 28 32 17 29 25 
Auerage 13 8 0 20 24 20 16 13 9 20 8 22 14 15 
Slight 8 13 16 12 20 8 13 8 4 8 12 30 12 13 
None 4 4 12 8 16 32 11 21 39 32 32 14 28 18 

Percentage 01 Respondents Specializing in Taxation 

&pert 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
Good Working 3 0 0 7 0 7 3 17 10 3 3 7 8 6 
Auerage 23 14 13 7 3 3 11 17 20 0 14 10 12 12 
srlght 30 38 27 41 33 13 30 20 40 23 28 37 30 30 
None 44 48 60 45 64 n 56 46 30 74 55 46 50 52 

Table 1.7: CPA Computer Knowledge by Specialization 

-
(Cerullo, 1978) 

'. 

Reasons cited in the study for the lack of an adequate knowledge level in 

information systems by these groups are: 

1. A lack of instructional materials on the areas concerned; 

2. A lack of opportunities to acquire these skills by in-house 
or external programs; 
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3. The utilization of computers in auditing and other skills is 
too complicated, costly and time-consuming in relation to benefits; 

4. Lack of mutual interest on the part of other certified 
accountants; and 

5. Computers are too unreliable and inflexible to be a useful 
tool. 

1.14 CHAPTER 1 CONCLUSION 

Modern auditing in an information system environment is a totally different 

discipline from what used to be known as classical compliance auditing. Modern 

auditing requires a different approach, a different state of mind and more training 

and skill than was previously required. While it is true that modern auditing 

encompasses traditional accounting in that it functions primarily by evaluating 

internal control systems and performing tests on transactions, the use to which 

these techniques are put is Significantly different. Today the auditor applies a 

deeper and broader analysis to tests in attempting to think as an operating 

executive. 

With today's information system becoming more complex, the greater 

centralization of controls and power is vested in this part of the organization. The 

pressure for more information in the firm coupled with the economics of computer 

use is leading to data processing systems being more and more integrated into 

the functions of the business. A transaction once recorded can serve a number of 

possible uses, for example it can be a source for the creation of a number of 

documents or files. This implies that the auditor must possess a higher order of 

skill in examining systems that control much of today's business. When most of 
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the accounting controls are based on an integrated computer system, the auditor 

must become a controller of that computer system and this involves the use of 

such things as audit programs and the use of system skills to analyze the major 

control features of that system. The auditor should then be able to review major 

system changes to determine whether they reflect adequate internal control. The 

auditor can work closely with the DP department throughout the entire process of 

system development, reviewing and commenting on the relevance of changes to 

the company systems as well as monitoring the system's control features. The 

auditor must also be concerned with the ongoing operations of the EDP 

department itself, the efficiency of the operations it controls, its resources, risks, 

etc. 

This implies that the dimensions for the audit functions are expanding to 

such things as analytic enquiry, EDP involvement and systems orientation which 

will promote a probing evaluation of the impacts of such things as operational 

efficiency of the information system and its role relating to the business. Although 

audit techniques are evolving there has been little documented cooperation 

between the information systems community and the audit community. This is 

now changing with the introduction of major EDP audit research funding by the 

larger accounting firms (especially Peat Marwick through its research 

opportunities in auditing programs). From the standpoint of those in the 

information systems field, the auditor's function has not been well understood or 

made clear. Internal auditors are faced with the task of investigating an 

environment which most of them understand in only a limited sense and have 
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only limited knowledge of the tools to interact with this system. Compounded with 

this problem is that most managers have not been informed or stimulated to 

provide adequate attention to inadequate DP audit control procedures. These 

points indicate the need for additional computer-based tools that are easy to use, 

methodologically simple and reliable. 

The Risk Evaluation Model developed for this dissertation is designed to 

provide for the assessment and evaluation of selected information system 

attributes by auditors without requiring the auditor to have a high degree of 

computer knowledge. For the first time, the model brings together the areas of 

security, software and hardware reliability, control use and costing in an audit 

tool. The model was designed to provide a higher level of independence to the 

auditor by providing automatic generation and result tabulation of the above 

areas without systems operational help. The model is easy to use and provides 

a starting point for the development of an automatic computer audit tool. 
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CHAPTER 2: THE COMPUTER AS AN AUDIT TOOL 

2.1 INTRODUCTION 

The advantages of speed, accuracy, storage capacity and computational 

power that make computers effective tools for management can also apply to 

their use by auditors. The computer has already been used in a variety of ways 

to perform clerical functions, apply computer audit techniques, reduce the time 

required for certain tests and expand audit scope. This section explores current 

techniques for computer audit use while Chapter Three details current research 

which may be applied to future audit tools and in some cases has been 

incorporated into the basis for the Risk Evaluation Model in this dissertation. 

Auditing has been evolving since its inception and the relative emphasis 

placed on different audit activities has changed considerably. Computer audit 

methodology is not yet firmly established and many public accounting firms are 

conducting audit evaluations in a variety of different ways. (Grobstein, 1984).37 

At this time there is little sound theoretical and empirical knowledge or 

pedagogical support for a science of EDP auditing and this has much to do with 

the lack of research in the area. In 1975, Boutell surveyed the EDP audit 

literature appearing in two major accounting research journals between 1969 

and 1975 and found only 12 articles on the subject, three dealing with empirical 

work (Boutell, 1975). Clearly there is much work to be accomplished before EDP 

auditing can be considered a discipline. 

37 Grobstein, Michael & Craig, Paul W., A Risk Analysis Approach to 
Auditing, Auditing; A Journal of Practice and Theory, AAA, 1984, PP. 1-16. 
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Six of the major activities that make up a modern audit examination are: 

1. Analytical review. 

2. Review and evaluation of internal control. 

3. Compliance testing of key controls. 

4. Limited substantive verification of transactions and balances. 

5. Extensive substantive verification of transactions and balances. 

6. Review of subsequent events (Clowes, 1980). 

The analytical review provides the auditor with an overall view of a client's 

environment and operations. It identifies areas of potential significance for 
, 

financial statements, accounting transactions or balances and provides data to 

help in forming audit strategy. 

The review and evaluation of internal control identifies general and 

specific control features and possible deficiencies that could affect accounting 

data reliability. This preliminary evaluation of control adequacy helps to form the 

audit plan and the extent and timing of later in-depth analysis. 

Compliance verification of key controls assesses the proper functioning of 

critical controls identified in the previous step. Compliance tests are those tests 

which are required to provide reasonable assurance that internal control 

procedures are applied as prescribed. By testing for compliance the auditor 

determines the timing or extent of substantive tests. 

Limited substantive verification of transactions and balances involves the 

direct testing of accounting data where the auditor's preliminary findings on 

controls suggest they are functioning adequately. Substantive tests allow the 

auditor to gain direct evidence regarding the completeness and validity of the 
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information contained in the accounting records or in the financial statements 

(Hatherly, 1978). 

Extensive substantive verification of transactions and balances is a direct 

test of accounting data. It is required where either the auditor was not satisfied 

that the level of reliability of the controls was high enough or that compliance 

verification work suggested that adequate controls might not have functioned 

effectively throughout the reliance period. 

Reviewing subsequent events determines the possible existence of 

matters subsequent to the financial statement date which might require either 

adjustment to or disclosure in the financial statements. 

Gathering evidence to support a professional opinion on a set of financial 

statements requires a combination of these six major activities. Each activity 

presents a type of evidence and it is from the cumulative result of these six that 

auditors can derive support from an audit opinion.38 The auditor's judgment is 

put to an essential test when he determines how much and what kind of audit 

evidence is required to support an individual opinion. Figure 2.1 shows the 

emphasis that auditors may place on different activities dependi ng on the 

situation. 

38For an analytical approach to this subject, see Kinney, W. R., Jr., 
Decision Theory Aspects of Internal Control System Design, Compliance and 
Substantive Tests, Journal of Accounting Research, Studies on Statistical 
Methodology in Auditing, Vol. 13, Supp., 1975. 



RisklThreat Based Analysis Auditing 

I I 
I ANAL YTICAL I 

.. - I AND I 
--- I SUBSTANTIVE 

- I -.......... I TESTS 

REQUIRED 
AUDIT 

ASSURANCE 

............ ~ I 
, ........ I 

-_ I 
, -............ I 
I .... --J 
I 1 ........ 
I INTERNAL CONTROL I ................. 
I RELIANCE AND I ............ 

HEAVY 
INTERNAL 

CONTROL 
RELIANCE 

I COMPLIANCE TESTS I .... - ... 
I , , , 

SOME 
INTERNAL 
CONTROL 

RELIANCE 

LITTLE 
INTERNAL 
CONTROL 

RELIANCE 

Figure 2.1: Audit Assurance and Emphasis 

(Clowes, 1980) 
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The strength of the client's internal controls is the most important of the 

many factors that influence the auditor's decision regarding which audit tests to 

perform. Along with this, materiality and relative risk are important concepts. 

Auditors often change the emphasis placed on internal control reliance and 

substantive testing due to their weighting of these factors. Davis and Weber 

proposed a conceptual model that the auditor can use to consider the 

consequences of a change to new technology for controls and audit purposes 

(Davis, 1981). 

Auditors are now finding that they are being expected to perform reviews 

and evaluations of computer systems along vyith their normal audit activities (Will, 

1974). When it was imperative to review and evaluate the internal controls of 
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computer systems, this work was often contracted out to consultants and the 

auditors in turn used the consultants' findings in forming an audit view. 39 

It is clear many auditors do not have the necessary knowledge and skill to 

audit computer systems effectively. Auditors can confront this problem by 

defining their responsibilities within the organization based on the audit contract. 

Continuing to hire needed resources for specific activities may suffice for the 

person who will supervise the EDP auditing section but there is a strong 

probability that the auditor will not obtain optimal performance due to this 

non-disciplinary approach. In addition, hiring the needed resources may be 

expensive and time consuming. A more realistic option would be to hire some of 

the resources and train the majority of the present staff. Weiss, however, found 

that presently most organizations prefer to train computer professionals in 

auditing (Weiss, 1977). 

Regardless of the approach taken by the audit firm, one needs to specify 

the knowledge and skills the auditor should have and then, based on this 

required level of skill and knowledge, the audit firm can train their auditors in 

whatever skills they lack. Implicit in this process is one basic decision - whether 

the EDP auditor is to be an auditor who gets EDP training or an EDP specialist 

who gets audit training. Obviously, some EDP audit groups can and should be a 

combination of the two. 

39Th is was supported by Cerullo's survey. 
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The concept of training auditors for what they lack is conceptually simple 

but not necessarily simple in practice. As an example, assume that the auditor 

has compiled a complete list of the knowledge and skills required at each level of 

EDP auditing in the organization. Against this list he matches the knowledge and 

skills of the current staff. The difference, or shortfall, is the training requirement. 

After completion, he must determine whether this shortfall is correctable by 

training. In this case, the organization system of rewards must work for the audit 

firm. The auditors must perceive that promotions and salary increases also go to 

those who accomplish activities outside of traditional organizational expectations. 

The training of the EDP auditor needs additional definition in the area of 

expected performance and actual performance. Expected performance must be 

explicitly stated and must be agreed to by interested parties, i.e., management by 

objectives (MBO). Measurement of performance is crucial and is a factor 

continually encountered in the training process. This agreement by all interested 

parties implies exactly what it says. Both those who want to use EDP auditor 

services and the EDP auditor must agree on what is to be provided. Discrepancy 

in expectation on either side means eventual disagreement on the effectiveness 

of the EDP audit function. 

Since expected performance requires explicit agreement, measuring 

actual performance requires diligence and impartiality. The measurement of 

actual performance is a difficult task. Some methods of measurement are: 

1. Communicating with individual supervisors. The 
supervisor is frequently the source most likely to know how well 
the performer is accomplishing the tasks. 
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2. Responses from those who use the individual services. In 
the case of EDP auditors, this may be Information System 
operating management, the audit committee, or the non-EDP 
auditors. 

3. Examining documentary evidence of the individual's work. 
This may include working papers, memoranda, audit planning 
cooperation with other auditors and reporting groups. 

4. Talking to the individual, which although hardly a 
non-biased source of information, does provide considerable 
insight into the practical problems of the position and individual.40 
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When this process is completed, the training needs can be determined. 

the next step is to state explicitly in writing the following points: 

1. Who is to be trained, i.e., the classifications of auditors. 
Because the EDP auditor does not work alone, the training 
program should provide some EDP training for non-EDP auditors 
as we", to enable them to work effectively with the EDP auditors. 

2. How many classificiations are to be trained. 

3. When they are to be trained. 

4. Where the training should take place. 

5. Objectives of each module of the training (Keith, 1978). 

2.2 AUDITING ACCOUNTING INFORMATION SYSTEMS 

The auditor's responsibility goes we" beyond simple evaluations of 

internal controls. In the computer environment this may be characterized as a 

40For studies on human motivation, See Dunnette, M.D., ed., Handbook 
of Industrial and Organizational Psychology, Rand McNally, Chicago, 1976, or 
Miles, R.E., Theories of Management: Implications for Organizational Behavior 
and Development, McGraw-Hili, N.Y., 1975. 
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clarification of what the information system actually produces. The auditor's 

responsibilities regarding the system can be classified under three headings: 

1. An understanding of the system. 

2. A verification of the phases of processing concerning 

general controls and application controls. 

3. Verification of those items produced by the information 

processing. 

The reliability of accounting data is directly linked to the process that 

produces the data. To satisfy audit standards regarding the quality of data output, 

it is necessary to verify that the generating process of that information is indeed 

reliable. Auditing techniques for verification of computer controls have taken 

three basic -approaches: 

1. Auditing around the computer. 

2. Auditing through the computer. 

3. Auditing with the computer. (Term copywritten by Prof. 

Wayne Boutell). 

2.2.1 AUDITING AROUND THE COMPUTER 

Auditing around the computer has been described as the "traditional 

manual approach" (Touche Ross & Co., 1973). Under this approach the auditor 

generally selects source documents and traces entries through intermediate 

computer printouts and finally examines entries in the summary accounts. This 
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technique examines only the input and output data and it views the computer as 

a "black box". The advantages of this technique are: 

1. There is no risk of tampering with live data. 

2. Little technical training of the auditor is required. 

3. It is simple, straightforward, and easily understood 

by everyone. 

4. Cost of audit resources is generally low. 

The disadvantages are: 

1. Many computer data bases are too voluminous for 
manual testing. 

2. No means are provided by which auditors can get 
involved and gain a firm understanding of computer 
systems. 

3. It ignores the system of controls and thereby fails 
to recognize potential errors or weaknesses within the 
system. 

4. It represents after-the-fact rather than preventive auditing. 

5. It makes no use of the most powerful and valuable 
audit tool, the computer. 

6. For all intents and purposes it does not achieve the 
auditor's goals (Burch, 1978}.41 

41 Burch does not explain this statement, but presumably he is implying 
that auditors using the around-the-computer methods violate Burch's goals for 
the EDP auditor which include a complete knowledge of the EDP system and its 
controls. He states that the EDP auditor should have a "diagnostic/preventive" 
approach to the audit. For complete comments on goals see Burch, 1978 
pp.47-49. 
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The around-the-computer technique fails especially to detect exception 

conditions in large numbers of transactions without a very high sampling rate. It 

is impractical for the auditor to make manual verifications on items that include 

small amount transactions, yet when viewed as a whole these transactions could 

present a considerable degree of error. Other errors such as those in program 

code and computations can only be found by an examination of program code or 

examination of program flowcharts. 

Today auditing around the computer is held in disrepute by much of the 

audit community. This is true especially when the technique used is chosen 

because the auditor lacks understanding of information systems and the controls 

regarding information systems. If this is the case, the auditors are in violation of 

SAS3 and SAS48 (U.S.). Some auditors have noted that it is possible to 

effectively audit some systems completely without investigating the use of the 

computer. The decision not to use the computer is occasionally based wholly on 

the opinion of an auditor who does understand computer sy~tems yet decides the 

best audit would be to ignore the machine. Figure 2.2 (Burch, 1978) shows an 

example of using the around-the-computer audit technique. 
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2.2.2 AUDITING THROUGH THE COMPUTER 
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Auditing through the computer is a general title for a variety of techniques 

to allow the auditor greater control and greater use of the computer rather than 

treating the machine as a "black box". As a technique, it was first used to 

describe the testing of individual records and instituted an important test of the 

processing system itself (Milko, 1970). 

Auditing through the computer is based on the assumption that, if the 

techniques for producing the data are reliable then it is highly probable that the 

records being produced by the processing system are also accurate (Cash, 

1977). This technique involves the processi~g of test transactions by a client's 

information system with no direct examination of programs in the system. 

Normally this technique utilizes the actual processing system in order to examine 

the system. 
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2.2.3 METHODS OF AUDITING THROUGH THE COMPUTER 

Through the computer auditing uses the test deck approach in most 

cases. Test data is simulated or transactions created to include all possible types 

of conditions that the system may be required to process. This deck also includes 

invalid transactions that are used to test all the control procedures within the 

system itself. Generally the test desk is applied as follows: 

1. The entire control system is reviewed. 

2. Based on No.1, transactions are designed to test aspects 
of the system or the entire system. 

3. The transactions are formatted to the particular systems 
requirements. 

4. The transactions are converted to a machine-sensible 
form. 

5. The conversion is verified by the auditor either through 
balancing routines or visual inspection of the machine-sensible 
transactions. 

6. The transactions are processed through the regular 
production programs and operating system insuring that: 

a. no additional information is introduced; 

b. standard machine operating procedures are 
used; 

c. no irregular actions have occurred that 
could influence the test; and 

d. all output is retained by the auditor. 

7. The produced results are compared with expected results 
(Burch et ai, 1978). 
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The auditor cannot physically see the operations and the controls within 

the computer but can see the output listings of tests where transactions which 

were supposed to be rejected were not, where overflow conditions caused errors, 

or where such things as out-of-limit transactions were processed as if they were 

correct. With the test deck approach the auditor can also determine whether or 

not the computer is processing only valid transactions. 

There "is another related technique known as the test data generator. This 

technique uses the automated generation of transaction data for testing control 

procedures and programs. Test generators perform three major functions: 

a. automatic generation of data with certain attributes; 

b. automatic creation of records for the above; and 

c. automatic creation of data structures for those records 
(Adams, 1973). 

The perfect generated data set contains every possible combination of 

input data including the previously mentioned erroneous data. All differences 

between the two sets of output are examined. The auditor must have a 

transaction record layout in order to formulate test data transactions. The 

transaction record layout would contain such items as field names, field sizes and 

character types in each record. In order to create a test record, the auditor would 

insert his own data into the appropriate fields to produce results that had been 

pre-determined. 
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Again, the major advantage of this technique is its low technical 

requirements by the auditor. The test data generation technique is particularly 

viable if the range of conditions to be tested is large. 

Some disadvantages of the test data approach are that the auditor is 

forced to become familiar with the variety of transaction structure types applicable 

to the data in addition to the problem of actual testing of the correct production 

program. It would be a major advance in the field if programs could be proven 

correct by automatically generating reliable test data. Floyd (1967) stated that in 

order to prove a program correct, using input that meets the input criteria, the 

output variables must satisfy the output criteria after running the program. Along 

these lines, Goodenough and Gerhart (1975) separate the domain of input into 

sets of classes proving that for each member of these classes, if a single member 

of the class gives the correct test answer, all members of that class will produce 

correct answers. Howden (1967) has proven, however, that a computable 

procedure does not exist which, given an arbitrary program, a function, and a 

domain, generates a reliable set of test data and Dijkstra (1972) states that 

"program testing can be used to show the presence of bugs, but never their 

absence". Geller (1978), however, discusses attempts to develop test strategies 

for classes of problems. These test strategies involve systems design for 

symbolically executing programs and providing formal proofs of program 

correctness. 
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COMPUTER 
PROGRAMS 
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COMPUTER PROCESSING -----
MANUAL PROCESSING ---------

Figure 2.3: Through the Computer Audits 

(Burch, 1978) 

2.2.4 THE INTEGRATED TEST FACILITY (ITF) 
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The integrated test facility involves the establishment of a dummy entity 

within the data base of a customer's system, against which test transactions can 

be processed as if the transactions were normal, regular, active transactions. 

The integrated test facility then integrates permanent test data into system files 

themselves and permits the auditor to continue to monitor the status of those 

dummy records. These records can take the form of a fictitious customer, 

department, division, employee, etc. The ITF technique requires the auditor to 

participate in the initial design of the system to incorporate this facility within the 

processing mode of the organization. 
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In some aspects the integrated test facility is similar to the test deck 

approach. With a test deck approach the auditor prepares a set of dummy 

transactions testing various controls against pre-determined results of the 

transactions. The advantage of the integrated test facility is that the actual system 

is being tested and can be analyzed during actual operations without any harm 

or restriction to the normal operation of the information system. 

Disadvantages of the ITF include the cost to process and store test data, 

and the possibility of tampering if the existence of the ITF is known. A program 

modification may force test data to be processed separately and later 

incorporated correctly into important outputs or reports. The obvious drawback to 

this approach is that if the test facility is known, program code may be different 

from the logic associated with the actual data. Also with this technique, there is a 

certain cost associated with execution time overhead required to process the 

continual test data file and maintain the ITF sub-files. 

It is possible to use a semi-integrated test facility by entering actual live 

transactions into the system, processing live transactions and then using a 

reverse journal approach to negate the effects of the test data. The major 

disadvantage of this is the modification of actual files, the fact that unintentional 

errors may produce undesired results and that corrections may not be 

accomplished. Additionally, in an on-line system, altering clients' data files may 

produce significant problems if that data is accessed before the first reversing 

journal entries are processed. 
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2.2.5 TAGGING AND TRACING (TT) 

Tagging and tracing is an extension of the integrated test facility that may 

or may not use test data. Other names that are commonly used for n are tagging 

and picture taking, tracing marked data, and audit indicators. Tagging and 

tracing typically involves the marking or tagging of input data to ensure that 

relevant information is displayed at key points in the processing system. In this 

case, conditions that are generated during the processing of transaction data are 

displayed, but the actual changes to data records are not made. The advantage 

of this is it is possible to use actual data and eliminate the journal reversals. 

Additionally, the special logic required to display major conditional aspects of the 

system is normally less complex than forcing a partition of the data file as is done 

with the integrated test facility. 

Weiss has shown that the combination of an integrated test facility and a 

tracing and tagging technique has been an effective tool in the audit of 

information systems (Weiss, 1973). The tagging and tracing method allows the 

auditor to follow data through a complex system and modify the transaction 

testing points on a basis of the displayed information, permitting greater flexibility. 

Tagging and tracing, however, provides no guarantee that all the logic paths 

within a program are traversed. This problem is dealt with in the Risk Evaluation 

Model by a path analysis routing in one of the modules for program testing and is 

explained in detail in Chapter Five. 



RisklThreat Based Analysis Auditing 85 

2.2.6 MAPPING 

The term mapping describes a number of techniques used to identify 

whether or not aI/ logical paths in a program are traversed during processing. A 

number of programs have been created to automatically test all the branch 

conditions within a program. During the process of testing, branch conditions 

such as mis-branched indicators, control monitors, and logic supervisors are 

used to indicate inefficient or unused code. The implementations of this 

technique are found in such commercial programs as COMBI (COBOL 

Mis-Branched Indicator) and CONTUNE (Adams, 1975). 

The mapping technique actually examines processing logic as opposed 

to simply utilizing the program code itself. This has an advantage of aI/owing the 

auditor to recognize specific types of code and identify them as being either 

redundant, inaccessible or exceptional. The use of this technique does require a 

higher technical capability on the part of the auditor. One problem with some of 

the automated techniques of assessing program flows is the overhead created by 

using the program associated with this technique and also problems involving 

the alteration of source code during the testing itself. 

2.2.7 CONCURRENT PROCESSING 

Concurrent processsing is designed to detect exceptional or unusual 

conditions relating to the processing of transactions and record that information. 

A variety of terms have been used to describe concurrent processing and 

concurrent auditing. Some of these terms are continuous processing and 

continuous auditing by exception (Marin, 1973). This has also seen use in threat 
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monitoring for computer data security (Parker, 1976). With concurrent processing 

the system continuously reports on unusual transactions and generates 

indicators of these unusual transactions. This technique does not, however, 

examine the process code itself. This technique implies that the auditor has 

participated in the systems design function by inserting controls that will detect 

exception conditions on a continuous processing basis within the information 

system. This is obviously a trade-off between examining code which may be 

malicious or designing/implementing a system to help detect the actions of 

malicious code through the increased use of controls not able to be subverted by 

code writers. 

Concurrent processing can be used to control items such as policies that 

simplify clerical procedures but are susceptible to fraudulent activity. For 

example, in some systems an operator is given the option of changing such 

things as codes or amounts to facilitate a smoother operation. This facility would 

highlight and denote such actions to be investigated later by the auditor. 

Although this technique is most applicable to an internal auditor, it can be used 

by an external auditor to investigate control in such operations. 

2.2.8 PARALLEL SIMULATION 

Parallel simulation involves the creation of a set of application programs 

that simulate processing functions in parallel with their operational counterparts. 

Mair states this technique consists of: 

1. Defining the application functions that are to be verified. 

2. Understanding of the logic flow programs to be simulated. 
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3. The defining of the inputs and the outputs to be simulated. 

4. The use of software to simulate the process. 

5. The execution of the operational and the simulated 
systems together with the defined data inputs. 

6. Identifying and explaining discrepancies between the two 
(Mair, 1976). 

This technique has been claimed to be an excellent method for the 

detection of fraudulent code. In a real operational situation, this technique is 

actually somewhat unworkable and costly due to the fact that source programs in 

a normal working shop require a variety of modification through day to day 

processing and the fact that the auditor is forced to exactly duplicate the 

processing of the programs to create a mini data processing shop with all the 

work that has been accomplished initially by the clients themselves. Parallel 

simulation can provide, however, an indication of activities in a very simple 

system or a system that may have a small number of transactions. 

2.2.9 REVIEW OF APPLICATION PROGRAMS 

Burch (1978) states that application programs represent one of the most 

significant threats to the information system. An audit of application programs 

requires knowledge of the programming language used in the processing system 

under audit. The investigation includes checking program controls, program 

completeness and processing logic. Normally, transactions are traced through 

the program with the help of a flowchart to analyze various program paths and 

possible error conditions. This inspection also attempts to find "trap doors" in the 

program that allow fradulent transactions to be processed when certain opera-
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tional conditions are met. When the auditor has reviewed the program and 

verified the correctness of its processing, the program can be inserted into the 

operations library in object form thus preventing further modification. Burch and 

Sardinas state the advantages of this technique are: 

1. It tends to discourage programmed fraud. 

2. The auditor can verify that established standards for 
programs are being followed. 

3. That legal or regulatory requirements are met in the 
program's logic, i.e., inventory valuations. 

4. It can evaluate program efficiency. 

5. It can verify the production of computer generated 
information which may be used directly by other programs. 

6. It can determine the correctness of system documentation, 
i.e, flowcharts, narratives, etc. 

7. It may help in the review of later modifications. 

8. It increases the auditor's system understanding (Burch, P. 
317). 

Figure 2.4 (Boritz, 1979) below shows a simple program and its flowchart 

that is useful in examining the program code. 

After the auditor has reviewed the program and verified that it is correct, 

he or she can then have the program inserted into the operations program library 

in machine-readable form to prevent additional modifications.42 

42For an interesting discussion of the merits of program inspection 
especially Trojan Horses, Time Bombs, Round Downs and System Hackers, see 
Parker, D., Crime by Computer, Scribner and Sons, New York, 1976. 
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IDENTIFICATION DIVISION. 
PROGRAM-ID. READ DATA FILE. PERFORM CCMPUTATIONS. 

PRINT REPORT. Open 
ENVIRONMENT DIVISION. files 
CONFIGURA nON SECTION. 
SOURCE·COMPUTER. IBM·370. 
OBJECT-COMPUTER. 181.1-370. 
INPUT-OUTPUT SECTION. 
FILE-CONTROL 

SELECT YZ-FILE ASSIGN TO SYSOO1-UR-2S01-S. 
SELECT X-FILE ASSIGN TO SYS002-UR-l403-S. 

DATA DIVISION. 
FILE SECTION. 
FD YZ-FILE LABEL RECORD IS OMITTED. 

DATA RECORD IS Y2-CARD 
01 YZ·CARD. 

02 Y PICTURE IS 999V99. 
02 Z PICTURE IS 999V99. 
02 FILLER PICTURE IS X(70l. 

FD X-FILE LABEL RECORD IS OMITTED. 
DATA RECORD IS OUTPUT-LINE. 

01 OUTPUT-LINE. 
02 DATA-X PICTURE IS ZZZZ99.99. 
02 FILLER PICTURE IS X(123) VALUE IS SPACES. 

WORKING-STORAGE SECTION. 
n COUNTER· X PICTURE IS 999 VALUE IS ZEROS. 
77 TOTAL-X PICTURE IS 999999V99 VALUE IS ZEROS. 
n AVERAGE-X PICTURE IS 999VS9. 

PROCEDURE DIVISION. 
OPEN INPUT YZ·FILE OUTPUT X-FILE. 

READ-CARD. 
READ YZ·FILE AT END GO TO FINISH. 

X-CALC-PRINT. 
COMPUTE X - Y 4 Z. ADD X TO TOTAL·X. 
ADD 1 TO COUNTER-X. MOVE X TO DATA-X. 
WRITE OUTPUT-LINE. GO TO READ-CARD. 

FINISH. 
MOVE TOTAL-X TO DATA-X. WRITE OUTPUT-LINE AFTER 
ADVANCING 2 LINES. DIVIDE COUNTER-X INTO TOTAL-X 
GIVING AVERAGE·X. MOVE AVERAGE-X TO DA7A-X. 
WRITE OUTPUT ·LlNE AFTER ADVANCING 2 LINES. 
CLOSE Yl-FILE. X-FILE. STOP RUN . 

ComPU1~ 
aV8fage 

. Figure 2.4: Sample COBOL Program and Logic Diagram 

The concept of separate, password protected libraries has been accepted for 

some time. This prevents unauthorized access to production programs by the 

application programming group. Additionally, there are programs that have the 

capability of examining two programs and identifying any differences. These 

programs, used in conjunction with random testing of production programs and 

those current copies kept by the auditor, constitute a powerful tool in the 

verification process. However, Heckel found that code comparison programs 

differ in output and quality. Some show all block data as changed, which may 

cause the auditor to overlook important changes (Heckel, 1978). 

2.3 AUDITING WITH THE COMPUTER 
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2.3.1 USING UTILITIES 

The audit process includes reviewing system controls, compliance testing 

of those controls, and verifications of data file contents. Test decks and program 

audits are used to evaluate the first two items. However, other techniques are 

needed to determine the quality of data files. 

Computer-Assisted audit techniques allow the auditor to gain a greater 

level of assurance of the reliability of financial statements and other system 

outputs by extending the audit scope and increasing the number and type of 

items to be tested. By utilizing the computer, the auditor gains the speed and 

power of the computer to gather information economically without the restrictions 

of clerical procedures. 

Every computer vendor supplies its customers with a library of utility 

programs which perform operations common to all organizations using 

computers. Most of these programs require few instructions to perform significant 

amounts of processing, are usually well-documented, and need only a minimum 

level of expertise. Often an auditor may find that they can be used with little or no 

modification to perform audit tests such as listing accounting data by amount. 

Table 2.1 below shows some typical utility programs and their functions. 



Program Name 

Sort 

Merge 

Copy 

Print 

Directory List 

Program List 

RisklThreat Based Analysis Auditing 

Functions 

Sorts a data file according to a record key (e.g., customer 
number) and sequence (ascending/descending) specified by 
the user. 

Merges two data files (e.g., transaction and master) according 
to a record key specified by the user. 

Copies a data file from one computer device (e.g., magnetic 
tape, disk, punch card) to another. 

Prints the contents of a data file on a computer device (e.g., 
magnetic tape, disk, punch card). 

Prints a table of contents of a computer device (e.g., program 
and data file names, locations, and sizes). 

Prints a program's source statement list (e.g., COBOL, RPG, 
BASIC). 

Table 2.1: Typical Utility Programs 

(Tables 2.1 to 2.4 from Clowes, 1980) 
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Table 2.2 below gives an example of an interactive sort program that can 

be used to sort a customer master file into balance-due order and print the 

customer number, name, address and balance for later checking. 

The computer can be used to access and manipulate many required data 

elements and can be used to generate exception conditions, summarize 

information, calculate and identify discrepancies, and to produce information for 

analytical review. 
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Computer program prompt 

Enter user password 

Enter Command 

Sort utility ready 

Enter name of file to be sorted 

Enter data field name for sorting 

Enter desired sort sequence 

Enter desired output device 

Enter desired data fields for output 

Are all specifications correct? 

Customer-master file sorting 

Customer-master file printing 

Sort program completed 

Enter command 

User response 

XYZ (user transfers control back to the 
program after each response with an 
ENTER key) 

Call sort utility 

(none) 

Customer-master 

Balance-due 

Descending 

Printer 

Customer-number,customer-name, 
address, balance-due 

Yes 

(none) 

(none) 

(none) 

Table 2.2: Interactive Sort Utility Use 
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When performing an analytical review, the auditor reviews the client's 

internal financial and operating reports to identify matters of potential audit 

significance. Computer assisted techniques can improve the scope and 

effectiveness of such a review, often with a significant reduction in audit time. As 

an example, if a firm is using a computer to process its accounting data it would 

probably utilize the following files: 

A. Master Files - General Ledger; Accounts Receivable; 
Inventory; Accounts Payable; and Employee. 
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B. Transaction Files General Ledger Journal Entries; 
Sales; Receipts; Shipments, Purchases; Payments; and Payrolls. 

The auditor could develop a variety of separate computer programs for 

processing these files that could, for example, perform tasks to: 

1. Foot the files; 

2. Select any records overstating dollar amounts or quantity 
limits; 

3. Select any records violating an auditor-specified 
reasonability criteria; and 

4. Categorize the records according to auditor-specified 
parameters. 

The output would then provide an overview of transaction and masterfile 

totals for the period under consideration and help the auditor assess the 

reasonability of accounting transaction flows. The individual transactions and 

balances could provide the auditor with an opportunity to investigate specific 

items. Records violating reasonability criterion, such as customer balances over 

credit limits, would indicate potential audit problem areas. Finally, categorized 

records ( e.g., transactions listed by dollar amounts within specified categories) 

would provide another basis for assessment of reasonability and help to design 

sampling plans. Figure 2.5 below presents an example of an audit program 

designed to test sales, accounts receivable and cash receipts with various 

selection criteria. 
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• SELECTION CRITERIA 

• FlANOOM SELECTION 
• OOLLAR AMOUNT 
• PERCENTAl:iE WITHIN 

OOLLAR RANGES 
• SPECifiC CUSTOMERS 
• PROouCT TYPE 
• TERRITORY 
• iotl$SINCi SERIAL N'JMSERS 

OVER·LlMIT 
EXCEPTIONS 

LISTING OF 
SELECTED 

DOCUMENTS 

Figure 2.5: Tests of Various Accounts 

(Burch, 1978) 

2.3.2 RETRIEVAL PACKAGES 

AUOIT 
SELECTION 
CRITERIA 
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Various types of retrieval packages known as "Information Retrieval", 

"Report Writing" and "Query Languages" have been developed. This software is 

often supplied by vendors or third-party software firms and their use is similar to 

generalized computer audit packages (described in the next section). 
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These packages have proven popular and many organizations have 

made use of their improved access to data. Additionally, most data base 

management systems now provide this capability. Most of these packages are 

well-documented, easy to learn and work in either a batch or interactive 

environment. By building up a store of request types, the auditor can perform an 

extensive amount of file processing. Table 2.3 presents a hypothetical batch 

information retrieval selection form. The user completes the form identifying 

particular data files and fields of data. Selection of specific records is done by 

"EQ" format. Output from such a request would be a report showing: 1. Invoice 

number, date and amount; and 2. Check number, date and amount for all 1986 

paid invoices for customer 43275 in ascending sequence by invoice number. 

DATA RETRIEVAL PACKAGE 

Report Title 
Report Date 
Route To 

Input File Name 

XYZ VVholesalers Ltd - ActivITy 
Current System Data 
F. Smtth - Sales Department 

Customer-Master 

RECORD SELECTION: 
RECORD SELECTION PARAMETER 1 
RECORD SELECTION PARAMETER 2 
RECORD SELECTION PARAMETER 3 

REPORT SPECIFICATION: 
DATA FIELDS TO BE PRINTED 

SORT REPORT BY 
DATA FIELDS TO BE TOTALLED 

Customer-Number EO 43275 
Invoice-Date EO 1986 

Invoice-Number. Invoice-Date. 
Invoice-Amount. Cheque-Number. 
Cheque-Date. Cheque-Amount 
Invoice-Number (AscendinQ) 
Invoice-Amount. Cheque-Amount 

Table 2.3: Batch Retrieval Package 
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Table 2.4 below shows a similar package operating in an interactive 

mode. The user enters various responses to the prompts of the package at a 

terminal. The output generated would be a printed report showing customer 

names, addresses, balances owing and overdue amounts for customer accounts 

with balances owing greater than $1000 and overdue balances greater than 

$500. 

PACKAGE PROMPT 

Enter Name of File to be Retrieved 
Customer-Master File Ready 
Enter Data Field Name for Record 
Selection 
Enter Selection Criteria 
More Selection Parameters? 
Next Selection Parameter = and/or 
Enter Data Field Name For 
Record Selection 
Enter Selection Criteria 
More Selection Parameters? 
Enter Data Field Names for Printing 

Reading Customer Master File 
Report Being Printed 
Processing Complete 

USER RESPONSE 

Customer-Master 
(none) 

Balance-Due 
>1,000.00 
Yes 
And 
Balance-Overdue 

>500.00 
No 
Customer-Number, 
Customer-Name, 
Address, Balance-Due, 
Balance-Overdue 
(none) 
(none) 
(none) 

Table 2.4: Interactive Retrieval Package 

Information retrieval packages have some advantages over computer 

audit packages. First, they are already present on a client's computer while audit 

packages must usually be tailored to a specific installation or at least machine 

type. Second, the packages are usually designed for use by non-computer 

personnel and are therefore relatively easy to learn. Third, they are usually 
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maintained by the vendor and therefore the auditor can avoid maintenance 

problems. Fourth, they are usually compatible with modern data base file 

structures while many computer audit software packages are limited to older file 

structure types. 

2.3.3 GENERALIZED AUDIT SOFTWARE (GAS) 

A generalized audit program is a pre-written program or group of modules 

which are logically linked together to perform a variety of common audit tasks. 

Some programs are written in a high-level language such as COBOL while 

others are written in a combination of assembler and high-level language. They 

are available for lease or purchase from software companies and public 

accounting firms. Figure 2.6 below shows a general schematic view of a typical 

GAS application with confirmation capability. 

AUDIT PROGRAM 

AUDITOR PREPARES 
SELECTION CRI

TERIA_ 

ACCOUNTS RECEIV
ABLE MASTER FILE 

t. PROGRAM SELECTS ACCOUNTS 
ACCORDING TO CRITERIA. 

2_ PRINTS NEGATIVE CONFIRMA
TIONS. 

3. PRINTS POSITIVE CONFIRMA
TIONS_ 

4. STORES POSITIVE CONFIRMA
TIONS ON CONFIRMATION LOG 
FOR FUTURE REFERENCE AND 
ANALYSIS. 

NEGATIVE CONFIR
MA TIONS TO BE 

MAILED BY AUDITOR 

POSITIVE CONFIR
MATIONS TO BE 

MAILED BY AUDITOR. 

Figure 2.6: GAS Preparing Confirmations 

(Burch, 1978) 
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Confirmations verify the existence and accuracy of items such as 

accounts, quantities, etc. A positive type confirmation letter contains the data file 

record of quantities, amounts or status of the confirmation object and the 

respondent is asked to reply whether or not his or her records agree. Negative 

confirmations necessitate a reply only where amounts under confirmation do not 

agree. The audit program confirmation log file records responses and can 

automatically regenerate second or third confirmation letters in the event of a 

non-reply to a positive confirmation. 

Table 2.5 shows some of the GAS's developed by major accounting firms 

in the U.S., U.K. and Canada. 

Most audit GAS programs provide for the following functions: 

1. Search and retrieve. 

2. Select Samples. 

3. Perform basic calculations. 

4. Prepare subtotals. 

5. Compare, sort and merge. 

6. Copy data. 

7. Allow user programming. 

8. Summarize and print out results. 
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AUDASSIST 
AUDEX 
AUDITAPE 

AUDITPAK 
AUDITRONIC-16 
AUDIT-THRU 

AY/AMS 
CFA 

FAST 

FIND 

NITA 

PROBE 

STRATA 
SYSTEM 2190 

Alexander Grant & Co. (U.S.) 
Arthur Andersen & Co. (U.S.) 
Deloitte, Haskins & Sells 
(U.S., Canada) 
Coopers & Lybrand (U.S.) 
Ernst & Ernst (U.S.) 
Computer Resources Corp. 
(U.S.) 
Arthur Young & Co. (U.S.) 
Price Waterhouse & Co. 
(U.S.) 
Financial Audit Services 
(U.S.) 
International Computers 
(U.K.) 
National Computer Center 
(U.K.) 
Computer Resources Corp. 
(U.S.) 
Touche Ross & Co. (U.S.) 
Peat, Marwick, Mitchell & Co. 

Table 2.5: Sample of GAS Packages 
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Search and retrieval capabilities allow the auditor to scan large files and 

retrieve items of audit significance. 

Sample selection provides the user with sample records from a file 

population. Stratified sampling can be specified on the basis of upper and lower 

limits while systematic sampling can be performed where every nth record is 

selected for a further review or confirmation. Additionally, random sampling by 

automatic generation of random numbers can be utilized. Some systems have 

the additional capability to calculate and select samples necessary to meet a 

certain statistical confidence level and calculate mean, standard deviation and 

variance. 
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Basic calculations can be performed such as addition, subtraction, 

multiplication and division along with such logical operations as, less than, 

greater than, or equal to. 

Subtotals and item counts can be generated along with end-of-file totals 

such as total records and total debits and credits, etc. 

The compare, sort and merge processes allow the comparison of data, 

the rearrangement of records, and the reforming of multiple files into one file. 

The copy data service involves copying records or fields from one file to 

another. 

User exit procedures allow the auditor to make use of his or her own 

program code to extend the power of the audit program and handle unique 

situations. 

Summarization allows the totaling of large amounts of records to lessen 

the need for a detailed review. 

Printout capabilities allow formatted reports with appropriate headings to 

be produced on most media output devices. Some packages allow for the 

automatic production of confirmation letters. Figures 2.7 through 2.9 show 

examples of typical specification sheets used to generate an audit program under 

the STRATAITrap audit package (Touche Ross). 
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Figure 2.8: STRATA Data $pecification Sheet 

(Touche Ross & Co.) 
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Figure 2.9: STRATA Calculate-Stratify Sheet 

(Touche Ross & Co.) 

2.4 SUMMARY OF RECENT AUDITING PACKAGES 

Arthur Anderson & Co. offers a library of routines known as Audex. Audex 

I transcribes and reformats data from input files for report generation by Audex II. 

Functions available include sorting, merging, summarizing, calculations, and 

sequence checking. 

Burroughs markets a package for running on a variety of its machines. 

Reporter, and On-Line Audit Reporter will retrieve data from standard files, and 

can also be used to access the Burroughs OMS II database system. Commands 

used in the package are intended to be simple to use. Facilities such as 

accumulation of totals and other statistics. are available, as well as printed 

reports. 

Coopers & Lybrand's major package is Auditpak, which is a 

pre-processor program written in IBM assembler, which generates a COBOL 
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program. Its facilities include the ability to interrogate one or two logically related 

files at a time, the production of up to nine different reports and output files in one 

pass of the data file and any number of totals with up to nine levels of sub-totals. 

Baspack, introduced in 1981, is for use on small computers. Written in ANSI 

BASIC and available on any BASIC Compiler/Interpreter, the package reads and 

analyzes data, selects items, summarizes, totals and averages. 

Cullinane offers a computer audit system under the title of the Audit 

Information Management System. Under the AIMS system, the package 

EDP/Auditor may be used to address all types of files and databases while 

making the audit function independent of the DP department. The package costs 

from $21,000 to $44,000 depending on facilities required. 

Informatics offers two systems. Answer/DB is an on-line reporting system 

with interactive syntax checking/editing and background job execution. It runs on 

IBM 370 and IBM compatible hardware. Purchase prices range from $20,000 to 

$50,000. 

Mark IV/Auditor includes aging analysis, confirmation notices, multiple file 

processing, missing and duplicate numbers reports, statistical sampling methods 

and a report writer. The package is available on IBM 360, 370 and 30XX series, 

UNIVAC 70/90, SIEMENS 4004 AND AMDAHL 470, plus others. It costs 

between $40,000 and $50,000. 

NCC's major offering in this market is the file maintenance and reporting 

system, Filetab, which has now been implemented nearly 1,000 times worldwide. 

For information retrieval purposes Filetab provides flexible layout headings, and 

the use of literals, calculations and selection criteria, input from and output to 
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more than one file, sorting and flexible record handling. There are 11 versions of 

Filetab available with prices ranging from $17,000 to $50,000 depending on the 

machine and on the complexity of the Filetab required. NCC also offers Usertab, 

which is used specifically for the selection, retrieval and printing of data. Usertab 

costs $6,000. 

Easytrieve, which Pansophic claims is the most widely-used information 

retrieval system, has 3,500 users worldwide. Another system, Pan audit, consists 

of around 80 pre-written Easytrieve modules which the auditor uses by coding 

just one line. If further facilities are required, Easytrieve commands can be added 

to the standard routines. All types of data can be accessed by the system, 

including IMS, DLI, Total and ADABAS files. Pan audit runs on IBM 370, 30xx and 

4300 machines, with DOS pricing starting at $14,000 and as at $20,000. 

Panrisk, a new risk analysis package is dealt with in a later selection. 

Peat, Marwick, Mitchell & Co.'s System 2190 will run on IBM mainframes, 

with versions available for Burroughs, Hewlett Packard, ICL and PRIME 

machines. Features of the package include arithmetic operations, graphs and 

statistical sampling. Most files can be accessed by Sytem 2190 which operates 

through commands which are converted to COBOL by the system. By the 

insertion of COBOL source code, databases can also be accessed. The package 

costs $18,000. 

TSI International's Audit Analyzer run$ on most medium to large IBM and 

IBM compatible machines. The standard package includes sampling and 

statistical routines, sorting, file comparisons and report formatting, with purchase 

price at $24,000. Extra modules can be added to the system, such as an on-line 
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version for $15,000. A database interface allows access to most database 

systems, including IMS, DU1, IDMS and TOTAL. 

Touche Ross's main audit package is STRATA (illustrated previously). A 

major feature of STRATA is the automatic generation of IBM JCL to execute the 

programs, thus speeding up the development and running of programs. STRATA 

is written in Assembler, RPG, and COBOL to run on IBM mainframes, IBM 

Systems 3, 34 and 36 and Burroughs machines respectively. STRATA operates 

by creating relevant new user-defined records from the user input file. These 

records are then used for updating, summarizing, sorting, calculations and 

selecting for printing. Specification forms are used to enter requests to the 

system. Strata costs $6,000 plus training. 43 

2.5 AUDIT PROGRAMS FOR DATA BASE INFORMATION 

A data base is a collection of interrelated data stored together without 

harmful or unnecessary redundancy, to serve one or more applications. The data 

are stored so that they are independent of programs which use the data 

coordinated by a data dictionary. A common controlled approach is used to add 

new data, or modify or retrieve existing data from the data base (Martin, 1978). In 

most of these systems there is a well-defined protocol for accessing the system. 

Interfacing audit software has proved difficult. Litecky and Weber (1974) have 

posed three possible solutions to this problem: 

43For a discussion on selection of audit packages, see Wooldridge, S., 
Software Selection, Auerbach Publishers, Inc., Philadelphia, 1973, or Neumann, 
A. J., Features of Seven Audit Software Packages -- Principles and Capabilities, 
U.S. Govt. Printing Office, 1977, No. C13.1 0: 500-13. 
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1. Modify existing audit software to directly access the data 
base. 

2. Modify the data base system to include audit functions. 

3. Develop a standard software interface with data base 
systems. 

Litecky and Weber felt that the second approach was the best for the audit 

of data bases. Of the three approaches, the first appears to be the most difficult to 

implement because of the many data structures now in use for DBMS systems. 

They rejected the third approach due to the difficulty of getting auditors and 

software vendors to agree on a standard interface language. The second 

approach, however, seems to be open to the same objection as the third. There 

is also no general agreement among auditors as to how these functions should 

perform or be implemented. 

Two approaches have been taken to attempt to solve the problem of data 

base audits, PEARL and ACL. 

2.5.1 PEARL SYSTEM 

PEARL (Portable Audit Retrieval Language) was developed by Maxon 

and Lyons (Maxson, 1978). PEARL is based on the concept that the functions, 

primarily the need to access items from the data base, demanded by auditing 

systems are fairly simple. The selection of fields to be accessed is handled by a 

selection process in the audit software selected by the auditor. PEARL translates 

statements in the audit language to statements in COBOL. This program is then 

known as an "objective program". The primary goals for PEARL were: 

1. The language must contain a simple command structure. 

2. The capability to perform standard audit functions. 
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3. Be portable across machines ranging from large to small 
processors. 

Figure 2.10 shows PEARL statements and their functions. 

FIELD 
ACCESS ~ 

Data ~ RECORD 
Description BLOCK 

I 

Test INCLUDE TESTING 
Conditions EXCLUDE 

I 
, 

Sort. Merge SORT 
REORGANIZATION &. FLAG 

Edit Criteria 

SELECTION 
Selection &. SELECT &. 

Sampling Criteria FOR SAMPLING 

I -

CALCULA TION Calculations ADD, SUBTRACT. 
MULTIPLY &. &. Accumulations 
DIVIDE. SUM STRA TIFICATION Stratifications 
SUBSUM 

I 
Report HEADING 

REPORTING' Data LIST 
Description AGE 

J 
AUDIT 

INFORMATION 

~ 

Figure 2.10: PEARL Statements and Functions 

(Maxon & Lyons, 1978) 
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HEADING TEST ADABAS INTERFACE 

RECORD SIZE 100 ADABAS 01 

FIELD NAME I 20 X 

FIELD SEX 37 1 X 

FIELD AGE J8 2 N 0 

FIELD DEPENDENTS 50 2.N 0 

FIELD LT -40 9999 3 N 0 

FIELD GT-40 9999 J N 0 

FLAG LT-40 WITH 1 IF AGE (41 

FLAG LT-40 WITH 0 IF AGE) 40 

FLAG GT-40 WITH 1 IF AGE> 40 

FLAG GT-40 WITH 0 IF AGE <41 

LIST NAME SEX AGE DEPENDENTS L T-40 GT-40 

SUM DEPENDENTS. L T -40 G T-40 

FOR 100 RECORDS 

SAMPLE OUTPUT 

r··, ' 
TeST ADABAS INTERFACE 

NAME SEX AGE DEPENDENTS L T -40 GT-40 

WAGNER M 
ANDERSON 
QUIHLLAULT 
KIM 
QUIHLLAULT 
KIM 
ALEXANDER M 
KING M 
DAVENPORT M 
KING M 
SPEISER F 
TANIMOTO M 
COHEN F 
RAY M 

30 
48 
52 
41 
32 
35 
33 
35 

8 

1 
1 
2 
2 
J 
J 
J 

Table 2.6: PEARL Interface with a DBMS 

(Maxon & Lyons, 1978) 
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Table 2.6 shows an example of the operation of the PEARL system 

interfacing with the ADABAS DBMS system. In this case the record card is used 

to transmit the information to PEARL that the ADABAS DBMS is in use. The 

program calls for a list of the name, sex, age, dependents and flagged fields. In 

addition, the number of dependents is summed. Processing ceases after 100 

records. 

2.5.2 AUDIT COMMAND LANGUAGE (ACL) 

ACL, which was developed by Will (Will, 1973) at the University of British 

Columbia, differs in philosophy from PEARL. ACL is implementable in several 

different language styles and modes of operation. The major criterion, at least 

conceptually, for ACL was that it had to support the audit of data banks, model 

banks and various equipment designs. This goal is much more complicated than 

that of the PEARL model. The data bank audit functions supported by ACL are: 

1. Data description and access. 

2. Testing and validation. 

3. Reorganization. 

4. Calculation. 

5. Selection. 

6. Reporting. 

While the model bank functions are: 

1. Program description and access. 
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2. Test data generation. 

3. Program tracing. 

4. Flowcharting. 

5. Testing (comparing). 

6. Result display. 

ACL's prototype was developed for the IBM S/370 and 30XX class of 

machines. It is adaptable to smaller computers. The system has the capability to 

run in the batch and interactive mode and can be called from various host 

languages such as assembler, COBOL, FORTRAN, or PU1. An example of an 

ACL interactive audit conversion follows: 

ENTER THE NAME OF THE FILE YOU WISH TO DEFINE 

? Master 

ENTER FILE DEFINITIONS IN THE FOLLOWING FORM 

FILE NAME ... TYPE STARTING-POSITION LENGTH 

? Record-ID ... num ... 8 ... 7 ? Name ... char ... 15 ... 20 

? Address ... char ... 35 ... 15 ? City-Provo .. char ... 50 ... 20 

? Last-Balance ... num ... 88 ... 8 (9) V2 (9) 

? Credit-Limit ... num ... 79 ... 8 

? Last-Pymnt-Date. num ... 99 ... 6 

? Last-Pymnt-Amt ... num ... 106 ... 999999V99 ? End 

field definition 

ENTER THE NAME OF THE FILE YOU WISH TO DEFINE ? Detail 

ENTER FIELD DEFINITIONS IN THE FOLLOWING FORM 

FIELD NAME ...... TYPE. STARTING-POSITION. LENGTH 
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? Account ... num ... 8 ... 7 ? Invoice-Date ... num ... 15 ... 6 

?Invoice ... num ... 29 ... 8 ? Invoice-Amt. .. num ... 39 ... 

8(9)V99 

?Pmnt.-Date ... num ... 50 ... 6 ?Inv-Pmnt ... num ... 56 ... 8 

?Pmnt-Amt ... num ... 64 ... 8(9)V(( ?End 

comment: verify the file layout 

NO ERRORS DETECTED IN MASTER 

Comment: To create a new audit master file for all further work -

both files are in ascending sequence of record-id (account) 

? Run ?Update detail ?Delete if "inv-pmt # eq invoice# and 

payment - - amt. eq invoice-amt." 

? Calculate unpaid - amt = invoice-amt - payment-amt 

? Insert if "last-balance ne 0.0 and unpaid-amt ne O.O? 

? Update master ?Move pmnt. - date to last - pmnt - date 

? Move pmnt-amt to last-pmnt-amt. 

? Calculate last-balance = last-balance + unpaid-amt 

? Comment, calculate master file statistics 

? Count all records in master 

? Comment to calculate the detail file stats 

? Average invoice-amt and pmnt-amt 

? Calculate net-receivables = total inv-amt - total pmnt-amt 

? Count all records in detail 

? End 

comment: calculate auditfile statistics activate auditfile 
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? Activate auditfile 

"AUDITFILE" IS NOW THE ACTIVE DATA FILE 

? Run ?Count all records ? Total last-balance 

? Count if "credit-limit gt last-balance" 

? Calculate excess = last-balance - credit-limit 

? Total excess ? Count if "last-balance eq 0.0" ? End 

NOTE: Small letters identify auditors commands, comments and 

capital letters indicate ACL responses, ? is a user prompt. 

Information derived from this conversation may inform the user: 

1. Number of maintenance and detail records. 

2. Number of non-matchables in file. 

3. Amount of net receivables and payable total. 

4. Machine recorded outstanding balances. 

5. Records exceeding credit limits. 

6. Average amounts of invoices and payments. 

7. Zero and negative balance accounts. 

113 

Additional commands allow the results to be displayed in tabular or 

histogram form. 

2.6 CHAPTER 2 CONCLUSION 

Auditors are called upon to attest to the truth and fairness of company 

financial reports. This judgment is made after a careful analysis of the firm's 

financial data and of relevant portions of the information system producing that 
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data. Before the 1950's and the advent of integrated data processing systems, 

auditors were closely involved with financial data through ledgers, reports and 

accessory documents which provided natural written audit trails. With the 

increasing use of computer-based information systems, the audit trail has 

become more and more artificial. Audit trails in today's advanced information 

systems are likely to be constructed entirely as a synthetic by-product of the 

system's information generation, with only an indirect relationship to written 

internal documentation. 

This chapter discussed a host of computer based audit tools (S/2190, Pan 

Audit STRATA) that have been developed over the years in an attempt to come 

to grips with the reduction of natural audit trails in machine-based information 

generation and to streamline the efficiency of the conduct of the audit. All these 

systems attempt to provide the auditor with the means for a rational judgment of 

the integrity of the computer produced data. The past years have seen the use 

and adoption of so-called 'around the computer', 'through the computer' and 'with 

the computer' auditing. Auditing models, test decks, and Generalized Audit 

Software have been used in a variety of applications. Nearly all computer-based 

audit tools attempt to allow the auditor to remain as independent as possible of 

the information processing organization being audited. No technique or tool for 

auditing computer based systems has proved to be adequate in all audit 

situations. Audit tools up to this time have b.een task-oriented, viable for certain 

classes of problems and unusable for others. The model described in this 

dissertation is the first attempt to incorporate a variety of tools into one audit 

package. Additionally, the model will attempt to compare systems and comoare 



RiskfThreat Based Analysis Auditing 115 

original systems to proposed improved systems - a task common in real life, yet 

never incorporated into an audit tool. 
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CHAPTER 3: MEASUREMENT SCHEMA FOR SYSTEMS 

The concept of measurement derives from the primitive days of man. 

Along with progress in various disciplines man has always tried to provide 

measures indicative and predictive of that progress. 

Lord Kelvin, the great British mathematician and physicist, wrote: 

When you can measure what you are speaking about, and 
express it in numbers you know something about it; but when you 
cannot express it in numbers your knowledge is of a meager and 
unsatisfactory kind; it may be the beginning of knowledge, but you 
have scarcely, in your thoughts, advanced to the stage of science, 
whatever the matter may be (Hedges, 1963). 

Since measurement provides information and information provides a 

logical basis for decision making, the quality of decision making will ultimately 

be dependent upon the quality of measurement. 

The choice of the measuring method is important to the nature of systems 

evaluation. S. s. Stevens, in his classic 1951 paper on measurement, identifies 

four possible types of scales that could be used for measurement. These are 

nominal, ordinal, interval, and ratio scales. Applied to systems evaluation these 

can be illustrated in the following ways. A nominal scale would yield a yes/no 

answer about a factor in the system - a control is in operation for example. An 

ordinal scale yields a comparative measure - whether this particular control 

system is better than another. An interval scale gives a reading based on some 

unit of measurement with an arbitrary starti~g point - giving the information 

about how good or how bad the system is in absolute terms. A ratio scale also 

measures in terms of some absolute scale, but would result in further detail. For 
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example, this computer system is ten times as good as the other. A ratio scale 

can only exist in circumstances where the other three scales could also exist. In 

the chapters that follow each of these scales will be utilized. The names have 

been changed either by the researchers for their own reasons or by the author to 

reflect terminology in use in the literature. Nominal scales are referred to as a 

binary, ordinal as quality, interval as a metric measure and ratio as relative. 

This chapter attempts to formulate a framework for the chapters which 

follow. It deals with two problems basic to the discussion of measurement in 

systems. The problems are: 

1. How does one measure the "quality" of a system? 

2. What factors are most important to an assessment of the 
"quality" of a system? 

The -determination of quality is an everyday occurrence of life. Humans 

attend sporting events, determine the most beautiful, artistic productions, and the 

best tasting food and wine, etc. In these situations quality is judged in a most 

fundamental and direct manner: Side-by-side comparison of objects under 

similar conditions and with predetermined concepts. The wine may be judged 

according to clarity of color, bouquet, or taste. This type of judgment is 

subjective and to have any value among our fellow beings must be made by an 

expert in the field. 

The measurement of quality in systE?ms also requires subjectivity and 

specialization. To help solve this problem a more precise definition of quality is 

needed, as well as a way to derive quantitative measure for objective analysis. 
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A number of studies (McCall, 1977), (Boehm, 1978) have attempted to find out 

whether quality can be measured at all. The result was a qualified yes. 

Since there is no such thing as absolute knowledge, one should not 

expect to measure quality exactly, for every measurement must be partially 

imperfect. Bronowski, (1973) described this paradox of knowledge in this way: 

Year by year we devise more precise instruments with which to 
observe nature with more fineness, and when we look at the 
observations, we are discomfitted to see that they are still fuzzy, 
and we feel that they are as uncertain as ever. We seem to be 
running after a goal which lurches away from us to infinity every 
time we come within sight of it. 

Consequently, any measurement of quality must be somewhat imprecise. 

This suggests areas of uncertainty surrounding the measurement, so a 

confidence level must be established to allow for tolerance in measurement. The 

real goal of measurement lies in determining what this area of tolerance might be 

and how it might affect the use of the measurement. For example, if precise 

measurement is unattainable, does one still wish to expend energy and money to 

have such a measurement? This answer is not always clear, but in some 

applications even an imprecise indication is better than no indication. As we 

shall see, the methodology of the model presented in this dissertation adhears to 

this view - the use of a formalized process to arrive at a calculated probable 

result which should improve in its preciseness as its use increases. 

Reichenbach (1964) put this very well.when he stated: 

Every act of planning requires some knowledge of the future and if 
we have no perfectly certain knowledge, we are willing to use 
probable knowledge in its place. 
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Systems quality must be viewed as an abstraction. Some elements like 

hardware, have a physical presence which makes them easier to quantify, other 

system elements like software are more difficult. The difficulties manifest 

themselves in several ways which can be demonstrated by a few examples. If 

program maintainability is to be measured, one may construct a hypothesis such 

as: If the number of unconditional branches (paths) in a program increases, it will 

be more difficult to maintain the program. The exact form of the relationship, 

however, between maintainability and the number of unconditional branches is 

not known (or may not even exist). There may be a relationship that for every set 

number of branches, maintainability increases to a new plateau, and after a 

certain point the maintainability level increases five-fold. 

Another problem is that system quality is user oriented. 44 This implies 

that a weighting factor may need to be applied or at least the user must clearly 

know his or her quality objectives. In considering two application systems written 

in the same language for identical computer systems, system A may run 10% 

faster, has 5% fewer errors and is 20% cheaper than system B with similar 

maintainability and documentation - which system has the higher quality? A first 

answer would surely be system A, but what if system B required only half the 

memory space of system A? With such a constraint some reviewers may 

consider that system B does in fact have the higher "quality". 

44For example, a system for controlling manned space flight against one 
storing and reproducing dissertation notes. 
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In measuring quality, however, the following three points must be 
considered and are considered in the model: 

1. To determine the quality of software, predetermined 
attributes must be measured in a consistent fashion. 

2. A relationship must be developed between the measure 
and the application that will use it. 

3. A measurement of quality is not precise. It can be, 
however, an indication of the quality of the product. 

One schema based on a subjective rating of a selection of Pearson's 

(1978) 39 quality attributes is presented in Figures 3.1 and 3.2. One method of 

providing ratings for such a schema would be to gather a group of 

knowledgeable individuals together to provide rating scores for the attributes 

considered, calculate an average score for each measure, and combine them 

together to form the quality rating. 

Simplicity 

Low Exposure to Threats 

*Coodness-------+ 

Portability 

Reliability 

Figure 3.1: A Possible Dependence Structure 
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Security .20 

Environment .30 

Goodness ? .15 

Portability .20 

Complexity J.5. 

Figure 3.2: A Possible Dependence Structure with Weightings 

This approach, however, has severe faults. First, it assumes an equal 

contribution to quality is derived from each of the measures. Second, it does not 

deal with sub-attributes to the rated measures. 

The assessment of quality has as many forms as assessors. The range of 

quality then depends to a major degree on "Who is asking" and for what purpose 

is the system to be used. What are the goals, needs, and criteria of the person for 

whom the assessment is to be made? 

To arrive at a quality measurement, a number of factors or properties 

which may be present in systems will be discussed. The isolating of these 

properties brings to life that important sub-problem of how do the attributes relate 

to one another. It will be seen that many of these measures make up an 

important part of a higher measure which may in turn be used to form a single 

measure of quality. 

One approach to solving this problem is to decide upon a dependence 

structure for these attributes to determine how they cluster together to comprise 
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the major attribute. To obtain such a structure we may attempt to derive a 

consensus that, for example, (a + b) may form the important determinant for 

overall quality (in general) and that some of these measures may be able to have 

their rating derived in a more formal and precise manner than subjective 

estimation. Even if a system for more precise rating of some sub-attribute is used, 

the aggregation into a larger subjective measure forces the more precise 

estimation to be nearly useless. These rating forms are known as index numbers 

and much has been written about the problems of aggregation of such numbers 

devised by subjective weights. Edgeworth (1925) described such a number as: 

"A number adapted by its variations to indicate the increase or 
decrease of a magnitude not susceptible of accurate 
measurement." 

In this case Edgeworth's magnitude was the general price level or value of 

money. Soon after, Bowley (1926) expanded the concept of index numbers to: 

"Measure the change in some quantity which we cannot observe 
directly, which we know to have a definite influence on many other 
quantities which we can so observe, tending to increase all, or 
diminish a", which this influence is concealed by the action of 
many causes affecting the separate quantitites in various ways." 

Such a number is limited to the measure of changes in the magnitude from one 

situation to another. Norma"y such numbers are expressed with one selected 

situation such as 1 00 known as the reference base of the series. 

Two approaches have been used rn the construction of such index 

numbers. The first is known as the stochastic approach or probabilitistic 

approach generally aiming at a broad objective without reference to any group or 
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application. The other form is the aggregative approach and it has reference to 

some group specified in advance (Allen, 1975). Most modern index/weighting 

schemes follow such a model. Keynes (1930) emphasizing this form stated that 

such an index: 

"Must always be defined with reference to a particular set of 
individuals in a given situation namely those whose actual 
consumption furnishes us with our standard, and has no clean 
meaning unless this reference has been given." 

In my schema deSign, I have utilized this aggregative approach to form what is 

known as an hedonic weight - one that can be formed by a using group and 

weighted to their particular likes and dislikes. When utilizing such an 

aggregation, one must keep in mind that such a number is an average, a single 

summary figure derived from a great variety of indicators. The variation of the 

derived number is as important, or more important, than the index itself. Only the 

proportional values of the weights matter and there can be quite extensive 

changes in the weights with little effect on the weighted average. To get a 

sizeable effect we would need to have either one or two preponderant weights 

with large changes in weights concentrated on attributes with extreme values. 45 

45This point is addressed in the section on the economic basis of 
attributes. For a detailed mathematical theorY of hedonic indexes applied to price 
theory see Rosen, S., Hedonic Prices and Implicit Markets: Product 
Differentiation in Pure Competition, Journal of Political Economy, Vol. 82, No.1, 
1974. 
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relevance to 
________ profit making 

/

user satisfaction/output ________ 

low cost 

g . _complexity 
~ uphrne-

reliability/ ~ 
~ protection 

low exposure ~----measures 
to risk 

? 

Figure 3.3: A More Complex Dependent Structure 
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A better approach to devisinig a quality measure from the attributes may 

be one which first deals with the sub-attributes used to form higher level ratings 

as seen in Figure 3.3. Expanding on the structure we may add a relative 

weighting scheme to accomplish the necessary aggregation in a more precise 

manner as shown in Figure 3.4. 

Such a weighting schema can be adapted to sub-measures and 

sub-sub-measures. A major problem presents itself with this schema - "Where 

are the weights derived?". The answer to that problem must, at this time, be 

subjective. This subjective assessment may be imprecise, but any other method 

pre-supposes a knowledge of what the user needs and wants. 
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Points out Total 
of 10 Weights Weight 

SYSTEM A 

User satisfaction 4 100 400 

Reliability 9 20 180 

580 
SYSTEM B 

User satifaction 8 100 800 

Reliability 3 20 60 

860 

Figure 3.4: Weighted Quality Measures 

This subjective assessment is not elegant, but it is something we humans perform 

day in and day out. 

These two approaches can both be utilized if we form a 

structure-dependent/weighted measure schema as shown in Figures 3.5 and 3.6. 

Figure 3.5: Basic DependenceIWeighted Schema 
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HEDONIC 
WEIGHTS 

USER SATISFACTION 100 

PORTABILITY 28 

MAINTAINABILITY 37 

RELIABILITY 214 

PARTS AVAILABILITY 96 

MACHINE COLOR 0 

MACHINE STYLE 0 

ATTACK PROTECTION 210 

DOCUMENTATION 317 

Figure 3.6: Weighting Assessment Schedule 

And using the combined Structure-Dependence and Weighting 

Schedule: 
.2 (100) 

.5 ~ ____ .7 (28) 

.1 (37) 

~
\'2.S.4~ .6 

l.~-----.~ .3 38.4 
. .4 

(214 ) 

(96) 

.2 ~:: ::~:: 
Figure 3.7: Combined DependenceIWeighting Schema 
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To attempt to better quantify "quality", I have constructed a computer 

model based on the above Dependence/Weighting schema to provide for an 

automated and automatic estimation of a number of quality attributes. The 

function of such a system would be to provide consistent attribute ratings by 

having the system maintained and the weighting system controlled by an 

independent and highly knowledgeable outside body. Such a system could be 

best used to provide relative ratings among different systems or as an indicator of 

the success of system upgrades to the measured attributes. The system finally 

produces a summary metric of quality as an indicator of overall "quality". 

Such a method may be simplistic as an empirical method, but it may 

provide a path to the test of "Quality". In the chapters that follow, we shall see that 

a number of methods have been devised for assessing the performance of 

systems. All of these measuring systems up to now have dealt with singular 

assessments, assessing a particular property of a system with the exclusion of 

the large number of other properties contained in that system. This approach is 

valid from a research point of view, but it is little help to the overall system 

assessor. 

Chapters One and Two showed a need, both in audit standards and the 

EDP audit literature, for an overall system assessment tool usable by the general 

non-computer knowledgeable auditor. In the next three chapters we shall 

discuss research into the following attributes ·of systems and their contribution to 

the Risk Evaluation Model's analysis. 
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Topic Section 

Risk 4.1 - 4.9 

Risk AnalysislTechniques 4.9 - 4.19 

Quality in Systems 5.1 - 5.5 

Measurement Concepts 5.6 - 5.11 

Software Science/Complexity 5.12 - 5.15 

Reliability 6.1 

Hardware Analysis 6.2 

Maintainability 6.6 

Availability 6.7 

Accuracy 6.8 

Flexibility 6.9 

Data Tolerance 6.10 

Portability 6.11 

Usability 6.12 

Effectiveness 6.13 

Efficiency 6.14 

Endurance 6.15 

System Evolution 6.16 

I propose to tie these sub-measurement concepts together with the 

following assessment system schema for the automated assessment of five major 

weighted attributes along with 13 weighted sub-metrics as shown in Figure 3.8. 

This I call the Newman Quality Schema. 
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Chapter Seven presents an interactive computer model the Risk 

Evaluation Model which can be used to assess these measures and aggregate 

them in the manner discussed using either standard weights or client specific 

weights. Chapter Eight presents a sample interactive session using the REM 

developed. Chapter Nine discusses the application of the model to general use 

and proposes areas for future research. An extensive supplement to this 

dissertation is available which details the programs, data files and system reports 

from the system. 

Path Anah'sis 
0;'0. of Bugs in System 

Halstead/Metrics---- Error Problem . 
Attack Probability 

Cost of System Objects 
Threat/Object Analysis--- Threats to Objects 

Protection Features 

Automated Standardization of 
Quality ~-----Portabilitv -______ Language 
Assessment Popularization of 

Language 

Structure of Code 
Maintainability~-----Documentation of System 

_____ Maintainabilitv of 
Hard\vare . 

Reliability---____ Likelv Failure times 
of Hardware 

Figure 3.8: Newman Quality Schema 
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CHAPTER 4: RISK ASSESSMENT OF INFORMATION SYSTEMS 

4.1 INTRODUCTION 

Risk is inherent in the business environment and therefore affects the 

design, implementation and use of information processing systems. Most 

definitions relate risk to uncertainty. Knight defines risk as "measurable 

uncertainty".46 Willett considers risk to be the "objectified uncertainty regarding 

the occurrence of an undesirable event".47 Modern writers simply state that risk 

is the uncertainty of loss.48 Risk can be defined into two broad categories: 

Speculative and Pure. Speculative risks are those taken with the possibility of 

either a favorable outcome or an unfavorable outcome, i.e., a gain or a loss. 

Normal profit-making business operations fall into the speculative risk category 

although some business situations such as guaranteed monopolies exist only 

with the chance of more or less gain. Pure risks only hold the promise of loss. 

The risk of a fire destroying a computer system is a pure risk because by itself it 

holds only the expectation of loss. 

46Knight, Frank, Risk, Uncertainty and Profit, Boston, Houghton and 
Miffling Co., p. 233, 1921. 

47Willett, A. The Economic Theory of Risk and Investments, Philadelphia 
Univ. Press, Philadelphia University, Pennsylvania, p. 6, 1951. 

48Denburg, H.S. Eilers, R. D., Melone, J. J., and F. A. Zelton, Risk and 
Insurance, Prentice Hall, p. 4, 1974. 
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This section discusses methodologies that have been formulated over the 

past few years to attempt to deal with the prospect of loss in information systems. 

These techniques fall under the general title of Risk Assessment. Risk 

Assessment techniques deal with pure risks because they attempt to measure the 

possibilities for system flaws which, if triggered, would create a deviation from 

expected outcomes and ultimately a loss to the firm. 

4.2 CLASSIFICATIONS OF PURE RISK 

Pure risks fall into three classifications: 

1. Personal risks - involve losses which impact directly on 

individuals. Personal risk losses may result from events such as 

sickness, disability or old age. 

2. Property risks - involve the possibility of loss to property 

through damage, destruction or theft. 

3. Liability risks - imply a legal obligation to be responsible 

for damages to a person or to the property of others. Liability risks 

may evolve from actions taken by others as a result of fraudulent 

or incorrect information being supplied from an information 

generating system or failure to deliver a contracted service. 

Losses involving information processing systems can result from all three 

types of risk. 

Risks can also be classified either as particular or fundamental. Particular 

risks originate via an individual event that has only local consequences. 

Particular risks would include an airplane crash, a burning house or a bank 
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robbery. The significance of each of these events is that their impact falls on a 

readily identifiable set of individuals. Fundamental risks are impersonal and 

involve much larger groups and occur mainly from social sources such as 

economic policy or political decisions. 

The chance of any event occurring which might result in disclosure of 

data, suspension of services, incorrectness of information, destruction, damage 

or undesirable modification of data can be either particular or fundamental. 

However, most events involving an information system will be particular in nature. 

4.3 MANAGING RISK 

Since risk is the uncertainty of loss, the treatment of risk involves attempts 

to deal with that uncertainty. The techniques fall into four broad categories: 

1. Avoidance of risk. 

2. Retention of risk. 

3. Loss prevention and reduction. 

4. Transfer of risk. 

Avoidance is simply the decision not to engage in risk producing 

activities; avoidance pre-supposes a knowledge of the risk. By increasing his 

knowledge, the risk-bearer can better avoid risk situations. By avoiding the use 

of an electronic funds transfer system, an organization would avoid the possible 

losses due to such a system. Avoidance may often be possible but not feasible in 

a business sense due to economic pressures -or other external forces. 

Retention has two forms: simple retention and self-insurance. Simple 

retention occurs when the risk is considered and a deliberate decision is made to 
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accept it. Risk retention is the most common form of risk treatment in normal 

business operations. 

Common reasons for this are: 

1. The cost of the reduction of uncertainty may be more 

expensive than the impact of the loss, i.e., the construction of an 

earthquake-proof building for example, may be more expensive 

than a loss suffered during an earthquake. 

2. The impact may be of little significance, in which case the 

business may ignore the probability of occurrence, thereby 

accepting the risk. Risks involving significance are relative rather 

than absolute. 

4. Risks may be retained simply due to a lack of knowledge, 

thereby eliminating avoidance as a course of action. Although 

appropriate measures for combating a particular type of intrusion 

into a computer operating system may exist, the lack of that 

knowledge on the part of the responsible individual would 

constitute an involuntary retention of that risk. 

5. Risk rentention or self-insurance is a risk response 

established solely by an individual or group with no recourse to 

other parties. This type of response must meet certain 

requirements of a particular business.· 

These requirements could include characteristics such as discreteness of 

risk, homogeneity and distribution of the loss over time. Self-insurance is 
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motivated by two characteristics. One, it may not be possible to remove all risk by 

other techniques, and two, it may again be less costly than other means. 

Loss prevention is designed to reduce or eliminate a loss by some means 

of positive action by a risk-bearer. Such actions seek to reduce either, 1) the 

loss, or 2) the probability of the loss occurring. As an example, a computer room 

fire suppression system would reduce the probability of a damaging fire. If either 

the impact or the probability of loss is reduced to zero, risk is effectively 

eliminated. 

Risk can be transferred contractualy to another individual or group. This 

is the function performed by insurance. Insurance is the transferring of risk by 

means of a contract. In consideration for accepting a risk or part of a risk, the 

insurer receives a payment from the insured which represents some portion of 

the impact of loss on the insured. Risk candidates most eligible for transfer in this 

way are those that: 

1. Have a wide base of individuals or groups with like risks; 

2. That have impacts exceeding levels acceptable to the 

business for risk retention; and 

3. Have risk premiums not greatly exceeding the expected 

value of the loss, i.e., the probability of occurrence multiplied by 

the dollar impact of loss. 

Assessment of risk is aimed at identifying and classifying the possible 

losses associated with information processing systems and insurance is an 

option after the system's vulnerabilities are determined. Transfer of a portion of 

the loss by insurance provides a reduction in its impact to the entity. 
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4.4 RISK LEVEL IN INFORMATION SYSTEMS 

The concept of risk level has been in use in the insurance field for some 

time in a variety of disciplines. For example, the United States Consumer 

Product Safety Commission (CPSC) developed a "Risk Index" to aid the 

Departments of Health, Education, and Welfare in establishing regulatory 

priorities. The CPSC developed a frequency-severity index which is the product 

of the frequency of injuries and their severity. The frequency of injury is 

calculated from the National Electronic Injuries Surveilance System (NElS) 

analysis of hospital emergency room admissions. The system assigns low 

numbers to injuries such as skin diseases and the highest numbers to injuries 

resulting in death. The index is adjusted for the age of victims and extra weight is 

given to specific sub-categories felt necessary by the staff, i.e., children's injuries. 

This scale enables the CPSC to establish a priority listing for reducing deaths 

and injuries due to regulated consumer products. The problem in devising risk 

level indices is fairly simple when analyzing risks which exert their effects 

immediately and can be checked by historic data analysis. Devising indices for 

risks that do not exert their effects immediately or that are unique, near unique or 

without historical data presents a far larger problem. Risk assessment, however, 

can be applied to nearly all the events involved in information processing such as 

those shown in Figure 4.1.49 

49The REM Model is presently designed to analyze sections 0, G, I and J. 
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&"It.OPRIAT£ .... CCOUNTING Ct. ... Ssl~IC.AnO'" 

m SUBSTaNTIATION AND EVAlUATIOJol 

.Yln... I 
~~:I\~' ________ ~g~' ______ .D._OU_ ... _."_TSI_C .. _ .. _Ff_GU._.O_s ______________ __ 

1- SYSTEUS CONTROl OBJECTIvES REFERENCE 

SYSTEMS 

Figure 4,1: Control Objectives and Transaction Flow 

(From Guide for Studying and Evaluating Internal Accounting Controls, 

Arthur Anderson, 1978) 

4,5 MEASURING THE POSSIBLE LOSS 

The large number of variables and unknowns in the estimation of 

exposure makes the task of measuring loss probabilites and maximum loss 

generally difficult. Rennie states that this area is the most neglected function of 

risk management and that the time has passed for the use of intuition and 

personal opinon as the basis for evaluating risks. 50 Other authors feel that 

Rennie overstated his case in degrading the role of intuition and personal 

opinion in risk management. 51 While it is true that quantitative measurement of a 

subject is basic to its development as a science, many subjects, for a variety of 

50Rennie, Robert A., Fundamentals of Risk Management, proceedings of 
the Twelfth Annual Insurance Conference, Ohio State University Publications, 
Ohio Unviersity, Ohio, 1960. 

51 Mehn, Robert I., and B. A. Hedges, Risk Management in The Business 
Enterprise, Irwin, Inc., p. 257, 1963. 
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reasons, cannot be treated entirely this way. Risk management has been called 

an art rather than a science and those who engage in risk management develop 

a body of rules for practice and use their faculties for applying these rules 

skillfully. John Stuart Mill once wrote: 

stating: 

To say one should or should not do a particular thing is in the 
realm of Art, not Science. The province of Science is to predict 
what the result will be.52 

Rennie recognized the virtues of statistical quantitative risk management 

If the frequency distributions of losses do not vary significantly over 
time, and the firm (or industry) is of sufficient size to apply the law 
of large numbers, statistical estimations should be an invaluable 
aid in measuring corporate risk probabilities ... and that only by 
careful development of data along the lines that are needed to get 
precise measurements of loss distribution functions can we help 
(risk managers) determine the magnitude of possible losses, or 
the probability of loss.53 

Risk management by scientific formulae based on mathematics and 

statistics could remove much of the human element from risk management, 

however, statistics for most loss data involving Information Systems are currently 

not available.54 

52Mill, John Stuart, A System of Logic, New York, Harper and Bros., 
1895. 

53 Rennie, Robert A., op. cit. 

54Some researchers, notably Parker, are presently compiling statistics on 
computer crime. However, discernable trends and indicators are not reliable due 
to present small sample size. Some individuals question whether such data will 
ever be available. The author feels that with the worldwide growth of computing 
such data will be available in the future. 
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4.6 PROBABILITY AND RISK ASSESSMENT 

Risk managers are generally concerned with apriori probability, i.e., what 

is the probability that a computer centre will be destroyed by fire during the next 

fiscal period? The risk manager attempts to derive statistics showing the number 

of computer centres destroyed by fire out of the number of computer centers 

observed for the time period considered. Assuming the probability computed is 

one in 1000 or '0.001, how reliable and useful is this probability?55 Obviously 

the reliability of the estimate depends on size and homogeneity of the sample 

and upon the stability of the whole population. Sample size, in providing a 

reliable estimate, depends on the range of variation acceptable to the risk 

manager. 56 In the case of computer risk assessment, a sample size necessary 

to achieve a degree of confidence will probably be greater than what can 

presently be obtained. In this case, an attempt can be made to make the best use 

of limited information and offset deficiencies in the sample with personal 

judgment. 

Probability, expressed as a ratio observed from a specific number of 

occurrences is called objective probability. Probability expressed as a measure 

of personal belief is called subjective or personalistic probability. Objectivists are 

those individuals who insist that probability is applicable only under conditions. 

551gnoring the magnitude of the loss .. 

56See for example, Deakin and Granoff, Determining Audit Sample Size, 
Accounting Review, Oct., 1974, and Warren et ai, Audit Sampling: A Practical 
Approach, Journal of Accountancy, January, 1982. 
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involving adequate numbers of observed events while personalists are those 

willing to establish a probability on a subjective basis. 

What, however, does a 0.001 probability of losing a computer centre 

mean to a risk manager when the firm only owns one such structure? Clearly the 

building will be destroyed or will escape. The probability 0.001 means that if a 

large number of computer centres similar to the firm's had similar exposures, the 

loss rate would be about one in 1000 and furthermore the larger number of 

computer centres exposed, the greater the chance that the loss will approximate 

one in 1000. 

Of what value is loss probability to a risk manager who has only few such 

exposures to work from? Obviously, he cannot predict his own firms actual 

losses unless thousands of such exposures are known. So why worry about the 

probable number of losses out of a given number of exposures? Managers can 

use knowledge of past probability as an aid in decision making. For example, the 

manager could compute expected values for possible losses that might arise in 

the failure due to perils (threats) based on the past probability rates and the value 

of the dollar loss. In basic terms he could assess the annual cost of the risk which 

is likely to occur once in three years and which caused losses of $100,000 as 

((1/3) x 100,000) = $33,333. The manager could be prepared to pay up to this 

annual cost to protect himself from loss due to avoidance of the threat or 

protection through insurance. Caution should be used in these analysis, 

however, particularly concerning valuation of losses. Harvey states that: 
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Valuation methods are orderly processes for combining disorderly 
and imperfect information. The methods are used to help in the 
formulation of an opinion but the methods do not give "the 
answer". Value estimates (like probabilities) must be treated as 
hypotheses, and never should be treated as precise or absolute 
and proveable as one might prove an answer to a mathematical 
problem.57 
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It is likely that the business will give a higher ranking to risks that could 

affect their survival due to the magnitude of a particular occurrence even though 

the likelihood of that occurrence is remote. For example, it might be prudent to 

insure against the one in a thousand chance of an earthquake which would cost 

the business the loss of its operation worth $1,000,000, but neglect to insure 

against a loss of one in ten chance of a $10,000 loss due to the firm's ability to 

absorb this amount of loss over time. However, blind reliance on expected 

values of outcomes may be a naive assumption. 

Additionally, the reasoning that an estimate of loss should have some 

variance stated on either side of it seems logical at first, however, no matter how 

broad the distribution of possible losses they still center on the original estimate 

of their expected value. 

4.7 UNRECOGNIZED RISKS 

A risk may be said to unknown if: 

1. it is not discernable to one unskilled in risk analysis; 

57Harvey, R. D., Valuation of Mortgage Security, University of Illinois 
Law Forum, Illinois, Vol. 1., p. 425, 1957. 
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2. it is discernable to the skilled analyst but is overlooked; 

and 

3. it is not discernable by any system of analysis known that 

would cause it to be discovered by a skilled risk analyst. 58 

An example of unknown risk may be the following situation: 

A computer center had a vent two floors up facing a baseball field. 
The vent did not close completely one night. A home run hit 
caused a baseball to pass through the opening, striking a 
communications controller, causing a network of 24-hour banking 
terminals to become inoperative for 16 hours. 
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This was totally an unanticipated, sizeable loss which taught the firm that 

vents should be closable and closed. Now, what can be done about truly 

unknown risks? Jacobson discussed this problem of unknown or low probability 

risks by formulating what he calls Jacobson's 30-year law. The law says, in effect, 

"I will (the risk manager) equate 'rarely' with 'never'. I will act as though the rare 

threat never happens."59 Although he states that this is a very serious matter for 

business, Mehr and Hedges state that the answer is to simply avoid worrying 

about it. One should deal with risks, not on the basis of subject matter but on the 

basis of overall effect. The point here being not if a communications controller 

fails, but when a communications controller fails. 

58Mehr, Robert I., and B. A. Hedges, op., cit. 

59Jacobson, Robert V., Is Your Computer Secure? Computer Decisions, 
p. 62, November 1979. 
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4.8 RISK ASSESSMENT 

The concept of identifying risk is not new. Risk assessments have been 

used in a variety of other disciplines, notably in the area of finance, in examining 

the relationship between financial ratios and company risk. Horrigan found 

financial ratios successful predictors of corporate bond ratings while others have 

applied risk determinates to company financial statements. 60, 61, 62 

Melynk and Mathur's (1972) study classified corporations into similar risk 

groups using cluster analysis and at least three companies now offer risk 

assessment services to rate countries for business risk involving investment 

decisions.63 

Modern financial risk analysis revolves mainly about a framework known 

as the Capital Asset Pricing Model. The CAPM is used for analyzing the 

relationship between risk and paths of return. Calculating expected portfolio 

returns involves deriving a weighted average return of the individual stocks in a 

60Beaver, William H., Financial Ratios as Predictors of Failure, Empirical 
Research in Accounting: Selected Studies, 1966, University of Chicago, pp. 
71-111,1967. 

61 Beaver, William H., Paul Kettle and Myron Scholes, The Association 
Between Market Determined and Accounting Determined Risk Measures, The 
Accounting Review, pp. 563-71, July 1974. 

62Meyers, Paula, and H. W. Pifer, Prediction of Bank Failures, Journal of 
Finance, pp. 453-468, September, 1970. 

63Melynk, Z. Lew, and Mathur, I. Business Risk Homogeneity, A 
Multivariate Application and Evaluation, Proceedings of the 1972 Midwest AIDS 
Conference, April, 1972. 



RisklThreat Based Analysis Auditing 143 

portfolio with the weights in each stock. The riskiness of a portfolio is usually not 

a weighted average of the standard deviations of the individual securities in the 

portfolio. 64 Sharpe (1964) developed the concept of a Beta coefficient - the 

tendency of a stock to move with the market. The Beta is a measure of the stocks 

volitility relative to an average stock. An average risk stock is one which tends to 

move up and down in line with the market. Betas can be historic or fundamental. 

Historic Betas are calculated on past data while fundamental Betas are also 

partially based on expected future conditions not yet reflected in historic data.65 

The Beta concept has been criticized for the problems encountered in trying to 

apply the concept in practice, especially when trying to measure future events 

based on past data.66 

Techniques for risk assessment are systematic approaches for 

categorizing possible events. In a security analysis, one measures threats and 

countermeasures to these threats and decides to a plan of action which will 

allocate the largest resources (technical and non-technial) on the most likely 

and/or serious risks. This analysis has previously involved a significant degree of 

subjectivity. This subjectivity, however, can be improved greatly by a formalized 

methodology. Figure 4.2 shows one risk assessment methodology. Note that in 

64See Modigliani, Franco and Pogue, Gerald A. An Introduction to Risk 
and Return, Financial Analysts Journal, May-June, 1974. 

65 See Rosenberg B. and Guy, James, Beta and Investment 
Fundamentals, Financial Analysts Journal, May-June, 1976. 

66See Wallace, Anise, Is Beta Dead?, Institutional Investor, July, 1980. 
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the bottom two boxes, the action steps are stated by priority. In order to assess 

risks, threats must be assigned some priority to assure that the most likely 

preventive and recovery measures are investigated first. 

POTENTIAL SPECIFIC COMPU- GENERAL PERFOR-
HAZARDS: TER SYSTEM: MANCE 

Accidents Hardware 
OBJECTIVES: 

Errors Software Timelines of 
Fraud People processing 
Breakdown Procedures Protection of data 

\ 
Facilities Protection of asset, 

" 
, 

Evaluate I Evaluate l 
". ~ 

Specific: Specific 
Exposures C:ompare Security 

... Requirements 

PREVENT A TIVE MEASURES I Unacceptable I 
RECOVERY MEASURES 

WITH PRIORITIES: 
Exposures 

WITH PRIORITIES: 

Program change controls /I Back-up files 
Emergency change controls contingency plan 
Emergency po,-"er supply insurance 
Hardware encryption on 
certain lines 

Figure 4.2: Standard Risk Analysis 

(Adapted from Jacobson, 1971) 

4.9 RISK ASSESSMENT TECHNIQUES 

Many writers have attempted to quantify some of the major aspects of risk 

in terms of the business system. Gahin formulated a general theory of pure risk 

management defining risk R, as the maximum potentia/loss (to the subject at risk) 
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due from a specific event (peril).67 Gahin's theory involved the concepts of risk 

function, security function and methodology for selection of risk control 

measures. 

The risk function is expressed as: 

R = f(V, X,N), where 

v = total value exposure - the total economic value that could be 
lost or destroyed by the same event; 

x = a loss ratio which shows how much of the total value exposed 
has been lost in similar events in the past; 

N = the number of units subject to that type of risk, i.e., locations. 

He states that R is directly proportional to exposure and to loss ratio and 

inversely proportional to the amount exposed. 

Gahin also derives a security function which refers to security as the 

outcome of protecting the firm against pure risks by the reduction or elimination of 

the risk. His security function is also measured in dollar units which allows the 

selection of various control techniques. The security function is: 

S = f(A,L,D,I,F), where 

A = risk avoidance (reducing total value exposure); 

L = loss prevention (reducing frequency and/or severity of loss 
occurrence components of the loss ratio, X); 

67 Gahin, M., A Theory of Pure Risk Management in the Business Firm, 
Ph.D. Dissertation, University of Wisconsin, University Microfilms, Ann Arbor, 
Michigan, 1966. 
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o = distribution of the value at risk (risk reduction) over more units 
by increasing N and reducing the value at each location; 

= transfer-through insurance of part or all of the loss by paying a 
premium; 

F = self insurance (by establishing a reserve). 
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It is unclear from Gahin's analysis if the variable X includes the probability 

of the event occurrence. Clearly this factor needs to be taken into account in any 

assessment of a risk function. Furthermore, it is unclear as to why the maximum 

potential loss, R, is considered to be inversely proportional to the amount 

exposed. Surely it is rational that where the amounts involved are more 

substantial (more material), the ramifications of loss lead to a directly proportional 

degree of risk to an organization, subject naturally to protective security actions 

that the firm will be willing to implement in order to offset this incremental risk. 68 

What Gahin is apparently trying to state is that funds can be invested in 

security and risk spreading devices in a number of ways. First, procedures can 

be implemented to reduce the total value exposed to risk through such actions as 

leasing rather than owning an asset. Secondly, the quality of security can be 

increased to reduce the probability of adverse events or to reduce their severity in 

the event of occurrence (reduce the loss value X) through such procedures as the 

improvement of fire protection measures. Associated with this is the possibility of 

spreading the exposure over more units which will again reduce the loss ratio in 

68As one of the reviewers has pointed out, Gahin may be referring to a 
loss ratio rather than an absolute loss. If this is the case, the inverse relationship 
is reasonable. Also, it is normal for protection effort to be positively correlated 
with object value. 
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the event of an adverse occurrence. Gahin's D is, therefore, simply a subset of 

the previous variable L, although a different cost may be involved. Also 

associated with this reduction of the loss is the possibility of insurance. Once 

again this transfers the risk to another group at a cost. The costs of self-insurance 

are somewhat different but there is definitely an opportunity cost of funds required 

to be set aside for this precautionary purpose. 

Each of these possible security actions has a cost which could be 

measurable in dollar terms. After evaluating the cost of S, a new value of risk, R1, 

can be predicted. If (R - R1) is less than S then it will be beneficial to institute the 

new security procedures designated by the function S. Underlying these 

techniques, however, is the assumption that for each risk control device, the cost 

and risk reduction capability are known. Naturally, the determination of this 

information is a major problem. 

4.10 THE STATISTICAL APPROACH 

One relatively simple method of applying risk assessment theory is to use 

a statistical approach. 69 This technique advocates applying the organization's 

own recorded past data to plot a graph showing the frequency distribution of past 

occurrences of various hazards and risks against the loss incurred. Data for this 

frequency distribution is derived from in-house records, accident claims, fines, 

insurance claim records, etc. Assuming enough data can be collected and 

collated the graph usually takes the form of a positively skewed Poisson Curve 

such as curves A, B, or C as shown in Figure 4.3. 

69Wong, K.K., Computer Security: Risk Analysis and Control, National 
Computing Center, NCC Publications, U.S. p. 84, 1977. 
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The curves are ill-defined on the right due to the infrequency of heavy 

losses by a single firm, A rough estimate of the righthand tail can be made from 

published data regarding losses from similar organizations. Looking at Curve A, 

the distribution curve peak is the Modal value representing past average loss for 

risks, and the curve spread indicates this loss range. Curve B represents a 

situation of minimal loss range which may allow budget decisions on control 

factors to be relatively simple. Curve C represents a loss range between zero 

and the past maximum, making control allocation more difficult. 

Two terms are used in this approach: 1) maximum probable loss; and 2) 

maximum possible loss. Maximum probable loss is the maximum loss to the firm 

if all the postulated control features are in operation. Maximum possible loss is 
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the maximum loss incurred when all control features are inoperative. In applying 

the frequency distribution to past losses in an effort to predict future losses, 

account must be taken of the size and complexity of new applications and other 

changes in the operating environment in addition to new risk control features. 

This technique gives a fairly good estimate of maximum probable organizational 

loss assuming sufficient historical industry data. 

Curve B, which is sharply peaked, represents the type of situation in 

which it is easiest for managers to make rational decisions about preventative 

measures since the likely loss is most clearly defined. Therefore, managers in 

this situation can assess the cost effectiveness of procedures designed to 

mitigate or eliminate the loss. Curve C, where there is a wide range of possible 

losses, reduces the ability of the manger to make useful, specific cost benefit 

decisions because of the increased possibility of significant loss still being 

incurred. 

There are also several problems with this method. First, it presents no 

classification of types of loss protection categories that could be adapted to a 

specific risk problem. Second, the data for the method may not be available from 

the firm or from other similar organizations. Third, the establishment of the curve 

takes no account for the control system improvements until integrated into the 

next analysis. Finally, the method provides no path for the manager to optimize; 

therefore, in most cases, he is left wondering what to QQ with this additional 

information. 

4.11 THE ILLINOIS APPROACH 

The Illinois Approach is derived from work performed by IBM for the State 

of Illinois. This work attempted to derive an expected cost to the organization 
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from utilizing a specified information security system and is also known as the. 

total expected cost (TEC) method. The cost is modeled in the additive function: 

TEC(K) = S(K) + (K), where 

TEC(K) = total expected cost in dollars per year using the security 
system K; 

S(K) = SI(K) + SO(K), where 

SI(K) = the cost in dollars per year to install system K; 

SO(K) = the cost to operate the security system K per year; 

L(K) = the expected loss in dollars per year due to expected 
exposure to hazards if control fails and the security system K is 
used. 

This TEC measure is made up of three major components: 

1. Average expected loss associated with exposures to 

hazards (Table 4.1 ).70 

2. Cost of installing and operating controls that are available 

to combat exposure (Table 4.2). 

3. Exposures and average expected losses per year if control 

malfunctions (Table 4.3). 

The expected loss L by utilizing system K is derived by estimating the total 

threats to the system, the exposed value of the components and the probability 

that the components security system will fail. Complementary failures such as fire 

in the corridor and the failure of a fire suppression system are dealt with by 

producing a loss probability which is the product of the two sub-failures. 

70Tables 4.1 - 4.5 from Burch, John G. Jr., and Joseph L. Sardinas, 
Computer Controls and Audit, John Wiley and Sons, Inc., 1978. 
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Table 4.2 gives a selected list of control measures (C1-Cn) which could 

be chosen to protect the system from the various system hazards, along with the 

probability of failure of those system controls. Table 4.3 gives an example of the 

exposure costs associated with the hazards (threats). The example, however, 

gives no indication that the expected loss has already been weighted for an 

"estimate of loss". Table 4.4 gives the TEC control cost summary. 

Exposures to 
Hazards 

Malfunctions and Human 
Errors; 
• Equipment 
• Software 
• Programmers 
• Computer Operators 
• Maintenance 
• Users 
• General Personnel 

Fraud:" 
• Embezzlement 
• Confiscation of Files 
• Tapping 
• Program Changes 

Power and Communication 
Failures: 
• Brownouts & Failures 
• Surges 
• Busy 

Fire: 

Sabotage and Riot: 
• Internal 
• External 

Natural Disasters: 
• Earthquake 
• Tornado 
• Flood 
• Lightning 

General Hazards: 

Probability (%) 
Th:l! Hazard Will 

Occur (Le~el 
of Exposure) 

05.00 
10.00 
70.00 
60.00 
90.00 
90.00 
SO.OO 

5.00 
10.00 

5.00 
20.00 

SO.OO 
30.00 
70.00 

0.70 

0.20 
0.40 

0.01 
0.20 
0.10 
0.Q1 

1.00 

(000) 
Loss 

Range (S) 

1-2SO 
1(}-100 

1-20 
1-10 
1-10 
1-15 
1-20 

Subtotal 
Average 

1 (}-1 00 
1(}-100 
1(}-100 
5-25 

Subtotal 
Average 

1-10 
1-50 
1-20 

Subtotal 
Average 

1 (}-3.000 

Subtotal 
Avorage 

1 (}-3.000 
1 (}-3,pOO 

Subtotal 
Average 

5O(}-3.000 
5O(}-3.000 
5O(}-3.000 

1(}-1,OOO 

Subtotal 
Average 

1-500 

Subtotal 
Average 

Grand Total 
Average 

Weighted 
Values(S) 

Low High 

so 
1.000 

700 
600 
900 
900 
SOO 

4.6SO 

500 
1,000 

SOO 
1,000 

39.825 

12.S00 
10.000 
14.000 

6.000 
9.000 

13.500 
10.000 

75.000 

5,000 
10,000 

5,000 
5.000 

3.000 25,000 

500 
300 
200 

1.000 

70 

70 

20 
40 

60 

50 
1.000 

SOO 
1 

1.551 

10 

10 

10.341 

14.000 

12,SOO 

10,535 

9,030 

5.475 

2,S05 

93.870 

5.000 
15.000 
4.000 

24,000 

21.00 

21.00 

6.000 
12.000 

18,000 

300 
6,000 
3,000 

100 

9,400 

5.000 

5,000 

In,400 

Table 4,1: Hazard and Loss Analysis 
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Cost to Implement Costs Per Year to 
Controls ($) Operate (S) 

Cl 10,000 3,000 

C2 6,000 000 
C3 2,000 1,000 

C4 22,000 15,500 

t ~ t 

Table 4,2: Controls Protecting Exposures 

Exposures to Hazards 

El Malfunctions and Human Errors 
E2 Fraud 
E3 Power and Communications Failures 
E4 Fire 
E5 Sabotage and Riot 
E6 N<itural Disasters 
E7 General Hazards 

Total Average Expected Loss 

Average E.~pecteG Loss Per 
Year (S) 

39,825 
14.000 
12.5CO 
10,535 

9.030 
5,475 
2.505 

93,870 

Table 4,3: Exposure Costs 

152 



RiskIThreat Based Analysis Auditing 153 

Control Control 
System Comprising 
(K) (KJ 51 (KJ SO (K) S (K) L (K) TEC (K) 
No No 
System Controls $ 0 $ 0 $ a $ 0 93,870 

1 Cl 10.000 3,000 13.000 40.583 53.583 
2 C2 6.000 5()0 6.S00 81,620 80.120 
3 C3 2.000 1,000 3.000 83.651 86,651 
4 C4 22.000 15,SOO 37.S00 78.561 116.061 
5 Cl, C2 16.000 3,SOO 19.500 28.333 47,833 
6 Cl, C3 12.000 4.000 16.000 30.364 46,364 
7 Cl, C4 32.000 18.S00 SO.SOO 25,274 75,774 
8 C2, C3 8.0CO I,SOO 9.S00 71,401 80.901 
9 C2, C4 23.000 16,000 44.000 66.311 110,311 

10 C3,C4 24.000 16,SOO 40.S00 68.342 108,842 
11 Ct, C2. C3 18.000 4.S00 22.S00 18,114 40,614 
12 Cl, C2. C4 30.000 19,000 57.000 13,124 70,124 
13 Cl, C3, C4 34.000 19.500 53.S00 15,055 68,555 
14 C2, C3. C4 30.GCO 17,000 47.000 56.092 113,092 
15 Cl, C2, C3. C4 40,000 20,000 60,000 2,805 62,005 
EXPLANATION OF SYMBOLS: 

51 (K) ~ Cost to ,mplement Kth control 
SO (K) ~ Cost to operata Kth control per year 

S (K) - 51 (K) ... SO (K) 
L(K) - The Sum at alilosse5 from exposures to hazaras and the probability 

Ihal the control Will la,l 
TEC (K) - 5 (K) • L (K) 

Table 4.4 Cost Summary 

In determining an optimum control group TEC (Total Expected Cost) is 

calculated for a given control Group K. Table 4.5 illustrates a typical TEC Control 

Group computation. 

System 1 (S): 
S (1) 

L (1) 

L (1) 

TEe (1) 

10.000 + 3.000 
13.000 

39,825 (1,00) + 14000 (100) + 12,500 (10000) + 10'.535 (100,00) + 
9,030 (100,00) ... 5,475 (100.00) + 2.505 (100.00) 

398 + 140 + 12,500 + 10.535 + 9.030 + 5.475 + 2.505 
40.583 

13,000 + 40.583 
53,583 

Explanation: Without controls, the probability is 100.00 percent that exposures to hazards 
El and E2 will result In an average expected loss of S39.525 and S14.000. respectively. 
System 1 is the application of centro!s Cl which protec::; tr.ese two exposures to hazards 
With a probability of tailure of 1.CO ~ercent. Average expec!e<.:: less of El and E2 are both 
multiplied by this probability. redu::::ng the average e.xpec:ed loss of S398 and S 140. respec
tively. The other average expected losses. E3. E4. ES, Eo, and E7. are multiplied by 100.00 
percent prObability because it nC'.s De-en determined that wirnout controls averag~ expected 
losses of $12.500; S~Q5JS; S9.03C; S5,475, and S2.505 will occur. 

Table 4.5: TEC Control Group Computations 
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Analyzing control system 1 gives a TEC of $53,583 utilizing control 

system C1. This gives an expected savings of $40,287 over the TEC of system 0 

(no controls) at $93,870 as shown by Table 4.3. Analyzing all fifteen control 

systems gives the lowest estimated TEC at $40,614 (Control System 11). 

Utilization of control system 4 then is $22,191 more expensive than System 0 (no 

controls). Simply purchasing more controls does not necessarily reduce the 

expected loss enough to allow for the additional cost. 

A quantitative evaluation of computer security and control measures 

requires the optimum cost/effective mix of controls. This technique may have a 

proclivity towards error in that the cost factors may be incorrectly aggregated. In 

addition, the time-value of money is ignored due to an assumed planning horizon 

of only one year. In most cases, controls would be expected to remain in effect 

for more than a year thus the costs of the subsequent years should be included 

by determining the present values of each year's costs and losses. The initial 

cost in implementation is already a present cost and the annual costs for the 

control can be treated as an annuity and the present value of the series 

determined. The control, then, equals the implementation cost plus the present 

value of the annual cost of the operation. Similarly, the expected exposure loss 

is an annual series for which the present value can be determined. 

Present value techniques use two additional variables: 1) to establish an 

appropriate earnings rate; and 2) to select a time period. One common way to 

establish an earnings rate is to select the n:?.te at which the organization could 

currently borrow money while establishing a time horizon, e.g., five years, noting, 

however, that the life of the control mechanism may be greater than or equal to 

the time period. In the event a control has a life-span less than the time horizon 
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one must introduce a sequence of follow-up controls until the total expected life of 

the controls is at least equal to the time horizon. If a control affects more than one 

exposure, the probability of both of these controls failing simultaneously becomes 

the product of their individual failure probabilities. In a more complex situation 

several controls could affect various combinations of exposures. In such a 

situation, however, the product of the failure probabilities would yield the 

probability rate. 

The TEC approach does not address the real-life problem of a possible 

combinatorial explosion as all possible sets of a reasonably large set C were 

tried out. A more useful system for attempting to solve this problem would be a 

system intelligent enough to provide optimizing over the set of all possible 

subsets of C. 

If the above refinements were made, the IBM model and the assessment 

of TEC scores should help provide a basis for the evaluation of control systems. 

4.12 COURTNEY'S TECHNIQUE 

Courtney has suggested a risk assessment technique based on two 

traditional factors essential to risk analysis - the impact of loss in some 

quantifiable form and the probability of encountering a loss due to a specific 

peril. 71 He gives three options for dealing with an exposure to loss: 

1. Tolerate loss; 

2. Reduce the impact by implementing measures which cost 
less than the probable loss; 

3. Reduce the probability of the loss by implementing 
protective features costing less than the probable loss. 

71 Courtney, R. H. Jr., Security Risk Assessment in Electronic Data 
Processing Systems, National Computer Conference, Vol. 46, p. 101, 1977. 
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Courtney's methodology for establishing annualized risk involves the use 

of a risk assessment worksheet (Figure 4.4) for evaluating loss to an installation 

under two main classes, accidental loss and intentional loss. Each of these two 

types is further subdivided into the categories of disclosure, modification or 

destruction. 

For each component in a system to be analyzed, a measure of dollar 

impact V is related to a measure of the estimated frequency of the occurrence of 

the event P. After the P and V values are found, the estimated value of the loss in 

dollars per year for that event can be read from the exponential table that 

Courtney provides (Table 4.6). 

n!.Sl~ ANALYSIS WORK SHEET 

~~il~:NTAL ~NTIONAL 

SY51'E~1/ c c 
Exposu re if Un ... ble: 

" u 3 D,\TA SET ~ " to Procc.s Cor; , 
u 

, . 
NAME u 

2 ~ 2 
u u .; HOURS COMMENTS 

a Ci 
0 

Q ::t 2 4 8 12 18 

v 

P 
E 

I 

Figure 4.4: Risk Assessment Worksheet 
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Vil'ues of p 
2 3 4 s. 6 7 8' 

I S300 S 3K. S JOK SJOOK 
2 SJOO 3K 30K 300K ' 3M 

3 S,OO JK }OK JOOK 3M .10M 
4 S300 3K JOK JOOK 3M 30M 300M 
5 S]OO JK 30K .100K 3M 30M .100M 
(, JK ,oK 300K 3M .10M 300M 

30K J(()K 3M JOM JOOM 

V,dues of E S/year 

Table 4.6: Annualized Risk Amounts 

Courtney estimates his V and P values based approximately on the 

following equations: 

V = LOG10 (D) 

P = 1 - LOG 1 0 (F) 

where F = Frequency per year/300 and 

o = Dollars 

To provide an installation with a security assessment based on his 

techniques, Courtney suggests that representation from the following groups in 

the organization be formed into a risk analysis team: 

1. EDP operations management; 

2. The department supported by or owning the data under 
consideration at the time; 

3. The programmers responsible for support of that 
department, operation or function currently under consideration; 
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4. System programming, if the installation is large enough to 
have this as a separate function; 

5. The internal audit function; and 

6. The department responsible for physical security. 

Dollars were selected as a means of creating an easily understandable 

scale for most individuals. A variety of rating schemes have been suggested in 

addition to dollars. One scheme would simply provide a rating from 1 to 5 to 

assess impact, while others have suggested the use of fuzzy metrics. 72, 73 

The risk is fundamental in that we now lack sufficient understanding and 

sufficient facts to base the formation of reasonable models of the security of 

computer systems and therefore there is no way to validate any particular model 

or group of models. These criticisms are based on the previously mentioned 

premise that we are unable to supply appropriate values for the model 

parameters. Courtney, however, counters this by stating that the assignment of 

probabilities to special human behavior cannot be done from a sound statistical 

base, but subjective decisions made by well-informed individuals can produce 

the desired parameters "relatively easy". 

72Hoffman, L.J., Michelman, E. H., and D. Clements, Securate - Security 
Evaluation and Analysis Using Fuzzy Metrics, National Computer Conference. p. 
531,1978. 

73Fuzzy metrics are linguistic variables (variables that are essentially 
words rather than numbers) that contain general sets of ranges such as "very 
high", "almost medium", etc. First formulateq by Lotti Zadeh in the 1960's at the 
University of California, they have been applied to numerous problems not 
adequately describable in numerical terms. See Computing with a Human Face, 
New Scientist, May 6, 1982, for an interesting discussion on their applicability to 
information systems. 
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The major problem with these methods is that we lack sufficient 

understanding and a sufficient set of facts with which to base formulation of a 

model of security of computer systems. Because of this, if we attempt to develop 

models which purport to describe computer secuirty we have no way to validate 

anyone particular model or choose between several models. If we choose a 

particular model, the most serious problem arises because each model assumes 

that we will be able to supply values for the model's parameters that we are 

actually unable to supply. In Courtney's model, for example, one is expected to 

estimate, for each system or data set that is to be protected, the probability of 

intentional disclosure or modification. This estimate, however, is nearly all of the 

computer security problem. Courtney's approach suggests that we understand 

the kinds of attacks that could be made on a system, the probability that someone 

will try, the probability that they will succeed if they try, and that we understand 

how to combine all this information into a meaningful judgment of the 

probabilities associated with incurring losses through various means of attack. 

Courtney's logarithmic measures are simplistic but the method can be 

used to assign weightings which can take into account the effect of nonlinear risk 

preferences. Within a reasonable range, a linear approximation may be 

reasonable. The problems of approximating the extremes may be difficult, but not 

insuperable within a degree of error. 

4.13 RELATIVE IMPACT MEASURE OF VULNERABILITY 

A major study conducted by the Stanford Research Institute Computer 

System Integrity Group describes a research program for system risk 
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assessment'? 4 The authors attempted to develop a technique to assess the 

impact on an entity generated through a loss of system integrity caused by an 

intentional act. The technique consists of four basic assessment steps: 

1. Perpetrator analysis - the description and analysis of the 
types of individuals and their capabilities necessary to exploit a 
system's vulnerabilites. 

2. Target assessment - details the impact of successful 
attacks on systematic targets. Nine classes of targets are 
identified each having an attractiveness to certain classes of 
pe rpetrato rs. 

3. Flaw identification and analysis - a determination of the 
inherent susceptability of a system's exploitable flaws and an 
analysis of possible routes linking perpetrators with targets. 

4. RIM calcuation - the Relative Impact Measure which 
combines the three areas to produce a measure of impact. 75 

4.14 RIM PERPETRATOR ANALYSIS 

Perpetrator analysis was devised to evaluate those people capable of 

exploiting the vulnerabilities of a specific system and as such is very limited in it 

usefulness because it ignores all the non-people threats that may cause loss. 

This analysis of potential perpetrators also assumes a risk assessor has sufficient 

knowledge of the depth of understanding, skills, access privileges, etc., 

necessary to insert the potential perpetrator into one of the nine perpetrator 

classes (Table 4.7). 

74Nielson, N.R., B. Rudder, J.D. Madden and P.J. Wong, Computer 
System Integrity: A Relative-Impact Measur~ of Vulnerability, SRI International, 
Project 4059, June, 1978. 

75Relative in this sense denotes its use in comparing systems rather than 
an attempt to develop a measure for one system. The REM Model, by producing 
a numerical evaluation of the quality of the system and sub-systems, supports 
relative system planning. 
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These potential perpetrators are also divided into external and 

system-related (internal) perpetrators. External perpetrators could be expected to 

utilize flaws in the system's security to commit physical damage or theft. This 

sub-class includes individuals and groups such as vandals, clerical personnel 

not directly connected to the information system and former employees. 

System-related perpetrators include employees and non-employees closely 

associated with the information processing system. This sub-class would include 

programmers, engineers, data clerks, etc. Perpetrators are placed into their 

highest possible class. The risk analyzer (an individual or group with sufficient 

knowledge) determines which diverse skills set fit within the classification scale. 

Class I - No knowledge; no special access required 

Class 2 - Junio~ data-handling; access to the data-handling area 

Class 3 - Senior data-handling; physical access to the data-handling 
area and logical access t.o data-entry system 

Class 4 - Junior operations; access to input/output and media library 
areas 

Class 5 - Senior operations; physical access to all the operation area 
and logical access to the operating system 

Class 6 - JUllior programming; physical access to terminal and logical 
access to applications programs 

Class 7 - Senior programming; physical access to terminal and logical 
access to the operating system 

Class 8 - Junior equipment; physical access to equipment in operations 
and data-entry areas 

Class 9 - Senior equipment; physical access to equipment in operations 
and data-entry area with logical access to the operating 
systems 

Class 10 to N-Special; A combination of other knowledges; possible 
access to a number of restricted areas; possible logical 
access to applications or operating systems 

Table 4.7: Perpetrator Knowledge and Access 

The technique also assumes that a given class does not have the 

operational knowledge of other classes, i.e., a risk analyzer will assume that 
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senior equipment operators do not have the knowledge of junior programmers. 

In making this assumption the authors acknowledge that some individuals may 

be overlooked who have the capabilities to exploit flaws not listed within their 

classification. 

While it may seem unlikely that, for example, a programmer, especially in 

a small shop installation, would not have a knowledge of operations, any other 

assessment implies a crystal ball approach. This assumption, however, weakens 

the overall perpetrator analysis. 

The next step within perpetrator analysis determines the perpetrator class 

severity rating. This severity rating is a determination of the impact resulting from 

an attack on a specific component by each of the perpetrator classes. In 

determining the severity rating, the study has suggested a token distribution 

scheme for allocating impact by perpetrator class. This token scheme is a very 

simple mechanical aid in the assessment of subjective probabilities. The token 

distribution methodology is as follows: 

1. Utilizing the perpetrator-class transformation table (Table 

4.8) distribute an equal number of tokens (say 100) to each 

perpetrator class (implying equal potential for exploiting system 

vulnerabilities). 

2. Reallocate the tokens toward those perpetrator classes 

which the risk assessor believes h?ve a potential for greater 

impact than other classes. All classes will usually receive at least 

a small number of tokens, because the total exclusion of anyone 

class from the possible perpetrations is unlikely. 
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3. At this point the number of tokens in each class denotes its 

relative ranking. A class containing 50 tokens would therefore 

have been assessed to have the propensity to create double the 

impact of a class having 25 tokens. 

The final action in the perpetrator analysis again involves the use of the 

token distribution procedure among perpetrator classes. Following the above 

procedure the tokens are again distributed to determine the probability of a 

loss-causing event rather than the possible impact on the system by the 

perpetrator. 

I 
" '2 ') '0 ,1'5 ! u:.~, I H,,n1..., I "I ,. I , 
No l.cw·ufti H1sit·lz'I'fl I Knowl· Oa,. 0". l,ow·l.zfti Hir,h.1..crt:1 I ' Pr Low·16~J HI~.~ ... J To'" 

OPCfllUonl I Opcn.UotU Prognun-! oy;ram- I Equ1t'"'n\1 I Equlpmnu I I .... H.andlcf .....ndle' I mViI mUll I t 
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BI,I!dlng service. 
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Other I 
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Figure 4.8: Perpetrator - Class Transformation 
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The first analysis of perpetrators produces two numbers which are utilized 

in the Relative Impact Measure. Np is the number of persons in the prepetrator 

class P and Sp the relative severity of impacts from information system violations 

accomplished by the perpetrator class P. Parker has completed the most 

in-depth analysis of perpetrators based on a study of 375 reported cases of 

abuse. 76 He has developed a profile of computer abuse perpetrators involving 

common characteristics, occupations, and modus operandi. Some of the more 

significant finds show that perpetrators are young with a mean age of 29 years, 

median age 25 years and a range from 18 to 46 years. High skill levels were 

found to predominate with approximately 80% of the perpetrators having high 

professional or managerial skills. 

4.15 TARGET CHARACTERISTICS 

The target assessment technique provides a ranking of the types of 

actions affecting targets and their impacts on possible targets within the 

information processing system. To determine the impact of damage to an 

information processing system, resource classifications are developed in order to 

avoid the treatment of single components. This impact must be defined and 

allocatable among the various resource classes. Care must be taken in 

conceptualizing the interrelationships that result from resource class structuring. 

An incorrect resource class would provide an incorrect target characterist. 

76parker, Don B., Computer Abuse Perpetrators and Vulnerabilities of 
Computer Systems, Stanford Research Institute, Project MC576-09183, 
December, 1975. 
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Four primary categories of targets are identified. 

1. Data or programs attacked via programmatic means, i.e., 
attacked by software; 

2. Attacks on data, programs or documentation via 
non-programmatic means; 

3. Service interruption; and 

4. Equipment theft and theft of service. 

Subdivision of these four categories provide the nine target classes. 

Target 

1 

2 

3 

4 

5 

6 

7 

8 

9 

Class Object of Attack 

Programmatic change of data or programs 

Programmatic copy of data or programs 

Nonprogrammatic change of data or programs 

Nonprogrammatic copy of data or programs 

Programmatic interruption of service 

Nonprogrammatic interruption of service 

Equipment mutilation 

Theft of equipment or supplies 

Theft of service 

Table 4.9: Nine General Target Classes 

165 
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4.16 FLAW IDENTIFICATION AND ANALYSIS 

The study defined a flaw as "an error of omission or commission in the 

design, development, implementation, testing or quality assurance of computer 

based information systems or in the operations, administration and management, 

and/or audit practices of a computer facility that enables a person to perform an 

unauthorized activity". Flaw identification and analysis attempts to develop a flaw 

level classification. Once the general flaw categories are identified, the analyst is 

able to list the more detailed flaws identifiable within the specific systems 

environment. 

A difficulty involved in describing flaws evolves from the fact that there are 

a number of actions or inactions that result in flaws but may not result in flaws 

exploitable by a class of perpetrators. For example, the lack of any high level 

policy or guidelines for actions in an operational situation is certainly a flaw. If the 

installation did not have a policy that all outside doors should be kept locked 

during all non-working hours, a perpetrator may exploit this flaw by gaining entry 

to the installation. It would be difficult to specify, however, to which specific 

perpetrator class such an omission would be advantageous. 

The five major sources of flaws are: 

1. Systems (operating and application); 

2. Operational procedures; 

3. Telecommunications; 

4. Systems user interface; 

5. Industrial security. 
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These five flaw sources are a concentration of ten system sources 

identified previously at the USC Information Science Institute. Within these 

source areas, system flaws can be identified. 

To assess a system flaw the following must be known: 

1. Enough about the flaw and its environment to understand 
the means of exploitation of that flaw; 

2. The access required to exploit that flaw; 

3. The target classes applicable to that type of flaw; and 

4. The perpetrator class capable of exploiting that flaw. 

The next step involves utilizing the Penetrator Target Matrix. The Flaw and 

the Flaw probability is inserted at each intersection of the correct perpetrator 

class and target class. Each flaw can be listed several places within the table 

and the list created should contain all the flaws that can be exploited by 

perpetrators in p .a.oQ that can be used to reach targets in t. The assessor then 

derives a single probability number, Fpt ' representing the probability that a 

specific perpetrator class seeking to attack a specific target class will be 

successful in exploiting a known flaw. The assessor orders the flaws at the 

penetrator target intersection in decreasing order of F values. 

Under this method it is assumed that the perpetrator class will attempt to 

exploit each flaw in succcession until either the system is penetrated or the 

perpetrator has tried n number of flaws. If n=-1 then only the flaw with the largest 

Fj value is used and the perpetrator will be assumed to have discontinued the 

penetration attempt. 
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Target Class 

Perpe-
Tl T2 T3 T4 TS T6 T7 Te T9 tracor Class Total 

Pl 1 1 1 7 7 4 8 7 8 1 44 

Pz 2 0 0 10 8 0 0 0 0 0 18 

P3 3 10 8 1 19 

P4 4 1 1 5 5 1 0 0 0 0 13 

Ps 5 7 7 5 5 7 3 34 

P6 6 10 12 8 1 1 8 40 

P7 7 25 26 1 24 1 1 1 19 98 

Pe 8 3 3 3 1 1 1 12 

Pg 9 l~ 4 4 1 1 2 16 

51 I 54 I 33 33 52 9 11 12 34 294 I 

Figure 4.5: PerpetratorlTarget Matrix 

The last step in the methodology brings together the previous system 

measurements of perpetrator analysis, target assessment, and flaw identification, 

and combines them into the Relative Impact Measure. 

= 

where 

Np = the number severity rating for perpetrator class p; 

Sp = the relative severity rating for perpetrator class p; 

Fpt = the probability that an exploitable flaw can be found 

linking perpetrator class p to an element of target 

class p; 
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= the relative attractiveness of targets in target class t 

to individuals in perpetrator class p; and 

= the relative impact upon the organization of a 

successful attack upon a target in target class 1. 

The RIM value for an entire information processing system is found by 

summing the derived RIM values of all target classes and perpetrator classes. 

The RIM metric results in a single dimensionless number giving the overall 

expected relative impact of an intentional integrity violation in an information 

system due to information system vulnerability'?? 

Since the subcomponents were independently developed, changes to 

the measures from one component to the other will not impact those other 

measures. The independence of each metric thereby simplifies the combination 

of the various measures to form the single metric. 

Even though each metric is independent of the other data values, there 

are implicit links between the flaw and attractiveness measures. These links 

relate to the set of perpetrator classes and the set of target classes. Since each 

perpetrator class has certain skill, knowledge and access inputs, these also 

interface with the skill, knowledge and access requirements for exploitation of 

individual flaws. In other words, only the specified and qualified perpetrator 

??The authors claim this number is dimensionless, technically the 
dimension is dollars, however, the figure does not relate to any meaningful value 
and can only be used for comparison of relative values. 
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classes are linked to the specified flaws and targets. Additionally, the RIM metric 

is not based on historical frequencies and thus eliminates the effect of different 

control systems in the past which might invalidate the frequency of occurrence in 

relation to the current system. 

The RIM is a relative measure and can therefore only be used to 

compare one system with another or with itself at another point in time. For 

example, if a RIM value of 3,000 is calculated for a given system, that value 

cannot be considered either high or low unless it is compared to another similar 

value from an information system. It can only be compared with another RIM 

value. 

In operational terms, if a company is considering buying two pieces of 

equipment, either A or B, the relative RIM values can be calculated and a RIM 

metric expressed as to the relative proclivity of Systems A or B towards integrity 

violations. 

A second application of the RIM metric can be a comparison between an 

information system as it exists today and an information system existing after 

certain changes proposed are installed. These changes might be in such items 

as Systems Software, System Environment or System Physical access. 

In utilizing the RIM scale with System A and System B, assuming System 

B results in a decrease to a 2,500 RIM calculation from System A's expected RIM 

calculation of 3,000, an improvement has theoretically occurred. A note of 

caution should be exercised in comparing systems operated by different 

information system organizations. Since each of the RIM metrics are arrived at 

by a subjective decision making process, the differences in organizational 
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structure, knowledge levels and work environment would determine a different 

RIM measurement for similar systems in different organzations. No two different 

individuals, with two different subjective outlooks, can be expected to arrive at the 

same relative RIM metric. Finally, the RIM might be used to evaluate alternative 

security measures for installation. However, it cannot be used to evaluate single 

security measures because the RIM is a relative measure and there is no basis 

for such a measure as a discrete component. 

4.17 COVERED SECURITY SYSTEM MODEL 

The Covered Security System model proposed by Clements was 

patterned upon Turn's conception of a security environment. 78, 79 The model 

eliminates Turn's concepts of "user domain" and "external constraints" simplifying 

the problems of risk assessment. Its basic philosophy is to identify a security 

area, evaluate the area for control measures and then estimate their contribution 

to the entire system's security. 

78Clements, D., Fuzzy Models for Computer Security Systems Metrics, 
Ph.D. Dissertation, Dept. of Electrical Engineering and Computer Science, Univ. 
of California, Berkeley, 1977. 

79Turn, R. and N.Z. Shapiro, Privacy and Security in Data Base Systems 
Measures of Effectiveness, Costs, and Protector-Intruder Interactions, 

Proceedings of the 1972 Fall Joint Conference, Vol. 41, Part I, pp. 435-44, 1972. 
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Under this methodology the set 0 contains security objects possessing a 

particular loss value to its owner which mayor may not be quantifiable. Each 

member of 0 has associated with it a number of security threats T which may be 

exploited to gain access. As in other methods each threat has associated with it 

a probability of occurrence. Figure 4.6 shows a bipartite graph of object-threat 

relations in which <Ti OJ> exists only if Ti is a means of gaining access to OJ. 

The relationships are not necessarily one for one as a Tj may apply to 

others OJ's. The reverse is also true. The security measures M represent the set 

of control devices with each Mk ideally eliminating some edge <Ti OJ> from the 

graph (Figure 4.7). 

T o 

~------------------------------------_______ ---1 

Figure 4.6: The Threat-Object Relation 
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T M o 

Figure 4.7: The Basic Security System 

A protected system is one in which all edges are of the form <Ti Mk> and 

<Mk OJ>. An edge of <Ti OJ> constitutes an unprotected object. The model is 

then as-tuple S of the form: 

S = <O,T,M,V,B>, where 

° is a set of security objects; 

T is a set of security threats; 

M is a set of security measures; 

V is a set of vulnerabilities, a mapping of T x ° to a set of ordered 

pairs Vi = <Ti OJ>, the penetration paths in the system; and 

B is a set of barriers, a mapping of V x M(T x ° x M) to a set of 

ordered tuples B1 = <Ti' OJ, Mk>' the security points in the system. 
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In such a system <Ti OJ> is an element of V and implies <Ti OJ Mk> is an 

element of B. If this correspondence does not hold the OJ is unprotected from 

some j. This implies that <Ti OJ> is not an edge due to the protection of security 

4.18 PROTECTOR - INTRUDER COST METHOD 

Turn proposed an earlier model to evaluate the cost of various security 

measures. To illustrate this technique, assume an intruder wished to compile a 

list of N informational items each of market value k. The total market value of the 

list L is 

V=KN 

To penetrate the system the intruder invests X. The intruder requires a 

minimum profit rX, if r>O then the intruder's maximum investment to obtain Lis 

x = KN/(1 + r) 

To control this threat, the protector expends V resources under some 

cost/benefit scheme. Generalizing, let IXV equal the expected information 

obtained by the intruder after expenditure of X resources to overcome control 

measures V. The function f(N) is the value to the intruder of N units of information 

occurring as a result of the intruder acquiring the information and g(N) is the 

deprival of the value of the information to the protector. Then for x and y, the profit 

to the intruder VXV is 

VXV = f(IXV) - X 
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While the net loss to the protector, UXY is 

UXY = g(IXY) + Y 

A protector would use estimates of information value, threat feasibility, 

and intruder resources to vary expenditure Y to minimize the above expression. 

Therefore it follows that if f, g, and I are suitably differentiable in the region of X 

and Y, the selected values of X and Y will satisfy: 

To use Turn's model then requires the following analytical or empirical 

expressio ns: 

1. The value of information to the intruder - f(N); 

2. The value of information to the protector - g(N); 

3. The amount of control provided by the control techniques, 
i.e., the expected expenditure X, required of the intruder; 

4. Ongoing cost of the controls; and 

5. The trade-off relations between the amount of intruder's 
cost and protector's cost. 

Ivanov has suggested reformatting some of the above ideas into either an 

operations research model, a game-theoretical formal model or framework of 

linear programming to better conceptualize'these various particulars.BO The 

BOlvanov, K., Privacy and The management of Data Security, IBM, 
Sweden, 1975. 
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practicality of the implementation of this model must be doubtful, however, due to 

the problems of assessing the subjective values of personal information to the 

intruder. 

4.19 MEASUREMENT WITH SECURITY RATINGS 

Hoffman has formulated a methodology which views a system as 

composed of n features as shown in Table 4.10.81 

In this system, the features are an orthogonal set of items all necessary for 

security. In practice, the set includes overlapping collections of techniques, 

which when used in conjunction with each other, enhance the security of the 

system but will be underestimated by Hoffman's measures. The security rating fo 

a system is given by the equation: 
n 

SR(s,r) = * r Wi G; 

Computer Science
Based Features 

Non-Computer Science

Based Features 

Fl privacy transformations 
F: access management facilities (includes identification. 

authentication. authorization) 

F J threat-monitoring ability 

F. tamper-proof soft'Nare 
Fs tamper-prect hardware 

nonattractiveness to potential interlopers 

aaministratlve security procedures 

physical security procedures 
legal prohibitions which enhance security 

Table 4.10: Features of a Security System 

81 Hoffman, L., Constructing Security Ratings for Computer Systems, 
Proceedings of the 1974 IEEE National Telecommunications Conference, San 
Diego, California, U.S.A., 1974. 
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Where Gj is some "goodness measure" such as confidence level or 

inverse work factor of features Fi. If feature Fi is not present in a given system, Gi 

= O. Wi is the subjective importance weight assigned to Fi by a given person or 

installation. Note that 0 ~ Gi ~ 1 and 0 ~ Wi for 1.::;,. I <no A linear 

weight-and-score method can be used to compute a security rating SR of a 

system s rated by a rater r. A partial security rating where not all Fi are known or 

considered is given as Srp(s,r). A perfectly secure system rates as 1 and a 

completely insecure system is o. 

Weights for this model are either supplied by individuals or standard 

weight scores. List F would contain a standard feature along with those present 

in the installation. Important features would normally rate above 1, less important 

features below 1 with goodness measures subjective. Weights used for privacy 

transformations, authentication facilities, threat-monitoring, and difficulty of 

subverting software were 1.00,0.70,1.10,1.20 respectively, with the table of 

Goodness Values (Table 4.11), resulting in a security rating for the selected 

systems (Table 4.12). 
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SR;> (s, r) in terms of 
System G! Gz G3 G, W!, W z, W 3• W, 

SRJI (IBM OS/360 0 0.5 0.7 0.90 (0.5Wz + 0.7W3 + 0.9W,)/4 
with Resource 
Security :-ysrem, r) 

SRp (ADEPT-50 0 0.6 0.5 0.90 (0.6Wz + 0.5W3 + 0.9W4 )/4 
[Weissman, 1969]. r) 

SRJI (DEC PDP 11/45 0 0.6 0.0 0.99 (0.6Wz + 0.99W,)/4 
wirh UCLA-VM 
(Popek. 1.974J. r) 

SRp (MULTICS 0 0.8 0.5 0.70 (O.SWz + 0.5W3 + 0.7W,)/4 
(Organick. 1972J. r) 

SRJI (CDC 6400. r) 0 0.4 0.2 O.SO (0.4W1 + 0.2W3 + 0.SW,)/4 

SRJI (IBM OS/360. r) 0 0.4 0.0 0.20 (0.4W1 + 0.2W,)/4 

SRJI (INTEL MCS-S. r) 0 0.0 0.0 0.00 0 

Table 4.11: Subjective Goodness Values 

IBM OS/360 with Resource Security System 0.550 
ADEPT-50 0.513 
DEC PDP-11 /45 with UCLA-VM 0.402 
MULTICS 0.486 
CDC 6400 0.365 
IBM OS/360 0.130 
INTEL MCS-S 0.000 

Table 4.12: Partial Security Ratings for Systems 

4.20 COMMERCIAL IMPLEMENTATION OF SECURITY METHODS 

A major commercial implementation of a computerized risk assessment 

system was released by Pansophic Systems in 1980. PANRISK is a collection of 

modules allowing the user to identify threats using a risk analysis methodology 

based on establishing probabilities for threats and losses. PANRISK generates 

five matrices based on five general categories of threats similar to those in the 

SRI study. Each cell in the matrix contains the annual loss exposure expected 

from a particular threats impact on an element of the EDP facility. The system 

maintains four data files; an equipment data base, an applications data base, a 
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master files data base, and a threats data base. Each is created, accessed, and 

altered by a command language. Master evaluation routines are: 

Delay - Producing reports showing expected annual loss from 
each threat with respect to each application and vice versa 
plus single occurrence loss. 

Fraud - Generates reports described above, but from loss brought 
by threats of fraud. 

Disclose - Reports based on threats of unauthorized disclosure of 
information. I 

Damage - Reports showing expected annual loss from each 
threat and single threat occurrence losses. 

Theft - As above, but from threat of theft. 

Recon - Reports showing costs of three master file backup 
strategies and at least cost plan recommendation for each 
master file. 

Check - Attempts to identify incomplete, illogical or inconsistent 
data. 

The package contains sample data bases and a threat file which the 

authors state can be used to perfect the risk assessors subjective analysis of 

threat probability. A number of aids were provided to assist in developing an 

installation threat probability profile, some of which are quite esoteric. For 

example, in order to estimate threats from natural disasters the analyst is 

provided with maps showing: 

1. The U.S. Hurricane belt; 

2. The risk of tropical cyclones (Atlantic and Gulf of Mexico); 

3. Earliest and latest tropical storm occurrences; 

4. Damaging earthquakes of the U.S.; 
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5. Seismic risk map of the U.S.; 

6. Tornado incidents by state; and 

7. Total tornadoes by 2 degree squares. 

This package was released while the Risk Evaluation Model was being 

constructed and while some of the basic concepts such as the threat data base 

and object costing file are similar, the structure of system objects to other system 

objects is much more complex in the REM model. This results in a better 

identification of higher level controls (features) which makes the allocation and 

costing analysis more reliable. 

4.21 CONCLUSION 

The range of topics in risk analysis yet to be considered is large and 

includes some very serious problems to which little attention has been paid. 

These topics include: 1) the vulnerability of the hardware itself; 2) the possible 

ways which correctly functioning systems, both hardware and software, may 

nevertheless be exploited; 3) the optimizing of systems and their components for 

maximum user satisfaction; and 4) the vulnerabilities in procedures for various 

system operations. I do not believe that the models currently being offered for 

system assessment are satisfactory. The models presented in this chapter, 

however, were included because they present either the most notable work in the 

field or address a direction or thought that may be expanded or refined, and 

incorporated into a larger model which addresses a discipline (auditing systems) 

which is quite different from the settings where they were proposed. All of the 

methods presented have serious flaws. A key point in the REM model, however, 

is that many methods suffer problems in an area that is covered in another 
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technique. By combining concepts which cover the faulted areas, the REM may 

surpass the results previously obtainable. 
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CHAPTER 5: SYSTEM METRICS 

5.1 QUALITY OF SYSTEMS 

182 

The first 35 years of the history of the use of computers has been typified 

by major emphasis on hardware developments. Developments have now shifted 

toward the software and the human aspects of computers. As late as the 1950's 

up to 90% of application costs were devoted to machine hardware, but now up to 

90% of the costs are for software. This trend is due, to a large extent, to the 

lowered cost of hardware, the increase in programmer salaries and also the 

recognition that systems can now by designed to meet more complex goals. 

Systems are not produced on assembly lines nor can productivity really 

be measured by numbers of lines of software code produced per hour. There is a 

high degree of intellectual and creative skills involved in a good system design 

and development. It is necessary to have an understanding of human cognitive 

skills, decision styles, information processing capacity and personality variables 

in order to produce a modern, active, well-liked system. 

The notion of information system quality is an ambiguous term although 

used often in literature. The quality attributes of the system first must be identified 

and defined for any meaningful dialogue to occur. The attributes that serve as 

objective measures of quality must be specified and a measurement instrument 

for monitoring attributes must be devised. Finally, performance evaluation must 

be performed to validate and determine results. Performance evaluation is 

bounded by purpose and environment. 
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5.2 EVALUATING INFORMATION SYSTEMS 

A conceptualization of the factors of system quality provides a framework 

for the measurement of systems. This quantification can be accomplished by 

defining a set of criteria for each factor and for the relationships between factors. 

One criterion can be related to more than one factor. The criteria are attributes of 

the system. Figure 5.1 shows the quality framework. 

I Quality 

I Factors that constitute 
quality for a given assessor 

, v 
I Criteria: Attribute~ which 
l constitute those tactors 

I 

J 

\.\1etrics: Measures of attributes I 

Figure 5.1: Quality Framework 

The evaluation of the information systems Management has only been 

partially successful after the investment of millions of dollars in evaluation 

research (Adams, 1975), (DIABLO Research Program, 1977). Gupta (1974) 

surveyed 150 of the 500 largest American companies and found that none of the 

respondents were satisfied with their general system development. A variety of 
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reasons were cited, with the primary reason being the lack of "relevant output". In 

1976, Peat, Marwick, Mitchell & Company found that less than one-third of the 

147 surveyed computer users were satisfied with the return on their EDP 

investment. In the same study, the same users expected information system 

resources to be more important to the organization's profitability and performance 

than in the past. In contrast, Adams interviewed 75 managers in 10 major 

corporations and found that the management attitudes toward information 

systems were favorable. 

This conflicting empirical data highlights the v,ital necessity of 

understanding the fundamental nature of the term "system effectiveness". As a 

user-oriented, subjective concept, it is not easy to define this term. What is an 

effective system for one user might not be effective for another. In spite of this, an 

examination of user needs and expectations should help to establish a number of 

generally accepted judgmental criteria against which system effectiveness and 

efficiency could be evaluated. 

Much of the recent literature in information systems has stressed the 

distinctions between the concepts of efficiency and effectiveness. Efficiency 

measures are those that pertain to the amount of resources required to deliver a 

unit of output, whether it be a service or produce. A common application of this is 

in terms of resource utilization. When one limits attention to efficiency measures, 

difficulties are raised in terms of such things as performance evaluation because 

effectiveness is a key factor of efficiency. 
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Effectiveness is a multi-dimensional concept which, like "quality" itself, is 

composed of several yet more basic attributes. It is possible to aggregate these 

various dimensions to form a single performance index which measures 

effectiveness. A problem with such an aggregation is the selection of these 

dimensions. For example, how does one measure the effectiveness of a 

manager in performing his function? A variety of measures come to mind in 

terms of overall output, lowering of expenditures, etc. 

Many authors (Morris, 1971), (Noland, 1974), (Pearson, 1977), (Swanson, 

1974) argue that since usable systems involve a multi-dimensional evaluation, 

several of the dimensions should be combined into a single index of 

performance. Most of these authors also feel that effectiveness is synonymous 

with user satisfaction or user appreciation. 

Seward and Nolan (1974) have conducted research concerning the 

feasibility and practice of employing effective decision analysis as a procedure to 

determine information requirements of managers. They perceived a need to 

separate information system evaluation from information system design and to 

de-couple information from its antecedent decisions. This required them to 

provide a surrogate for the utility of information and decision making. The 

surrogate chosen was user satisfaction, which includes the user's aspirations. 

Also included is the satisfaction received through repetitive interactions with the 

information system that reinforces either positive or negative user experiences. 
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Szyperski and Grochla ( 1979) presented a research program concerned 

with modeling information systems in an economics context. This is not a new 

idea (Nelson, 1967), (Lancaster, 1971) but it also produced a model for 

linformation systems in an economic sense. Their approach was to view an 

organization in its' totality, as a market place for computing and information 

services, containing analytic components of supply and demand. Their model of 

the production process was developed to quantitatively relate input resources to 

output products and also incorporate output qualities within the process. The 

authors defined various measures of production efficiency within their model and 

then analyzed the data to suggest how one can incorporate user demand for 

services into the analysis and derive objective functions for system effectiveness 

from that data. 

Their evaluation criteria cover the following: 

1. Validity (relevance) - how well does the system measure 
what it's supposed to measure? 

2. Practicality - will the system cost too much or take too 
much time or will it disrupt too much of the current activity of the 
business? 

3. Informativeness - does the method have any potential for 
aiding and decision making or identifying problem areas? 

4. Completeness - does this method incorporate important 
inputs and can it react to events that may occur on a regular basis 
such as major or minor breakdowns in the system? 

5. Generality (transferability) - is the system general enough 
to apply to most computers and information centers and can it be 
changed to another site without major modifications? 
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6. Reproducibility (stability and reliability) - will the system 
under similar conditions produce similar results? 

7. Sensitivity does it respond to changes within the 
environment and is it in fact modifiable? 

Pearson (1977), in his study on computer user satisfaction characteristics 

identified 39 items that affect satisfaction levels of users and could be said to 

affect "quality". (Noted in Chapter Three as the basic script for the REM overall 

evaluation.) A number of the characteristics can be measured automatically and 

all can be measured either subjectively or through liaison with the system users.' 

The characteristics are: 

1. Too Management Involvement: The positive or negative 
degree of interest, enthusiasm, support, or participation of any 
management level above the respondent's own level toward 
computer-based information systems or services or toward the 
computer staff which supports them. 

2. Organizational Comgetition with the EDP Unit: The 
competition between the respondent's organizational unit and the 
EDP unit when vying for organizational resources or for 
responsibility for success or failure of computer-based information 
systems or services of interest to both parties. 

3. Organizational Position of EDP Function: The hierarchical 
relationship of the EDP function to the overall organizational 
structure. 

4. Priorities Determination: Policies and procedures which 
establish precedence for the allocation of EDP resources and 
services between different organzational units and their requests. 
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5. CharQe-Back Method of Payment for Services: The 
schedule of charges and the procedures for assessing users a pro 
rata basis for the EDP resources and services that they utilize. 

6. Relationship with the EDP Staff: The manner and methods 
of interaction, conduct, and association between the user and EDP 
staff. 

7. Communications with the EDP Staff: The manner and 
methods of information exchange between the user and the EDP 
staff. 

8. Technical Competence of the EDP Staff: The computer 
technology skills and expertise exhibited by the EDP staff. 

9. Attitude of the EDP Staff: The willingness and commitment 
of the staff to subjugate external, professional goals in favor of 
organizationally directed goals and tasks. 

10. Schedule of Products and Services: The EDP timetable for 
production of information system outputs and for provision of 
computer-based services. 

11. Time Required for New Development: The elapsed time 
between the user's request for new applications and the design, 
development and/or implementation of the application systems by 
the EDP staff. 

12. Processing of Change Requests: The manner, method, 
and required time with which the EDP staff responds to user 
requests for changes in existing computer-based information 
systems or services. 

13. Vendor Support: The type and quality of the service 
rendered by a vendor, either directly or indirectly, to the user to 
maintain the hardware or software required by that user. A vendor 
is distinguished by his external organizational status. 

14. Response/Turn-around Times: The elapsed time between 
a user-initiated request for service or action and a reply to that 
request. Response time generally refers to the elapsed time for a 
terminal type request or entry. Turn-around time generally refers 
to the elapsed time for execution of a program submitted or 
requested by a user and the return of the output to that user. 

188 
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15. Mode of Interface: The method and medium by which a 
user inputs data to and receives output from the EDP center. 

16. Convenience of Access: The ease or difficulty with which 
the user may act to utilize the capability of the computer system. 

17. Quality of Systems: The degree of excellence of the 
computer-based information systems as manifested in the six 
attributes of the system outputs - accuracy, timeliness, precision, 
reliability, currency, and completeness. 

18. Accuracy: The correctness of the output information. 

19. Timeliness: The availability of the output information at a 
time suitable for its use. 

20. Precision: The variability of the output information from 
that which it purports to measure. 

21. Reliability: The consistency and dependability of the 
output information. 

22. Currency: The age of the output information. 

23. Completeness: The comprehensiveness of the output 
information content. 

24. Flexibility: The capacity of the information system to 
char)ge or to adjust in response to new conditions, demands, or 
circumstances. 

25. Format of Output: The material design of the layout and 
display of the output contents. 

26. Language: The set of vocabulary, syntax, and grammatical 
rules used to interact with the computer systems. 

27. Volume of Output: The amount of information conveyed to 
a user from computer-based systems. This is expressed by not 
only the number of reports or outputs but also by the 
voluminousness of the output contents. 

28. Relevancy: The degree of congruence between what the 
user want~ or requires and what is provided by the information 
products and services. 
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29. Error Recovery: The methods and policies governing 
correction and return of system outputs that are incorrect. 

30. Security of Data: The safeguarding of data from 
misappropriation or unauthorized alteration or loss. 

31. Documentation: The recorded description of an 
information system. This includes formal instructions for the 
utilization of the system. 

32. Expectations: The set of attributes or features of the 
computer-based information products or services that a user 
considers reasonable and due from the computer-based 
information support rendered within his organization. 

33. Understanding of Systems: The degree of comprehension 
that a user possesses about the computer-based information 
system or service that is provided to him. 

34. Perceived Utility: The user's judgment about the relative 
balance between the cost and the considered usefulness of the 
computer-based information product or service that is provided. 
The costs include any costs related to providing the resource, 
including money, time, manpower, and opportunity. The 
usefulness includes any benefits that the user believes that he 
derives from the support. 

35. Confidence in the Systems: The user's feelings of 
assurance or certainty about the system which supports him. 

36. Feeling of Participation: The degree of involvement and 
commitment which the user shares with the EDP staff and others 
toward the functioning of the computer-based information system 
and services. 

37. Degree of Training: The amount of specialized instruction 
and practice that is afforded to the user to increase his utilization of 
the computer capability that is available to him. 

38. Job Effects: The changes in job freedom and job 
performance that are ascertained by the user as resulting from 
modifications induced by the computer-based information system 
and services. 
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39. FeelinQ of Control: The user's awareness of his power or 
lack of power to regulate, direct or dominate the development, 
alteration and/or execution of the computer-based information 
system or services. 
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5.3 BEHAVIORAL RESEARCH IN SYSTEMS 

Behavioral research involving information systems has centered on the 

study of human performance and user satisfaction. An understanding of these 

areas could help to design better systems; systems producing more work with a 

higher level of satisfaction. The fields of experimental psychology, cognitive 

perceptual processes and the theories of psycho-linguistics are also useful in 

assessing qualities of systems design and use (Schneiderman, 1980), (Frost, 

1975). 

If we can have a better understanding of the components that make up 

quality systems we may be able to construct systems which have: 

1. Ease of use; 

2. Simplicity of learning; 

3. Improved reliablity; 

4. Reduced error frequency; and 

5. Enhanced user satisfaction. 

These concerns should be kept in mind while maintaining an awareness 

and capacity for producing efficient machine systems within the hardware 

constraints present in modern technology. This research encompasses all the 

human uses of computers but concentrates on the analysis of software, software 

development and designer systems. Topics of interest include programming 
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languages, operating systems, data base query facilities, computer assisted 

instruction, editors, word processors, personal computing systems, operating 

systems control languages and the use of terminals by skilled and non-skilled 

users. 

The most common and simplest technique for behavioral research on 

systems is introspection. With introspection the experiments or the subjects 

reflect on how they write, study and use programs or systems. This form of 

thinking tends to produce insights into program and system processes. 

Introspection is formed differently, however, for each individual and the 

conclusions by one are not often shared by others. 

Introspection experiments are conducted by asking groups of subjects to 

evaluate their use of such common standardization tools as modularity, 

flowcharts, mnemonic variable names, indentation, etc. This evaluation forces 

subjects to understand the usage patterns of the various tools. Within 

introspection, another useful tool is protocol analysis which involves the subject 

keeping a written or tape recorded record of perceived thought processes. These 

records are reviewed for frequency counts of certain words, clusters of 

standardized names, etc. 

Case studies involve the analysis of programming practices of computer 

use at various installations. This has been used to compare management 

techniques, programming languages and system interactions with users. With 

this method, insights are gained into the types of users of systems and their 
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human interactions. Dealing with single sites, however, results in a lack of 

experimental control which does not guarantee that the results can be replicated 

or transferred to a large group of other users. 

Controlled experimentation is a fundamental paradigm of scientific 

research. It seeks to limit the number of independent variables, and control 

external biases. While at the same time it measures dependent variables and 

performs statistical tests. Controlled experimentation requires an initial 

hypothesis about some measurable quantity. For example, if one was to test the 

refresh times of a terminal display system with the object of finding one that had 

the highest user satisfaction level, one could test a variety of display rates with a 

select group of subjects along with a control group and attempt to measure 

satisfaction level. 

The psychology of the users of systems is important to the auditor as well 

as to the programmer or analyst. Schneiderman (1980) identified four points 

involving user psychology: 

1. In human engineering - to understand the limitations and 
requirements of the human component in automating systems. 

2. In the management of programming projects and 
programmers. 

3. In understanding how the intellect works in the analysis of 
problems and the program decision process. 

4. In group dynamics -. helping the user and designer deal 
with people. 
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5.4 BEHAVIORAL RESEARCH IN PROGRAMMING 

Behavioral Research in programming goes back to at least the mid 1960's 

when comparative programming studies were popular. Sackman's (1970) study 

on Man-Computer Problem Solving was the first extensive and sophisticated 

report on human factors experiments using time-sharing versus batch 

processing. Weinberg's landmark text, The Psychology of Computer 

Programming, introduced a broad range of topics for discussion involving 

individual performance, programming tools and social interaction (Weinberg, 

1971). This book lacked much in terms of experimental results with behavioral 

research and programming. Weinberg recognized the importance of personality 

and the utility of the controlled experimentation process. James Martin's (1973) 

book on the design of Man-Computer dial.ogues was the first attempt to describe 

a variety of personalities to computer interfaces and provided a broad 

perspective on humans working with systems. Many other journals such as the 

International Journal of Man-Machine Studies, the Communications of the ACM, 

and the IEEE Transactions on Software Engineering have dealt with human 

factors. 

There seems to be a growing acceptance of the idea that 

psychologically-oriented experimentation on the interaction of computer systems 

and their users can yield intellectual and economic benefits. Many changes have 

already occurred in the way systems are d.esigned and programmed. These 

changes principally have been made through standard program language 
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usage. These changes involve standardized control and data structures in 

addition to such things as standard formatting, mnemonic names, documentation 

guidelines, group testing and interaction, code reading, structured walk-throughs, 

improvements in programming environment, software facilities and management, 

etc. One problem in the advancement of system design and programming 

language design relates to historical bias - the natural desire to keep things as 

they are. Programmers in each major generation have become wedded to 

particular techniques and tools and are often not receptive to new ideas such as 

the move to data base systems from multiple file processing. 

Techniques for testing and teaching programming skills have begun to 

become more sophisticated. In spite of these efforts, no effective metrics for 

measuring programming skills have yet been developed. Presently there is no 

satisfactory accepted method for evaluating system/programming quality or 

programmer productivity. In terms of programmer productivity, a simple measure 

of counting the number of lines of code produced has often been used. This 

unfortunately tends to encourage programmers to produce lengthy rather than 

good programs. Gilb (1977), Halstead (1977) and Schneiderman (1977) all 

attempted to measure program quality. 

5.5 PROG RAM QUALITY 

Our overall objective is to measure something known as "program 

quality". We might characterize this as some composite of a number of variables 

that go into the construction of the computer program itself. These properties may 
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be such items as correctness, maintainability, quality documentation, cost of 

development, efficiency, completeness, etc. By using these variables we 

reduced the problem of measuring quality to the problem of measuring the 

sub-problems and the characteristics of the individual dependent parts and 

combining these results into an overall quality measure. Such a" quality measure 

must be weighted in terms of the individual items. Each of the sub-problems may 

be addressed in the same way. We can work from a conceptual model that may 

suggest that an item such as maintainability may revolve around sub-problems 

such as program structure, size, readability, the number of authors, age of the 

program, age of the authors, etc. This, of course, generates another set of 

sub-problems which must be addressed in the same way. Each of the individual 

characteristics may reasonably be expected to contribute to the measurement of 

the original quality, i.e., Maintainability. Additionally, some of the sub-problems 

such as readability may be a factor in other sub-problems such as quality of 

documentation, program structure, size, etc. In effect, many of our sub-problems 

are inter-related and this, along with the problem of weighting the individual 

sub-factors, makes it quite complex. 

The structure is often an indicator of a good quality program. Structure 

refers to how groups of statements, control structures, etc. are linked to complete 

an algorithm. An objective of structured programming is to simplify the structure 

of a program by limiting the number of control paths (the links from one structure 

to the next) in a program. Numerous authors have proposed measures for 
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correct program structure. They have identified properties contributing to 

program success such as control flow, and counts of modules and modular 

connections. Halstead (1977) and McCabe (1978) both developed tests 

measuring the control flow and modular connections to estimate the complexity of 

programs. Unfortunately, no one has yet attempted to incorporate these 

measures into a more global metric measure of systems. This is one of the 

functions of the Risk Evaluation Model. 

5.6 CONCEPTS OF SYSTEM METRICS 

A number of researchers (Gilb, 1975), (Meyers, 1975), (Stucki, 1977) 

have identified properties of software, capable of being measured, which would 

indicate a satisfactory performance of that software for a specific goal or set of 

goals. The term "Metrics" has been in use for some time to indicate a class of 

descriptions useful for both specific and generalized measurement. Gilb applied 

this description class to software qualities and created the term "Software 

Metrics". 

The evaluation of a system is a much larger task than the evaluation of 

just the software. The system interrelates with many diverse components and 

therefore contains many distinct attributes. During the course of this research I 

initiated the concept of "System Metrics" - the measurement of system attributes. 

System Metrics can be applied to many different levels of Information 

System descriptions and can be used to specify: 

1. What we want from the information system; 
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2. To predict what we can expect from the information system; 

3. To measure what we have from the information system. 

Although the many researchers discussed in this dissertation created their 

models to measure certain attributes of Information Systems for their own varied 

purposes, I have the purpose of relating their studies to the formulation of a 

method and a system for the analysis of systems by EDP auditors. The system 

that will be presented in Chapter Seven can be used to answer questions such 

as: 

1. Is the system adequate to perform the function for which it 
is intended? 

2. Will the system perform under certain conditions that may 
be encountered during its life cycle? 

3. Are there specific sub-goals or enhancements to the 
system which make it more readily usable than another system? 

4. Are there imperfections within the system which can be 
found and analyzed by the auditor? 

S.7 ECONOMIC BACKGROUND OF METRICS 

To analyze system metrics fully we must digress slightly and look at 

system metrics from the standpoint of the economic theory of consumer behavior 

in deterministic situations as set out by Debreu (1959) and Uzawa (1959). In this 

discussion, attributes can be likened to goods and Debreu and Uzawa take the 

traditional view of consumer theory that goods are simply what consumers would 

like more of and economists must be neutral with respect to differences in 
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consumer tastes because some consumers might like more of some things that 

other consumers do not want. 

The theory denies any intrinsic properties of particular goods, properties 

that make a diamond, for example, something quite obviously different from a 

loaf of bread. It seems that a consumer that consumes diamonds alone is as 

rational as a consumer that consumes bread alone. But one who sometimes 

consumes bread, sometimes diamonds, is irrational. In other words, the theory is 

built upon the premise that all goods are simply goods. 

Basic economics' textbooks contain numerous substitution examples, 

e.g., butter and margarine, believing that there is something inherent in butter 

and margarine that make them good substitutes in contrast to automobiles and 

gasoline that are intrinsically complementary since gasoline can make the 

automobile move. Lancaster (1971) states that there has been a long search for 

a definition of what is known as "intrinsic complementarity". This is the belief that 

goods do have intrinsic properties relevant to consumer theory and they are 

taken into account in the buying process. Lancaster's view of consumer theory 

differs in that it attempts to break away from the traditional theory that goods are 

direct objects of utility. It states instead that it is the properties or characteristics of 

the goods from which utility is derived. Consumption is then an activity in which 

goods, Singularly or in combination, are inputs and in which the output is a 

collection of characteristics. Under this syste~, utility or preference orderings are 

assumed to rank collections of characteristics, not just to rank a collection of 
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goods indirectly through the characteristics of the goods. Combinations of goods 

may have additional aesthetic, or nutritional or intellectual merits, etc., that would 

form together for consumer choice. 

Under this assumption, the goods themselves and the consumers 

preferences are objective; that is the characteristics possessed by a good or a 

combination of goods are the same for all consumers in given units of 

measurement or in the same quantities. The personal element in consumer 

choice arises in the choice between collections of characteristics, not in the 

allocation of characteristics to the goods. The essence of this approach is 

summarized as: 

1. The goods, per se, do not give a utility to the consumer -
they possess characteristics and these characteristics give rise to 
utility. 

2. Generally a good will present more than one characteristic, 
and many characteristics will be shared by more than one good. 

3. Goods in combination may possess characteristics 
different from those pertaining to the goods separately. 

4. The consumer expresses, in his demands, his individual 
preference function over the set of characteristics - his personal 
choice function. 82 

The main structural property of this theory is the relationship between the 

number of characteristics and the number of activities. Relationships between 

82Lancaster gives a detailed mathematical model of this behavior. 
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the collections of characteristics available to the consumer are the 

directingredients of preferences and welfare, and the collections of goods 

available to the consumer. 

This characteristic's view is basic to the concept of system metrics. An 

information system has multiple characteristics that determine its acquisition, its 

successful use,' its maintainability, attack protection, portability, reliability, etc. 

Along with this, each user of the system may have different preference 

functions to best meet their intended goals. The successful isolation and 

measurement of these qualities along with the knowledge of the user's needs 

can therefore provide a useful tool for those individuals charged with information 

system management. 

5.8 TYPES OF METRICS 

Metrics may be divided into predictive and acceptance metrics. Predictive 

metrics attempt to anticipate situations or deviations to norms before they occur. 

In a sense they act as feedforward systems.83 They assess the state of the 

process and attempt to predict its outputs, based on a set of standards or criteria 

used to evaluate the process. Cushing discusses traditional feedforward 

systems in a control sense as "generally least effective and most difficult (or even 

83For an in-depth discussion of feedforward systems see Koontz, H. and 
R. W. Bradspies, Managing Through Feedforward Control, Business Horizons, 
June, 1972, PP. 25-36. -
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impossible} to implement due to uncertainty in predicting future process outputs" 

(Cushing, 1978). 

There are two sub-types of predictive metrics. The first type is a quality 

measure. An example of a quality metric is the complexity of a program. What 

we are measuring is how much or how little of a quality some property of the 

system has. To accomplish this, we can formulate a scale and rank the property 

on that scale to formulate a metric. This type of variable is continuous. 

The second sub-type of prediction metric is a binary measure. A binary 

measure determines the existence or absence of an attribute. A binary measure 

serves as a checklist used to assess if an attribute is present. An example of this 

metric would be the presence or absence of a system flowchart. The binary mea

sure is 1 or 0 depending on the existence or absence of the attribute. This 

variable is a nominal measure. 

Figure 5.2 shows an example of a relative quality measure for complexity 

while Figure 5.3 shows a binary checklist for completeness in a program. 

At various times during the system life-cycle, a set of metrics can be 

applied as a predictor of system behavior. Acceptance metrics such as response 

time, volume, handling, etc., can be applied as decision tools. 
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CRITERION METRIC MEASURE 

Complexity Measure 

Data and 
Control Sum of Complexity 
Flow Measures for 3871 Complexity each Module 

xI5 
no. of Modules 

40645 

Figure 5.2: Sub-type Prediction of Relative Quality 
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CRITERION METRIC MEASURE 

(1) Unambiguous references (input, function 1 
Completeness output). 

(2) All data references defined, computed, or 0 
obtained from an external source. 

(3) All defined functions used. 0 

(4) All referenced functions defined. 0 

(5) All condtions and processing defined for 1 
each decision pOint. 

(6) All defined and referenced call sequence 0 
parameters agree. 

Figure 5.3: Sub-type Prediction Binary Checklist 

When metrics are applied, the resulting set of measurements can be 

viewed as an n-tuple (m1' m2' m3 ... , mn). Each element, mi' of this n-tuple 

represents a quantitative measure of the system with respect to a specific metric 

or software attribute. 

Certain subsets of this n-tuple can relate to specific quality factors. For 

example, the subset (m1' m2 .,. , mk) may contain the metrics which relate to 

maintainability. This could result in a function relating the specific quality factor to 

the individual metric: f(m1' m2'''' mk) = rm , where rm is a rating of the 

maintainability of the software. 
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The metric n-tuple has value from a management viewpoint. An analogy 

can be drawn with the set of warning lights in a vehicle. If the light flashes, it 

signals that a specific characteristic is beyond acceptable limits or has reached a 

level where specific attention should be focused on the particular measure. In 

some cases, the warning may flash but not necessarily indicate an underlying 

problem. In this case the cause of the flashing light must still be investigated to 

determine whether or not there is a possibility of failure. Even if the warning light 

has caused a false alarm, the cause triggering the warning must be found since 

failure to correct the system may cause genuine failure to go unattended. In the 

case of the metric n-tuple, it is important that the warning system isolates poor 

performance only and does not cause uncertain output due to lack of 

specification. 

Acceptance metrics are those measure which relate to the performance of 

a system. They are most often applicable to components that can produce "hard" 

measures, such as the cycle time of a CPU or the capacity of a disk system and 

so differ, for example, from the predictive metrics for maintainability. The Risk 

Evaluation Model attempts to measure both predictive and acceptance metrics. 

5.9 RULES FOR APPLYING METRICS 

In the utilization of metrics for analysis of systems, a standard procedure 

can be carried out for their application: 

1. Provide detailed definitions of the metrics for 
measurement, preferably related to the functional system to be 
tested. 



RisklThreat Based Analysis Auditing 

2. Identify and assign relative importance weights to metrics 
or specify critical metrics. 

3. Identify trade-ofts among various metrics such as 
maintainability and efficiency. 

4. Specify acceptability ratings for each metric, i.e, the 
repairability rating for the system might specify a maximum repair 
time of 24 hours. 

5. In a suitable testing situation, derive the metrics from the 
system. 

6. Examine the results, subjectively and objectively 
evaluating the system. 

5.10 METRIC INITIATION 
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To initiate a metric analysis, the target system can be broken into 

sub-levels to see more clearly the possible metric values that each sUb-system or 

module must contribute in order for the overall system to have the qualities to 

perform as· expected. These metric values can take many forms, from very 

detailed to very general. This act of subdivision also allows analysis of the 

system for weak points which may be capable of improvement. There is a 

serious problem regarding additivity or other forms of composition involving these 

sub-levels. A hierarchical description of the target information system would 

make this sub-level definition an easier task and, fortunately, it is common for 

EDP systems to have a strongly hierarchical design. The Risk Evaluation Model 

utilizes such a design for the object files. 
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5.11 MAJOR SYSTEM METRICS 

Table 5.1 gives some of the properties of systems that may have a 

bearing on the overall "quality" of the system under analysis. the table is by no 

means exhaustive. It is, however, possible to derive some test which can attempt 

to measure each of these "system qualities" in specific information systems 

operating in a specific environment. Some of these metrics, because of an 

inherent nonsubjectivity, better lend themselves to automated testing than others. 

Accuracy - extent to which the output produced by the system is 
acceptable for its intended use. 

Availability - degree to which the system is ready to process data 
- up-time. 

Complexity - how difficult is the system to understand, modify or 
use. 

Maintainability extent to which the system facilitates 
hardware/software m ai nte n ance. 

Portability - extent to which the system can be operated easily 
and well on computer configurations other than its current one. 

Reliability - probability that an item (device, program or system) 
will function without failure over a specified time period or amount 
of usage. 

Threat Protection - a measurement of the hazards and control 
mechanisms applicable to the system. 

Flexibility - the ability of a system to handle different logical 
situations. 

Error Detection - the ability of a system to detect any deviation 
from a defined state of correctness. 



RisklThreat Based Analysis Auditing 

Error Correction - the ability of a system to return the system to a 
correct state after the detection of an error. 

Redundancy - the ability of a system to continue to function after 
the failure of a system component normally necessary in other 
systems. 

Data Tolerance - the ability of a system to accept multiple types of 
data. 

Efficiency - how well the system utilizes its resources for the 
production of its objective(s). 

RELIABILITY SECURITY 

MAINTAINABILITY ATTACK PROTECTION 

ACCURACY INTEGRITY 

COMPLEXITY REDUNDANCY 

FLEXIBILITY ERROR DETECTION PROPERTIES 

DATA TOLERANCE ERROR CORRECTION PROPERTIES 

PORTABILITY AVAILABILITY 

EFFICIENCY 

Table 5.1: Properties of Systems 
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These metrics may be made of up other metrics or may be part of other 

metrics. For example, flexibility may have portability as a sub-metric. The metrics 

also may show an inverse correlation to other metrics, such as the relation of data 

tolerance with efficiency. If the system permits multiple spellings of a user 

response, the system probably is not as efficient as possible, resulting in a 
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trade-off situation. It is clear that the list presented is not the total number of 

metrics that could be postulated. For example, in some situations we may wish to 

know more about such things as compatability, expected life of the system and its 

components (and perhaps relate this to maintainability), rate of return, stability of 

the system over time, etc. 

5.12 MORE ON SOFTWARE METRICS 

Because of the increasing complexity of computer systems and 

consequentially the increasing complexity of programs that make up those 

systems, attempts have been made to develop theories to deal with computer 

programs as physical and quantifiable entities. 

The measuring, comparing, and forecasting of computer performance has 

evolved considerably since the early work in the late 1960's. Modern methods to 

define quantitative properties of system work loads have brought meaning to the 

measurements previously taken via system and program monitors. Early work 

with the theories of software physics found that some attempts at computer 

system analysis simply led to optimizing the wrong elements. 

Halstead (1978) developed his theory of Software Science in an attempt 

to apply scientific methods to the properties and structure of computer programs. 

This theory was a refinement of earlier work by Kolence (1974) on the physics of 

software. Software physics is based on the assumption that the fundamental 

concepts of the natural sciences are -applicable to computer system 

measurement (Curtis, 1979). Software physics attempts: 
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1. To define system standards for job performance, through-
put and testing. 

2. To measure productivity and cost per unit of work; 

3. To better forecast system usage; and 

4. To compare the performance of different system 
configurations. 

Software physics had its basic inception in the problem of explaining the 

meaning of commonly used measures of computing system usage. Although 

these measures may appear to be simple and easy to determine this is not the 

case in, for example, a large real-time timesharing system with many users 

working simultaneously. The measures do serve, however, as a basis for 

developing a set of acceptance metrics. The measures commonly include the 

following: 

1. Number of jobs processed; 

2. Number of system errors; 

3. Number of program errors; 

4. Elapsed time; 

5. Execution time; 

6. Throughput (jobs per unit time); and 

7. Number of messages (terminals, etc.). 

The problem facing software and system physics was to find a set of 

quantitative properties from which common measures could be derived for 

dealing with complex systems. Kolence's attempts to define fundamental 



RisklThreat Based Analysis Auditing 211 

physical concepts of software physics revolved around two concepts, work and 

energy. Work is recognized as an activity occupying a system when a change of 

state occurs, and from this point the following definitions were developed: 

1. A processor does one unit of software work on a storage 
medium when one standard unit (such as a byte) of the storage 
medium is altered.84 

2. Work is alwaes accomplished when the physical state of 
software is changed. 5 

3. Energy is the capacity to cause the change in the state. 
The energy available in a system is equal to the capacity of a 
processor to alter the standard units. 

4. The property of time is also introduced with the concept of 
energy because, clearly, the amount of time taken by a processor 
to perform some given amount of work is related to power. The 
capacity of a processor to perform work is the power of that 
processor and this rate is deemed to be the power usage. 

Software physics continues the distinction between energy and work in 

exactly the same form as the distinction in natural physics, i.e., energy 

expenditure is not accompanied by work unless a change of state occurs. In 

software physics, the physical systems are the system components such as 

storage devices, media and programs. A program or any other unit or module of 

84Storing blanks in a work containing blanks would not result in a 
software work unit because no change of state occurs. 

85This corresponds to the natural physics concepts of mass and spatial 
extent. 
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software is in existence when the storage it utilizes has been placed in a state 

that corresponds to the instructions and data required for program execution. 

This process is known as storage realization. The measure of storage realization 

is the number of bytes of storage that is used to represent the instruction or data. 

Software physics then, has three fundamental properties: 

1. The concept of energy/work; 

2. The concept of time; and 

3. The concept of storage realization. 

When discussing basic measurements of actual usage in computer 

systems, the property of software work is of primary interest. Likewise, when 

. discussing the potential for work, we deal with software energy. Storage 

realization becomes the change of status formed by these two other components. 

With these three concepts it is possible to derive expressions and give meaning 

to the common measures found in computing systems. 

The fact that software work is not directly related to specific equipment 

configurations allows one to determine and characterize all the various system 

measures including; cost, charging, performance improvement, and error 

processing, independent of hardware differences. 
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5.13 SOFTWARE SCIENCE 

In 1972, Halstead undertook an empirical investigation of algorithms to 

test a hypothesis which emerged during the study of inverse compilation.86 This 

hypothesis suggested that there is an invariant relation between complexity level 

and program size and that a count of operators and operands should strongly 

indicate the number of bugs likely to be found in a program. Halstead called this 

count the length measure of a program. 

Halstead's experiments utilized 14 algorithms extracted from 

Communications of the ACM. The results of his study and others indicated that 

the length measure of programs more strongly correlated with reported bugs, per 

unit length, than any of the previous complexity measures. 

These results led to the hypothesis that algorithms may be characterized 

by certain laws, like the physical laws of the other sciences, similar to those laws 

postulated under Kolence's software physics theory. The hypothesis makes 

assumptions about the following measures: 

1. Language level; 

2. Algorithm purity; 

3. Program clarity; 

4. Program level; 

861nverse Compilation attempts to work back from an object program to its 
original source. 
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5. The effect of modularization; and 

6. Programming effort and programming time. 

Software science measures are based entirely on metrics which can be 

automatically recorded during program compilation or program testing. Software 

science was treated with some skepticism at first, (Moranda, 1978), however, 

numerous statistical studies have shown very high correlations between the 

theory's predictions and actual program measures, such as number of bugs and 

mean programming time. Further tests have shown very high correlation 

between the number of bugs in programs (Funami, 1975), programming time 

(Gordon, 1957), (Curtis, 1979), program quality (Elshoff, 1976), (Halstead, 1972), 

(Bulut, 1974), (Gordon, 1977), and design quality (Szulewski, 1981). 

These experiments confirm the strong relationship between N 1, N2 and 

N; the total number of all operators, the total number of all operands and actual 

program length respectively. Halstead's treatment of N assumed that all the 

programs tested were well-structured. These programs had been carefully 

prepared, mostly for publication. Halstead hypothesized that inaccuracies in his 

length estimator would appear in programs that were unstructured, ill defined or 

that contained needless redundancies. Six classes of impurities were: 

1. Ambiguous operands - the same operand is used to 
represent two or more variables in the. algorithm. 

2. Synonymous operands - two or more operand names 
represent the same variable. 
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3. Cancelling of operators - hypothesis for programs. The 
occurrence of an inverse cancels the effect of a previous operator, 
no other use of the variable changed by the operator is made 
before the cancellation. 

4. Common sUb-expressions - the same sub-expression 
occurs more than once. 

5. Unnecessary replacements - a sUb-expression which is 
assigned to a temporary variable which is used only once. 

6. Unfactored expressions there are repetitions of 
operators and operands among unfactored terms in an 
expression.87 
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Obviously, languages closer to machine code produce longer 

programs. Conversely, a large vocabulary of operators in the high level 

languages, along with operating macros, will produce more compact expressions 

and therefore shorter programs. This led to a finding that high level languages 

produce less errors because program length is a major factor in the number of 

bugs inherent in a computer program. 

Software science also postulates the concept of a program level 

which would be inversely proportional to the volume of a program, i.e., size. 

When translating from a high level language to assembly language the number 

of operators increases. The level of abstraction has gone down as the volume 

87 All six of the above impurities can be detected by present compilers. 
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has gone up. The most compact program occurs when there is a single operator 

capable of transforming input into output, for example, the FORTRAN macro for 

deriving square root: Y = SQRT(X). The square root instruction is an algorithm in 

correct form. It is also in the most compact form possible. There are two 

operands and two operators. In a lower level language the same algorithm 

would require more instructions and hence more operators and operands. This 

range should increase with the number of distinct operands employed in the 

program (N2), and decrease with both the number of distinct operators (N1), and 

the recurrences of operands (N2). This leads to Halstead's program length 

estimator. 

Halstead assumes that the difficulty of programming increases as 

program volume increases and decreases as program level increases. This 

suggests that the level is a measure of the effort in mental form required to create 

a program. This also leads to a postulation that higher level languages reduce 

the effort in programming. It was found that the effort in creating a PU1 program 

is 1.8 times less than for a FORTRAN program and 3.0 times less than in 

assembly language program. This implies that software projects using a high 

level language such as PU1, should proceed faster toward completion and 

possess fewer bugs than if those same programmers used lower level 

languages. This could be used by an auditor to determine the effectiveness 

(cost, reliability and time) of a client's projects and perhaps a determination that a 
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very high language such as Mark IV would better serve the client's needs than 

perhaps COBOL. 

Lucas (1981) states that complexity often introduces qualitative 

differences in systems and, although it may sound unlikely, some systems when 

rising above a certain level of complexity may cease to function in a predictable 

manner. Numerous other researchers have mentioned software complexity as a 

serious problem in developing and maintaining software (Belady, 1976), (Porter, 

1977), (Schneider, 1981). Schneider and Curtis point out that software 

complexity includes concepts such as program quality, program complexity, 

testability, maintainability, readability and/or comprehensibility. Currently, more 

time is spent maintaining existing software than in developing new code. 

Resources invested in maintenance have been estimated t.e be three times 

higher than those required during development (Putnam, 1978). 

The complexity of systems is an important factor in two parts of the 

software life cycle. In the development phase, complexity influences the effort 

required to debug and test program modules in subsystems. In the maintenance 

phase, complexity determines how difficult it will be to locate and correct errors 

after implementation. Additionally, it serves to indicate the level of effort required 

to modify program modules to incorporate specification changes. All of these 

concepts are of interest to the auditor since system complexity will have a direct 

bearing on the utlimate reliability, manpower; and machine costs associated with 

the system. 
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For over a decade, research has attempted to develop suitable complexity 

measures. This research has shared a common approach: identify a 

relationship between an intrinsic program property and programmer performance 

for a given task. Candidate properties are generally classified as pertaining to 

control structure (McCabe, 1976), (McClure, 1978), (Woodward, 1979), (Bail, 

1978), data usage (Chapin, 1979), token volume (Love, 1978), (Myers, 1977) or 

combinations thereof (Hanson, 1978), (Sheppard, 1979). 

A complexity measure can be applied to many parts of an information 

system. One type of program complexity measure, by Richards and Chang, uses 

path flow analysis and variable set/use information along each path in the 

software (Richards, 1976). A variable is considered to be "live" at a node if it can 

be used again along that path in a program. The complexity measure is 

calculated by summing the "liveness" of all variables along all paths in the 

program. The "units" rule is applied by dividing this measure by the maximum 

possible complexity of the program, i.e., all variables live along all paths. 

McCabe (1976) developed a definition of complexity based on the 

decision structure of a program. McCabe's complexity metric is a classic graph 

theory cyclomatic number indicating the number of regions in a graph, or in the 

current usage, the number of linearly independent control paths comprising a 

program. The metric counts the number of basic control path segments which, 

when combined, will generate every possible.path in a program. McCabe related 

this metric to the difficulty of testing a program and to the mental difficulty of a 
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programming task, since additional control paths could make a program more 

difficult to understand. 

McCabe's metric is referred to as a measure of cyclomatic complexity 

since it is based on the cyclomatic number obtained by treating a program as a 

mathematical graph (Kitchenham, 1980). In graph theory, the cyclomatic number 

V(G) of a graph G is defined as: 

V(G) = e - n + p 

where e is the number of edges, n is the number of vertices and p is the 

number of connected components. 

Figure 5.4 presents an example of a program control graph (G) of a 

structured program with cyclomatic complexity V(G) = 5. 
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Figure 5.4: Program Control Graph 

(McCabe, 1976) 
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A program is considered as a directed graph with a unique entry node 

and a unique exit node. Each node is represented by a vertex of the graph and 

corresponds to a sequential block of code. The edges of the graph are the paths 

joining the nodes and corresponds to a complete unit such as a subrouting. It is 

assumed that each node can be reached from the entry node and that each node 

can reach the exit node. McCabe also adds a hypothetical path linking the exit 

node to the entry node. This gives a strongly connected graph for which the 

number of connected components p is always 1. Figure 5.4 therefore has 10 

nodes and 14 paths. Therefore, V(G) = 14 - 10 + 1 = 5. 

Bailey (1981), writing in the first issue of Auditing: A Journal of Practice 

and Theory (AAA) presents the first application of complexity analysis to internal 

control systems. 

5.14 EXPERIMENTAL RESULTS WITH THE METRICS 

A variety of studies have tested these theories. Most of the studies so far 

have been statistical studies which compared actual measures of programs with 

estimates derived from the formula. The majority of these studies were 

goodness-of-fit experiments measured by the correlation coefficient between the 

actual measures and their estimates. 

In the first significant study of software sciences, Funami and Halstead 

(1975) calculated the number of bugs accumulated during a 100 man/month 

software project. Nine modules in the project were studied and bug 

measurements using software science were calculated. The measures 
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calculated were E (effort) and T (programming time). The correlation coefficient 

between E and the number of reported bugs was 0.982. The study also found the 

coefficient of determination, a measure of the portion of variability in one variable 

which is accounted for by a knowledge of the corresponding associate value of 

another variable, was 0.96. In utilizing 18 mental determinations per second for a 

fluent programmer, a projection of 84 months for the project was arrived at which 

was within 16 percent of the actual total development time. Akiyama (1971) also 

reported that the coefficient of correlation between a number of bugs and 

program steps was 0.83 and a correlation of these bugs with a total number of 

tests and calls was 0.92. Both of these correlations were smaller than the 

correlation with E. 

Two of the most recent experiments with the two metrics along with their 

results will be presented. These were chosen because the first used subjects 

who were experienced applications programmers such as one might find in an 

EDP installation. The second is reported because it analyzes a major software 

system now in use. For further results see (Ottenstein, 1979), (Akiyama, 1971), 

(Ottenstein, 1981). 

In the first study, Curtis, Sheppard and Mulliman (1979) reported an 

experiment to test the value of complexity metrics in predicting the time required 

to find errors in programs. In this study, three different programs were developed. 

Each program had different versions of control flow and each was presented to 

programmers in three different lengths varying from 25 to 225 lines of code. One 
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of three different types of errors were inserted into each program for a total of 81 

unique experimental programs analyzed by 54 programmers averaging 66 years 

of experience. 

Substantial intercorrelations were observed among Halstead's E, 

McCabe's V(G)", and length at the subroutine level. This suggests that, within 

subroutines, these metrics tended to accurately measure volume. 

Measures 

-Subroutine: 

v(C) 

Length 

Program: 

v(C) 

Length 

Note: n = 27 
·**p~.OOO1 

CORRELATIONS 

E v(C) 

.92 * * * 

.89* * * .81 * * * 

.76*** 

.56* ** .90* * * 

Table 5.2: Intercorrelations - .Complexity Metrics 

(Curtis, 1979) 
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Correlations among complexity measures are presented in Table 5.2 

while correlations between performance and complexity measures are presented 

in Table 5.3. At the subroutine level, all three measures predicted performance 

equally well, accounting for between 40% and 45% of the variance in 

performance scores. (The percent of the variance in performance accounted for 

is computed by squaring the correlation coefficient.) At the program level, 

however, strong differences were observed in the abilities of the complexity 

measures to predict performance. Correlations indicated that Halstead's E 

accounted for over twice as much variance in performance as length (56% vs. 

27% respectively), while the variance accounted for by McCabe's V(G) fell 

between those values (42%). A stepwise multiple regression analysis indicated 

that length and McCabe's \f(G) added no increments to the prediction afforded by 

Halstead's E. 
CORRELATIONS 

Measures Subroutine Program 

E .66* *. .75' * * 

v(G) .63' * * .65" • 

Length .67* '" '" .52* • 

Note: n = 27 
.. 5:..01 *·?s .001 

Table 5.3: Correlations - Performance and Complexity 

(Curtis, 1979) 
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The scatterplot of performance with Halstead's E, presented in Figure 5.5, 

suggests the existence of a curvilinear trend in the data. The significance of this 

trend was tested using the second degree polynomial regression approach 

suggested by Cohen and Cohen (Cohen, 1975) for investigating curvilinear 

relationships. A multiple correlation coefficient of 0.84 indicated that the 

curvilinear trend accounted for an additional 15% (p < 0.001) of the variance 

beyond that accounted for by a linear relationship. However, with few data points 

in the right tail of this distribution for Halstead's E, it is difficult to extrapolate to the 

exact shape of the curvilinear trend. No curvilinear trend was detected with either 

the lines of code or McCabe's V(G). 

The second major investigation (Henery, 1981) applied Halstead's and 

McCabe's metrics to the 165 modules in the UNIX operating system. 88 

The Pearson "r" correlation was then calculated for Halstead's program 

length, N, estimated length, n, program volume, V, effort or program complexity, 

E, and McCabe's cyclomatic complexity measure, V(G). This correlation 

coefficient, r, determines the degree of relationship between variables. The 

quantity r2 represents the percent of variance in one variable that is explained by 

the other variable. 

88A popular computer operating system used extensively in university 
environments. 
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Figure 5.5: Scatterplot of E with Performance 

(Curtis, 1979) 

Figure 5.6 summarizes the correlations among the metrics. Note that 

McCabe's cyclomatic complexity measure is highly correlated, with a correlation 

coefficient of 0.8411, to Halstead's program complexity measure - E. These 

correlations show that McCabe's and Halstead's measurements appear to be 

dependent variables. 

These correlation coefficients seem reasonable since Halstead's 

measurements and McCabe's measurement, while counting different lexical 

objects, are similar in that they do not observe any connections of a given 

procedure to its environment and concentrate" only on the code complexity. 
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N N V E McCabe 

1.0 .9414 .9966 .9242 .9145 

1.0 .9438 .8145 .8464 

1.0 .9445 .9114 

1.0 .8411 

1.0 

Figure 5.6: Pearson Correlation Coefficients 

(Henery, 1981) 
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An accepted validation technique for complexity metrics is to show the 

correlation of the metric to the occurrence of errors. Henery was able to obtain a 

list of errors in the UNIX system from the UNIX User's Group.89 A correlation of 

the procedures containing errors to Halstead's effort and McCabe's cyclomatic 

complexity was performed. These were the results: 

Metric ..................................... Correlation to Errors 

Halstead's E ..................................... 0.89 

McCabe ............................................ 0.96 

89These numbered approximately 5,000 known bugs. 
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5.15 SUMMARY 

Reliability in software is no accident and the reliability of software can be 

increased through a variety of techniques. Halstead and McCabe's metric 

measures can help to identify complexity and the problems complexity brings. A 

complexity measure could be used to: 

1. Create a more testable and maintainable system by warning 
designers when a system has become too complex; 

2. Evaluate alternative designs with the goal of finding the simplest 
possible solution. 

3. Provide for a more thorough and methodical testing process which 
quantifies the amount of work necessary for reliable testing; 

4. Aid the maintenance process by limiting complexity; and 

5. Identify programs that will be difficult to maintain and extend, 
making them candidates for redesign. 

The Risk Evaluation Model has the capabilites to automatically measure 

both the Halstead and McCabe metrics for a systems software. 
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CHAPTER 6: SPECIFIC METRICS 

6.1 RELIABILITY 

Reliability can be stated as a probability metric that the system will 

perform with no malfunctions for at least a given period of time when used under 

the stated conditions. Reliability is heavily dependent on user oriented concepts 

of satisfactory performance. System reliability can be computed for a series of 

reliability measures for individual system components. 

Perfect reliabilty is defined by Gilb (1973) as 100% successful system 

operation under its intended use conditions. He contends that this condition is in 

fact infinitely costly and of no practical interest to the designer or user. Every 

system design must therefore have a satisfactory degree of reliability somewhat 

less than 100% and this acceptance of a system reliabliity level is critical to 

system cost 

It is possible to categorize control system reliability as the complement of 

two types of risk. The first type, the Alpha risk, measures the risk that the control 

system will generate a false response by signaling a system failure when in 

reality such a failure does not exist. The second type of risk, the Beta risk, is the 

possibility thtat the control system will not identify a system failure in a situation 

where one does exist. Both of these risks cause failure and both have costs 

associated with them. 

Cushing (1974) used this type of analysis to estimate internal control 

system reliability. He identified the following variables: 
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P = the probability that the original process (such as posting) is 
correctly executed. 

D = the probability that the control check (such as comparison of 
control totals) will detect and signal an error given that one exists. 

N = the probability that the control step will not signal an error 
given that none exists. 

C = the probability that the error correction process will find and 
correct an error given that one exists and has been signaled. 

F = the probability that, in the event that the control check signals 
an error when none exists, this will be discovered and the original 
process results allowed to stand. 
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Each of these parameters represents the probability of a correct system 

response, and that for each one there is a complementary probability of error. 

For example, 1 - P is the probability that the original process is incorrectly 

executed. Cushing expresses this as: 

P rRs = [PxN] + [Px(1-N)xF] + [(1-P)xDxC] 

The first two terms reflect the reliability of the system in guarding against 

Alpha type. risks which signal system failure when they do not exist. In this model 

there is a control loop mechanism whereby the control system can correct itself in 

the event of signaling possible failure. The third term represents the reliability of 

the system to detect Beta type failures whereby the control system does not 

detect failures which do exist. 

This reliability measure can be applied to all the costs of investigating and 

rectifying the system in the event of a failure being signaled. These costs will 

take into account such things as: 
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1. The actual time the system is operating in a non-failed 
active state. 

2. Down time in a fail-state which was dependent or is 
dependent on factors such as: 

a. Active repair time to debug, correct or analyze the 
system problem; 

b. Logistic time such as awaiting a program listing or 
other documentation; 

c. Administrative time concerning such items as 
calling in necessary personnel. 

Bodnar (1975), like Cushing, has employed reliability theory for internal 

control systems, while Yu and Neter (1973) used a stochastic model. Kinney 

(1975) explored decision theory aspects under the assumption that the auditor 

can express his knowledge on control evaluation in the form of a probability 

distribution over the two-decision relevant states: true state and state with errors. 

There obviously may be at least as many secondary reliability inputs and 

measures for a given information system as there are system users. One user's 

measure may be the total amount of down-time of the total system while another 

user may measure reliability in terms of various active sub-systems and may in 

fact still feel the system to be reliable with one or more SUb-systems in a disabled 

state. This means that there may be many possible measures including those 

based on individual perceptions and subjectivity. 

6.1.1 RELIABILITY OF THE SOFTWARE SUB-SYSTEM 

A computer program is also a system and therefore can follow a set of 

reliability rules. Program reliability can be defined as the probability that a given 
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program can operate for a certain time interval on the machine for which it was 

designed without logical error provided it is used within the limits set for the 

particular program. Errors therefore are deficiencies in either: 

1. Fidelity - the accuracy with which a given algorithm is 
devised for a given operating system and hardware system. 

2. Veracity - the accuracy with which the given algorithm 
represents the physical world requirements. 

3. Viability - the adequacy with which the given algorithm 
meets timing constraints (Gilb, 1973). 

Software systems, like hardware systems, may have both permanent and 

transitory failures. A permanent software failure may result in a program abort 

and may induce automatic recovery procedures. Failures of a transitory type can 

result from certain combinations of logic and data which may result in a 

non-productive result. In such a case the software system may continue running 

with or without human intervention and follow its own error recovery procedures. 

An unreliable state may also occur in an environment such as a Data 

Base system which is not immediately apparent to the user but which in fact will 

or may cause some future intermittent or long-term failure. Gilb (1978) defines 

the program reliability as: 

pr.Rp (t) = 1 - (number of inputs with execution failures/total number of inputs) 

Software reliability can be measured by the impact errors have on the 

users of the system and is not always a- function of the number of errors 

generated. Major design flaws within a system may have minimal effect on users. 
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Reliability is not inherent in a computer program, it is, however, related to 

the way in which programs are used. When we talk about the probability of a 

system failure we are, in effect, talking about the probability that a system will be 

used within a particular set of parameters.90 To attempt an understanding of 

software reliability, one may contrast it with hardware reliability. Hardware 

reliability can decrease due to three different problems: 

1. Design errors 

2. Manufacturing errors 

3. General failures 

Design errors are errors that are present in every single copy of the 

specific computer system such as unaddressable memory because of basic 

hardware address mapping problems. A manufacturing error is an error that is 

present in one or more copies of a system due to errors in the manufacturing 

process such as misrouting of wiring and improper manufacture of integrated 

circuits. General failures are problems that are not initially present in a product 

but arise due to some physical phenomena which cause a deterioration in 

specific components such as switch wearout. 

Errors of the first two types are fixable with a certain amount of technical 

resources and if fixed completely should not reappear. General failures, 

90See Rudolph, Eberhard, NACS Interface, April 1983, pp. 46-47 for a 
more in-depth discussion on impact analysis. 
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however, are a consequence of use of the machine and one can expect to see 

increasing failures as the machine reaches the end of its useful life. At this point, 

failures are still random, but form a rising trend. These general failures are the 

primary concern of hardware reliability studies especially in this middle period of 

random failure. 

Software reliability, however, is considerably different. Software does not 

fail or deterioriate due to use. Software unreliability is entirely attributable to 

either design errors or changes in the target environment. It then follows that 

hardware reliability is based on ra~dom failures while software reliability is based 

on errors introduced during the design or within an operation environment 

outside of established parameters. Software errors can appear when some 

unique set of inputs causes the predetermined and predestined error to 

appear. 91 Software failures have no time dependency and are systematic, not 

random events. 

Boehm, Brown and Lipow (1976) have characterized the 

multi-dimensional nature of software quality in terms of a hierarchy of attributes. 

One of their high level attributes is reliability which they define as the satisfactory 

performance of intended functions with failure-free operation in a specified 

environment for a specified time. A failure being defined as an unacceptable 

91 Assuming the logic is correct. 
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departure of program operation from program requirements. To measure 

software reliability, Longbottom (1980) used the mean time before failure (MTBF) 

approach common in electrical engineering for hardware reliability studies. 

A number of equations relating to failures experienced; present MTBF, 

cumulative execution time, objective MTBF, failures to be experienced to reach 

the MTBF established for a project, and execution and calendar times required to 

meet the objective, have also been derived. These equations depend on four 

classes of parameters: 

1. The Program; 

2. The Planning Stage; 

3. The Debug Environment; 

4. The Test Environment (Musa, 1979). 

Musa has also developed a program to evaluate the reliability of a 

software system which logs execution time intervals between failures 

experienced. The program assumes a test and debug environment with planning 

parameters optimal. The program then computes testing time at various 

confidence levels to meet needed reliability levels. 

Like the above study, other researchers (Jelinski, 1972), (Littlewood, 

1973) have developed models of reliability assuming that the intervals between 

software failures bear an inverse exponen.tial relationship to the number of 

software errors in the system. With these models a key assumption is made that 
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the errors are removed with certainty when detected. Miyamoto (1975) and 

Thayer (1976) point out that errors are not always corrected when detected. To 

overcome this problem, Goel and Okumoto (1979) have developed a Markovian 

model for studying software failures when errors are not removed/corrected with 

certainty. The model also derives probabilistic performance measures for: 

1. Time to a completely debugged system; 

2. Time to a specified number of remaining errors; 

3. Number of remaining errors; 

4. Number of errors detected; and 

5. The reliability function. 

With the model using the following assumptions: 

1. An error causing a software failure, when detected, is 
corrected with probability p, with probability q=1-p that we fail to 
completely remove it. Thus, q is the probability of imperfect 
debugging. 

2. The time, Ti to a software failure, when I errors remain in 

the system. This is an exponential distribution. 

3. The time to remove an error will be neglected. 

4. No new errors are introduced during the debugging 
process. 

5. One error is removed at each correction time. 

In applying the model to a large software project, a comparison of the 

fitted and observed values indicated that the model provided a good description 

of underlying failures. This model has problems like similar models in its 
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application to real world situations. The authors state that "from a practical point 

of view the reliability obtained is not easy to work with". 

6.2 HARDWARE ANALYSIS 

The hardware reliability of systems generally follows the standard bathtub 

cUNe as shown in Figure 6.1. 

BURN IN 

CONSTANT FAILURE 
RATE 

TIME----. 

WEAR OUT 

Figure 6.1: Standard Bathtub Curve 

The initial period of high failure rate is known as burn-in time and is due to 

manufacturing and assembly defects followed by a constant failure rate during 

useful life and finally a wear-out period when reliability rapidly deteriorates. 

When a computer system is first designed, manufacturers usually 

calculate the ultimate steady state failure rate of replaceable models, units and 

overall system. The calculations use the component count of each module and 
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component failure rate, taking into account stress factors according to design 

parameters on ambient temperature, voltage and power ratings. Table 6.1 

represents an example of typical failure rate predictions for a mini-computer 

system92, 93 

4K word system 16K word system 

No of Failure rate No of Failure rate 
units per million hours units per million hours 

CPU 35..+6 1 35..+6 
Core store 25.24 4 100.96 
Control panel 32.84 1 32.84 
Power supply I .. U7 1 14.37 

Total 107.91 . 183.63 

~ftbf hours 9267 5446 

Table 6.1: Failure Rate Predictions - Million Hrs. 

The overall failure rate of the computer processor is calculated by adding 

the individual module failure rates as shown in Table 6.2. This form of failure 

920ne of the primary problems governing the use of predictions is that all 
failures shown in Table 6.1 require engineering attention, but not all lead to 
system failure. 

93Tables 6.1 - 6.7 from Longbottom, 1980. 
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analysis is known as series reliability. For the system to survive each element 

must survive and the probability of survival for the system cannot be better than 

the element with the lowest probability of survival. 
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Table 6.2: Individual Module Failure Rates 

The standard reliability term "meantime between failures" (MTBF) is then 

determined as the reciprocal of the failure rate (multiplied by 10 to the 6th power) 

giving MTBFs of 9267 and 5446 for the two different sizes of processor. In a 

similar manner, failure rates of the peripheral equipment and associated 

controllers can be calculated as well as total system reliability. 

System A represents the smallest configuration which can be used as a 

system. The table indicates that overall MTBF can be expected to be reduced to 

894 hours due to the inclusion of a typewriter. System B with additional memory, 
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power supply and peripherals gives a further reduction in estimated MTBF to 325 

hours.94 SYSTEM A FailureS/10' houn 

Procc:ssor with .KW Slorc 
107.91 

10.20 
Typewritcr controller 1000.00 
Typcwri1er 

Tow 1118.11 System mtbf 894 hOUI) 
SYSTEM B 

Processor with 16KW store 
183.63 
302.88 

Extra 48KW ,tore 10.20 
Typewriter controller 1000.00 
Typewriter 15.40 
Disk controller 256.00 
Disk 14.30 
Magnetic Llpe controller 345.00 
Magnctic tape unit 10.5.0 
Paper tape reader controller 250.00 
Paper Llpe reader 13.20 
Unc printcr controller .28.00 
une printer 1 •. 37 
Extra powcr wpply/cabioct 

Total 2843.48 System mtbf 352 hOIlr:s 

Table 6.3: Reliability Predictions for Systems 

6.2.1 PROBLEMS IN DEFINING FAILURES 

Reliablity predictions are only as accurate as the basic failure rates used 

(Longbottom, 1980) and for any components a multitude of failure rates can be 

found. 95 In components with low failure rates, many millions of device hours 

must be clocked leading to estimates based on a large n!Jmber of components at 

different temperatures or other design limits. Component batch testing is 

dependent on whether; first, the component suffers from some hidden failure 

mode not revealed by testing; second, the assumption that the components will 

94These are average values, the manner of utilization and activity exert 
influence also. 

95Due to wide variations in the method of measurement and a basic 
problem of defining a failure. 
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always be used within design specifications; and third, that the components will 

be correctly screened to eliminate any that are made improperly. On general 

purpose computer systems, it is unlikely that the lowest failure rates will be 

obtained in practice.96 Normally, 50% or more of component failures are of an 

intermittent or transient nature not readily reproduceable by standard test 

techniques. 

Equipment normally suffers from a constant failure rate (1/MTBF) and the 

probability of a failure-free operation for a period tis: 

Where a equals t/MTBF, conversely the probability of failure Pf is: 

Pf = 1 - e-a 

An example of these probability calculations is shown in Table 6.4 for a 

component MTBF of 1000 hours running for a period of T hours. 

Running Time 
T Hours 

100 
500 

1000 
5000 

Probability 
of Success 

Ps 

0.905 
0.607 
0.368 
0.007 

Probability 
of Failure 

Pf 

0.095 
0.393 
0.632 
0.993 

Table 6.4: Success Probability (MTBF 1000 Hours) 

96Longbottom, p. 6. 
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The probability of failure-free operations in the short run compared to 

MTBF declines rapidly as run duration equals MTBF and approaches zero at five 

times MTBF. Additionally, environmental aspects of system use have a definite 

effect on the reliability of systems. Temperature effects along with secondary 

environmental aspects such as; switch on/off, relative humidity, static electricity 

and dust, are the most serious threats to reliability. Studies have shown that 

systems with the largest specification range have proved to have the most 

reliable CPU's and those with the most narrow specifications proved least 

reliable. The following list summarizes the current peripheral equipment error 

rates. 
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Disks: At a typical disk transfer utilization of 5% and average transfer rate of 300k 
bytes/sec. normal error rates per drive are: 

1 undetected error per 1.7 x 1012 bits to 
1 undetected error per 4.3 x 1012 bits 

Magnetic Tape Units: With average reliability of 2 incidents per 1000 hours per 
drive, 2% transfer utilization and average transfer rate of 80k bytes per 
second error rates are: 

1 undetected error per 0.9 x 1011 bits to 
1 undetected error per 2.3 x 1011 bits 

Card Punches: Card punches generally have a very low utilization rate with 
faults generally being holes punched outside of acceptable tolerance 
limits. Card punches generally have error rates of: 

1 undetected error in 106 cards to 
1 undetected error in 107 cards 

Card Readers: Most faults arise from double reading of a column, skew, or 
improper start of the read. Faults are more serious in data cards than in a 
source program, where compilers or some other program would detect 
spurious program errors. Card readers at 1000 cpm typically have error 
rates of: 

1 undetected error per 5 x 106 cards to 
1 undetected error per 6 x 107 cards 

Printers: Up to 70% of printer faults give wrong results such as illegible, 
half-printed characters, missing print columns, etc. The error rate for 
printers at 500 lines per minute is: 

1 undetected error per 6.4 x 107 characters to 
1 undetected error per 7.5 x 107 characters 

Pager Tage Readers: From 50 to 60% of faults give wrong results in spite of 
parity checking. At 500 cps utilization, error rates are: 

1. undetected error per 3 x 107 characters to 
1 undetected error per 3.6 x 107 char~cters 
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6.2.1 NON-SERIES REDUNDANCY 

The previous sections dealt exclusively with series reliability - single 

failures resulting in system loss (Product Rule). This type of failure analysis is the 

simplest to calculate and can be shown as Rs = n Ri; where Ri is the 

T1 
i=1 

reliability of the ith element of an n - element system. Rs is used in this section to 

denote "reliability of the system". The other types of reliability modes are: 

1. Parallel Reliability 

2. Triple Modular Redundancy (TMR) 

3. Quadded Redundancy 

4. Standby Replacement Redundancy 

5. Hybrid Redundancy 

Parallel Reliability is basic protective redundancy - the system is composed of 

parallel elements so that if one of the elements fails, the parallel unit will continue 

to perform the system function. Assuming independence of failure by the 

elements, system reliability is expressed as: 

which is the probability that not all n elements have failed. The unreliability of 

the unit (1 - R) is the probability that the unit will fail while (1-R) n by the Product 

Rule is the probability that all n units will fail and one minus that is the probability 

that not all units will have failed. 



RisklThreat Based Analysis Auditing 244 

Triple Modular Redundancy also known as Multiple-Line Voting was developed 

by John von Neumann in 1956. Under this mode the simplex unit is triplicated 

and each of the independent units feed into a majority voter. The system fails if 

more than one of the three units fails. TMR system reliability is expressed as: 

Rs = [R3 + 3R2 (1-R)] Rv 

which is the product of the reliabilty Rv (voter) and the reliability of the idealized 

TMR system. The idealized TMR system reliability is the sum of the probabilities 

of the following two events: 

1. That all three units survive; 

2. That at least any two units survive and at most one unit fails. 

Quadded Redundancy is similar to TMR, however, its major difference is that the 

voting or restoration of fault-maskings are distributed into the network and are not 

separable as in TMR. In general, quadding requires that each logic gate be 

quadruplicated and that each of the gates in a quad stage will have twice as 

many inputs as the non-redundant gate replaced. The outputs of a stage are 

interconnected to the input of the succeeding stage by a connection pattern in 

such a way that the effects of errors in earlier stages get restored in later stages. 

Standby Replacement Redundancy is a method whereby only one unit is 

operational at a time unlike TMR. When one active unit fails the loss is detected 

and a spare unit from a spare's reserve is switched in as a replacement. This is 

expressed as: 
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which is the probability that not all units have failed. 

Hybrid Redundancy is a synthesis of TMR and the standby replacement 

technique. The mode consists of a TMR system with a bank of spares for 

replacements. Disagreement detectors compare the individual outputs of each of 

the TMR units with the system output. Disagreements signal the replacement of 

the failed unit. When all the spares are utilized the system degreades to a TMR 

system. This can be expressed as: 

Which is the probability that not all s + 3 units fail and that not any s + 2 units 

fail. 97 

6.3 SERVICE HISTORY 

Since modern computers first became operational, serviceability ratios 

have been used as measures of reliability. In the 1950's, the first commercially 

available computers had one input and one output device with small drum or disk 

storage. The systems could only work with one program at a time with each 

program making use of all equipment. Serviceability ratios at this time reflected 

not only down time due to system failures, but also down time of all equipment 

and the loss of throughput due to faults. 

97 See also IEEE, Transactions on Computers: Special issue on 
Fault-Tolerant Computing, Vol. C-20, No. 11, November 1971, or Razovsky, I. 
Reliability Theory and Practice, Prentice-Hall, Englewood Cliffs, N.J., 1961. 
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The next generation of systems had magnetic tape units, some on 

standby in case of failure. Overlapped processing was included with slow input 

or output devices causing output to be often off-loaded to magnetic tape. A 

peripheral fault still gave rise to system down time but was limited by the 

availability of a standby device. Serviceability ratios included down time of the 

minimum configuration and the loss of throughput due to faults. Down time for all 

equipment was rarely calculated. 

The introduction of multiprogramming in the 1960's allowed the capability 

of running a number of programs sharing execution time. Users continued using 

serviceability ratios based on minimum configurations; avoiding calculating 

losses for background jobs such as card to tape, etc. After experience with 

multiprogramming environments became greater, serviceability schemes evolved 

to include the number of running programs that were interrupted by the failure. 

Later, a fixed multiprogramming factor was introduced for calculating down time 

to overcome the difficulty of determining what programs were running or which 

peripheral fault affected one out of many programs. A common formulae in use at 

that time for calculating serviceability is given below: 

Serviceability ratio: S = (up time)/(up time + down time) 

6.3.1 FAULT WEIGHTING 

Fault weighting schemes were later developed to provide weight factors 

to include what the affected programs were actually performing at the time of the 
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fault and to include the possibility of the programs still performing in a degraded 

mode. 

Under a weighting scheme, each item of hardware and controlling 

software is given a weighting factor which is determined for a particular 

application to reflect loss of throughput due to item failure. A standard recovery 

time was specified to represent operational down time, plus recovery time, plus 

machine spoilt work time. Machine spoilt work time also can have a standard 

specification. Table 6.5 represents such a weighting scheme. 

Weighting factor for 
Standard units inoperable 

Number of recover,' 
Item units 2 3 4 5 time hou"rs 

CPU I 1.0 0.5 
Main store 4 0.2 0.5 1.0 1.0 0.5 
Disks 5 0.1 0.2 0.7 1.0 1.0 0.3 
Magnetic tape units 5 Nil 0.1 0.3 0.5 1.0 0.2 
Line printers 2 0.2 1.0 0.1 
Card readers 2 Nil 1.0 0.1 
Console 1.0 0.2 
Operating system 1.0 0.5 
Filing system 1.0 . 5.0 

Table 6.5: Weighting Factors and Recovery Times 

The table above weights items where investigations of faults require the 

dedicated use of the processor. Investiga~ion time is counted as down time 

(weight factor 1.0) and all system failures require a 30 minute recovery time. In 
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the example, the system may be able to continue operation with part of main 

storage disabled but at a lower throughput rate (at 80% down time is multiplied 

by 0.2). Similarly, weights are applied to peripheral failures which may have 

standby devices available but need a standard recovery time to change to 

spares. Finally, a fixed five hours is applied when all files are lost. Variation of 

weight factors can be used to indicate a fully working or fully disabled system. 

6.4 RECOVERABILITY 

Recoverability is the ability of a system to recover from a failure. From a 

hardware point of view, recoverability involves serviceability, engineering 

training, parts stores, etc. 

Longbottom states that from a system/software point of view, a number of 

features can have an impact on recoverability such as the following: 
1. Fast operating system reloading; 

2. Conservation of queues (so that tasks can be automatically 
restarted) ; 

3. Duplicate directories of files (in case of a lost file directory 
in memory, file tables must be reconstructed or initialized from a 
previous storage run); 

4. Modular system construction (software elements are 
self-checking and will maintain data until the next modular 
element has passed it on); and 

5. System design (system organization so that failures of 
equipment to a certain level can be tolerated). 
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6.S MAINTAINABILITY - HARDWARE 

Maintainability is defined as the ease within which maintenance is carried 

out. Longbottom states that the following items have a bearing on the calculation 

of maintainability for hardware: 

1. Fault tolerance the ability to continue operations 
successfully even though faults occur; 

2. Resilience - the ability to recover and continue to perform 
successfully following fault incidents; 

3. Diagnosability - the ability to diagnose faults; 

4. Redundancy standby units provided to allow 
reconfiguration or multiplicated units carrying out the same 
functions concurrently to ensure that a system continues correct 
operation with faults present on a predetermined number of units; 

S. Reconfiguration - the act of rearranaging units; and 

6. Integrity - the state of being able to continue operation 
without making undetected mistakes. 
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Good Bad 
Maintainability Maintainability 

Number of Faults 50 50 
Investigations during 
operational hours and 
down time 26@ 2.16 hrs. = 150 @ 2.5 hours = 

56.16 hrs. 375 hours 
Investigations during Small when com-
scheduled maintenance 40 pared with those 

during operational 
lim~ 

System failures and 134 @ 0.16 hrs. = 350 @ 0.5 hours = 
recovery time 21.44 hrs. .175 hrs. 
Total QQwn lim~ 77.6 hQur~ 55Q h~. 
Mean down time per 
incident 0.58 hours 1.57 hours 
InQiQ~nl~ Q~r fault 2.68 7 
Mean down time per 
fault 1.55 hours 11.0 hours 

Table 6.6: Systems with Good and Bad Maintainability 

Mai ntainability 
ClassifiQatiQn 

Outstandingly Good 
Good 
Fairly Bad 
Bad 

During SQheQuleQ OQeraliQnal HQurs 

Investigations 
Qer Fault 

<1 
1.5 
3.0 
6.0 

Incidents 
Qer Faull 

<2 
3.0 
6.0 

12.0 

Table 6.7: Measurement 9f Maintainability 

Overall Mean 
down time per 
Fault hours 

2.0 
4.0 
7.0 

10.0 
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6.6 MAINTAINABILITY - SOFTWARE/SYSTEM 

Resources invested in system maintenance have been estimated to be 

three times higher than those required during development (Putnam, 1978). 

Maintainability of a system is a function of factors such as: 

1. The design of the system including any documentation, 
recovery procedures, diagnostic aids, etc.; 

2. Personnel, including their experience, training, intelligence 
and motivation; and 

3. Support facilities such as test equipment, alternative 
program versions, back-up files, etc. 

Maintainability can express both narrow and broad definitions. In a 

narrow sense, maintainability can be defined as a probability that when a 

maintenance action is performed under stated conditions a failed system will be 

restored to operable condition within a specified total down time (Ireson, 1966). 

In a more broad context, maintainability can express the combined qualitative 

and quantitative characteristics of the system design which can meet the 

operational objectives of the organization including the components of 

manpower, skill, equipment, data, etc. This would occur in a reasonable 

timeframe under operational conditions in which scheduled and unscheduled 

maintenance will be performed. 
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Software maintainability is an important component of reliability. 

Software maintainability analysis concerns its susceptibility to prediction, 

discovery and elimination of failures and maintainability can be characterized by 

outlays involving money, effort and time. 

System/Software maintainability is future oriented, opportunity cost 

conscious and is aimed at avoiding and minimizing the occurrence and 

correction of the error rather than detecting the error and correcting an existing 

one (Cushing, 1974). 

Maintainability also is considered within an explicit timeframe. The 

analyzer of the system or the user of the system must determine a maximum 

allowable time interval for correcting an error and the probability that the 

maintenance will be performed within the allowed time. Metrics which could 

estimate the maintainability of an information system would prove very helpful to 

managers who must allocate time and resources for the maintenance function. 

6.7 AVAILABILITY 

The availability of a system is the amount of scheduled time a system is 

capable of serving the purpose of the user. This excludes times when the system 

is not, in fact, fully usable such as start-up time, time spent rerunning interrupted 

or lost jobs and incidental time before a scheduled interruption. Some examples 

of non-availability would be an on-line application file which may not be in an 

on-line state, visual display units currently in I:lse by other users, or the temporary 

removal of some components of system software necessary for the function of a 
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system component. Availability can be calculated as: 

As = (operate time + off time)/(operate time + off time + total 

down time) 

6.8 ACCURACY 

253 

System accuracy is a measure of system freedom from error, i.e., the 

exactness possessed by responses from the system. Accuracy can, of course, be 

applied not just to numerical values but also to non-numerical information. A 

response to a request for a name from a vendor file which is incorrect or which is 

abbreviated is not perfectly accurate and would affect its accuracy metric. 

Accuracy is a factor related to reliability. 

Accuracy has the following characteristics: 

1. Every system has some degree of error. Accuracy cannot 
be guaranteed by systematic design at a calculatable cost, 
because there are a multitude of possible events which may cause 
accuracy to suffer. 

2. Their are costs involved in achieving a certain level of 
accuracy. 

3. Data accuracy can be divided into degrees of inaccuracy 
according to the severity of the inaccuracy to the target information 
system user. 

6.9 FLEXIBILITY 

Flexibility is the property of software which enables it to change easily in 

response to different user and system requirements (Poole, 1973). Flexibility can 

be broken down into two sub-groups, structural flexibility and logical flexibility. 

Structural flexibility relates the construction of a system in terms of programs, 
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layout, procedures, etc. Logical flexibility concerns those functions within the 

system that have some logical progression or meaning, i.e., the ability to perform 

certain tasks at any time (Meyers, 1976). An example of a useful flexibility metric 

would be one in which competitive generalized software packages are measured 

against each other. The system with the highest built-in structural and logical 

flexibility would be the system which allowed the handling of the maximum 

number of variations to the existing system with a minimum amount of changes. 

The usefulness of being able to handle more situations would be judged on the 

basis of the necessity to justify higher investment in the logical or structural 

component necessary to handle the situation. 

Structural flexibility may also be the ability to have slots pre-arranged 

within a system where changes can be inserted without major disturbances to 

the existing system. This adaptability then is a function of the interfaces 

designed into the system which will specifically allow future changes with relative 

ease. Another example of flexibility would be a system designed to produce 

financial statements for both the New Zealand and American market depending 

on pre-set indicators. Additionally, such a system may have been designed with 

the flexibility for the addition of other possible financial statement requirements. It 

is possible for a system to have too much flexibility. A system that attempts to 

provide for all possible wants of all its possible users would have to be very large 

and include massive amounts of instructional materials. 
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Many details in a system will contribute or not contribute to this flexibility 

metric. Sub-metrics within a system for measuring flexibility may be: 

1. The amount of space allocated in computer records for 
additional data. 

2. The standardization of hardware within a system. 

3. The standardization of software within a system. 

Built-in flexibility increases system complexity. We can, therefore, 

measure useful flexibility if we can distinguish between desirable, intended or 

useful complexity and undesirable, unintended, or useless complexity. 

6.10 DATA TOLERANCE 

Data tolerance is a measure of an information system's ability to accept 

different or invalid forms of data. Data tolerance may vary between different 

sub-units of the system and also among the different devices connected to that 

system. For example, data tolerance may be quantifiable for: 

1. An input medium such as card, tape or display terminals. 

2. Formats for input data. 

3. Logical or syntactic variations of data such as misspellings, 
synonyms, etc. 

Since tolerance is a design characteristic which increases a system's 

effectiveness, some methods for designing data tolerant systems may be: 

1. To design a system which accepts a number of common 
variations in valid data and functioning with that data; and 



RisklThreat Based Analysis Auditing 

2. Including logic that is probability oriented and, which gives 
the system an ability to correct data which would otherwise be 
rejected or handled incorrectly. 

256 

Tolerance is, in fact, a humanizing of the system and is built in during the 

design phases by asking questions such as "What is the most natural input for the 

people that will be communicating with the system being designed?" System 

efficiency may suffer as a result of data tolerance. One test for data tolerance 

may be the number of permissible variations which the system will accept and 

handle in some sensible manner without being rejected. 

6.11 PORTABILITY 

Many computer systems require the quality of portability. This is an 

elusive quality that tends to have different meanings to different individuals. The 

different meanings should be rationalized so that the many facets that are 

necessary to achieve portability are placed in perspective. 

Portability is the ease of the conversion of a system from 

one environment to another. A portable system is one that can be run on 

computer systems other than the one for which the system was designed and 

implemented with little or no modifications. A portable system would be as 

machine independent as possible and should isolate its users from the effects of 

the operating system of the target machine. Literature on the evaluation of 

portable software (Francis, 1975), (Platlsmier, 1977), (Bellman, 1975) consider 

portability to be an important feature in any.software product. The researchers 

argue that unless the software designer strives to achieve portability, substantial 
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effort will be used in recording and converting systems to run on various 

machine types. 

A degree of portability is a common design concept in almost all 

commercial software and COBOL, for example, was a language specifically 

designed to increase the portability of application software between computer 

systems. 

There are many reasons why software portability is valuable. Among the 

strongest reasons are: 

1. Economic grounds - huge sums of money currently spent 
on moving programs and software from machine to machine. 

2. Hardware developments - the current pace of hardware 
development means that most sites are continually acquiring new 
hardware and new systems. 

3. Networking - with the advent of regional, national and 
international networks there becomes a heightened need for 
portability. 

4. Upgrading/Transfer - when a system needs to be moved 
or extended to a system with other peripherals or processors so 
that the application will successfully run. 

5. Fall Back - when some element of the system becomes 
inoperable the application can still run. If the system loses a tape 
drive or a controller the application can be redistributed so that the 
programs will still operate. 

6. Transportable - so when the system becomes non-usable, 
overloaded or not available, the application can be run at another 
installation. 

7. Satellite some systems require remote computing 
services and these services are often linked to a central service. 
The central service can be used as a fall back service as well. 



RisklThreat Based Analysis Auditing 258 

8. Unusual work loads - when a customer has an unusual 
work load for some portion of his service. (Grogan, 1977). 

6.11.1 ENGINEERING PORTABILITY 

Druseikis (1975) proposed a methodology for designing transportable 

software that emphasizes two important individuals - the designer and installer. 

Under this methodology, the designer develops the portable software and then 

transmits it to the installer. The methodology is concerned with the functions, 

knowledge and responsibilities of the designer and installer and their 

interrelationships. 

The Designer 

The designer's responsibilities under this methodology is to develop 

portable, documented software and support material, and to communicate this to 

the installer. The designer should be skilled in the construction of portable 

software and systems and be familiar with the practice and principles of 

portability. The designer has responsibility for providing the installer with the 

information about the portable software which is needed to carry out the 

installation. 

The Installer 

The installer, after receiving the information from the designer, has less 

flexibility and fewer options than the designer. The installer is not expected to 

have intimate knowledge of software to be installed nor the principles of portable 
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design. Such knowledge is obviously helpful; however, the installer should have 

a thorough knowledge of target machines and the environment that the software 

will be run on. 

Information must be exchanged in the transporting process and this 

consists of program material and supporting documentation. The main problem 

in the transmission process is the information which the designer has about the 

transportable software but which is not made explicit to the installer of the 

software. The problems in communicating transportable software revolve 

primarily around the common defects of system documentation. The problems of 

documentation that arise in portability projects are little different from those of 

other software projects. This documentation generally fails in the omission and 

general incompleteness of specific system information. There is, however, 

increasing use of programs such as SYSGEN or CONFIGURE which are made 

available with application systems to promote the risk-free transfer of the system 

to other hardware configurations. The new language ADA has been designed 

with a support utility in the language itself to allow it to be moved to nearly all 

computing environments . 
. 

6.11.2 ENHANCING PORTABILITY 

The techniques for enhancing portability are primarily those practices 

generally applicable to high quality software development. Good practices are 

the same whether the project is the development of an application package or the 

design of a portable compiler or other subsystem. The techniques involved are 
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known as logical separation and physical separation. Logical separation, the 

practice of system modularization and the construction of structured programs 

has been accepted for many years in the literature on software design. In the 

case of portable software Druseikis advocates "separation structuring" as a 

method of enhancing portability.97 Separation structuring implies the logical and 

physical isolation of those unique items that are machine dependent. The most 

familiar technique for isolating dependencies on machines is parameterization. 

Parameterization assumes that a symbolic constant can represent an 

architectural parameter such as the number of bits in a computer word. 

In terms of isolation, physical separation has been mentioned as one 

particular method. This enables the designer and installer to concentrate on 

producing a design for a smaller area. In other words, the machine 

dependencies are identified in dependent target modules and the remaining 

modules can be ignored in terms of their target machine architecture. 

Logical isolation can be achieved also with parameterization. Hall (1972) 

discusses this technique in the AL TRAN system which consists of a portable 

micro-processor which is used to translate source text in which 

machine-dependent material appears as macro calls. With proper macro 

definitions for a specific target machine, the system inserts an appropriate 

97lbid, P. 121. 
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machine dependent text throughout the source program without the installer 

needing to know where the machine dependencies lie. 

6.11.3 UBIQUITOUS SOFTWARE 

Many portability projects make use of ubiquitous software. The concept 

involves the use of software that is commonly available to the designer and 

installer. This means that the designer essentially can expect the installer to have 

the software available and the designer can design programs with the confidence 

that the installer can run them. An example of this use was the implementation of 

SNOBOL 4 which relied on the availability of a class of software macro 

assemblers to satisfy machine dependencies. Another example is the language 

FORTH which has about 8k of core terms defined in machine code for a particular 

machine and all other terms defined by means of that core. 

In designing portable software, it is fundamental that the major amount of 

work and the burden for portability design lay on the designer. The designer 

completes a design once in ideal situations but the installer repeats the 

installation process for every installation. Benefits are therefore obtained by 

concentrating the work on portability in the designer's scheme. Ideally, one can 

imagine a system so portable that it need merely be loaded on any machine in 

order to run. Such portability is not within the present state of art, however, the 

designer can attempt to approximate this ideal as closely as possible. 
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6.11.4 THE USEFULNESS OF PORTABILITY 

Niblett (1977) states that it has become clear in various surveys of user 

groups that it is only the users of computer packages who have an unqualified 

interest in portability. The principle concern of mainframe manufacturers has 

been to sell their machines and that they see software packages or program 

products largely as sales aids which would help tie users to their hardware. 

Manufacturers therefore are not particularly interested in creating portable 

software.98 This observation appears to be correct. For example, IBM has been 

working on a number of operating systems dependent on machine imbedded 

microcode while Burroughs has been heavily promoting their L1NC application 

development system which forces the user to adopt the Burroughs machine 

dependent data base system. 

Commercial software houses also have no immediate advantage to gain 

from deSigning software in portable form since the result may be that they would 

lose a significant portion of their business. An interesting feature has emerged 

from Niblett's survey - that a large amount of the work of software houses is in 

program conversion, i.e., the rewriting of commercial packages with some minor 

modifications for different machines or systems. 

98For a more in-depth view especially relating to the ICL philosophy, see 
Grogan, John R., A Manufacturer's View (of Portability), Software Portability, 
1977. 
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Commercial bureaus were found to be in the business of selling computer 

time. These operations are interested in providing their customers with the user 

programs to run on that bureau's hardware and therefore have no overriding 

interest in portability. 

6.11.5 TESTING PORTABILITY 

It would be useful to be able to prove that the system or program is 

portable but the techniques to achieve this are stil/ incomplete and all systems 

contain certain machine dependent parameters. As an example, assume that 

one parameter to a system is the maximum characters that can be packed into a 

data word in a file. Assuming that the designer packs two characters into a word, 

the software will execute satisfactorily on every target machine until a machine is 

found which allows only one character to be packed into the word. To prevent 

this, the software designer and systems designer must test the software system 

on one machine, but insure that it works for aI/ possible combinations of machine 

dependent parameters. This may be done by a suitably configured interpreter. 

To define portability tests for a given system it is necessary to know the 

resident environment from which it is to be taken and the type of environment to 

which it will be applied. This information is passed to the interpreter. (Brown, 

1977). 

Systems with high portability have the ability to enter multiple 

environments with ease. Portability comes in different degrees that are 

measurable, however, not in terms such as number of statements in a program. 
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Successful conversion to a new environment would depend on the logical 

structure and standardization of the system as mapped onto the target system. In 

a successful conversion, the target system fulfills the same processing tasks as 

the source computer. 

Wacker and Harrison's (1982) recently developed portability model 

consists of four parts: 

1. Static analysis; 

2. Test case generation; 

3. Dynamic analysis; and 

4. Quantitative program evaluation. 

As shown in Figure 6.2 . 

... ~ PROGRAM STRUCTURE DATA I 
r----........ ,;..---f..... • I STATIC ANALYZER r I LISTINGS I i ... ~ . 

I DOCUMENTATION I i 

I 
SYSTEMS PROGRAM QUANTATIVE PROGRAM 
OF PGMS BEHAVIOR PROGRAM METRIC 

• DATA EVALUATOR • • • , • I 
TEST CASE fe...{ TEST CASES I 

GENERATOR 

Figure 6.2: Program Portability Verification 
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The static analysis subsystem inspects the structure of programs, files, 

data bases, and documentation. Its purpose is to verify the quality of the 

components by analyzing their structure. The static analysis phase produces the 

following statistics: 

1. Number of statements that violate ANSI standards; 

2. Number of statements that were unsuccessfully translated 
from the source host to the target host; 

3. Number of statements that violate structured programming 
conventions, i.e., GO TO and ALTER; 

4. Syntax of the translated instructions as they appear in the 
target environment; 

5. Data dictionary of fields, structures, files and their usage; 

6. Called-Calling relationships among the programs of the 
system; and 

7. Parameters and data passed between programs. 

This information presents a picture of the structure of the programs before 

conversion, after conversion, and as a planning tool to indicate the difficulty and 

cost of the conversion. 

The test generation automatically analyzes syntax and aids the test 

analyst in producing test cases that exercise each path in a program. The 

number of paths in a program is dependent upon factors such as the required 

functions of the program and its structure. The test generation produces a test 
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procedure for use by the dynamic analyzer to help automate the testing process 

while indicating untestable programs.99 

The dynamic analysis section exercises the test cases to measure 

program behavior via the insertion of software probes in each program path 

counting the number of times the path is entered and logging critical variables. 

The analysis produces: 

1. Ranges of variables; 

2. Control flow and data flow information; 

3. Data sensitivity information; 

4. Environmental information such as parameter passing 
and procedure evaluation environments; and 

5. Assertion information - comparing asserted behavior to 
actual behavior. 

The qualitative program evaluation can measure three program attributes: 

1. Program reliability; 

2. Program maintainability; and 

3. Program enhanceability. 

The information given during the program enhanceability phase is 

derived from an analysis of path transversal. This provides the user with 

99 Untestable programs are those which may be unstructured by 
containing many GO TO or ALTER statements (COBOL example) with a large 
number of paths which may be uneconomical to test.The results of the work on 
this system were published approximately 18 months after the sub-systems for 
calculating portability in the REM were designed. 



RisklThreat Based Analysis Auditing 267 

information on the amount of effort required to modify a program in the system. 

The results of the work on this sytem were published approximately 18 months 

after the sub-systems for calculating portability in the REM were designed. 

6.12 USABILITY 

Usability can be defined as the understandability of the system to the user 

and the conformability of the system to the application problem to be solved. 

Wilson (1980) has described a technique for the measurement of usability. This 

usability metric is applicable to both hardware and software and is a relative 

metric. 

Usability analysis consists of the following phases: 

1. Application analysis - a semantic analysis of the concepts 
and terms of a selection of problems that are addressed by the 
system design. 1 00 

2. Systems analysis - a semantic analysis of the user-visible 
concepts and terms of the system design. 

3. Applications mapping analysis - solving each problem 
using each alternative system design. Perform a semantic 
analysis of each problem solution. 

4. Usability measurement measure the complexity of 
alternative system designs and problem solutions and tabulate the 
results. 

With the following assumptions: 

1. Usability is related inversely to the user-visible complexity 
of a system and of system-supported application solutions. 

1 OOSemantic Analysis is the activity of creating formal definitions of the 
terms, words, and other symbols used to discuss some subject area such as 
system design, problems and solutions. 



RisklThreat Based Analysis Auditing 268 

2. Semantic analysis can be used to discover and describe the 
user-visible elements to be measured. 

This method attempts to form a composite complexity measure involving 

the number of application/system/solution elements and their interrelationships 

using semantic analysis and by creating formal definitions of the terms, words 

and other symbols used to discuss some subject area. 1 01 Specific usability 

factors (submetrics) considered in usability analysis are: 

1. System Concepts - the understanding of the systems -
what information is needed by the user to utilize the system. Most 
commercial systems come with information in the form of 
operator's manuals, user guides, etc. 

2. System Vocabularv - the collection of symbols (terms, 
words, special symbols) used to describe and discuss the system. 

3. Syntax of User Inputs - the way terms are combined to 
communicate with the system, the relative familiarity and 
complexity of alternative syntaxes and user-interaction 
procedures. These can be measured by treating them as a 
subject to be semantically analyzed. 

4. Default Support - the reduction in the volume of user input 
by assuming the most likely values for certain parameters. 

101 They are modeled along the lines of the entity/event relationship 
theory - See Chen, P.P., The Entity-Relationship Model - Toward a Unified 
View of Data, ACM Trans. On Database Systems 1, No.1, March, 1976, PP. 9-36 
or Sorter, G. H., An Events Approach to Basic Accounting Theory, The Accounting 
Review, January, 1969, PP. 12-19. . 
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5. Prompting Levels and Styles - the optional presentation of 
prompts and tutorials on how to avoid failures of various kinds. 1 02 

6. Information/Error Response - the messages and displays 
that are output to inform the user of the status of the processing of 
his/her inputs. 
7. Error Recovery - the ability of the user to recover from 
his/her own mistakes as well as from system failures of various 
kinds. 

6.13 EFFICIENCY 
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Efficiency is the ratio of useful work performed by the information system 

to total energy expended by that system. It could also be expressed as a 

cost/benefit ratio. There are often trade-offs between the metrics of efficiency and 

effectiveness. For example, it may be effective to verify items after input from 

different operators, but the efficiency of that procedure may, in fact, be 

questionable. 

6.14 ENDURANCE METRICS 

Endurance is an attribute of a system related to its ability to operate 

continuously over the time interval for which it was designed. The Tandem 

computer system is one of the most well-known dual hardware/software systems 

constructed for endurance. 1 03 

1 02ldeally, the experienced user is not bothered with unwanted tutorials 
and interruptions, and the inexperienced user receives help. The REM Model 
contains a module dedicated to a help function. 

103This manufacturer's system contarns a large amount of redundancy in 
the hardware and an operating system resistant to crashes. 
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Endurance can be applied to both hardware and software and has two 

qualities: 

1. It will operate for the period of time required in the 
operational environment. 

2. Errors have been reduced to a reasonable, acceptable 
level. 

Software endurance testing may involve: 

1. Definition of types and categories of errors, faults, stops, 
etc. 

2. Stress testing of the program in its ultimate environment up 
to and beyond its design limits. 

3. Timing stress testing to encompass the total required 
operating time. 

4. Designing standards defining the maximum tolerable 
degradation. 

The -first metric measurement for endurance would be a binary one, i.e., 

the system either completed the endurance test without stopping or it did not. 

6.15 STABILITY/EVOLUTION 

Time dependent metrics are metrics which can be used to describe a 

system after it has already been in existence for some period. They are metrics 

that describe how the system has functioned and its success in arriving at either 

design goals or the metrics stated above. An evolution metric would measure the 

modifications occurring in a system to meet the changes necessitated by the 

dynamic environment in which the system operates. This measurement can be 

accomplished by a variety of change indicators such as the increase or decrease 
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in the number of programs, number of instructions or number of procedures, 

manuals, and documentation, number of people, etc. 

Stability measures the amount of non-change to the system during its 

life-cycle. Stability is the converse of the evolutionary metric. It is a characteristic 

which can be designed into a system from its inception. 

The theory describing the growth of computer programs and computer 

systems over time is known as Evolution Dynamics. Lehman (1976), Belady 

(1972) and others developed this theory to explain certain features of the 

evolution of systems. These are reflected in such things as the average growth 

rate and difficulties which follow system growth. The theory distinguishes 

between "progressive work" which introduces new features to the system and 

"anti-progressive work" which is designed to make the system more 

understandable, well-documented, capable of further development and 

well-structured. This theory assumes that overly rapid growth can lead to neglect 

of the capability of further developments and both types of work are required to 

make systems effective. 

Woodside (1980) suggests a mathematical model for the evaluation of 

software. Woodside builds on the model of Riordin (1977) and simplifies the 

number of model variables and reduces the number of parameters. Woodside's 

evolution model requires a thorough understanding of an application, particularly 
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regarding the definition of program size and relationships between program size 

and power. In this case, power is found through the estimation of lines of code or 

modules needed for a particular function and the particular forms taken by the 

program in terms of complexity.1 04 

104See Halstead (1975) for another variation of power. 
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CHAPTER 7: A SYSTEM FOR THE AUTOMATED EVALUATION 
OF RISKS AND THREATS 

7.1 INTRODUCTION 
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This chapter presents the framework for the system I have created for the 

automated evaluation of risks and threats to an information system. It is designed to be 

used by either internal or external EDP auditors to ease the task of making decisions 

about the quality of the systems they are charged with assessing both legally and 

professionally. 

The complexity of most modern information systems and the problems this has 

generated suggests that providing an automated tool which minimizes the need for 

in-depth knowledge on the part of the auditor might be an alternative to the present 

state. An analysis system based on the concept of definable attributes of systems 

could provide a basis for evaluating systems and providing an alternative course of 

action for managerial decision making. 

To obtain a quantitative evaluation of an information system requires research 

into the basic nature of the systems themselves and the feasibility of a metric based 

evaluation system depends on being able to arrive at a quantifiable system attribute 

list. Additionally, the system has to be sufficiently abstract to be equally representative 

of diverse systems even if there are considerable differences in the metrics describing 

those systems. 

Models used for the solution of problems are usually mathematical. Once 

significant variables and relationships involved in a: problem are identified, the problem 

can be posed in mathematical terms and solved by available techniques. A major 



RisklThreat Based Analysis Auditing 274 

problem in model design, however, is the identification of variables that should be 

considered in the solution. In our case the variables are the individual system metrics. 

The interrelationships of these components and metrics may be extremely complex 

and, in fact, only a subset of the significant variables have been identified. The great 

promise of a metric system would be its ability to meaningfully order apparently 

unrelated data and to reveal previously unnoticed relationships. 

7.2.1 SYSTEM FRAMEWORK 

A system for the automatic or nearly automatic assessment of system metrics 

would be useful to a variety of users. The need for such a system is based on the 

assumption that many people involved in the auditing of systems do not have 

adequate training or experience to resolve questions concerning their suitability for 

specific functions. This assessment system is by no means perfect. At this time, it 

requires some knowledge of computer system operations by the auditor and it also 

requires the auditor to make a number of judgments about the importance of the 

various system attributes it measures. An important problem confronting the auditor, 

which the system is presently unable to perform, is in the judgment of how the 

individual metrics interact or not interact with each other. Additionally, this version of 

the model is not able to give ill! the analyzer modules the ability to tell the auditor what 

he or she should do with the information presented especially with a view toward 

optimization. The Threats/Objects/Features analyzer QQ.e.s. perform this task suggesting 

Features which are most cost effective to implement and advising the auditor as to 

Nhat Threats may have an impact on the system. The Halstead/McCabe An~lyzer, on 
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the other hand, only provides data on the complexity of the software and its likelihood 

of failure due to incorrect code. The auditor must then decide on a course of action or 

non-action. I would like to remind the reader that the System Appendix contains a 

complete list of the programs, the data access, the data structures, and details of the 

user of the interactive package which presents a more in-depth coverage of this 

system. 

AUDITOR 
TERMINAL 
INTERFACE .. .. 

AUDIT 
..210. CONTROL .... 
~ 

MODULE 

'/, _f t , .!\. 
Halsteadl Threat! 

Portabili tv 
~IcCabe Object! 

.\ietric 
Metnc Feature 

Analyser 
Analyser Metric 

\1 <.Inta1C1- Hard\ ... ·are Metric 

4 
ability' ~ Reliability Levell 
t\letric Metric Reports • Analyser Analyser 

Figure 7.1: Risk Evaluation Model (REM) 
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Figure 7.1 shows the general framework of the Risk Evaluation Model (REM). 

The analyzer of a target system utilizing the REM would enter information about the 

target system to the Audit Control Module where it would be checked for syntax and 

description completeness. The Control Module would also identify the need for 

additional data (such as source programs if the model was attempting to arrive at 

levels of complexity or an estimation of the number of possible bugs). 

After this information is checked, it is passed to all appropriate analyzers after 

making the necessary linkages to existing data files and determining if a metric may be 

generated. The REM is an attempt to produce an audit system utilizing a sub-set of the 

identified systems metrics to quantify those elements in an information system that 

have a bearing on the quality of that system. The REM is, therefore, of use to auditors 

in that it will serve to direct their attention towards specific areas of vulnerabilities within 

specific business computing systems. The REM will also serve to document 

procedures which may be able to be implemented thereby lowering the overall risk 

level of the given information system. 

The REM presently has four distinct evaluation sUb-systems. Each of these 

evaluation sUb-systems is made up of one or more of the modules shown in Figure 7.1. 

The four major sUb-systems are: 

1. The System Environment Assessment System; 

2. The Hardware Component Assessment System; 

3. The Software Component Assessme~t System; 

4. The Threats/Objects/Features Assessment System. 
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The System Environment Assessment System is the module analyzing the target 

system in a general sense and calls on the Maintainability Metric Analyzer. The 

module gains information about the system from a suitably qualified individual who is 

called on to make observations/subjective judgments on a variety of areas not able to 

be automatically analyzed. 1 05 

The remaining three assessment modules are micro assessment systems. The 

Hardware Component Assessment System uses the Hardware Reliability Metric 

Analyzer and attempts to assess the stability of the v?rious hardware components used 

within the information system, their environmental quality, use factors and MTBF rates. 

The Software Component Assessment System utilizes the Halstead/McCabe 

Metric Analyzer to measure the complexity of each program in the system by 

performing a Halstead complexity analysis on each program and the entire system. 

The Portability Analyzer identifies any statements which do not conform to the standard 

of the language and measures the severity of the departure from the standard. 

105 1 do not believe that the present need for either "A suitably qualified 
individual" or that the system "requires the auditor to make a number of judgments 
about the importance of the various system attributes" constitutes an insoluble defect in 
the model design. The model represents a first stage attempt at measuring the quality 
of systems and presently does require a higher level of systems knowledge on the part 
of the user than may be found in most firms. The computer industry has made great 
strides since this model was designed which will enable a second stage model to 
perform with much less user judgment. The emerging field of expert systems presents 
the opportunity for the model to know about itself and its environment. This technology 
coupled with a professional maintainer joined with the system via down-Ioadable data 
bases should present a solution to the problem. 
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The Threats/Objects/Features Update System maintains data bases containing 

the following: The information system profile; The known Threats affecting information 

systems; Threats known to affect the target information system; Known Features 

protecting information systems against known Threats; and Features installed on the 

target information system. The Security Analyzer module analyses the target 

information system matching unprotected Threats applicable to the target information 

system with known Features not presently installed in the information system selecting 

least cost Features and estimating savings through Feature use. 

The selection of the structure of the Objects file is based on Hoffman's (1978) 

schema. There are many different ways that Objects (units) can be joined together to 

form a sUb-system and sUb-systems joined to form a system. Basic systems theory 

relates three basic structures that join systems. 

1. Sequential - Objects provide only outputs to be used as inputs by later 

systems. 

2. Reciprocal - Objects provide both inputs and outputs to other systems. 

3. Pooled - Objects draw their inputs and provide their outputs to a central 

resource pool. 

The schema chosen for the. Objects file at this time only shows that certain 

Objects are related without describing their information flow. This information would be 

useful to a system to adequately "know" about another system. There has been 

considerable research into this area especially invC?lving automatic system generators. 

Perhaps the most notable work is the Problem Statement Language and Problem 
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Statement Analyzer developed by Daniel Teichroew which is a computer-aided 

structured documentation and analysis technique to define the requirements and the 

preparation of functional specifications for information systems. 106 The PSLlPSA 

system acquires this information through a dialog with the user such as: 

INPUT .............. employee-information 

OUTPUT ............ paysystem-outputs 

SET ................ payroll-master-information 

INTERFACE ........ departments-and-employees 

· .. GENERATES .... employee-information 

· .. RECEIVES ....... paysystem-outputs 

PROCESS ......... payroll-processing 

· .. UPDATES ...... payroll-master-information 

· .. RECEIVES ..... employee-information 

· .. GENERATES ... paysystem-outputs 

Such an extention to the. REM Object structure would allow the system to more 

accurately calculate losses from secondary systems after the loss of a primary 

information system. 

106See Teichroew D., and Winters E., Recent Developments in Systems 
Analysis and Design, Atlanta Economic Review, Nov. - Dec., 1976, PSLlPSA: A 
Computer-Aided Technique for Structured Documentation and Analysis, IEEE 
Transactions on Software Engineering, Vol. SE~3, No.1, Jan. 1977 or PSLlPSA 
Introduction, ISDOS Project Ref. 79ISD-0247-0, Univ. of Michigan. 
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7.3 DETAILS OF REM 

The REM is a collection of seven sUb-systems comprising over 4,000 lines of 

FORTRAN code. Its use by systems auditors results in metric "quality" indicators being 

produced for the various analyses along with a variety of optional supplemental 

information of use to more sophisticated users of the package. The basic structure of 

the package currently contains the following modules: 

1. Control Module. 

2. Portability Analyzer. 

3. Maintainability Analyzer. 

4. Halstead/McCabe Complexity Analyzer. 

5. Threats/Objects/Features Update. 

6. Threats/Objects/Features Security Analyzer. 

7. Hardware Reliability Analyzer. 

7.3.1 CONTROL MODULE 

The Control Module provides interactive access to the metric assessment 

modules and the Threats/Objects/Features update module and treats these as 

subroutines. The Control Module allows the production of the following types of Metric 

Summary Reports based on user preference for each metric calculated: 

1. No report (only metric number); 

2. Summary report (plus metric). 

3. Full report with all details (plus metric). 
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The Control Module consists of a main program and two subroutines; Writer and 

Reader. Subroutine Writer sends a file to the print queue to be printed at the main site 

printer and requires the normal FORTRAN library. 1 07 Subroutine Reader reads from 

the terminal the responses to questions and checks for validity. An illegal response 

prompts the user again. 

The Control Module begins by stating the metrics currently implemented along 

with an optional explanation of the package. The Control Module then passes control 

to (calls) the requested module. The called module takes control at this point and 

conversation continues with the user. When any module is finished, control passes 

back to the Control Module and the menu is relisted on the terminal. A summary of the 

metrics produced by the modules called is built up and upon the choice of the quit 

option is printed on the terminal. The option to receive a hardcopy report is given and 

if positive, the file SUMMARY-REPORT is spooled to the printer and the program 

terminates. Any number of metrics can be calculated including the calculation of the 

same metric for any number of programs. The summary processing lists all metrics 

(including, for example, multiple metrics for a number of programs examined) and 

derives an overall hedonic metric for the entire analysis. 1 08 This summary metric best 

107The loading of aI/ programs, subroutines and files is performed via a 
command file "loader" and is called automatically with the one link start-up command -
Seg. Audit. 

1 081t was felt that the user should have the option of qualifying or adapting the 
metric to his/her own subjective weights. The current metric is an average of each of 
the metrics selected reduced to the lowest whole number. A description of hedonic 
metrics (indexes) is contained in the section on economic metrics. See also Allen, R. 
G., Index Numbers in Theory and Practice, Aloine Publishing, Chicago, III., 1975. 
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acts as a relative indicator, useful in the comparison of similar systems or projecting the 

effects of changes on systems. 

7.3.2 HALSTEAD/MCCABE METRIC ANALYZER 

The Halstead/McCabe Analyzer processes any standard Fortran or S-Fortran 

program with any number of subroutines after the name of the main routine is given to 

the Control Module. 109 

The module estimates program complexity according to the Halstead 

operator/operand method and the McCabe pathways count. The program consists of 

25 subroutines, the most important of which is PARSE, which analyzes each 

character of each statement for type. 11 0 The subroutine was modified to additionally 

count the number of program paths for the McCabe metric by counting all branch 

statements such as GOTOs and IFs; and process any number of subroutines producing 

separate metrics. 

The program produces a report consisting of a module by module count of 

operators, operands and pathways along with a summary of the modules with more 

:letailed calculations of volume, programming effort and implementation time. It also 

oroduces an overall rating of program complexity on the scale of 0 (very poor) to 7 

(excellent). 

109The program(s) must reside in the users work area for access. 

110Generously supplied by General Electric Corporation, U.S.A. 
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A brief explanation of subroutines is as follows: 

INITP - initializes the programs limiting variables (e.g. Array sizes), 
inputs 1 st source line and checks for empty source files. 

OPENF - uses the SRCH$$ PRIMOS operating system routines to 
open the file, Complexity-Report, depending on the user 
option given, i.e., No report, summary report, detailed report. 

CLOSEF - uses the SRCH$$ routine to close the above file. 

INITEM - initializes counters for each statement to be counted. 

PAGE - writes page heading of Complexity-Report on new page. 

NULINE - increments line counter and performs "page". 

NUSTMT - detects complete statements after ignoring comments and 
packs the statement into the array source, prints the lines 
processed and holds the next line to be processed upon exit 
of the subroutine, checks for too many continuation cards 
and for end of file and end of module, checks for" ," in GOTO 
and DO staterDents. 

PARSE - main subroutine - branches according to the first letter of 
each statement. Checks that the statement is a FORTRAN 
statement. 

GOTO -

SKIP -

SCAN -

enters a number into the GOTO table and increments 
counter. 

skips blanks until a non-blank character is encountered. 

returns the type of the next token, i.e., 1 = number, 2 = 
special character, 3 = variable. Calls routines to evaluate 
numbers and to check the user symbol table for variable 
names. 

LOOKUP - checks user symbol table for matching variable name, 
increments usage count if found. 

283 
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processes an expression until end of line counting the 
number of operators, arrays, functions, etc. 

PMATCH - returns index of right parenthesis in source matching for left 
parenthesis that have already been scanned. 

WRTNAM(/) - writes users symbol and frequency of occurrence for the ith 
symbol. 

DIMCHK - checks for arrays in symbol' table and determines 
length-entered in array table. 

PRSTAT - output statistics for the module. First, a listing of the 
operators and frequency and a listing of operands and 
frequency. 

SUMMARY - outputs summary for all modules and produces volume, 
time, bug and pathways calculations. 

The subprogram uses four files: 

1. (SYSIN) Input file defined by user (permanent). 

2. (COMPLEXITY-REPORT) Output file for report (permanent). 

3. . (SCRTCH) Scratch file for storing data for summary 
(temporary). 

4. (SYSOUT) File for writing any of the detailed reports not 
immediately required by users. If print option = 1 then 
SYSOUT, SUMMARY = dummy. If 2, SYSOUT = dummy, 
SUMMARY = Complexity-Report. If 3, SYSOUT, 
SUMMARY = Complexity-Report. 

Summary Variables 

ETA1 = # of operators. 

ETA2 = # of operands. 

N1 = total # of occurrences of all operators used. 

N2 = total # of occurrences of all operands used. 

N = actual length. 

284 
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NHAT = estimated length. 

VOL = estimated program size. 111 

E = # of mental discriminations. 112 

TIME = estimated time to fix bugs. 

BUGS = estimated bugs in module. 

Halstead Equations 

N = N1 + N2 

NHAT = (ETA1 * LOG2(ETA1) + LOG2(ETA2) 

VOL = N * (LOG2(ETA1 + ETA2)) 

PROG LEVEL = (2 * ETA2) / (ETA1 * N2) 

E = (VOUPROG LEVEL) 

TIME = E/18 

BUGS = (VOU3000) 113 

Complexity Metric = (AVG. PROG LEVEL + (4 - (100 * # OF 

PATHS/TOTAL VOL) + 0.5)). 
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1-11 Based on complexity/# of operators and operands - not lines of code. 

112Eighteen (18) was chosen as the normal Stroud number as typical of 
the number of mental discriminations capable per knowledgeable individual per 
second and was used by Halstead in his work (range 5-20). 

113Three Thousand (3000) is Halstead's suggestion for a bug count - no 
mathematical justification for this relationship.is known, it has been validated for a 
number of programming languages, see Section 5.14. 
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The analyzer produces statistics for each module scanned and produces 

the following frequency listing of all operators, operands and the number of each 

type of statement. Additionally, the number of paths in the module is calculated 

using the McCabe method as shown. This information is saved after each 

module. At the end of the analysis the Halstead equations are performed and the 

resulting complexity level is fitted to the scale 0-7. This metric is then saved for 

the summary metric. 

Statistics for this Module 
Operator Frequency 

E.O.S. 
IF 
.EO. 
GOTO 
GOTO 
GOTO 
GOTO 
GOTO 
GOTO 
GOTO 
GOTO 
GOTO 

23 
8 
8 

6 
7 
8 
9 

11 
12 
13 
14 
5 

N = N1 + N2 = 
NHAT = 
PATHS = 

REM 

ANALYZER VERSION 2.1 

1 
1 
1 
1 
1 
1 
1 
1 
8 

ETA 1 = 12 
N1 = 55 

88 
135 

9 

Operand 

C 
F 
H 
CH 
o 
a 
R 
S 
T 
CALLCF 
HELP 
CALLCL 
CALLSE 
CFILES 
L1STF 
RPRT 
L1STO 
LISTS 
L1STT 
SETUP 
CLOSUP 

Frequency 

1 
1 
1 
8 
1 
1 
1 
1 
1 
1 
2 
2 
2 
1 
1 
1 
1 
1 
1 
2 
2 

ETA2 = 21 
N2=33 
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7.4 PORTABILITY METRIC ANALYZER 

The Portability Analyzer is a subroutine which examines FORTRAN 

programs line by line for code not conforming to ANSI standard FORTRAN or 

S-FORTRAN. The subroutine makes use of the PARSER subroutine. The 

subroutine flags each statement line in the FORTRAN program found to be 

incompatible with standard FORTRAN annotating a number of *'s from 1 to 3 

depending on its severity level. 114 Each flagged or unflagged line is spooled to 

a print file, PORTABILITY-REPORT, which the user may optionally have printed. 

The subprogram keeps count of the number of violations and computes a 

portability level from 0 to 7. 

A Brief Explanation of the Method 

After user specification of the portability subsystem and the type of report, 

control passes to the portability subroutine which requests a program name for 

input to the processing phase. 

After initialization of parameters, the subroutine scans each line of code 

checking these for non-standard ANSI FORTRAN. After the scanning process, 

each line of code is output to the PORTABILITY-REPORT for possible later 

114This 1-3 range is totalled and averaged to form the portability level. 
The severity level per statement is by author choice and may be modified. This 
index could be expanded further by a more in-depth study of individual statement 
complexity and conversion times for specific machines. 
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printing. The following statements are currently being evaluated by the portability 

subroutine: 

ASSIGN ENTRY NAMELIST 

BACKSPACE ENO- (Various kinds) OPEN 

BLOCK DATA EXTERNAL PROGRAM 

CALL EX IT - (Vari ous ki nds) PROCEDURE 

CALL EXIT EXECUTE· PRINT 

CLOSE EQUIVALENCE PAUSE 

CHARACTER ELSE READ 
• 

COMMON ELSE IF REAL 

COMPLEX FUNCTION REWIND 

CONTINUE FORMAT RETURN 

CYCLE (Various GOTON STOP 
kinds) 

CASE EXPR GO TO 0, VAR SUBROUTINE 

CASE OTHER GO TO N, 0 UNDO - UNDO IF, 
UNDO LABLEL, 
UNDO LABLE IF 

DOUBLE IF - IF 0 STMT, WRITE 
PRECISION s-fortran IF, IFOL, 

L,L. 

DO - ordinary, IMPLICIT 
s-fortran, case, 
lable, case sign 
of, forever, 
while, until. 



DIMENSION 

DEFINE 

DATA 

END 
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INTEGER 

INTRINSIC 

LOGICAL 

LABEL STATEMENT 

289 

If any statement is encountered not in the above list, it is added to the aggregated 

total count of statements, given a weight of severity equals 3 and averaged. This 

weighting of non-standard statements could (and probably should) be 

increased/decreased after a subjective assessment is made by the user of the flexibility 

and efficiency of a particular statement and problems converting the statement to a 

particular configuration. The REM itself uses a variety of statements unique to the 

PRIME operating system which, for example, were aggregated into the analysis of 

portability of the OFT modules at severity level equals 3. If the user was implementing 

the REM on any other system the severity level should be raised. All severity levels of 

all scanned statements are changeable by the user as well as the use of the 

simple average. Severity levels currently used are subjective and supplied by the 

author. 

An example of an analysis with the annotated severity is presented in the 

PORTABILITY-REPORT listing on the next page. 

After the analysis, a metric is derived indicating the modules overall level of 

:Jortability on the 0-7 scale and is saved for the me~ric summary. 



258 
259 
260 
261 
262 
263 
264 
265 
266 
267 
268 
~69 

270 
271 
272 
d73 
274 
275 
276 
277 
278 
279 
280 
281 
~82 

283 
284 
285 
286 
287 
288 
289 
290 

813 
814 
815 
816 
817 
818 
819 
820 
821 
822 
823 
824 
825 
826 
827 
828 
829 
830 
831 
832 
833 
834 
835 
836 
837 
838 
839 
840 
841 
842 
843 
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121 READ(THREAT.07.REC=1.ERR=120) MAX 
104 WRITE(THREAT.07.REC=1) MAX+l 

WRITE(THREAT.08.RECcMAX+l) PRo 
1 FN. 1* FEATURE NUMBERS *1 
2 NAME 

WR ITE (L 16) MAX+1 
GO TO 101 

120 MAX=l 
WRITE( L 15) 
GO TO 104 

105 WRITE( 1, 09) 
READ ( 1. *) RECNO 
READ(THREAT.08.REC=RECNO) PR, 

1 FN, 
2 NAME 

WR ITE ( 1. 10) NAME. 
1 PR 

106 TEMP1=LEN(FN) 
IF (TEMP1 . EG. 0) GO TO 108 
WRITE(L 11) (FN(TEMP2).TEMP2=1,TEMP1. 1) 

108 WR ITE ( 1. 12) 
GO TO (108, 109. 110).NOYES() 

1.09 WRITE( L 03) 
READ(1.04) NAME 

110 WRITE( L 13) 
GO TO (110.111. 112). NOYES() 

111 CALL GET(PR) 
112 WR ITE ( 1. 1 4 ) 

GO TO (112. 113. 115), NOYES () 
113 WR ITE ( L 05) 

DO 114 TEMP1-I. 5.1 
FN <TEMP 1 ) =0 

114 CONTINUE 

970 FORMAT( 'ERROR IN f'"ILE ',11,' RECURD '.13.' NUMBER '.11) 
980 FORMAT(lX.2I3.Fl0.2.63X) 
990 FORMAT( 'ERROR: SUM IN RECORD '.13.' SHOULD EGUAL '. FlO. 2) 
C 
C 

RETURN 
END 

* 
* 
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** 

* 

* 

C----------------------------------------------------------------------c 
SUBROUTINE COBJCTS 

C .......... ALTER OBJECTS FILE 
INTEGER TN. BROTH. COUNT. FEATUR. FLAG. HIER, JOB, LEVEL. MAX. NEXT. 

1 OBJECT,RECNO,REPORT,SCRTCH,SON,TEMP1.TEMP2,TEHF3. 
2 TEMPTN. THREAT, TOP 

REAL DUMMY1. DUMMY2. DUMMY3. DUMMY4. DUMMY5.COST,NAME 
CHARACTER CH ** 
DIMENSION DUMMY2(76),DUMMY3(4),DUMMY4(73),DUMMY5(79), 

1 HIER(20),NAME(48),TEMPTN(5),TN(SO) 
COMMON IFILESI OBJECT.FEATUR. THREAT, REPORT. SCRTCH 
EXTERNAL LEN 

01 FORMAT(' Do you wish to alter the obJect"s v.lue? (Y)es. 'I 
1 (N)o: ' 

02 FORMAT(I' What type oP altering do you want to do:'1 
1 1: insert record into system Prom obJects j!ile. '/ 
2 2: delete record From system. 'I 
3 3: insert new record into obJects rile. 'I 
4 4: alter existing recor.d, 'I 
5 5: quit. I 

03 FORMAT(' State record number: ') 
04 FORMAT(lX.79Al~ 

05 FORMAT(' State hierarchical number. 'I 
1 iF setting up the Pile leave blank: ') 
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7.5 MAINTAINABILITY METRIC ANALYZER 

The Maintainability Analyzer attempts to measure the maintainability of a system 

through a dialog with the user. To accomplish this, the user is called on to answer a 

series of weighted questions concerning the system in the following areas: 115 

1. Class of User 

2. Level of Documentation - technical; easily read 

3. Analysis of Program general appearance; amount of in-program 

documentation; meaningful variables 

4. Analysis of Off-line Documentation - identification; functional description; 

program structure (description, data structures); input and output 

parameters (input, output); testing; flow diagrams; listings and output. 

The questions are changeable using the system editor and there is no limit to the 

number of subject questions. The questions were chosen for example purposes only. 

The set of questions are weighted subjectively and again the user is encouraged to 

modify both the questions and the weighting to fit their needs. 

Brief Description of the Method 

After user specification of the maintainability subsystem and the type of report, 

control is. passed to the maintainability analyser which prompts the user with an 

explanatory message and a listing of the subject areas to be questioned. When the 

115These weights can/should be modified to fit specific user's 
needs/environments. 
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user is ready, a series of questions is asked concerning the above subject areas. 

Responses are from 1 to 5 with 1 being strongly positive, 2 - agree/yes, 3 - no 

response/no reaction, 4 - disagree/no, 5 - strongly disagree/positive no. The answers 

are independently weighted and a metric is derived from 0 to 7. 

List of Questions Used in the Test Model 

1. Is the person likely to be maintaining the software familiar with most of the 

programs? 

2. Is the person likely to be maintaining the software familiar with the language used 

in the program? 

3. Does that person find the off-line documentation readable? 

4. Does that person find the off-line documentation too technical for easy reference? 

5. Are -the programs easy to look at visually? I.e., Are they 'NICE' to look at? 

(Indentation, structure, etc.) 

6. Is a large percentage of the program made up of comments? 

7. Do the comments say what is actually happening rather than being just another 

block of code? 

8. Are subroutines and functions often used (as opposed to doing calculations and 

other small jobs in the main blocks)? 

9. Is the person (or persons) responsible for writing and/or maintaining code 

known? 

10. Is the program name explicitly stated? 

11. Are dates of writing and subsequent updates given? 
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12. Is the purpose of the program explained? 

13. Is the purpose easy to understand? 

14. Are necessary references given (to methods used)? 

15. Is the method used by the program described? 

16. Are subroutines and functions in a particular order (is this order easy to follow)? 

17. Can subroutines and functions be located quickly? 

18. Do large programs contain indices to these? 

19. Is the purpose of all the variables and arrays defined? 

20. Are these in a readable list? 

21. Is the type defined for all variables? 

22. Are input types and formats specified? 

23. Are controls used in the input section to restrict data values? 

24. Is the source of all input defined? 

25. Are examples of. input given? 

26. Is output clearly defined - i.e. Do you know what is being output? 

27. Is the destination of output known? 

28. Are examples of output given? 

29. Is testing which has been done on the software documented? 

30. Are flow diagrams of method given? 

31. Are the programs reliable? (You may use the Halstead metric as a guide for this.) 



RisklThreat Based Analysis Auditing 294 

32. Are the programs very portable? (You may use the portability metric is a guide 

for this.) 116 

The questions and sample responses are presented in Chapter 8. After the 

questions are answered, a metric is derived on the 0-7 scale and control passes to the 

control module for the metric summary. 

7.6 THREATS/OBJECTS/FEATURES METRIC ANALYZER 

The Threats/Objects/Features Analyzer is a computer installation security 

analysis system based on a model of the target computer system. The model defines 

an installation as a set of Objects with a loss value. Threats, each with a likelihood, 

may act upon the Objects, any of which may be protected by Features, neutralizing the 

Threat or Threats with an associated cost. The basic structure of the model follows 

earlier work in in security system design (Clements, 1977). 

The security subsystem maintains three files: 117 

1. Objects. 

2. Threats. 

3. Features. 

116These last two questions were included to show that 1) Reliability and 
Portability can be part of a Maintainability Metric and 2) that any of the subsystems of 
the REM are individually usable and adaptable to the users environment. 

117 All are direct access. 
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Objects File 

The Objects file contains information concerning items of value to the installation 

such as specific hardware, software, etc. The Objects are inserted into the Objects file 

in tree diagram form denoting an Objects position in a major Object group (Hoffman, 

1978). This structure is shown below. 

2. Software 

.... 2.1 operating system 

'" .2.2 programs 

........ 2.2.1 applications 

........ etc . 

.... 2.3 data 

." ...... 2.3.1 payroll 

........ 2.3.2 personnel 

3. Hardware 

.... 3.1 CPU 

.... 3.2 Disks 

........ 3.2.1 Drive 1 

118 .... etc. 

1181f the assessor encounters a non-centralized installation he/she may 1) use 
multiple schema sets as are illustrated in the Hardware Reliability Analyzer, 2) elect to 
treat Threats as affecting all of the same type of Objects and analyzing the reports for 
unique or specifically unprotected Objects or Threats. 
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Object File Hierarchy 

The Object file also contains the objects cost within its level, i.e., the sum of 

sub-level costs should add up to the parent record cost. 119 These costs can be 

based on historical, replacement or other values and are easily changed using the 

update system. A replacement cost method, however, allows a better judgment when 

matched against possible system suggestions for Feature (protection) implementation. 

Additionally, the Object file contains up to 5 Threats which may impact the Object 

and a Threat applicable to an Object is deemed to affect all lower level Objects. The 

number of objects is limited to 999. 120 

An example of the Objects file is presented on page 298. 

Threat File 

The Threat file contains a data base of known Threats impacting information 

systems. From this list, the user identifies Threats applicable to the unique Objects in 

119 A subroutine CHECK checks these values at each system list and identifies 
conflicts. There may be cases where the cost of replacing individual parts of an object 
is more than the cost of the whole object. The subroutine does not prevent this but 
simply identifies this fact to the user. 

120Five Threats associated to each of the possible the possible 999 Objects are 
REM parameters which appear to the author to adequately handle most systems and 
their choice was subjective. Similar parameters apply to the other data files. 
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his/her information system by their associated Threat numbers.121 These are 

annotated in the Objects file. 

The Threat file is composed of a Threat number, Threat name, number of 

occurrences in any of the following scales of occurrences per: 

1. Hour. 

2. Day. 

3. Month. 

4. Year. 

S. Century. 

The user estimates the frequency of the Threat after selection of one of the above 

time scales and an annualized Threat occurrence is automatically computed. The 

Threat file contains from 0 to S Feature numbers which may neutralize this Threat. The 

user may add, delete, or change any Threat information. The Threat file is limited to 

999 Threats. 

1211t would have been possible to have the system identify a set of Threats 
applicable to the Objects automatically, however, the range of Threats to any Object in 
the tree is very installation and system dependent, i.e., the Threat of flood. I felt that a 
suitable external Threat document would be better suited to allow for user choice. A 
system for pointing out Threats to Objects could, of course, be constructed. 
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R~M threat'~ file: 

th I' e'l t 
nllnlbe r 

2: Unautharis~rt QCC~~S R~ad/Writ~ 
3: Modification uf op0rating Sy~t~M and Gystem routines 
4: Inadequate contra Is on 1/0 facilities 
5: Password cOMprnMiL~' 
6: 
7: 
8: 
9: 

10: 
11 : 
1':> • 
13: 
14: 
15: 
16: 
17: 
13: 
.19 : 
20: 
21: 
"l"l. ..:.. ...... 
23~ 

24: 
2~: 
26: 
27: 
23: 
29: 
30: 
31 : 
32: 
33: 
34: 
35: 
36: 
37: 
38: 
39: 
40: 

UnC;QC1lreti ~.;tur(J,rJ~ mel1i 1lnt 
Mndification of stored state vector 
Unauthorised CE activity 
Erron. or inadequate usage of protection facilities 
Extra copien af output printed 
Duplicate~ printed 
Printing ~estQrtod before end 
~ccess outsida of allocated Memory 
Line t'lpping 01111 !ipaofing 
Unautori~Qd a~ce~&: Read 
U~e of erroneous di~tribution labels 
Use of ~rronCOUh Distribution lists 
Theft of nl'lil 
Expo~>ect output 
Exposed output in user possession 
Exposud output within distribution system 
Expos~d output at operator's console 
Exposed output - work in progress 
Un"u t.ori~ed r~'.ldin(J of terrnin(.ll t,mffers 
Indir~ct exposure of output 
Unallthorised acce,;;':;: ljrite 
Modification or spoof of mail transactions 
Unaut.horised modification of datu during preparation 
Data preparation ~rrQrs 
Modifie'ltiun of I)rigin'll written n(.lta. input 
D~fective iMpluMuntation of operating ~y&tern 
Inf).d~qll(.lte debug()ing . 
Incompluta o~erution specifications 
In'ldaqll'lte or erroneous error handling 
Expohuru following abnorma.l end 
Dishonast programs 
Unexpected alteration of read data 
T~rrorist".l 
Disgruntled former employees 
Ij'lnd.lls 

41: Interruption of service (prograrna.tic) 
4':>' Theft of ~quipment (interna.l) 
43: Theft of service 
41: Theft of suppli~s 
45: Theft of equipm~nt (external) 
46: Interruption of ~ervice (non-progr~rn~tic) 

299 

Dccurren~es f8Qtur~s which 
'n~utrQli~a thr~Qt' 

nO.50000 2 
2.0()OOO 2 

3..',5. ~?5000 2 
9f., .00000 5j 

to.OOOOO 6 
48.00000 1l 
48.00000 2 

87M,.OOOO() 31 
3,~)~:;. 2::i()()O 11 

2.00()OO 16 
76.00()OO 1. 6 

365.2::jO()O 21 
5.0()()()O 20 

365.25()()() 43 
0.00000 
3.00000 10 
1.00()()() 2 

1095.7:JOOO 37 
87,',6.00()O() 36 

730.50000 16 
43830.00()OO 37 

1095. 7~iO()O 37 
3.0()()OO 6 

365.25000 10 
3,,',::;. 2~OOO 47 

0.50()O() 
10.00000 4 

17532.0()OOO 13 
IJ.()OOOO '\ 
2.00000 

10.0()()()0 12 
15.000()O 12 

4383.00()O() '17 
365.25000 50 

2.()OOOO 4 
365.25000 51 

O. :~OOOO 4 'I 
2.00()()() 35 
4.00000 ta 
0.50000 56 
1.00000 44 

13.00000 35 
4.00000 18 
2.00000 57 
7.00000 57 

3 5 6 8 
3 4 8 22 
5 14 19 23 
7 e 9 19 
8 11 23 

14 21 26 32 
22 27 28 32 
30 53 
4 ~ ,j 

25 2t) 32 2 
29 

36 
10 '27 40 
38 39 
39 
2;3 36 37 34 
38 
.38 41 55 
22 42 
40 

12 46 49 
15 211 31 46 
49 

15 17 24 50 
15 2'1 50 
24 30 31 '50 
5'1 58 
17 2250 59 

18 44 
44 59 
58 51 
57 
33 27 
14 57 

46 

9 

REM Threat File with Occurrences and Features 
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Features File 

The Features file contains a data base of known Features which may be 

implemented to neutralize information system Threats. From this list the user may 

identify Features which mayor may not be implemented in his/her information system. 

As a help, the file also contains up to five Threat numbers which the Feature may help 

to neutralize. Like the Threat file, this data base is envisioned to have been 

constructed by a knowledgeable outside group to reflect current costs, occurrences per 

year and technology. 

Each record of the Features file contains a Feature number, Feature name, cost 

per annum, and from 0 to 5 neutralized Threat numbers. Additionally, the system 

produces a separate listing of current Features implemented within the system 

:::ross-referenced to the applicable Threats and the cost of the Feature per annum. 

An example of the Features file and the Features currently implemented 

:>rotecting the named Threats to the target system is presented on the next two pages. 

7.6.1 USING THE SUBSYSTEM 

To use the Threats/Objects/Features Security Analyzer, the user may execute 

3ither of two menu options from the control program: 

1. Threats/Objects update; 

2. Security metric analysis. 



record 
nl.1p\Jj~r 
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2: Slj'ltl!rrI 11CCe1j'-j control Illcct\t"lni~:illl 

3: Mini.IIlulII outllor'j~'lt.iun j,nlicll 
'1: [101 • .11 '.1l1thor i'';'ltion r,~c'i'lil'l~d for ch':lnl]~s 

5: Log of att~mptcd violatiun~ 
05: S~lf modifljinl] I/O rOllti.n~s nnt 'lllol,)~d 

7: [iir.:ction in p,j~'!.''''CJrd choice 
8: Stor~ in ~ner'Jptl,d fOrll, 
9: U~.e of int~r'lctiv" autl.enticati"n pr'ocedure 

10: Ada'lu'lt" .lce",;,; eon·trols (pl'Y'~·;ic(ll.) 
11: Sturou" in prut~ct"d btorog'" 
1 'j. H'ull'ln v~rific(ltirJn of ",uthoritlj strl.1ctlll'e 
13: Supcrvi~ion Df adminj~trati.ve ~tructl.1re 

1'1: Cl"ar ~a';Y' to us~ protection facilities 
15: Ad"'iuat~ dncum~ntation 
16: Print lug 
17: Sup~r Uh~r authorihation recquired for chanoos 
18: ACC~S5 control (physical) 
19: nutomatjc d~lay after invalid login attempt 
20: Encrypt~d iransmissions to terminals 
21: nd~qu(jt" and enforc~d librarY' facilities 
22: U·;'.lg~ log 
23: Prup~r labo11ing 
24: Prup~r sY'jt~rrI defiign 
25: Ad"quoto I/O contro1~ 
26: Prutection of state vector 
27: ndOli.ni~;tr·Qtjvo cunt.rols 
28: Lim~tud C[ access 
29: Encrt,tvtj un 
30: Eff~ctive hllm'.ln ~n<jin~'!ring 

31: lI!.or "duLotjon 
3'j· S~curity conscious I/O routines 
33: C(lJ'~ful admj.nj~trQtjvQ ~'r'ocedure$ 

3'1: 11I1~.ortflnt 1I1"il 'jont r~IJi.st"r~d or bY' couri"r 
35: Immcdiatu exp1. of emploY''''. at fire/resignation 
36: D"liyory cQnfirMation 
37: Tr(lc~ lL1Q o-f ~;",n~.it:ivt!' o·utput 
33: Library faci1~tY' for sensitive output 
39: CJ~an d~skpoljcY' 
40: GI".lrding work on tr"ln~;it 
41: Guarding work in proc.~~ 
42: BufP~r ~rll~~ m~~hanism 

43: Pap.r shr~dd~r 
44: GU(lrd b.lilding 
45: .D~btruction of carbon paper and ribbons 
46: Socond purson yurification 
47: Ch.::c k ~.uo'~' 
48: Sof'tw.~re check., 
49: Origjnutor v.rifictjon 
50: T,,~;ting 

51: Data L~~t~m audit programs 
52: Tasting and vorificfltion 
53: Adequat~ doculI1ontation and de~ign specification5 
54: Progr(IOl t",;ting '.lnd Y'lli<i'ltion 
55: Prog~amOlor education 
56: Cod~ inspection, recompilation 
57: In~urance 
58: Te9ting on setup <iata 
59: STORAGE OF TEST PROGRAMS 

r.DS.t 
(0;;) p/'I 

17500.00 
:'100 .. 00 

500.00 
f.OO.OO 
4()0 .. OO 
::>OO.O() 

5500.00 
900.00 
3~O.00 

11 00.00 
4000.00 
7000.00 

t20.00 
12000.00 

100.00 
100.00 

21000.00 
SO.OO 

4000.00 
200.00 
300.00 
500.00 

10()O.OO 
100.00 

0.00 
4500.00 

0.00 
0.00 

2000.00 
2500.00 
2700.00 

0"00 
350.00 

20000.00 
100.00 

50.()O 
75.00 

0.00 
t1 000.00 
11000.00 

().OO 
300.00 

50000.00 
750.00 

10~)0.OO 

2~jO. 00 
0.00 

1300.00 
4500.00 
900().00 

2 
2 
3 
3 
4 

6 
7 
13 
8 
8 
9 

10 
36 
38 

5 
14 

7 
2 
2 

36 
1\ 
7 
8 
8 

14 
29 
3-1 

2 

21 
39 
17 
19 
19 

1.8 
23 
2'1 
20 
38 
10 
29 
20 

2t1 
36 

5 

31\ 
36 

17000.00 
500.00 

1000.00 
0.00 23 

2500.00 36 
20000.00 

400.00 '34 
25.00 36 

REM Features File with Cost and Threat Data 

4 

30 
:' 
2 

3 

17 
6 
3 

2'7 
1 

29 
11 
34 
39 

1\ 
24 
1'3 

3 
1\ 

31\ 
13 
13 
18 

34 
29 

3 

21 
21 
21 
19 
25 

lei 
39 

20 
36 

::>9 
35 

3 

33 
31 

35 

301 

Hl 8 13 

36 28 
6 24 
6 24 

6 2 

1.8 25 28 
10 
2f:1 32 33 

7 9 
32 33 34 
12 21 
32 
40 
24 

8 24 36 
21 6 
33 32 '29 

9 
9 
7· "13 

20 
22 23 
22 23 
20 22 
38 

46 44 42 

30 

30 
34 32 
32 34 

29 9 
35 
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-_ ... --_ ... _-_ .... _-- -_ .. _ ... _--------_ ... __ ..... _-_ ... _--_._---_ ...... ...,._ ... -.............. _--' .... _._ ... _._._" ..... -":"'''--'- .. _ .. 

3: Minimum .:lu-t.I·ltJri~ .• :.ti()n puLicy 2100.00 (t·) 1·/a 
thre'lt 2: Un'lolt.hl)ris~d 'lcce,;'oi R~'H1/Write 
thrt,.:,t :3:. M(JIji f:i.r.)tiun of ul .• ,;,r'lt.:ln9 ~.l,1~,tC·III 'lnd ~.~r~,,.tl"lll l'olJti n"s 

1: Du~l authori~ution recquir~rt for changes 500.00 ($) pin 
thr~~t 3: Modification of op0rating syst,;,m and sl,1stem routin~s 
thr'~'lt :30: Mortif'ic •. ltiun uf ul'igirlo:ll. writt.::n tj':lt'l inpolt 
thrt::(J"l.. 31..: D:i.~~hl)nL's1.. proCjr(l.l'l!. 

thr~at 28: Unauthwri~~d modification of data during preparation 

~: Log of attempt~d violutions 600.00 ($' pia 
thre~t 3: Modification of operating sl,1~tem and system routines 
thr~~t 2: Un(ll~thori~~M ucc~s~ R~art/Writa 

thrc~t 6: Unsecured Lturag0 medium 
threat 24: Unauturised rending of terminal buffers 

6: S~lf mudifying liD routines not allowed . 400.00 (t·' p/'l 
thre'lt <l: In'ld~qll'lt" controls on liD facilities 
thr~at 2: Unauthorised accec& Road/Write 
threat .S:' Un'.;ccured ·,;tor •. l<Ju merlillPI 
thrgat 24: Unautorisgd reading of terminal buffers 

7: Direction in P'l,,;,p,./orti choir:e 
thr~at 5: PQ!~sword comprol"i~c 

200.00 (<;) pia 

6: Star", 
thr"(lt 
threat 
thre·.t 
thrgat 

in encryptgd form 5500.00 
5: Pn~'j~~qrrt compromise 
3: ModifiLation of operating &Ybtem and ~y~tmM routines 
6: Uns.:cllred 5 tor 0:I<],~ Il,,~rtiolPI 

2: Un~uthorised access R0Qd/Write 

(~) pia 

9: U~e of inter~ctiv. Quthentication pror:edur~ 900.00 ($) pia 
threat 5: Pas5word.comprcmi~e 

10: Adequatc access controls (physical) 350.00 ($) pia 
thre'Jt .5: Unser:lJr.:d stnr'lC]e mertiolPl 
thr.~t 17: U~e of erroneOUb Distribution lists 
thre':lt 18: Ti'\.eft of PI.lil 
threat 25:' Indirect exposure of output 
threat 28: Un'llithoriseri Plodific"ltion Qf r:1o:1ta dlJring pr .. paration 

11: Storage 
thrQ(lt 
thr.,Qt 
1;.hr.:at 

in 
7: 
6: 

10: 

protected storage 
Morlification of 5tor .. d state· vector 
Un~ecured storage medium 
Extr.j. copies of Olltpllt printed 

1100.00 ($) pia 

12: Human 
thl'e'lt 
threat 
thr.:at 
thr~at 

thr':'lt 

verification of authority structure 4000.00 (C) pia 
8: Unauthorised CE octivi~y 
3: ModificQtion of operating system and bystem routines 

28: Un(lolthori,.; .. rt 11Iorlifir:'ltitJn of rlat.'! riuring preptlrat..ion 
3?· InodequQtg debug~ing 
33: lncumplute operution sp .. cifications 

13: Supervibion of adminj&trative structure 
thr.:.'lt.. 8: Un'luthoris~d CE activity 
threat 29: Data preparation errors 

14: Cl~ar 
thretlt 
thrtlo.t 
threat 

eo.uy to u.~ protection facilities 
8: UnQllthori'ied CE activity 
'I: Inadequo.te controls on 1/0 facj]ities 
7: Mortification of storert state vector 

REM Features Implemented in the Test System 

7000.00 ($) pia 

120.00 (~.) ria 
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Threats/Objects Update 

The Threats/Objects Update specification calls the subsystem and presents the 

user with another menu allowing: 

1. List Features file. 

2. List Objects file. 

3. List Threats file. 

4. List the whole system. 

5. Change any file. 

6. Help.122 

7. Quit. 

Items 1 - 4 result in a terminal and hardcopy listing of the files. The change 

Jption presents the user with another menu requesting the file to be altered. 

If the user has selected the Objects or Features file for changes the following 

llenu is produced: 

1. Insert record into system from Objects (Object/Features) file. 

2. Delete record from system. 

3. Insert new record into Object/Features file. 

4. Alter existing record. 

5. Quit. 

122Help exists but produces only a list of menu options at this time. 
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If the user has selected the Threat file for changes, the following menu is 

produced: 

1. Insert new record into Threat file. 

2. Alter existing record. 

3. Quit. 

These two processes are different because Objects and Features mayor may not 

reside in the system while the Threat file acts as a data base and records are not 

removed. 123 After each selection a guided input form is given for the particular insert, 

delete, or change. The user is allowed to change the Threat file to allow for the 

inclusion of unique local Threats. A Threat locking mechanism could be developed to 

protect the externally maintained Threat information from alteration. 

Security Metric Analysis 

The Security Metric Analysis routine is invoked from the menu. After invocation, a 

report option is produced as for the other subsystems. If no report is specified, then the 

program returns only a metric number for the system (0-7). The summary report returns 

the following information: The analysis of the system listing the Object and their 

number along with any Threats affecting the Object not yet neutralized by a Feature or 

Features; The value of the Object; The loss from the Threat calculated on the basis of 

123The Threat file is intended to be maintained by a knowledgeable person or 
group having more complete knowledge of, the range of likely current Threats to 
Information Systems thereby lowering the knowledge level needed by the assessor 
using the REM. The assessor needs only to specify the information system and those 
Features (protections) it currently contains or may contain at some future date for 
comparison purposes and a cost/benefit analysis. 
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occurrences per year, i. e., a Threat occurring once per month would be multiplied by 

12; The cost to implement a Feature or Features which neutralize the Threat or Threats 

(only if the cost is less than the Threat loss); and a saving from Feature 

implementation. 124 System Object values are summed along with Threat losses. 

Additionally, the calculated security metric is produced. 

A full listing includes all of the above along with all the Objects, Features and 

Threats in the system (as for menu selection 4 in the Update system). 

An example of the Security Analysis is presented on the next page (numbers 

used are for display/highlight purposes only and may not be reflective of true 

Loss/Cost/Savings). 

7.7 HARDWARE RELIABILITY METRIC ANALYZER 

The Hardware Reliability Metric Analyzer is u.sed to assess the vulnerability of an 

information system to failure based on its hardware MTBF when used under stated 

conditions over a specified time interval. 

The system calculates a number of reliability and serviceability variables about 

the hardware of a computer system. The variables calculated and available with the 

summary or full report options are shown below. 

No-E - number of essential units of each type of unit in the system. 

B-1 - failure rate of system per 1000 hours of operation. 

124See Rittenberg, L. E. and Miner, D. L., Performing Cost-Benefit Analysis of 
Internal Controls, The Internal Auditor, Feb., 1981, for a discussion of this. 



§~£~t!tY_2nQ!Y2!~~ 

Hierarchical OLj~ct name V'J] 1.1 ... • 

nl.lPlb'~r Threat name L()':.~; 

Faature nama Cost Savino 
1--·----·-------·---·--1------1--------1---·--------------·-------------·-1------·---·-1----------1----------1-----·-----1 

·2 • .q.1. 

2.4.2. 

2.4.3. ... 

2.4.4. 

2.4.5. 

2.4.1., •. 

3. 

3.1. 

3.2. 

H'lrd.j'lI'e llU3000.00 

CPU (D~c/1070) 6~OOOO.OO 

Disk~ (4/100 MB) 225000_00 

Ptinter (1000) 90000.00 

R~Qder (400) 30000_00 

TQP~G (3/800) 170000.00 

Terminals (lO/VIS 200) 20000.00 

SOFTWARf 465000.00 

O~erQting 6y&tem 40000.00 
Defective implementation of operating By~tem i 80000.00 

Centre library 75000.00 

Parbonnel 40000.00 
Duplicates printed' 80000.00 

Print log 

('q:oplication J:.rogrQPI.~. 310000.00 
D~plicate5 printed -620000.00 

pJ·i.nt 101; 

POljroll 1 :'iOOO. 00 

F:i.nonci.)l 90000.00 

~1o:.11·ketinlJ ::.0000.00 

F'1.l1·ch(ll'.ing :?oooo.oo 

Inventory 120000.00 

Production 15000.00 

Cr:ntl'e 669000.00 

[lui 1 dl nlJ 600000.00 

Sljpplie~) 12000.00 

100.00 79900.00 

100.00 619900.00 

;g 
CJ) 

~ 
:::r 
m a 
OJ 

ffi 
CD a. 
::t> 
:J 
Il> 
'< 
~. 
CJ) 

::t> 
c 
a. 
a: 
:J 
c.c 

UJ 
o 
(J) 



QUAL -

MAIN -

UTIL -

RI-1 -

RI-A -

RI-E -

MDTI -

DT-I -

DT-A -

SV-1 -

SV-A -

SV-E -
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quality/design factor of system. 

system maintainability factor. 

unit speed/capacity factor. 

resulting incident rate per 100 hours for all units. 

resulting incident rate per 1000 hours for all units. 

resulting incident rate per 1000 hours for essential units. 

mean down time per incident. 

down time per 1000 hours for 1 unit. 

down time per 1000 hours for essential units. 

serviceability ratio for 1 unit. 

serviceability ratio for all units. 

serviceability ratio for essential units. 

Hardware Calculations 

307 

The module operates in an interactive mode by requesting information on the 

user's system. A data base UNIT of any number of system profiles is maintained and 

the user may add or modify any system profile. If a profile exists for a system, a report 

is produced (report option 2 or 3) detailing the results for each unit in the system based 

on the above calculations and giving a metric response from 0-7 (7 is best) for the 

system (all options). 

If a profile does not exist the user is asked to provide a name for the system, and 

details of its make-up - essential/non-essential units, their number, essential 



RisklThreat Based Analysis Auditing 308 

quality, design, maintainability, utilization, speed/capacity and mean down time if a 

failure is experienced. 125 

As each unit is entered, a check is made that the unit (for example, a Burroughs 

A9 CPU) is contained in another data base known as the COMPONENT file. The 

component data file contB:ins the hardware make-up of the unit and contains the 

number of individual components used in that unit (such as integrated circuits, 

transformers, diodes-type 1, diodes-type 2, etc.), arid their known failure rates. 126 

If the unit specified is not currently stored in the data base, the user is asked to 

provide a hardware components make-up of the unit along with known failure rates per 

million hours. 127 The user would need to follow the following steps: 

1. Obtain a list of the system units; 

2. Generate application-dependent data on each part; 

3. Obtain information on component properties such as integrated circuit 

complexity and maximum stress limits. 

125These questions require a general linguistic variable indication such as 
good, medium or poor. According to the answer, a factor is assigned which is later 
taken into account in the reliability calculations. 

126This type of component file is presently used by the RAYTHEON company in 
quality control to meet U.S. Government reliability reporting requirements (Wong, 
1981 ). 

127Uke the Threat/Features data base, it is envisioned that the Components data 
base would be maintained by a central, well-qualified data base administrator or 
independent organization. 
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4. Refer to failure rate models and tables such as U. S. MIL handbook 

217. 128 

The unit data base contains pointers to the start and stop locations of the 

components in the component data base. Once all the data about UNITS and 

COMPONENTS is gathered which is not already on file, a basic failure rate is 

calculated for each unit by accessing the failure rate for the components in the unit, 

multiplying it by the numbers of that component, and adding it to the total. This then 

provides a failure rate per million hours for each unit which is divided to obtain a failure 

rate per 1000 hours. Other calculations are then performed including a resulting 

incident rate after all factors have been taken into account and serviceability 

calculations such as the serviceability of multiple units have been performed. 

Totals for all units are also calculated for the following variables: RI-1, RI-A, 

MDTI, DT-1, DT-A, DT-E, SV-1, SV-A, and SV-E. 

An example of the unit file and the component file is presented on the next page. 

128Department of Defense, U.S.A. 
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UNIT DATA FILE COMPONENT OAT A FILE 

Unit Mean Down Time Component Failure Rate 
CPU 3.02 Integrated Circuits 0.10000 

Diodes-T1 0.05000 
Diodes-T2 0.20000 

Component Number Transistors-T1 0.08000 
Integrated Circuits 210 Transistors-T2 0.30000 
Diodes-T1 15 Capacitors-T1 0.01000 
Diodes-T2 8 Capacitors-T2 0.12000 
Transistors-T2 21 Capacitors-T3 0.28000 
Capacitors-T1 190 Resistors-T1 0.06000 
Capacitors-T3 9 Resistors-T2 0.21000 
Resistors-T1 18 Transformers 0.15000 
Resistors-T2 205 Solder Joints 0.00010 
Transformers-T2 1 Connectors 3.30000 
Solder Joints 5113 Switches 0.30000 

Fan 3.50000 

Major Variables and Arrays 

UNITNM - A 20 character array for storing a unit name. 

COMPS - A 10 x 10 character array for storing eac.h component in the 

UNIT-COMPONENTS file. 

NCOMPS - A 100 integer array for storing the number of each component 

for a particular unit. 

UNIT - Same as UNITNM - stores unit read from UNITS FILE. 

TMP - 20 character temporary storage. 

SYSFU, RPTFU, UDTFU, UCSFU, CMSFU - are all used to store file units for 

each file opened. 

UNUM - number of units. 



NUNITS -

NUMUP -
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number of each unit. --

number of each unit needed to keep system up. 

311 

CMPNT - 20 character array for storing a component name. 

RECPNT, ENDPNT - points to beginning and end of a component list for a 

particular unit for the UNIT-COMPONENTS file. 

PP -

SYSNAM -

REPORT -

UTDATA-UNIT -

UCOMPS -

COMPTS(16) -

INC -

FRATE -

MDTI -

MTBI -

SERVC -

S(100) -

SA -

SE -

INC2 -

parameter passed, return value is overall rating for system. 

32 character system name. 

used for storing name of report file which is 

RELIABILITY -REPORT. 

data file name UNITS. 

unit-components file name UNIT-COMPONENTS. 

file COMPONENTS. 

result incident rate/1000 hours. 

basic incident rate/10 hours. 

mean down time per incident. 

mean time between incidents. 

serviceability ratio. 

serviceability ratio for each of up to 100 of the same unit. 

serviceability for all or one type of unit. 

serviceability for essential units (i.e. Units needed to keep 

system up). 

incident rate for all units. 
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INC3 - incident rate for essential units. 

CMPMFR - component failure rate. 

INCT, MDTT, etc. - Totals for each of the above. 

QUALF, MAINF - factors affecting reliability. 

An example of the Reliability Analysis is presented below. The Reliability metric 

is derived and passed to the metric summary. 
UNIT .tiQ NO-E B.I. QUAL MAIN UTIL ENVN 

UNIT 1 1 0.09 1.00 1.00 1.00 1.00 
CPU 1 1 0.23 1.00 1.00 1.00 1.00 
16 K STORAGE 1 1 0.88 1.00 1.00 1.00 1.00 
100MS DISK UNIT 1 1 0.07 1.00 1.00 1.00 1.00 

SPED RI-1 RI-A RI-F MDTI DT-1 DT-A 
1.00 0.09 0.09 0.09 3.02 0.27 0.27 
1.00 0.23 0.23 0.23 3.50 0.80 0.80 
1.00 0.88 0.88 0.88 2.33 2.05 2.05 
1.00 0.07 007 0.07 2.83 0.19 0.19 

~ .s.y 
.9997 .9 
.9992 .9 
.9980 .9 
.9998 .9 

CONCLUSION 

This Chapter has presented the basic structure of the Risk Evaluation Model and 

has attempted to provide the reader with enough information to use, understand, and 

evaluate the various subsystems of the REM that has been constructed. The REM is a 

synthesis of a number of audit and security concepts some of which were refined into 

the REM and others which represent an entirely new direction for evaluation 

methodology. A number of audit systems have been produced since work began on 
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this dissertation; however, the REM itself is still unique and is the first multi-attribute 

quality assessment system known to be produced up to the date of this dissertation. 
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CHAPTER 8: THE RISK EVALUATION MODEL PACKAGE 

The following section is an example of running the Risk Evaluation Model 

Package and contains a printed version of an interactive terminal session (annotations 

have been added for clarity). Due to the size of the REM system, the complete listing of 

programs has been placed in a supplement to this dissertation. Additionally, the 

system, data files and sample data are available on magnetic tape by contacting the 

author. 

The session begins by invoking the control file - AUDIT. The system produces 

an explanation by menu selection. 

THE RISK EVALUATION MODEL PACKAGE 

MODULES AVAILAELE: Enter Number Of Option Re~uired. 
1: Explaination of use of package, 

i 

2: Portability Metric, 
3: M;3intainability Metric, 
4: Hal s tea d / M c Cab e com p lex i t y . Met ric, 
5: Threats/Objects Update, 
6: Security Metric Analysis, 
7: H-3 r d wa r eRe I i a b iIi t y Met ric, 
8: Quit. 

Thi3 package contains a collection of modules that evaluate 
various aspects of computer systems. Each module produces a 
report (which can be optionally printed), detailing the 
evaluation as well as an overall metric (scaled from 0-7) 
Thu3 enabling ·system comparisons. 

At the end of the ses3ion a summary of the metrics recorded, 
agaln printing optional, along with 1 overall system metric. 

NOTE(1): As each report is produced it is held in a file, 
~hich can be printed if desired. If a module is called again 
~ithin a session the new report will overwrite the old one. r; 
printing is re~uired then it should be performed immediately. 

Type RETURN to continue. 
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PORTABILITY SYSTEM USE 

The system produces the menu for subsystem selection at run time. Selecting 

the Portability Metric invokes the Portability Analyzer and a file name is requested for 

analysis. In this case, the program to be analyzed is OFT 

Threats/Objects/Features module of the metric package itself. 

MODULES AVAILABLE: Enter Number Of Option Required. 
1: Explaination of use of! package, 
2: Portabilitll Metric,. 
3 : Ma i n t a ina b i lit 1,1 Met ric • 
4: Halstead/McCabe complexity Metric, 
5: Threats/Objects Update. 
6: Securitll Metric Analysis. 
7: Hardware Reliability Metric. 
8: Quit. 

~NTER FILENAME OF- DATA PROGRAM: 

Portabilitll Metric: 3 

the 

Do you wish a hardcopy of the report on the above metric? 

(Enter YIN>' 

The program is scanned syntactically line by line for non-standard language forms. A 

metric of 3 is returned indicating only a fair degree of portability in OFT. OFT contains a 

1umber of unique file handling commands necessary for the PRIMOS operating 

system. A further hardcopy report on the analyzed program indicating the non-portable 

statements can be found in the supplement. 
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At this point, the reader may wish to -manually scan the OFT sub-system 

contained in the dissertation supplement The sUb-system has automatically scanned 

over hundreds of Fortran program statements detailing the deviations from American 

National Standards (ANSI). The report that is generated details each statement and 

the module determines the severity of each non-standard instruction and arrived at the 

composite factor of 3. The use of this SUb-system would enable the auditor to have a 

determination of at least two significant points regarding the system. 

1. The auditor would be able to make a determination of the problems that 

would be encountered in the movement of the system across to other 

target machines. In this case, the severity level coupled with the number 

of offending statements could be used to estimate the programmer 

workload and knowledge level required for maintenance and/or transfer. 

2. The auditor would gain an insight into the system skills of the designers 

and their approach to solving the system problem. 

Neither of these judgments could have been made by an auditor without knowledge of 

the programming language used in the system and the standards applicable. Ideally, 

the portability analyzer will one day "know" all the languages common in modern 

system design. 

MAINTAINABILITY SYSTEM USE 

The menu appears again and the maintainability metric is invoked. This metric is 

)ased primarily on a subjective evaluation of the system by an informed user 

3.nswering a series of questions relating to the system. 
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These questions were formulated based· on a subset of Pearson's 39 quality 

attributes detailed in Chapter Five. The questions are easily changed by the auditor 

which would enable a tailoring of the system to a precise application. I see such a 

sUb-system being presented to a group of knowledgeable systems individuals and 

then deriving a composite system score which should be especially useful in a relative 

comparison of competing systems which were possible candidates for adoption. 

MOOULES AVAILABLE: Enter Number Of Option Required. 
1: Explaination of use of package, 

3 

2: Portability Metric, 
3: Maintainabilit4 M~tric, 
4: H~lstead/McCabe complexity Metric, 
5: ThreCits/ObJects Update, 
6: Security Metric Analysis, 
7: . H~ r d wa r eRe 1 i a b iIi t y Met ric I 

8: Quit. 
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8EFORE RUNNING THE MAINTAINABILITY PROGRAM THE USER SHOULD BE 
PREPARED TO ANSWER THE FOLLOWING QUESTIONS. 
QUESTIONS WILL BE ASKED IN THE FOLLOWING ORDER:-
CLASS OF USER 
LEVEL OF DOCUMENTATION 

TECHNICAL 
EASY TO READ 

ANALYSIS OF PROGRAM 
GENERAL APPEARANCE 
HOW MUCH IN PROGRAM DOCUMENTATION 
VARIABLES -MEANINGFUL? 

~NALYSIS OF OFF LINE DOCUMENTATION 
IDENTIFICATION 
FUNCTIONAL DESCRIPTION 
PROGRAM STRUCTURE 

DESCRIPTION 
DATA STRUCTURES 

INPUT AND OUTPUT PARAMETERS 
INPUT 
OUTPUT 

TESTING 
FLOW DIAGRAMS 

-----------------------------PUSH RETURN TO CONTINUE 

LISTINGS 
OUTPUT 

These questions should be answered b4 someone who 
is at the same level of qualification as the person who 
is likely to be asked to update or maintain the syste~. 

Replies should always be in the 
forffi or an integer between 1 and 5 indicating the 
users response. As a guide us~ the rollowing:-

1 - Strongly agree or very positive yes to the question 
2 - Yes response to question 
3 - No response or no reaction 
4 - Disagree or negative response 
5 - Strongly disagree or very certain NO to question 

FOR A FULL LISTING OF QUESTIONS SEE PREPARE_t1AINf 
-Is the person likely to be maintaining the 

50ftware familiar with most of the programs? 
2 

- I s t h "-' per son, Ii k ely to bema i n t a in i n g the 
softwar"-,, familiar with the languag~ used in the program~ 
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-Does that person find the 0;; line documentation 
readable? 

-Does that person find the orr line documentation 
is too technical for easy reierence? 

2 
-Are ~he programs easy to look at visually? 
l~. are they NICE to look at? (Indentation, structure etc. ) 

3 
-Is a large percentage of the program made up of comments~ 

d 

-Do the comments say what is actually happening 
rather ~han being Just another block of code. 
2 

-Are subroutines and functions often used (as 
opposed to doing calculations and other small 

Jobs in the main blocks)? 
1 

-Are the programs reliable (you may use the 
Halstead metric as a guide for this) 
1 

4 

-Are the ~rogram~ very portable (you may use the 
portability metric as a guide fof this)? 

THE FOLLOWING QUESTIONS REFER TO OFF LINE DOCUMENTATION 
============~=============================~============ 

-Is the person(or persons) responsible for writing 
a~d/or m~intaining code known? 

-Is the program name explicitly stated? 
1 
-Are dates of writing and subsequent updates given? 

4 
-Is the purpose of the program explained? 

4 

-Is the purpose easy' to understand? 
3 
-Are necessary references given (to methods used)? 

-Is the method used by the program described? 

-Are subroutines and functions in a particular 
arder (Is this order easy to follow)? 

-Can Subroutines and functions be located quickly? 

-00 large programs contain indexe5 to these? 
4-

-Are the purpose of all the variables and arrays defined? 

319 
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-Are these in a readable list? 
'.~. 
-Is the type defined for all variables? 

.;l 

-Are input types and formats ipecified? 

-Are controls used in the input section to restrict 
Ii a t a v·:; I u e s) 

-Is the source of all input defined? 

-Are examples of input given? 

-Is output clearly defined? 
leo do you know what is being output 

-Is the destination of output known? 
2 
-Are examples of output given? 
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-Is testing which has been done on the software documented? ..., 
.::. 

-Are flow diagrams of method given? 

Maintainability Metric: 3 

Do you wish a hardcopy of the report on the above metric? 

(Enter YIN) 

N 
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A hardcopy report is not needed as the result is the same as the session report. 

The auditor, however, may wish to have a complete record of the responses of the 

participants for later analysis and discussion on major points relating to its satisfactory 

adoption. 

USING THE SOFTWARE ANALYSIS SYSTEM 

The menu again appears and the Halstead/McCabe Analyzer is invoked. A 

source data file is again requested and OFT is again used. 129 A complexity metric of 

6 is derived indicating high complexity. A full report can be found in the supplement. 

MODULES AVAILABLE: Enter Number O~ Option Required. 
1: Explaination of use of package, 

4 

2: Portability Metric, 
3: Maintainability Metric, 
4: Halstead/McCabe complexity Metric, 
5: Threats/Objects Update, 
6: Security Metric Analysis, 
7: Ha r d wa r eRe 1 i a b iIi t y 11 e t ric I 

8: Quit. 

REPORT OPTION: Enter Number o~ Option You Require. 
1: No Report (only metric number/, 
2: Summary Report (plus metric), 
3: Full Report with all details (plus metric). 

3 
Ent~r Filename of Data Program: 
of t 

Complexity Metric: 6 

Go you wish a hardcopy of the report on the above metric~ 

(Enter YiN) 

N 

129The reader may wonder why this analysis section has used a module of the 
analysis system itself to be analyzed. One, it was the most complex of the modules 
and therefore produced a test that would probably be more strenuous than with 
another program borrowed from another system and simply called up. Two, it was in 
the analyzable FORTRAN code. Since the automatic code checking occurs in only two 
modules of the REM, I do not believe the choice onest program is or was significant to 
the test. 
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The generated Path Analysis for this module is presented below. 

FORTRAN ANALYZER VERSION 2. 1 

STATISTICS FOR THIS MoCULE 
==================================== 
0:= :::R.A TOR 
- ._-----
E. O. S. 
IF 
. EG. 
GelTo 6 
,;OTO 7 
,;OTO 8 
GOTD 9 
GOTo 11 
GOTD 12 
GO TO 13 
GO TO 14 
GOTD 5 

FREGUENCY 
---------

23 
8 
8 

1 
1 
1 
1 
1 

1 
1 
8 

N=N1+N2= 
NHAT= 
PATHS .. 

ETA1= 12 
N1" 55 

88 
135 

9 

OPERAND FREGUENCY 
------- ---------

C 1 
F 1 
: ~ 1 
CH 8 
0 1 
G 1 
R 1 
S 1 
T 1 
CALLCF 1 
hELP 2 
CA!...LCL 2 
CALLSE 2 
CFILES 1 
LISTF 1 
RPRT 1 
USTD 1 
LISTS 1 
LISTT 1 
SETUP 2 
CLDSUP 2 

ETA2- :21 
N2- 33 
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USING THE THREATS/OBJECTS/FEATURES UPDATE SYSTEM 

The menu appears again and the Threats/Objects/Features Update is selected. 

This module performs the following functions: 

1. List the Features, Objects, or Threats 

2. List all the System 

3. Change any of the files 

4. Help 

5. Quit (return to control) 

Lists of the current Threats, Objects, and Features are produced in the 

supplement. The change option has been requested to change the Object Name, 

Payroll, to Administration Salaries and to add a Threat to the Object file. At the end of 

the update, a request to Quit is made resulting in a check routine being called to insure 

the tree relationship is maintained for the costs. Out of balance conditions are 

warnings only and do not impede processing. The system exits the module and 

returns to the Control Module. 

~~DULES AVAILAELE: Enter Number Of Option Required. 
1: Explaination of use of package, 
2: Portability Metric, 
3: M.3intainabili+:y Metric, 
4: Ha 1 s tea d 1t1 c Cab e com pIe x i t 14 Met ric} 
5: Threats/Db Jects Update, 
6. Security Metric Analysis, 
7: H,; r d wa r eRe 1 i a b iIi t y Met ric I 
8: Guit. 
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SECURITY EVALUATION 
----------------- ========== 

Specify Job list (F)eatures, 
list (O)bJects, 
list (T)hreats, 
list the whole (S)ystem, 
(C)hange the files, 
(H)elp, 
(Q)uit. 

Which file do you wish to al~er: (O)bJects, 
(F)eatures, 
(T)hreats. 

o 

What type of altering do you want to do: 
1: insert record into system from objects file, 
2: delet~ record from system, 
3: insert new record into objects file, 
4: alter existing record, 
5: quit 

State record number: 
14 

Name is 'Payroll 
Cost of object is 15000.00 dollars. 
7hreat numbers are 20 
Object is in system. 

324 
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Do you want to change the object's name~ (Y)es, 
(N)o: 

y 

Write obJect name: 
Administration salaries 

Dc you wish to alter the object's value? (Y)es, 
(N) 0: 

N 
D0 you want to change the threat numbers? (Y)es, 

(N) 0: 

y 

Write the number of threats to the obJects: 
2. 
~rite 2 threat numbers seper~ted by commas: 

2(·,6 

L·jh a t type of altering do you want to 
1: insert r ec'or d into system from 
'"l. delete record from system, <:- • 

3: insert new record into objects 
4: alter existing record, 
5: qu i t. 

Specify Job: list (F)eatures, 
list (O)bJects, 
list (T)hreats, 
list the whole (S)ystem, 
(C)hange the files, 
(H)elp, 
(G)uit 

do: 
objects 

f i Ie, 

f i 1 e, 
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RisklThreat Based Analysis Auditing 326 

USING THE SECURITY ANALYZER 

The menu is again invoked specifying the Security Metric Analysis. The report 

produces a list of the System Objects along with the relevent non-protected Threats 

applicable to those System Objects and the appropriate Features to enable the 

protection of those System Objects. These are selected on the basis of least cost for 

protection (if such a protection has been found in the data base) along with total 

system cost and loss figures. The metric of 6 is produced for the test system and a full 

analysis can be found i0 the supplement. It should be stressed that the system costs 

are subjective and may not always be in agreement with the reviewer. The entire 

system is designed, however, to be changed as the user gains experience with his/her 

own environment, and as the authoritative party refines his or her entries into the 

Threats and Features data bases. 130 

MOOUCES AVAILABLE: Enter Number Of Option Required. 
1: Explaination of use of package, 

6 

2: Portabilit'J MetT'ic, 
3: Maintainability Metric, 
4: Halstead/McCabe complexity Metric, 
5: Threats/Objects Update, 
6: Security Metric Analysis, 
7 : H.3 r d wa r eRe 1 i a b iIi t y 11 e t ric I 

8: Quit. 

REPORT OPTION: Enter Number of Option You Require. 
1: No Report (only metric number), 
2: Summa r y Rep 0 r t (p 1 us met ric ) I 

3: Full Report with all details (plus metric). 
3 

Security Metri:c: 6 

130This same "massaging" of relevent costs is also recommended in the 
Pansophic Pan Risk software package. 
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USING THE HARDWARE RELIABILITY SYSTEM 

The menu again appears and the Hardware Reliability subsystem is invoked. A 

summary report has been requested. At this time, I have created two test system 

profiles stored in the system data base as S-1 and S-2. These appear as: 

UNIT DI'ITA FILE 

UNIl 
CPU 

MiAN DOUN TIME: 
3.92 

COMPOHENT NUMBeR 
INr~6~ArEn CIRCU1TS 210 
DlaDES-Tl l~ 
OIOO£~-T2 8 
TRAHSITORS-T7. 7~ 
CAPAr.ITQRS-rt 190 
CAPACITORS-T~ ~ 
REStSTn~s-rl 18 
RESISTOr.S-T~ 2C~ 
TR~Ns~onMERS 1 
SOLD6R JOINTS ~113 

COMPONfNl DATA FILE 

CONPO~ENT rAILU~~ ~AT~ 
lN1EGi\ATEn CH,ClIJTS 0.10000 
DIOD~S-Tt 0.05000 
DIODES-T2 0.20000 
TRANSISTORS-T1 0.08000 
H'I'.NS:;: STOI:;S-·T2 
r:APAC~ rLJR~:;-T1 

CAPACITCJRS-T2 
CAPAC1TORS-T3 
RESIST('Ir'~;-Tl. 
r-;:>,ISTIJRS -T2 
TRA1~SFCJI\I1Er~S 

SOLDE:~ JOINTS 
CONNCCTor,s 
SUITCHr:::S 
FAN 

0.30000 
0.01000 
0.1:'000 
0.2nooo 
O. ot,OOO 

.0.21000 
-0.15000 
O.OOOtO 
3.30000 
0.:10000 
3.50000 

After the system requests a system name, a request is made as to whether all 

relevant information on the system is contained in the system file. This allows for new 

systems to be added, stored or modified to meet current conditions. If the data is 

correct a MTBF analysis on the system is performed. 
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~ODULES AVAILABLE: Enter Number Of Option Required. 
1: Explaination of use of package, 

7 

2: Portability Metric, 
3: M<3intainability Metric, 
4: Halstead/McCabe complexity Metric, 
5: Threats/Objects Update, 
6: Security Metric Analysisl 
7: Hardware Reliability t1etric, 
8: Quit. 

REPORT OPTION: Enter Number 0; Option You Require 
1: No Report (only metric number), 
2: Summary Report (plus metric>, 
3: Full Report with all details (plus metric) 

3 
SYSTEM NAME ? 

s-~ 

IS DATA ON ~ILE ~ 
YES 

Reliability Metric: 5 

329 

Dc you wish a hardcopy of the report on the above metric~ 
(Enter YIN) 
N 

System S-2 has returned a metric of 5 indicating only fair reliability. The stored 

system S-1 was previously found to have a metric of 3 indicating the more reliable 

system. At this time the Hardware Analyzer assumes a Serial Analysis. Extensions to 

this module would be capable of analyzing parallel circuits and more complex fault 

tolerant systems. 

METRIC SUMMARY 

At the end of the last task, choosing Quit causes control to be passed back to the 

control module which has been receiving the metrics generated from each module 

execution. Any number of executions may take place of any of the modules. This is 
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especially useful when evaluating a number of programs in a system or comparing 

relative system profiles. These metrics are listed in a separate report and at the 

present time averaged to the lower whole number. 

MODULES AVAILABLE: Enter Number Of Option Required. 
1: Explaination of use of package, 

8 

2: Portability Metric, 
3: Maintainability Metric, 
4: Halstead/McCabe complexity Metric, 
5: Threats/Objects Update, 
6: Security Metric Analysis, 
7: Hardware Reliability Metric, 
8: Qu it. 

SUMMARY of all Metrics calculated 

Portability Metric: 3 
Maintainability Metric: 3 
Complexity Metric: 6 
Security Metric: 6 
Reliability Metric: 5 

Average System Metric 4 

Do you wish a hardcopy of this ;inal summary? (Enter YIN) 
N 

"1-~~** STOP 
01-<., como -end 

This overall Summary System Metric then is the system "quality". As a relative system 

indicator, it provides for the first time to an auditor a composite of the quality of 

individual system attributes. 
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CHAPTER NINE: FINAL COMMENTS 

The Risk Evaluation Model was designed as a research tool primarily to establish 

the feasibility of a multi-attribute audit tool which could provide a basis for future 

development and still serve a viable function in actual audit practice. This last section 

will look at each of the REM subsystems and summary statistics and suggest how they 

would be used in an actual audit environment or as part of the completion of a 

management services contract. 

SECURITY ANALYSIS MODULE 

The Security analysis module consists of the security analysis profile subsystem 

and the security analysis reporting subsystem. The security analysis profile subsystem 

requires the auditor to become knowledgeable about the information system to be 

~nalyzed to the extent that: 

1. All the system objects must be known at least to their major 

classification level. 

2. All the system replacement costs must be input at least down to 

the classification level used. 

3. The interrelationships within the system objects must be stated. 

4. The control mechanisms for each system object must be analyzed 

and documented (features). 

This methodology requires that the auditor or analyzer formalize their analysis process 

Jsing the audit tool. Once the system profile has been entered it can serve as 

:Jermanent documentation on the system providing a snapshot role for later analysis. 
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The security analysis reporting system -prepares a complete analysis of the 

vulnerabilities present in the target information system; a task that could only be 

performed by a very knowledgeable analyst with access to the current body of 

knowledge concerning threats. Even with such a unique individual, the analysis could 

consume more time than normally allowed for under an audit contract and would 

probably be much too expensive for a firm under a management advisory role. 131 In 

addition to this, the reporting subsystem produces a cost/benefit analysis for allocating 

control expenditures. This cost/benefit summary can then be analyzed and by 

modifying the information system profile to include that control or controls. The 

resulting security numbers generated will provide a quantifiable scale to measure the 

information system against itself with improvements to the control profile or to measure 

the security level against competing systems. 132 

131 There is currently a great deal of interest in the application of artificial 
intelligence (AI) to this problem. Using what is known as an expert system, the analyst 
could have what is baSically on-the-jOb decision support. This support can range from 
the automatic collection of data, to recommending courses of action, to leading the 
analyst through an efficient path or analysis (Chandler, 1985). See Chandler for a 
description of the current state of expert systems in auditing with references to major 
projects. 

132As with many of the concepts suggested in this dissertation, the concept of a 
quantifiable security level has been recently incorporated into a commercial product. 
In August, 1983, the U.S. Federal Government released a set of guidelines for 
quantifying computer security. The guidelines are known as the "trusted computer 
system evaluation criteria" and are based on the results of a number of special 
conferences of the Association for Computing Machinery (ACM) and the Institute of 
Electrical and Electronics Engineers (IEEE). See Kellogg, 1984. 
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PORTABILITY MODULE 

The portability module could be utilized by an auditor or analyzer in at least the 

two following ways: 

1. To analyze information system software before acquisition by the firm. 

2. To analyze in-house software which may be moved to another target 

environment. 

In case number one, the information produced from the reporting package would 

indicate all non-standard instructions within the proposed system. This would allow a 

judgment to be made on the conversion difficulty of the system based on the severity 

factors generated and to provide an indication of the problems that would be 

encountered should a target environment move be contemplated. 

In the second case, the information generated may be of use when comparing 

competing information systems. This analyzer system is especially important in 

analyzing micro systems that may have a life span in excess of that of the current 

hardware environment and for which the firm has possession of the source code. With 

this in mind, a useful modification to such a portability module in today's pers?nal 

computer market would be a command to scan for instructions which are known to 

execute incorrectly on IBM compatibles possibly influencing the acquisition decision. 

COMPLEXITY MODULE 

The complexity module is the most automatic evaluation subsystem in the REM. 

Because of this and its capability to provide an in-depth analysis of the structure of the 

system itself, I would expect this subsystem to be of the most interest the EDP 
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auditor. 133 Through its code analysis and path-counting transversal of the system, the 

auditor is provided: 

1. A knowledge of the "quality" of the information system code - How 

well is the system written in terms of operator/operand use and 

conformance to structured programming conventions. 

2. A projection of the possible faults within a system using the two 

methodologies for bug prediction that have had the highest 

positive correlation with actual bugs found in other information 

systems. The use of these methodologies outside of this totally 

automatic analysis would require a very great deal of time and 

effort and would undoubtedly be beyond the capabilities of even a 

knowledgeable auditor. 

3. A written document showing all the modules in the system which 

can be annotated with the module functions in order to serve as 

part of the system documentation. 

133This complexity analysis technique has been the subject of other 
3.cademic auditing research. See Bailey, 1981. 
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HARDWARE RELIABILITY MODULE 

The hardware reliability module would be most useful if the auditor was called 

upon to judge the reliability characteristics of competing pieces of equipment. Of all 

the modules in the REM, this module is probably the least useful to the practiticing 

auditor at this time. When I developed this subsystem, I felt that it was an interesting 

and possibly very fruitful avenue to explore, and to my knowledge no other author has 

attempted such an audit tool. In building the subsystem, I investigated performing the 

analysis by basing the prediction mechanisms on the organization of the system (e.g., 

fault-tolerant architecture) rather than that based on component technology. I chose 

the component technology approach for two reasons: 1) because fault-tolerant 

systems were not particularly popular at the time the model was being developed (this, 

however, has changed with the introduction of a number of new products recently 

introduced with fault-tolerant characteristics); and 2) component technology in 

:mgineering has been formalized for many years and the mathematical theory of 

-eliability seemed to provide an easier approach to the objective I was attempting to 

)ursue. As was pointed out by a previous reviewer, such a method leaves much to be 

jesired in terms of accurate MTBF analysis. An expanded subsystem incorporating 

he additional modes detailed in Chapter Seven would provide a more complete 

3.nalysis - an area for future work. 
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MAINTAINABILITY MODULE 

The maintainability module is essentially an auditor's checklist with its ability to 

list questions of the auditors choosing about the information system and to record the 

responses of a larger sample of user opinions. By combining the module with 

alternate question sets directed at different sample populations, a variety of information 

can be obtained. In such interactive conversations people have a tendency to be more 

honest than when face-to-face with a human interviewer (Neimark, 1984). As with all 

the modules, the data generated can serve as an historical repository of information 

which would be very useful to compare the evaluation of a particular information 

system or to provide a general system information guide to new auditors not familiar 

with the information system. 

FUTURE DIRECTIONS 

Weber (1982) has stated the development of EDP audit tools and methodologies 

has been a slow and painful process and there is clearly a need for future research in 

EDP auditing. I totally agree with this and I will make some suggestions for audit tools 

starting first with the REM and continuing into other possible ideas. 

The REM's five analyzer subsystems are by no means perfect. However, I feel 

some parts of the system already equal or exceed the informational outputs of such 

established commercial packages as Panrisk. 

The REM itself is now written in FORTRAN and the complexity and portability 

modules only accept FORTRAN code. A rewrite of the modules to allow for Cobol and 

Basic language scanning would improve its usefulness. Regarding the metric 
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summary numbers, I would also like to give the -user an additional choice of outputs via 

the fuzzy linguistic metrics I discussed earlier in the dissertation. The "Medium High" 

type responses would seem better suited to a less knowledgeable auditor. This test of 

the two modes would also be an interesting experiment. 

The Hardware Reliability System only provides for the analysis of components in 

series as I noted in Chapter Seven. Extensions for the analysis of parallel and quad 

systems (for which the MTBF equations now exist) would have made the system more 

currently meaningful. 

The Security Analysis Module seems to perform adequately, however the input 

medium to the system could, in my estimation, be improved. The basic problem is how 

do you tell the system about systems. A number of projects (many of which I have 

noted) have attempted to solve this puzzle. The PSUPSA project is the most famous; 

however, their results are, I believe, less than adequate. What they have produced is 

an immensely long and complicated system for expressing relationships and attributes 

through language - hardly the most precise or easy-to-Iearn mode. I have been 

increasingly attracted to the concept of Icon expression (pictures). The recently 

introduced Icon based Macintosh computer is an incredibly easy device to operate and 

with the Icon menu subsystem selection, very complex information strings can be 

generated. This project would be a great undertaking, but if successful the rewards 

would be substantial. 
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The concept of the threat files is, I believe;>viable. I see their updating occurring 

much as computerized tax services update the tax files for subscribing users each 

year. As I have noted, the SRI threat data could form a nucleus for such a service. 

Finally, in the past year, five new software products have appeared that are 

significantly different from other decision tools. Known generally as Mindwork, these 

tools permit users to utilize the computer as an "information appliance". They allow the 

user to put down thoughts in random order and then sequence them by keyword or 

similar lists. These tools break down problems into sub-themes and suggest 

alternative solutions to each subproblem. They explore nearly limitless variations of a 

number of fixed themes, suggesting random variations, stimulating the mind to find 

creative solutions. Such a tool applied to the solving of EDP audit problems presents 

an exciting area for the futur~. 

CONCLUSION 

This dissertation began by discussing the growth of auditing and internal control 

and the current knowledge, role and future role of auditors as I and others see them. It 

discussed current international auditing standards, the current state of computer based 

auditing and areas where research is being carried out at the present time. 

The second half of the dissertation followed an approach similar to that of 

Goldstein's privacy cost model developed at Harvard in 1975. The basic approach 

Nas to provide a set of measures for the assessment of a variety of system attributes 

:md design and build a model for their analysis. Towards this end, the concept of 

3ystem Metrics was formulated and defined, building on the concepts of software 
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metrics. An interactive computer audit tool, the Risk Evaluation Model was then 

constructed to implement some of the suggested metrics. This audit tool provides a 

nearly automatic evaluation of systems and requires little knowledge or training on the 

part of the auditor allowing them to retain their independence. 

I have proposed a new tool for external and internal auditors in order to assist 

them in their search for a means to evaluate the integrity and quality of systems. This 

tool is the first attempt to provide what I perceive may lie in the future for system 

auditors. 

There may exist possible objections to the Risk Evaluation Model. First and 

foremost, any disagreement with the methodology of the formulation of a model to 

calculate system metrics such as threat proclivity would revolve around the inherent 

subjective basis of the inputs to the model itself. To this argument I would say that the 

subjective measurement and subjective evaluation of a situation when merged with a 

formalized methodology and a formalized system is a vast improvement over no formal 

methodology at all. In the review of the model itself I have noted areas where I, myself, 

am not totally content with the outputs or the original construction parameters. These 

are areas I hope to improve on as this work proceeds. 

The range of topics in EDP risk analysis yet to be considered is large and 

includes some very serious problems to which little attention has been paid. These 

topics include: 1) the vulnerability of the hardware itself, 2) the possible ways which 

correctly functioning systems, both hardware and software, may nevertheless be 

exploited, 3) the optimizing of systems and their components for maximum user 
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satisfaction, and 4) the vulnerabilities of procedures for various system operations. I do 

not believe that the models currently being offered for system assessment are 

satisfactory. If we ever hope to develop valid quantitative methods for assessing the 

risks exposed, and the probability of loss on which to base estimates of the dollar 

amounts that ought to be spent in enhancing systems; we first need a much more 

detailed analysis of the elements that contribute to better systems. As long as we are 

constrained primarily by the lack of specific information in most of the areas that are 

associated with the concept of risk, progress in the area wi" be minimal. 

Towards this end I see two major requirements for progress in Risk Analysis and 

Risk Assessment in information systems: 

1. Increased research emphasis aimed at the development of a better 

understanding of the informational elements of Risk Analysis including the 

interrelationships among the Objects that make up an information system. 

2. Experience at the level of individual computer installations in the 

application of a broader and more accurate information base for the 

assessment of information system optimization and security. 

This research is certainly not completed (and may never be). The construction of 

this stage of the Risk Evaluation Model detailed many areas for refinement and further 

work before a commercial product could be released. This may not be far away, 

however, as some of the concepts contained in the model are already being discussed 

in current computer literature (i.e., system security level for banks and institutions). 



RisklThreat Based Analysis Auditing 341 

In the production of this dissertation, the examination of each new area seemed 

to lead to multiple secondary areas all of which led to more research. In only one 

sense was this disappointing in that the pursuit of a problem and its final solution is a 

very satisfying activity but one which I will probably never achieve in this area. Finally, 

the most important result of this dissertation was a new awareness of what it really 

means to perform research. The attempt to broaden knowledge is fulfilling in itself. 

Gerry Weinberg, in discussing software metrics, stated that readers of much of the 

research into information systems in the future will observe "that most of this is obvious 

and inevitable. How else could it be?" The formalized assessment of the metrics of 

systems and the construction of a quality level may perhaps lead to something like a 

Taylorian "Scientific Management" in system analysis and computer based audit 

philosophy. 
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