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J B Bolger

Preface*

Politicians know a lot about risks. They worry about and deal with risks of one kind or
another all the time. Their ways of assessing risk may differ from those used by engi-
neers or financiers; intuition and experience play a major role. Like people in other
sectors, politicians are always on the lookout for better methods of dealing with risk.

Risk concepts can be difficult to grasp. They deal with chance and uncertainty some-
where in the indeterminate future. What will the markets do? Will Wellington experi-
ence a “big one”? What is going to happen in the 21st century?

Further, public scepticism has developed in recent years about “expert” assurances on
risks. It shows up especially on issues over which individuals have no direct control, or
about which they may hold different opinions such as nuclear safety and mad cow
disease.

But risk is not just about hazards and natural disasters. Despite the best intentions of
everyone, risk is pervasive. Everything people do as individuals or as a society in-
volves risk judgements. Every decision involves a balance between opportunity and
risk. The key question is how can the benefits be maximised while minimising the risk
— a question that has taunted societies down the years. This is where new techniques
of risk management hold promise. Better methods for assessing and controlling risks
can be expected to bring benefits to all sectors of society.

Historically, the techniques for managing risks in business and society have tended to
address particular aspects of problems in isolation. They have taken the form of insur-
ance, regulations, hedging and other financial strategies, legislation, emergency serv-
ices, building codes, and policing and related methods of deterrence.

Codes of Practice, for example, have led to many improvements in safety: buildings
that survive earthquakes, safer and more affordable cars, and so forth.

But the techniques used have generally been applied as discrete independent measures.
There is every reason to believe that integrated approaches will result in smarter man-
agement of those risks. As society becomes more complex, so too does the way we
have to approach risk management.

For example, technological change has brought enormous benefits to societies, but with
it has come complicated new hazards:

• computers enhance information processing, but they create new problems for infor-
mation security and technology transfer;

• bioengineering holds great promise, but introduces difficult ethical questions; and

• business risks change as the commercial sector adjusts to a more competitive envi-
ronment and faces worldwide competition.

Communities face complex new risks as society seeks to utilise resources, land and
time more efficiently. This can be seen in the effects of natural disasters when marginal
land close to rivers, coastlines and volcanoes is inappropriately utilised. It can be seen

* This preface is an edited version of the Prime Minister’s opening address given at the CAE Integrated Risk
Management Conference, held in Wellington, 12 - 13 March 1997.
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also when major industrial plants are constructed close to populated areas. Moreover,
such risks can have a high degree of interdependence, leading to surprising outcomes.

These new risks are therefore not as easily managed as those of earlier more straight-
forward situations. Response and recovery costs are increasing. In our more complex
society these new risks raise the potential for widespread community disruption, which
makes it a concern for government.

What is clear is that society must develop new methods of managing risks in order to
anticipate and control them, not simply respond. It is necessary to take a more holistic
view of risk processes.

That is why integrated risk management is so important and why it is necessary to
understand the essential components of risk such as likelihood and severity. But risk
needs to be put into a proper context so as to be better able to prioritise different risks
and make more informed decisions about the allocation of resources for mitigation.

Since it is impossible to eliminate all risks in society, we should aim to find the opti-
mum balance among costs, risks and benefits for each risk situation. The prospects for
doing so are improving and in recent years there have been major advances in the way
that risks are perceived, analysed and controlled. Powerful analytical techniques and
computers are now becoming available that can be applied to increasingly complex
problems such as disasters, health management, societal interactions, crime preven-
tion, international finance, economic development and so forth. Modern ideas on the
management of organisations can contribute to reducing risk and, if the worst happens,
also to being prepared to respond effectively.

Major challenges lie ahead. In seeking to minimise risk, three are worthy of mention.

First is the need for unification of risk theory and practice across different sectors. The
piecemeal development of risk techniques and applications has the potential to create
confusion in the minds of non-specialists and retard public acceptance. A common
language and better co-ordination of ideas is necessary and a good start has been made
with the publication in 1995 of the Australian/New Zealand Standard on Risk Manage-
ment.

The second challenge concerns risk acceptance:

• what level of risk will individuals or society tolerate — what level should they toler-
ate?

• what proportion of taxpayer’s funds should be invested in mitigation?

• what levels of risk should government ask society to accept?

For example, on what basis should suitable levels of earthquake strengthening for build-
ings be set? These are difficult issues that require development of measures of public
acceptability of risk.

But there is a further dimension — the third challenge, namely communication. The
problem is not simply about methodology and measures. It involves perceptions and
communication. The most difficult task for risk managers is to be to able to communi-
cate their knowledge to the rest of society and shape public perceptions of risk.
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The essential message therefore is:

• risk management techniques have evolved to the point where they are beginning to
help solve some difficult problems facing business and society and New Zealand is
ready to take advantage of these methods;

• there are important issues of personal and societal values that will have to be taken
into account in setting standards of acceptable risk; and

• good communication will be crucial to gaining public acceptance of risk manage-
ment ideas.

This publication, and the conferences that preceded it, represent a major step forward
in the practice of integrated risk management in New Zealand. Those responsible, in-
cluding the Centre for Advanced Engineering and officials from the Department of the
Prime Minister and Cabinet, are to be commended for their efforts.

Rt Hon J B Bolger
Prime Minister of New Zealand (1990 - 1997)
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CHAPTER 1

Overview — Prudence, Principles and Practice

David Elms*

1. Introduction
Risk is always with us.  Whatever we do, there is a chance that something will go
wrong.  Every decision has its uncertainties.  But whereas at one time people regarded
the future as purely a matter of chance, known only to the gods, now we can work with
uncertainty.  We can manage risk, and manage it rationally.  This book gives an over-
view of risk management, its principles and practice.  It is a mix of theory and of
practical examples taken from a range of applications.

The wide-ranging nature of this book is its central feature.  There are two reasons why
it is a book, not just on risk management, but on integrated risk management, with an
emphasis on the “integrated”.

The first reason is that in any organisation, risk management is not a separate activity to
be applied on top of or in parallel with everything else.  It must be integrated into the
activities and goals of the whole organisation.  There are actually two ideas here: per-
meation and integration.  Risk management must thoroughly permeate the organisation
and involve management, legal, financial and safety issues as well as the organisation’s
response to its commercial, social and physical environment.  Moreover, the responsi-
bility for risk management must also permeate the organisation.  It is not just the re-
sponsibility of a single risk manager: it must be widespread.  However, it is not enough
for risk management simply to be distributed across processes and people.  It is also
necessary for it to be integrated, so that all aspects of risk management work together.
They must be connected and structured.  The individual aspects of risk management are
like the bricks of a house.  A house is more than a pile of bricks: the bricks must be
ordered and integrated, with each in its right place.

The second reason for the emphasis on integration is quite different.  It is that, as risk
management and the rational treatment of risk have grown historically, development
has occurred independently in a number of different areas.  Each area has its own ap-
proaches and techniques, some very sophisticated, but there has been little interchange
between them. Experts in one are unaware of another, and practitioners have lived in
their own closed worlds.  In this there is both a danger and a loss of opportunity.  The
danger arises when an expert in one area of risk management is called to work in an-
other.  Many of the techniques that have been developed are strictly applicable to only
one type of problem.  To apply them to problems in other areas, whose nature and needs
might be quite different, might lead to results that are misleading at best and at worst,
disastrous.

Quite apart from disasters, for different groups to be unaware of the activities and ap-
proaches of the others can be a significant loss of opportunity.  Cross-pollination of
ideas can lead to deeper insights, increased capability and a better opportunity to focus
on the actual problem being addressed.

* Professor of Civil Engineering, University of Canterbury, New Zealand; Consultant with Optimx Ltd
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Hence, one of the central messages of this book is the need to focus on the problem and
the situation in hand, and not on the methods that might be used.  It is a matter of
problem-focus rather than technique-focus.

For these reasons the book is aimed at two readers: the non-expert who wants to use
risk management in his or her organisation or approve its use, and the expert in one
aspect of risk management who wants to know in general terms the methods and ap-
proaches used in others.

The broad areas covered by the book are the management of organisational risk, physi-
cal risk and financial risk.  However, each of these areas has a number of subcategories.
Organisational risk management, for instance will be significantly different in a private
corporation than in local or national government.  Physical risks can arise from many
sources ranging from natural hazards (earthquakes, avalanches) to man-made disasters
(transportation accidents, explosions) or the introduction of unwanted diseases (rabies,
for example).  There are different ways of analysing and categorizing risk, and there are
many strategies for treating it; for example, physical protection, insurance, legal pro-
tection or financial instruments.

To make sense of it all, it is best to start with history.

2. Background
Risk has been with us since the first development of human consciousness.  For as long
as we have been able to look into the future and wonder and worry, we have been aware
of hazards and of what could go wrong.  Some took a fatalistic view.  What was to
happen was the will of the gods.  Others sought to manage the risk, and reduce it.

There were two main approaches.  One could try to discern the future and sidestep fate,
or one could take prudent measures against the possibility of disaster.  People consulted
fortune tellers, oracles, prophets or the I Ching, but they would also be prudent and
wear armour, build their house upon a rock, or lay up stores against the future.

The first written evidence of systematic risk management dates from about 1800 BC.
The Code of Hammurabi, King of Babylon, contained primitive forms of both building
codes and insurance legislation.  The building regulations were simple and to the point.
If a building collapsed and killed the owner’s son then the builder’s son would be put to
death, and so on.  An eye for an eye, a tooth for a tooth.  The regulations were a simple
and effective way of minimising the risk to inhabitants and society.  As to insurance, a
number of the sections of Hammurabi’s code dealt with, in effect, a primitive forerun-
ner of insurance in which an investor takes on the risk of a voyage in exchange for a
share of the profits.

The Code of Hammurabi thus began two of the main historical threads of risk manage-
ment: physical risk and commercial risk.  It contained, however, no reference to envi-
ronmental risk — surprising, perhaps, as the earlier and nearby civilisation in Lower
Mesopotamia had suffered environmental disaster and depopulation due to ill-man-
aged irrigation.

No fully rational approach to risk management was possible, though, until a theory of
probability had been developed.  The point is well made by Peter Bernstein in his
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entertaining and readable book Against the Gods: The Remarkable Story of Risk (1996)1 .

The development of probability received its main impetus not from physical or com-
mercial risk but from a different area of risk entirely:  gambling.  The probability that a
future event might occur is a number between 0 and 1 indicating the degree of belief in
the likelihood the event’s occurrence.  The support for the belief stems from one of
three main sources. These are sufficiently different that they can be thought of as three
different types of probability: structural probability, frequentist probability and subjec-
tive probability.

Structural probability was the first to be well-understood and used systematically.  It
grew from mathematical investigations into the nature of games of chance.  A structural
probability is so called because it derives from the structure or nature of the situation
giving rise to it. The probability is a priori: it is inherent in the problem and there from
the beginning.  The probability of a tossed coin showing heads is 0.5 because the pos-
sibilities of a head or a tail showing are equally likely for physical reasons.  The chance
that a card drawn at random from a pack will be the ace of spades is 1 in 52 simply
because there are 52 cards in a pack and there is only one ace of spades.  The theory of
this type of probability was finally worked out by Pascal and Fermat in 1654, although,
according to Bernstein, it had been developed but not published by Cardano in Italy a
century earlier.

Frequentist probability has its roots in insurance.  Although insurance has had a long
history, stretching back, as we have seen, to Hammurabi, premiums could not be as-
sessed rationally until the probability of loss could be quantified.  For this to happen,
people had to be able to count systematically.  This was the forerunner of statistics.  It
began in Britain in the 17th Century, with a notable contribution by Sir Edmund Halley
who produced a series of life tables in 1693; that is, tables of the likelihood of dying in
a year for any person of a particular age.  Such tables are the basis of annuities and life
insurance.  The idea of counting, of quantifying historical losses as a basis for under-
standing and decision-making, grew as the insurance business grew in strength through-
out the 18th Century.  In 1771, the “Society of Lloyds” was founded, while 1720 saw
the establishment of the Royal Exchange Insurance Corporation and the London Insur-
ance Corporation (Bernstein 1996).

Counting became particularly fashionable in the 19th Century, when naturalists and
others sought data wherever they could.  The related science of statistics developed
apace from its beginnings in the 18th Century, and with it grew a concentration on the
frequentists’ definition of probability.  Such a view of probability became almost an
obsession with some statisticians in the first half of the 20th Century.

However, statistics looks backwards in time while probability looks forward.  Both
meet in the present, and it is there that a connection must be made.  To say that probabil-
ity can only depend on statistics is to say that nothing can be said about the future
unless it has already happened in the past, many times.  The position is untenable, and
for this reason most modern workers in risk understand probability in its third form, as
a subjective degree of belief based on whatever evidence seems to be pertinent and at
hand.

1Much of the discussion in this section is based on Bernstein’s book.
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This position is known as Bayesian after the Rev. Thomas Bayes, who proposed, in a
paper published posthumously in 1764, a method of updating an initial estimate of
probability in the light of new data.  Although Bayes’ ideas received little attention at
the time, eventually his theorem came to be seen as one of the most important founda-
tion stones of the modern approach to risk.

Since the Second World War there have been remarkable advances in the techniques of
risk management and risk assessment.  Some major contributions such as utility theory
(where “utility” or perceived value becomes the basis of risk assessment, rather than
monetary value) and game theory (where risk-related decisions have to take into ac-
count countermoves by competitors) are closely related to operations research meth-
ods.  Technical risk assessment methods burgeoned in aerospace, telecommunications,
nuclear, chemical and civil engineering (Elms 1992), though there are still practitioners
in some areas who are not fully aware of methods used in others.  Psychologists be-
came interested in the human causes of accidents and in subjective perceptions of risk
(Reason 1990).  Standards and regulations began to demand more sophisticated analy-
ses.  Financial players have also become more sophisticated in risk management, espe-
cially helped by widespread computer use.  Finally, organisational risk management
has come into prominence, leading to the development of the Risk Management Stand-
ard, AS/NZS 4360:1996, discussed in Chapter 6.

Growing up as it has from so many sources and developing in so many directions, it is
scarcely surprising that risk management is many-faceted.  To make sense of it all, it is
helpful to stand back a little and recognise that an overview of risk management shows
that there are only a very few broad classifications of risk management problems.  To
these we now turn.

3. Risk Management Problem Types
To be able to use risk management effectively, it helps to first understand the nature of
one’s problem in risk terms.  This is not always easy, though.  The many manifestations
of risk management can be confusing.  However, the difficulty can be reduced by using
a framework for classifying problems.

Risk management problems can be classified in three ways: by context, by objective
and by usage.

The first classification, by context, reflects the distinction made in the Code of
Hammurabi.  It can be thought of as an axis contrasting physical risk and commercial
risk.  The two, of course, overlap.  An organisation may well have to protect itself
against both physical and commercial risk.  Risk assessment techniques used in the two
areas tend to be very different.  In part this is because physical risk has more easily
described problems.  It is easier to put a quantitative measure on the strength of a beam
than on the soundness of a business investment.  Therefore two sets of expertise have
developed, and two bodies of knowledge with little in common between them.  The
difficulty is that in many cases real problems have no boundaries, and both sets of
expertise are needed.

The second classification, by objective, is the distinction between avoiding catastrophe
on the one hand, and reducing uncertainty on the other.  For both physical and organi-
sational risk management, the aim is generally to avoid catastrophe; that is, to avoid
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unacceptable or unsustainable loss.  Generally the approach to such problems is either
to follow a process of first assessing risk and then treating it where necessary to reduce
it to an acceptable level, or alternatively to design and plan such that the risk is small in
the first place.  The Risk Management Standard AS/NZS4360 elaborates the first ap-
proach (Chapter 6).  Another risk management strategy used in catastrophe-avoidance
problems is the strategy of risk balancing, which aims to optimise resource use by
balancing the risks against the costs of their treatment.

In contrast, for many problems the objective is not to avoid catastrophe but to reduce
uncertainty.  The idea is to improve predictability.  This is the problem faced by the
gambler, who needs to know the odds.  Farmers, too, need to reduce uncertainty as
much as they can, and they can reduce the uncertainty of future income for their crops
by selling a crop ahead of time at an agreed price.  Futures exchanges are based on this
approach.  A financial investor, too, needs to reduce uncertainty, and does so by invest-
ing in a broad portfolio.

The third major classification of risk management problems is by usage.  It contrasts
the management of risk on the one hand with managing with risk on the other.   The two
appear similar, but are in reality quite different.  One focuses on protection, the other on
progress (Figure 1). The managing of risk is internal, and is concerned generally with
reducing the risk faced by an organisation and controlling its acceptable limits.  For this
one needs to know the processes for reducing risk, but the risk need not be quantified
precisely.  The focus is more on process than on quantification.

Figure 1

A good example of managing with risk is given by Kathy Boardman in Chapter 7.  For
a company to grow, investments must be made, and there is always risk associated with
them.  Proper management with risk quantifies the risk associated with any investment
as precisely as possible.  Only then can one proceed with confidence.  It is a question of
moving ahead with prudence, balancing risk against return.  The best strategy is seldom
the most cautious one.  It is really a question of accepting as much risk as one is com-
fortable with.

The three fundamental classifications of risk management tend to overlap in any prac-
tical situation.  Life is never simple.  Particularly, reducing uncertainty tends to go with
managing with risk, while avoiding catastrophe aligns with the managing of risk.  To-
gether, the three classifications give a useful framework for understanding risk prob-
lems and for choosing the right approach.

A more detailed description of risk management problems is given in Chapter 4.

4. Organisation of the Book
The book has three main sections; or rather, themes, as they flow one into another.  It
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begins with general ideas and approaches to give an overview.  Next come examples of
general experience in specific areas, followed by a broad-ranging series of case studies.
The book concludes with a short comment on topics not covered.

The first section, on general ideas, begins with an overview by Tony Taig.  He gives a
context to risk management and shows how risk pervades everything we do.  There
follow three chapters on general concepts, theory and techniques by Mark Tweeddale
and David Elms.  More specific topics come next, with Roger Keey discussing the Risk
Management Standard (AS/NZS 4360), Kathy Boardman describing the process of
decision-making under risk, and Janet Gough outlining current knowledge in the field
of risk perceptions.

Next come contributions on general experience with risk management from both users
and practitioners.  The three chapters by John McDonald, Ian Maynard and Francis
Small discuss corporate risk management.  They are high-level case studies outlining
some of the approaches taken by Fletcher Challenge and Tranz Rail.  Aspects of high-
level risk management by the New Zealand Government are discussed by Simon
Murdoch.  The section concludes with four more narrowly-focused chapters giving
overviews of risk management from the point of view of insurance (George Walker),
legal issues (Justin Smith), financial institutions (Ray Armstrong) and occupational
safety and health (Chris Peace).

The next group of chapters deal with case studies covering a wide range of application.
Sir John Scott discusses risk management in the health sector, while Stuart MacDiarmid
and Kevin Corrin talk about responses to the risk of importing rabies into the country
through dogs.  Stephen Hom and Mark Ellis give a case study on physical risk manage-
ment, followed by a more general discussion  on the management of natural hazards by
Patrick Helm.  William Peet and Ray Ryan talk about risk management in a network
operation, specifically referring to Tranz Rail, while Peter Weir deals with avalanche
risk on the road to Milford Sound.  Roger Estall gives an overview of the many aspects
of fire risk management, while Kent Stephens shows how it is more important to avoid
failure than to ensure success.

A final chapter by David Elms puts the book in perspective by outlining some of the
aspects of risk management, which for various reasons could not be covered here.

5. References
Bernstein, P L (1996) Against the Gods: The Remarkable Story of Risk, Wiley, New
York.

Elms, D G (1992) “Risk Assessment”.  Chapter 2 of D I Blockley (ed), Engineering
Safety, McGraw-Hill, New York.

Reason, J (1990). Human Error, Cambridge University Press, New York.
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Risk, Responsibility and Decision — Good Practice
and Good Business

Tony Taig*

1. Introduction
The author’s background is in risk assessment and management in the context of safety-
critical industries, and in recent years in the transport sector in particular.  He is a
Partner in Risk Solutions, the management consulting practice of AEA Technology, a
science and technology services company of some 4000 people listed on the London
Stock Exchange. Prior to 1996, AEA Technology traded as the commercial arm of the
UK Atomic Energy Authority (UKAEA) — the first industrial organisation in the world
to adopt an explicitly risk-based approach to safety and environmental management.

Risk Solutions works in everything from food and healthcare to operational risk in high
street banks. The understanding of why such diverse customers are interested in risk
management as a means to performance improvement is at least as interesting as how
this is achieved.

The technical and managerial challenges in improving risk management, whether in
safety-critical or environmentally sensitive industries, in protecting against financial or
natural disasters, in improving quality of products and services for customers, or in
safeguarding ourselves from crime, are considerable.  This chapter attempts to explore
some of the many and diverse challenges.

In doing so it was considered appropriate to focus on what seems to be the core of an
approach to integrated risk management, and, in particular, on the scope and scale of
the opportunity such an approach offers.

2. Risk Management — Why Try Harder?
Risk is a huge and very diverse subject, and to illustrate its variety two principal sources
are referred to.

The first is the press, whose choice of subjects can reasonably be taken to indicate what
matters to society more widely.

The second is statistics. Items of information are chosen from the United Kingdom and
New Zealand on the realisation of various risks and on spending on various activities,
based entirely on the excellent annual summary publications of the respective national
statistical organisations for the years 1993-95 (i.e. the most recent available at the time
of preparation).

Some recent headlines from the two United Kingdom newspapers are relevant:

CHAPTER 2

* Partner, Risk Solutions, UK



8

Risk, Responsibility and Decision

AIDS — a frightening risk, that has become the biggest cause of reduced life expect-
ancy for young men in many parts of the USA and Africa.  This is a good example of a
risk for which there are very straightforward means available for prevention, but no
currently-known cure.  It is also a completely new risk, unknown a generation ago, but
today a major factor shaping attitudes and behaviour all over the world.

£1.7m Fines — this refers to a tragic accident in which the walkway connecting a ferry
to the shore collapsed and six people were killed.  Fatal accidents are perhaps one of the
first things to leap to most people’s minds when risk is mentioned.  But this headline
illustrates two additional factors: first, the rising cost of compensation in such situa-
tions, as people’s expectations of protection and awareness of their rights rise, and
second, the increasing likelihood that those responsible for risk control will be found
out and have the risk and its consequences laid at their door.  This is another major
change in recent decades.

Parisian pavements fouled by dogs — most people are aware of the effects of such
fouling on air quality, of the risk of ruining shoes by stepping in it, and of the health
risks to children in particular through contact.  But here is quite another — and quite
serious — outcome from the same source.  This illustrates what a variety of risk out-
comes (safety, health, environmental, economic) to different people can be precipitated
by the realisation of even very simple, undesirable events.

“United” refers to United Utilities, a United Kingdom water and electricity utility.
This item again illustrates the massive changes in risk profiles that have taken place
over just the past few years.  Ten years ago, United Utilities was two separate, publicly
owned, water and electricity companies.  Today they are privatised, merged, and have
contracts in many parts of the world.  Like many other recently privatised utilities, this
has exposed them to new risks.  The headline is chosen not only for the scale and nature
of the financial risks associated with it, but also for the sheer pace of change in behav-
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iour of, and shareholder expectations from, today’s companies.  Twenty years ago, no
investor would have expected their local utility to be anything other than a safe invest-
ment, well suited to funding a steady pension, but unexciting.

Citrus fruit restrictions — this was one example of the many trade barriers linked to
doubts, uncertainties or concerns over standards.  There are many, many cases where,
in order to bring something to market, it is necessary to satisfy people and regulators
that the associated risks are acceptable.  Some other examples focus on the importance
of public perception and concern about risk; this example highlights the importance of
being able not only to meet standards and regulations, but also to convince those mak-
ing decisions that it is possible to do so.

Life insurance door to door — safety has become one of the prime selling points for
cars in Europe; indeed safety, security, health, and freedom from risk have all become
increasingly important factors influencing consumers’ buying choices.  These factors
may always have been important, and may always have been controlled or regulated.
What is new today is the much higher place such factors command in the priorities of
so many people.  So “risk” is increasingly not just about compliance, but also very
much about meeting people’s expectations and gaining market advantage.

Australian oyster-lovers — This is another indication of the importance of risk in the
marketplace.  Again, it’s not just about compliance but about perceptions and customer
behaviour — how long will it take after a regulator gives the “all-clear” for people to
return to their previous confidence in the products involved?  And what will be lost in
the meantime, in terms of sales volume and unit price?

The United Kingdom, with its global reputation for rain, has had a series of very dry
summers during which many people’s use of water has been severely curtailed, and
there has been greater and greater use of all our water resources to meet rising demand.
Is this evidence of climate change?  What should we do about it?  Should we allow
everybody’s water prices to be increased to enable people to water their gardens all
summer every summer?  Such questions are typical of many risk decisions that have to
be made in the face of considerable uncertainty, and have major financial, economic
and social implications.  What, on the surface, may look like a universal benefit (in-
creasing the availability of water in dry weather) may have serious environmental im-
plications on the one hand,  and may seriously disadvantage the less well off on the
other — what price watering the beautiful gardens and washing cars if people on low
incomes with large families are disconnected through inability to pay their water bills?

It’s different for women — this article highlighted the higher cost for women of making
financial provision for their future, a simple consequence of their longer life expect-
ancy than men.  But there are many other risk factors worrying many people about their
future financial security. For how much longer will the state still be paying anything
like reasonable pensions?  How can hard-earned savings be invested without being
ripped off?  What are the threats to investments?  People have always been concerned
to safeguard their futures, but longer post-retirement life expectancies, and the sort of
changes illustrated by some of the other headlines above, perhaps explain the particular
concerns and difficulties many people have today in planning for their future.

The issues can be summarised as three basic types, illustrated in Figure 1.
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Figure 1: Risk management

Issues associated with risk management are to do with:

• threats, their fast-changing nature, and the variety and diversity of undesirable events
and outcomes against which assurance of protection is sought; and/or

• the means of protection, their efficacy and costs, and their other impacts, both posi-
tive and negative; and/or

• the risk environment and the complex web of values, perceptions and expectations
with regard to risk in its many forms.  This risk environment results from the threats,
mitigated by whatever protection is put in place against them.

Traditionally, protections have always evolved in response to experiencing threats.
People learn from mistakes and adapt and evolve their means of assuring reasonable
protection.  This approach has served well for many centuries, but can break down
when faced with rapid change.  It can also lead to risk control arrangements that de-
velop a life of their own and accumulate over time into a costly and ineffective recipe
for controlling risk.  It is these factors that have stimulated the development of new
methods to identify, assess and manage risks.

What has changed with the availability of modern risk management methods is the
ability both to foresee and characterise possible threats (even those that may not yet
have occurred), and to evaluate how effective protections are likely to be before they
are implemented. With better knowledge of the threats to be faced, it is now possible to
optimise arrangements for protection.

2.1  Risk Management — To Avert Threats
By way of example, a number of fatality risks are presented as a basis for making some
comparisons between the United Kingdom and New Zealand, and also to illustrate just
how far the developed world, at least, has come in mitigating some of the very worst
risks that people face.

Figure 2 shows the advances in life expectancy achieved in the United Kingdom and
New Zealand during this century.  First observations suggest something is being done
right.  Today’s young children have life expectancies some 20 years higher than their
grandparents’ life expectancies at birth. It is not necessary to look very far to see why:
most grandparents probably experienced siblings or children stillborn, failing to sur-
vive infancy or dying from disease in the first few years of life.
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Several factors are responsible for this improvement, including better nutrition, recog-
nition of the mechanisms of infection and development of means of prevention, better
treatments for disease, and better protection against accidents at work.
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Figure 2: United Kingdom/New Zealand life expectancy

But perhaps the most vital and obvious point to be drawn from this progress for wider
application in risk management is the importance, not only of devising very good ar-
rangements for reducing risk, but also of making them widely available and accessible.
It is often easy to propose solutions to risk problems that can benefit the few, but much
harder to devise solutions that are affordable and practicable for widespread adoption.

The observations that follow are derived from a number of New Zealand press head-
lines. The intention here is to reinforce earlier points about the pace of change, its
implications for the threats faced, and the global nature of many of the trends involved.
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The millennium bug, and the solicitor’s accounts thrown into chaos by computer failure
illustrate society’s dependence on modern information technology, and its vulnerabil-
ity to failure.

The Cave Creek disaster arose from a tragic failure to safeguard properly an observa-
tion platform at a popular tourist site.  All over the world, there is massive growth in
tourism and in leisure amenities, and in demand to see and experience the marvels of
nature.  Once again, changes in the world and the way people live are providing new
types of hazard and threat.

Disaster recovery needs a shake-up because of the changing emphasis away from a
focus on disaster response towards disaster preparedness.

Aircraft are getting safer, but unless the risk per flight comes down faster than the
growth in traffic, more crashes can be expected.

Figure 3 shows a comparison of some important annual mortality risks in New Zealand
and in the United Kingdom, based on recent statistics (1993/94).
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Figure 3: Some New Zealand/United Kingdom mortality risks

While both countries are among the best in the world in terms of infant mortality, there
are significant differences in the cancer and accident risk levels.  There might be much
to be gained from understanding the reasons behind such differences, but caution is
needed about jumping to conclusions about which is “better”. Figure 4 breaks down the
“all accidents” comparison between the United Kingdom and New Zealand a little fur-
ther to illustrate this point.

Motor vehicle accidents are the largest, and falls the next largest, contributor to acci-
dental fatality risk in both countries.  Drowning is a relatively minor risk in the United
Kingdom, but a relatively major one in New Zealand.

These observations do not imply, though, that the situation in New Zealand is desper-
ately “worse” overall than in the United Kingdom. Much of the difference can be ex-
plained by demographics and habits.  New Zealand is relatively thinly populated, with
large remote areas and many roads in relatively hazardous areas, far from help in the
event of an emergency.  But these are not “bad” things in themselves; they are probably
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a major reason why many people choose to live here.  Similarly, the relatively high rate
of drowning, if set in perspective against the relatively high usage made of the ocean,
lake and river waters by New Zealanders, is not particularly surprising.

This is not to say that these relatively high risks in New Zealand cannot and should not
be improved — accidents are avoidable, and strenuous efforts are worthwhile to pre-
vent them and mitigate their effects.  But as soon as risks are compared and judgements
made about them, it becomes necessary to consider values, not only in respect of the
risks themselves, but also in respect of the things people do that give rise to risk.

An important corollary is that striving altogether to eliminate risk, or introducing risk
control solutions that involve stopping the activities that give rise to risk, are often
wholly unacceptable.  One of the most fundamental purposes of risk control is, not to
eliminate risk itself, but to enable people to undertake activities they wish to pursue but
know to be hazardous, in the confidence that the risks are properly managed and con-
trolled.  This applies across all walks of life, and to every different type of risk, whether
financial, health and safety, environmental or whatever.

The examples above relate largely to health and safety.  But they illustrate well the
different sorts of benefit that might be gained from better management of any sort of
risk, in terms of dealing with concerns about the changing hazards and threats faced.
The different benefits represent different ultimate objectives, and progress against them
needs to be measured differently.  There are three particular reasons, based on the dis-
cussion above, to pursue better risk management in the interest of avoiding threats and
hazards:

• to reduce the occurrence of harmful or unwanted events — the most obvious and
basic reason;

• to improve assurance, whether for concerned citizens, for company shareholders, or
for officials in positions of responsibility, in times of rapid change and uncertainty;
and/or

• to enable people to do the things they want to be able to do, even if they do represent
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some hazards and risks, in the confidence that risks are properly managed and con-
trolled.

These reasons on their own are sufficient to justify an explosion of interest in integrated
risk management, and indeed have been the motivation for most of the innovations in
risk management during the last two to three decades.

2.2  Risk Management — For Better Protection
As the pace of change quickens and the breadth of risks and opportunities in life in-
creases, so it becomes easier and easier for yesterday’s controls to become inappropri-
ate for today’s threats; it becomes ever more likely that introducing a new control over
one threat will have significant implications elsewhere.

The headlines below highlight the breadth, depth and cost to us all of controls over risk
— at the personal level, for business and for government — and give a taste of some of
the issues.

Pensions — this headline reflects a combination of an ageing population living longer;
the rising concern of individuals about the risks to their future, and the recognition that
it is becoming increasingly difficult to provide the basic protection of a universal state
pension at a decent level.  Pensions are one of the most obvious financial protections
that can be put in place, and many people are happy to spend 5% to 15% of their gross
income on them to provide for their future.

Accident and trauma policies — another type of protective instrument is the insurance
policy.  This headline refers to one current issue in insurance: the rapid rise of certain
types of claims, rising numbers of policies, and rising costs, both of meeting claims and
of buying insurance.  There are many other topical  issues in insurance, but the point to
be made here is that it (insurance) is another, very familiar, everyday type of risk pro-
tection cost we take for granted.

Scan avoids needless appendectomies — a good example of innovation enabling us to
replace one costly, awkward, time consuming, risky and unpleasant control with a new
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form of protection that is better in all these respects, as well as being more effective.
Change and innovation should be thought of as applying, not only to the threats we
face, but also to the opportunities for protecting against them.

Pharmacology cost — is another form of risk prevention and control.  Its escalating
costs are a major issue of concern in most countries, highlighted here for pharmacol-
ogy, and leading to very difficult choices about the treatments which should be offered
in different cases.  The relatively recent focus of effort on healthcare evaluation in the
United Kingdom has revealed some alarming statistics about the small proportion of
healthcare interventions that are of any proven benefit to patients.  This is certainly an
area with massive scope for improvement in the effectiveness and value for money of
the complete preventive and protective regime.  But it also points up one of the difficul-
ties of innovating in risk protection — people are deeply attached to the hospitals,
doctors and drugs they have come to rely on and, as many United Kingdom ministers
have found, one tampers with such emotional “sacred cows” at one’s peril!

Airbags — recent concerns over the harm their detonation can do are a good example
of a new risk control that itself introduces a new hazard.  In this case, the risk and
hazard are both safety related.  A corresponding financial example might be buying a
pension to protect the future, only to worry over the risks to the investment portfolio in
the pension scheme.  More commonly, the “side-effects” of one risk control may be felt
in quite different areas of risk — e.g. people walk to work to improve their health and
reduce environmental emissions, only to face an increased accident risk as pedestrians,
or solve an occupational exposure problem to a chemical vapour by ventilating the
workplace and discharging the offending substance to the environment.

The issues are particularly important in New Zealand, with its relatively small, young
and growing population.  The population growth forecasts made in 1994 are summa-
rised in Figure 5.
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Figure 5: New Zealand population forecasts

The population is growing significantly, and is expected to increase by some 17% over
the next 35 years.  But the forecasts for age distribution are dramatic in comparison:
median age rising by nearly a decade, from 32 to 42; the retirement age population
more than doubling; and the population over aged 80 approximately tripling.

While there is no reason to anticipate an increase in the years spent in infirmity or
dependence, it is no wonder that governments, which provide state pensions, are search-
ing vigorously for ways to fund pensions in the future.  Wherever people live, it can be
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expected that the real costs of protecting ourselves against financial hardship in the
years after work is finished will increase significantly.

A particularly interesting form of protection that has been pioneered in New Zealand
— it certainly has no counterpart in the United Kingdom — is accident compensation.
Figure 6 shows the main elements of funding involved in the Accident Compensation
Commission’s budget for 1995.

Employers Non-earners

Earners MVA

Total NZ ACC budget $1.6b (1995)

Figure 6: Cost of Accident Compensation

The sums involved are huge. The budget of $1.6 billion corresponds to $450 per year
for every man, woman and child in the country.

But these costs represent only the obvious, direct costs of activities and systems whose
fundamental purpose is protective.  The next layer of protection cost involves costs for
risk protection embedded into some of the other things people buy as consumers.  Fig-
ure 7 shows the average New Zealand household’s weekly expenditure by category of
purchase.

0 50 100 150

$/week

Clothing
"Luxuries"

Running home
Health, services etc

Food
Transport

Housing

Figure 7: New Zealand household expenditure

These figures represent direct spending by the consumer. They do not include money
spent from public funds on their behalf.  For example, health and other services include
several “direct” protection costs, but protection costs are built in at every level.

Housing and other buildings, both here and in the United Kingdom, must be built in
compliance with established standards.  Their purpose is, of course, primarily to pro-
tect owners and occupiers against rapid decay of the property (asset risk), or from health
and safety hazards (e.g. ventilation requirements, electrical wiring requirements), or, in
the case of many modern standards, from undue environmental harm (e.g. energy effi-
ciency related standards). A good example in New Zealand is Parliament buildings,
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where ingenious, very necessary and significantly costly earthquake protection has been
built into the buildings.

In transport, there are significant percentages of system costs tied up in protecting against
safety and service failures.  From car safety features to railway signalling systems;
from compliance requirements for ships to air traffic control systems, much of the cost
and complexity of transport systems stems from the need to assure integrity and per-
formance in large, complex, networked systems.

In food, how much production is surplus, safeguarding against failure?  What propor-
tion of a farmer’s costs are devoted to pesticides?  To labour costs for weeding in a
market garden?  To veterinary medicines?  To compliance with hygiene regulations in
retail outlets and restaurants?  The same applies to water supply where there are signifi-
cant investments in reservoirs and resource management, treatment works, interim stor-
age and surplus capacity — all to protect against the risks of failure to deliver in ad-
verse or abnormal circumstances.

Apart from ACC, there are many other areas of government activity whose purpose is
primarily protective, for example (figures based on 1996/97 appropriations):

• the justice system (police, courts, department of corrections): total annual cost ap-
proximately $1.4 billion, corresponding to $400 for each person living in the country.

• the healthcare system: total annual cost over $5 billion, equivalent to $1500 per per-
son.

• the benefits system: this goes right off the scale in Figure 7, with total annual ex-
penditure of around $10 billion, or nearly $3000 per person.

As governments around the world gradually withdraw from the provision of public
infrastructure, the job of government is fast focusing on the provision of protective
services and safety nets which markets will not otherwise provide, and the regulation of
others to provide a framework within which markets and individuals can pursue their
own interests without undue harm to the interests of others.  In other words, govern-
ment’s core jobs are to be a risk regulator and a risk protection service provider.

There is massive potential to innovate in the ways risk protection is achieved, and there
are benefits to be gained by standing back occasionally and reflecting on the way things
are done and considering whether the ultimate purpose might be achieved more effi-
ciently or effectively by other means.

This section is concluded by returning to one of the earlier points: the importance of
solutions to risk problems being affordable and practicable for widespread implemen-
tation if they are to bring benefits for the many, rather than the few.  It is certainly the
case in the United Kingdom that there is a massive social polarisation of exposure to
almost every imaginable kind of risk.

The people who are most likely to suffer fires in the home, whose children are most
likely to be killed by cars while playing in the streets, who are most likely to live in the
worst environments, to eat the worst diet, to top the heart disease statistics, and to have
least financial provision against future needs tend to be from a similar socioeconomic
group.  Those more affluent in society tend to fit smoke alarms to their houses, don’t
smoke, strap their children into cars chosen for their crashworthiness, eat healthily
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(sometimes), insure themselves, fund pensions, actively manage investments and so
on.

There is a strong ethical argument to be made for searching for better value risk control
arrangements.  Greater efficiency and effectiveness in risk control is not just about
making cost savings on behalf of government or industry, but about enhancing the
affordability and accessibility of quality of life for people at large.

There are clearly powerful reasons for improving risk management, in terms both of
avoiding threats and of improving the effectiveness of risk controls. Consider now the
third and final part of the risk management framework shown in Figure 1 — the value
inherent in the risk environment that results once the threats have been filtered and
mitigated by the protections that have been put in place.

2.3  Risk Management — Shaping our Environment
Once all the threats have been considered and all the protections put in place, the risk
environment that results, and people’s perceptions about it, profoundly influence be-
haviour.  The headlines below provide just a few examples of risk-related perceptions,
expectations and barriers whose effects have been felt in the New Zealand marketplace.

Not surprisingly, in view of their  importance in the New Zealand economy, comment
related to food and tourism occupies a significant part of media reports.  As the BSE
case illustrates, one person’s risk perception disaster is another person’s market oppor-
tunity.

But these are far from being the only products and services where risk, or perceived
risk, is an important buying factor: in the United Kingdom cars are being sold with
positive safety features, consumers can pay different rates as commercial customers for
gas or electricity with different assurances of reliability and availability, and people are
starting to see the emergence of significant investment preferences not only for compa-
nies with a sound financial risk profile, but also for those with a wider appreciation of
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their stakeholders, who go beyond regulatory compliance and take positive steps to
manage the negative impacts of their business on others.

To return to New Zealand, it is interesting to reflect on the balance of New Zealand
trade, and on where “value” lies in that balance.  The statistics are illustrated in Figure
8. The major constituents of both exports and imports are itemised in order of decreas-
ing size. Over 50% of exports involve natural products, while over 50% of imports
involve manufactured or processed goods.

A traditional perspective might be that the exports were commodities while the imports
were value added products.  But trends in consumer preferences and the rising impor-
tance of perceptions about health, safety and environmental risk suggest a quite differ-
ent way of looking at this picture.  If New Zealand can build and sustain its reputation
as a clean, sustainable, risk-free source of natural goods, while the ability to produce
high quality manufactured goods at very low cost is spreading rapidly among develop-
ing as well as developed nations, who then has the better long-term added value posi-
tion?
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Figure 8: New Zealand trade (1995)

From the viewpoint of industry and commerce, the importance of how one is perceived
as a contributor to, and manager of, risk is not limited to differentiation in the eye of the
customer.  Another increasingly important factor for many United Kingdom companies
is their licence to operate, whether granted formally by a regulator or inferred by public
reaction.  Thus airports and airlines are becoming increasingly conscious of the envi-
ronmental constraints involved in the 7% annual growth in air traffic in the United
Kingdom. Shell was forced to change plans on Brent Spar decommissioning, not by the
reaction of government or of the direct customers of Shell Expro in the North Sea, but
by the response of the public in Germany and the boycott of Shell’s products.

Important though the risk environment is in the marketplace, its impacts on attitudes
and behaviour extend far beyond economic and financial aspects and into many funda-
mental quality of life issues.  There are both good and bad sides to the changes in the
risk environment that have taken place during recent generations.
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On the positive side, one of the most satisfying experiences in life can be to be present
at the birth of one’s children, a privilege associated not only with cultural change, but
also with the substantial and dramatic improvement in the risks for mothers and chil-
dren at birth.  The author’s generation enjoyed substantial mobility as children (typi-
cally walking to school unaccompanied from age 6 and cycling from age 9, both in
comparative safety), and are now able to go to work in a smoke-free office, and enjoy
affordable mobility as adults —whether by car or flying across the world — free from
undue worries about personal risk.

On the negative side, there are many other less desirable behaviours in response to risk
or fears about risk.  Like many others, today’s children are effectively denied any inde-
pendent  mobility because of concerns over traffic risk and personal security.  Since the
tragic Dunblane shooting of schoolchildren, many United Kingdom schools now teach
behind locked doors, subtly shifting the atmosphere inside and weakening their rela-
tionship with the community.  Far too many older people, particularly in towns and
inner cities, are effectively trapped in their homes by fears over their personal safety if
they go out.

Risk, and perceptions about risk, are powerful shapers of behaviour both in the market-
place and in everyday life.  And this is a third powerful reason to seek to improve risk
management. Much can be gained and lost by virtue of the risk environment in which
all live and contribute; there are great advantages in managing it well.

3. Risk Management — the Common Threads

3.1  Common Threads: The Approach
No matter what the risk, the key elements of the framework shown in Figure 1 must all
be in place for successful risk management.  When facing change and uncertainty it is
particularly important that the approach adopted must look ahead and outward, and not
just to the past and inward.  The essentials for each of the three parts of the framework
are as follows.

Understanding the threats: the range of possible events, the diversity of their outcomes,
the values people associate with them, are all changing increasingly quickly.  The first
plank of risk management must always be to identify and characterise those threats and
potential threats.  Several well-developed methods are available. Most involve bring-
ing together people with diverse perspectives on the activity involved and its impact on
others, and some form of prompted brainstorming to elicit and structure the possible
threats and risks that might result.

Matching the protective arrangements to the threats: this requires the ability to evalu-
ate the effectiveness of risk controls, typically answering three questions:

• which risk, or segments of the risk, does the control address?

• how effective is the design of the control? — i.e. if implemented perfectly, what
percentage of the risk will it remove?

• how effective is the implementation of the control? — i.e., of the risk reduction avail-
able in theory, what is likely to be achieved in practice, given all the possibilities for
failure or avoidance of the control?
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But effectiveness in risk control is not the whole story.  It is also vital to look at any
possible downsides (not least the cost) and possible adverse consequences of risk con-
trols, to enable sensible comparisons to be made between alternative control options.

Delivering the optimum “risk environment”: understanding what is to be achieved at
the end of the day is perhaps the most fundamental part of the whole process.  Key
questions to be addressed include:

• who is affected by, or involved in determining, this risk?

• what are their concerns, expectations, interests, attitudes and values?

• what risk goals should realistically be aimed at to achieve a balance of all the inter-
ests involved?

• how is the risk environment to be delivered

— in terms of managing the risk itself and the effects of change?

— in terms of people’s confidence that it is properly managed and controlled?

The good news about the approach overall is that it is simple in concept; the bad news
is that it is often far from trivial to put it all into practice.

3.2  Common Threads: Critical Success Factors
There are three commonly encountered problems in implementing successful integrated
risk management:

• estimating and predicting the likely risks and effectiveness of alternative controls;

• communicating with stakeholders, particularly those not familiar with risk concepts;
and

• agreeing objectives and values among different stakeholders with different views.

The first (estimating and predicting) is essentially a technical matter and there has been
great progress in this field in the past few decades. It is essential, if there are to be
innovations in risk control and associated benefits, that confident predictions of the
effects of change are able to be made and proven to the satisfaction of the parties who
are in a position to determine the acceptance of any change.

The second issue (communicating) is vitally important given that, as in any other mar-
ket situation, it is people’s perceptions about risks that will determine their behaviour,
rather than objective information about the risks themselves.  This has not always been
recognised. In the UK nuclear industry of 20 years ago, the general attitude among the
author’s colleagues to the gap between public perception and experts’ estimations of
nuclear risks was that this was a problem of public education. Much of the focus of
public debate and communication about nuclear risks was on trying to prove objec-
tively that the risks were very small, and to “disprove” the thesis of those concerned
that they might not be so.

This situation has changed radically since then. It is now recognised that successful
communication requires first that people’s concerns and perceptions are recognised as
valid, whatever an expert’s view of risk facts might be.  Rather than trying to “smash”
an opposition argument, successful risk communicators will:
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• show that they understand and empathise with the concerns of their audience;

• demonstrate their own concern and commitment to ensuring risks are well managed;
and

• provide convincing explanations of the benefits of any preferred approach to risk
control, couched in terms meaningful to the audience.

Much has been written on this subject, and good practice is still evolving.

The third issue (of agreeing objectives and values) is perhaps even more difficult. Even
if all the issues can be successfully identified, it can be very difficult to establish values
to associate with risks and the activities giving rise to them, and even harder to agree
such values among large numbers of people with different views.

This point can be illustrated with a seemingly simple conundrum from the field of
transport safety.  Which country has the better cycling safety record, the United King-
dom or the Netherlands?  More cyclists, in absolute terms and per head of population,
are killed on the roads each year in the Netherlands.  But there is also considerably
more cycling in the Netherlands, so that the risk to an average cyclist, per kilometre
cycled, is actually much smaller than that in the United Kingdom.

If the objective of road safety is to minimise numbers of casualties, then the United
Kingdom is safer.  But if the health benefits of cycling are factored in, the overall
balance in terms of life expectancy for the cyclists comes out in favour of the Nether-
lands.  If the environmental benefits of choosing cycling over motoring are factored in,
the Netherlands gains considerably.  When the traveller makes a journey choice be-
tween bicycle and car, the safety deterrent (in terms of accident risk on the journey) is
much less in the Netherlands.

It can be seen from this example the importance of recognising, when setting risk ob-
jectives, the totality of what is to be achieved.  If the sole aim of risk management were
to minimise the deaths in transit, then a strategy to discourage cycling in favour of the
safer car would be a very good one. There is no doubt that in either country one is
significantly safer per kilometre travelled in a car than on a bike.  But bringing the
wider issues into the equation changes the perspective, both from the viewpoint of the
individual who would like to cycle, and from that of society overall.

It is fundamental to more effective risk management to keep in mind what risk control
activities help achieve, rather than attaching value to the protective, control activities
themselves.  But for most ordinary people, the risks are often intangible, while the
controls and protections against risk are tangible.  For example, fire extinguishers, hos-
pitals, extra capacity in a reservoir, newly appointed extra staff in a regulator’s office
and new engineering features incorporated into a train or car are all visible.

As an illustration, consider if one were to propose to people in the United Kingdom
that, in the interests of opening up markets and greater economic effectiveness, the
United Kingdom and New Zealand should standardise electrical plugs.  A plug in the
United Kingdom is a fine, if expensive looking, piece of engineering, with big, fat,
rectangular section bars of brass to insert into the socket, and a good, big, fat chunk of
plastic on the outside to grab.  To British people, a New Zealand plug in comparison is
a rather poor specimen, of no substance at all.  We could collect all the statistics in the
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world to demonstrate that the New Zealand plug is every bit as good, but there is simply
no way people in the United Kingdom would ever accept that the feeble, weedy look-
ing New Zealand plug could ever compare with its sturdy British counterpart.

Now, imagine extending this example to something much more emotive.  Suppose it
was considered that much better healthcare could be delivered to Wellington by closing
several small community hospitals and concentrating resources in one big facility.  Sup-
pose it was possible to reduce significantly fuel emissions from aircraft by getting rid
of the highly ineffective lifebelts, and improve overall safety in the process by chang-
ing the passenger briefing to put more focus on how to get out of the aircraft in the
event of an accident on the ground.  Suppose one wished to persuade an infirm, elderly
friend or relative that the best protection of their savings from inflation involved invest-
ing in a fund bearing slightly more risk than the cast iron guarantees of a government
bond or savings account whose value would assuredly decline in real terms into the
future.

This is the core issue in risk management — shifting the debate from one about fears
and what can be done about them, to one about what can be achieved.  Focusing on the
outcomes of risk management, while being able to negotiate about the means of achiev-
ing them, opens up significant opportunities for innovation and for beneficial change.
But if progress is to be made, then people’s trust and confidence must be won — and
the benefits demonstrated to them — to the extent that they will be prepared to accept
innovation in their often much-cherished risk control arrangements.

4. Summary and Conclusions
This chapter has covered many different aspects of “risk”, and reasons for wanting to
pursue improvement in risk management.  The following summarises, from the respec-
tive viewpoints of the citizen, of industry and commerce, and of government, what
ought reasonably to be expected from integrated risk management.

For the citizen, we should expect better integrated risk management to:

• help continue the favourable trend in life expectancy and quality of the past decades;

• make affordable and accessible to more and more people the choices that will deliver
improvements in health, safety, environmental quality and financial security;

• increasingly enable people to live the lives they want to live and do the things they
want to do, at acceptably low risk; and

• enable people to manage their own risks, and ensure the efficacy of the controls
which prevent others from exposing us to undue risk.

From the viewpoint of industry and commerce, better risk management should:

• enable effective protection against serious liabilities to be provided, and at minimum
cost;

• enable the escalating costs associated with risk protection activities to be controlled;

• enable innovation, by providing a framework in which it can be demonstrated con-
vincingly that change will not compromise controls over risks;

• provide a level playing field, in which barriers to trade associated with risk-related
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standards and rules can be surmounted quickly and with confidence within a well-
defined framework; and

• deepen understanding of customers’ and other stakeholders’ expectations and con-
cerns, and help use this information and manage relationships to achieve competitive
advantage.

From the viewpoint of government, integrated risk management is:

• becoming the core of the job, whether in delivering protective services or in develop-
ing and implementing the regulatory framework for others;

• central to the challenge of delivering against rising expectations of quality of life,
while containing or reducing the burden and cost of government on the community;
and

• a major factor to be managed in maintaining and developing national competitive-
ness.

Figure 9 illustrates the perpetual dilemma, for society and for government, of trying to
reconcile the conflicting pressures for rising quality of life, in terms of safety, security,
environmental care, health etc., hand in hand with economic success, competitiveness,
and intense pressure on public funds.

Fiscal
Pressures

Social
factors

Quality
of life

/$£

Figure 9: The perpetual dilemma

Integrated risk management is not just helpful but necessary in meeting this fundamen-
tal challenge. Society has come a long way, but there is much, much farther to go!



25

Mark Tweeddale

CHAPTER 3

Integrated Risk Management

Mark Tweeddale*

1. Introduction
Where there is uncertainty, there is risk. It is said that in life only two things are certain:
death and taxes. In fact these also have uncertainties: “When, and why?”, and “How
much?”

Risk is often defined as the probability or likelihood of an undesirable outcome or
mishap. This gives risk a purely negative image. But the risk of undesirable outcomes
has positive aspects too, adding incentive to our activities and spice to life. The risk of
things going wrong focuses our minds and spurs us to plan with more forethought and
manage with more attention to opportunities and threats, leading to heightened per-
formance and self esteem. In many recreations, the element of risk adds directly to the
enjoyment. Rock climbing would be tame if the risk of falling were removed by climb-
ers being followed every metre up the rock face by an elevating platform. The need to
avoid falling, and the concentrated attention and skill which that requires, increases the
awareness of the experience. Anyone who has heard a climber describe a long and
difficult climb, hold by hold, step by step, on the evening after the climb, will vouch for
the vividness with which the experience has been imprinted on the climber’s mind.

Where there is uncertainty, there is a tendency to speak of the risk of things going
wrong, and the chance of things going very well. Although some people assert that risk
can be both positive and negative, common usage usually reserves “risk” for the prob-
ability of undesirable things, and “chance” for the probability of things going unusually
well. It is rare to speak of the “risk” of succeeding beyond expectation.

Wherever there is potential for something to go wrong in business, engineering or eve-
ryday life, it is normal to “take care”. The process of taking care entails recognising
what could perhaps go wrong, forming an opinion about how serious the consequences
could be and how likely that would be, deciding whether to be worried about that com-
bination and, if so, what to do about it. It is common to do this every day in relation to
both minor and important matters.

“Risk management” simply formalises the process of taking care. By formalising the
process, it is possible to become more thorough and manage the future with more con-
fidence. But, while the process aims to save time and cost in the long term, and to avoid
mishaps of many kinds at the outset, it can present a short-term burden. Life is too short
to analyse everything to the “nth” degree, so risk management, like the law, cannot be
concerned with trifles.

Thus, in principle, while risk management has a breadth of scope equal to the full range
of activities of the organisation, for cost-effectiveness it is applied mainly to the most
important risks in each activity.

* Director, HM Tweeddale Pty Ltd, Sydney, Australia
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Each department of an organisation has its objectives and role designed to con-
tribute to the success of the organisation as a whole. There is always the potential
for any or all the objectives not to be met with the performance shortfall being
anywhere between trivial and catastrophic, and the likelihood of each specific
shortfall ranging from remote to very probable. Managing performance in rela-
tion to the objectives unavoidably entails identifying and managing the risks of
unacceptable shortfall.

Considering the breadth of the range of objectives of the various departments of
an organisation, it is clear there is a wide range of types of risk needing to be
managed.

Any effective manager succeeds in managing the risks of the activities for which
he or she is responsible. Because of the different types of activity within the
various departments, those risks are commonly managed by a variety of ap-
proaches, ranging from systematic and forward-looking on the one hand to intui-
tive, ad-hoc and reactive on the other.

By viewing risk management as a process, such as is set out in the Australian and
New Zealand Standard AS/NZS 9360:1995, and structuring the way it is imple-
mented so as to maximise integration of the approach over departments and lev-
els in the organisation, it is possible to gain a number of important benefits, which
include:

• introducing a consistency (if not uniformity) of approach throughout an or-
ganisation, thus facilitating management of the process;

• increasing the breadth of understanding of the risks facing the organisation, the
early warning signs, and the appropriate safeguards and responses;

• increasing mutual understanding of the ways in which various departments can
influence the likelihood of risks being realised in other departments, and how
they can contribute to effective management of those risks, thus improving
teamwork; and

• generally improving the “quality” of the outcomes.

In order to focus the following discussion, the next section outlines a case study.
It will be used to illustrate some of the types of risk that an organisation may face,
some of the ways of integrating the approach to them, and principles of effective
risk management that should be adopted regardless of the nature of the organisa-
tion and its consequent risks.

2. Case Study — Cogeneration Power Station
A consortium forms a joint venture company to construct and operate a privately-
owned power station to supply an aluminium smelter proposed by the Australian
subsidiary of a major international aluminium producer. The scope of the pro-
posal includes a transmission pipeline for natural gas with the associated control
station, two gas-turbine generator sets that generate electric power, with the ex-
haust gas passing through waste heat boilers, which in turn supply a steam tur-
bine-generator set. This steam turbine-generator set passes out some of its steam
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part way through the turbine, for supply at low pressure to a nearby chemical plant.
(Thus there are actually three generators supplying power — two gas-turbine sets, and
one steam-turbine set that uses steam generated by the exhaust gases of the gas turbine
sets). There is other ancillary equipment, including a cooling water system for the gen-
erators and steam turbine condenser, power switching, transmission and all other re-
quirements to deliver power to the smelter boundary. A block diagram is shown in
Figure 1.

Set A

Set B

A

B

Cooling water system

Natural Gas

pipeline

Gas turbine Generators (A & B)

Waste Heat Boilers

Exhaust Stack

from plant

to plant

Pressure regulating
station

Steam
Turbine

Steam
Condenser

Generator

Steam delivery to chemical plant

Power delivery to smelter

Figure 1: Block diagram — cogeneration power station

The station is to be owned by a joint venture company, formed by the smelter, an Aus-
tralian electric power utility, and an international oil company with diverse interests in
fields including mining and chemicals.

The power station is to be located around 10 km from the smelter (to enable reticulation
of byproduct steam to the chemical company). The natural gas transmission line is a
spur of 20 km from a major line, connecting to it at the approaches to a major provincial
city. The smelter is located around 40 km from the city, and the power station site is
approximately 8 km further out.

Around 5 km from the power station site is a region of higher ground (the foothills of a
mountain range most of which lies within a national park), with a high-standard com-
muter residential area for people who work in the city. Nearer the boundary of the
national park there are both older-style, gracious, guest houses and cheaper accommo-
dation for fishermen who frequent the trout streams flowing down from the national
park.
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The aluminium smelter is expected to have a life of at least 20 years. Finance is to be
provided by a consortium of banks and major insurance companies, assembled by a
respected Australian merchant bank.

3. Ways of Classifying Risks
Each type of industry, profession or activity has its own special risks. Any attempt to
list all the possible types of risk would quickly be overwhelmed by the variety. But the
risks can be classified in a number of ways, which make it apparent that there is a finite
number of types of risk, and that they are all amenable to generalised risk management
approaches.

For example, risks can be classified by the agency that gives rise to the risk. Such
agencies include:

• political (e.g. change of government, change in government policy);

• legal (e.g. change in legislation);

• economic (e.g. economic downturn, change in exchange rates);

• technical (e.g. faulty design, random failure);

• natural disaster (e.g. flood, earthquake, storm, drought);

• human — deliberate (e.g. war, sabotage, terrorism); and

• human — unintentional (e.g. human error in its many forms).

Again, risks can be classified by the type of impact resulting from the occurrence of a
possible unwanted event. Such types of impact include:

• financial or commercial (e.g. increased cost, reduced income, impaired commercial
viability);

• property (e.g. damage to property, or to its utility or amenity);

• performance/production (e.g. reduced quality, interruption to production, reduced
output);

• safety (injuries to people);

• health (damage to the health of people, either at once or after time, and either short-
term or long-term); and

• environmental (e.g. damage to the living, physical or aesthetic environment).

And again, risks can be classified by the field of activity, such as:

• project risk — risks while planning or undertaking a new venture of some kind (e.g.
being unable to undertake the project, or to complete it, unsatisfactory technical per-
formance of the completed project, overdue completion, cost overrun).

• operational risk — risks when some facility or activity is operational (e.g. reduced
safety, damaged environment or property, reduced production volume, interrupted
continuity of production).
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• product risk — the end result of the activity (e.g. inadequate, unsafe, unacceptable
environmental implications).

• financial risk (e.g. unavailability of finance, excessive cost of the finance, poor secu-
rity).

• property risk (e.g. unsafe, environmental problems, poor security).

Yet again, risks can be classified by the particular type of event involved. The variety
of such events is infinite, but in any particular industry or activity it is possible to
prepare a list of those types of events that would, between them, account for most of the
risk. For example, in underground coal mining, the classical types of event that gener-
ate risks to people include: gas explosion, roof fall, asphyxiation, flooding, large ma-
chinery mishap, etc. In the oil and gas industry the risks to people include: fire, flash
fire, explosion, fireball, toxic gas escape, etc.

Risks can also be classified by the particular stakeholder affected. For example:

• the shareholders of the organisation;

• the directors of the organisation;

• the employees of the organisation;

• the suppliers;

• the customers;

• the public nearby;

• other public interest groups;

• statutory authorities with specific responsibilities; and

• government at various levels.

The various types of risk, classified by any one or any combination of the above meth-
ods, have differing characteristics. A range of techniques have been developed over the
years by those specialising in particular fields. While those techniques are becoming
increasingly similar as exchange of ideas increases between those working in different
fields, there is still sufficient real difference between various types of risk (e.g. those in
the finance field and those in structural design) for differences in technique to continue
to be needed.

Integrated risk management means adopting an approach that enables all classes of risk
facing an organisation to be managed in an integrated manner. It is important to note
that this does not mean adoption of uniform methods for all types of risk. Rather it
entails teamwork between those engaged in the management of risks in the different
parts of the organisation.

4. Integrating the Approach to Different Types of Risk

4.1 Introduction
There are two important principles to be adopted for integrated risk management to be
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fully effective. They are the use of multi-disciplinary teams throughout the process and
structuring the approach around the questions that need answering, as well as the deci-
sions that need to be made, rather than on the techniques of risk management.

4.2 Defining the Context
The military approach to planning comprises a number of fundamental steps. They are:

• prepare an “appreciation of the situation”, following a systematic structure of ques-
tions covering the range of possibly relevant topics;

• define the objective; and

• prepare the plan, addressing a checklist of possible components.

The first step in a risk management programme is to “define the context”. This is equiva-
lent to preparing an appreciation of the situation. The “context” includes:

• the strategic context;

• the corporate context; and

• the risk management context.

These are addressed in turn.

Defining the strategic context includes preparation of a review of:

• the external “environment” in relation to external pressures affecting the organisa-
tion, including the political situation, the economy and statutory requirements; and

• the long term strategy of the organisation — where it wants to be in the future, and
the broad thrust to enable it to get there.

This review should be prepared by a multi-disciplinary team drawn from a range of
departments at the policy-making level.

Defining the corporate context includes reviewing the strengths and weaknesses of the
corporation in relation to its ability to implement the long-term strategy successfully.
This review should be undertaken by a multi-disciplinary team, but may be drawn from
an organisational level below the policy-making level.

Defining the risk management context includes clarifying the objectives of the risk
management programme, and defining the scope and the plan for the programme to be
undertaken. This review can be undertaken by the same team that reviews the corporate
context.

In the process of defining the context, it is valuable to identify the “stakeholders”, i.e.
those who might have, or perceive themselves as having, an interest in the activity, and
considering how their interests may influence the strategic, corporate and risk manage-
ment direction.

4.3 Identifying and Shortlisting the Risks

Identifying the Risks
Any large and complex undertaking, such as construction and operation of the power
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station described in Section 2, presents a wide range of risks. Specialists in any one
department or field (e.g. finance, engineering, production, contracts, etc.) cannot be
expected to identify risks in other fields. While each department could, in principle,
identify and list the risks in that field, and undertake analysis and management of them,
this would produce a more limited result than if the work is undertaken by a multi-
disciplinary team.

For a team to assemble a list of broadly specified risks such as that set out in Table 1 is
a relatively brief task, so there is little risk of wasteful use of the time of those involved
in the team. The principal benefits of the team approach are:

• by undertaking the identification step together, there is the opportunity for specialists
in different fields to build on the ideas and understanding of the others, so the process
becomes truly synergistic, with the total being more than the sum of the parts;

• by discussing the risks together, there is an increased understanding of the role of the
different specialist fields, and a heightened sense of teamwork and commitment, re-
ducing the risk of fruitless conflict later in the project; and

• by starting the process of risk management together, a foundation is laid for facili-
tated agreement to the allocation of (limited) resources to management of the various
types of risk, and commitment to the success of the project.

In undertaking assembly of that list of broadly specified risks, it is helpful for the team
to consider, in turn, each of the risk classifications set out in Section 3 above. This can
lead to some initial duplication (which can be easily eliminated at the end) because of
overlap of the different methods of classification, but approaching the risk identifica-
tion task from these different directions is less likely to lead to important risks being
overlooked than if the identification task is approached from a single direction.

It is not uncommon for staff with orientation toward the various fields of commerce,
finance, engineering and production, etc., to regard every field other than their own as
of secondary importance, and to complain about the limited understanding of “real-
ity” of the staff in those fields. Where decisions are made by staff in any one of those
fields, the  information from the other fields is often given less weight, if it is consid-
ered at all.

It is common for engineers to be scornful of the lack of attention given by commercial
and financial staff to the technical details of an undertaking, which have the potential to
negate the sought commercial benefits. For example:

A large company purchased a specialist manufacturer for strategic rea-
sons; to fill a gap in a product range. The strategic imperative was seen
as fundamental, and little consideration was given to other factors. When
the purchase was completed, and the technical staff were able to exam-
ine the purchased factory, it was found that the plant was designed and
constructed to such poor standards that it was at great risk of major
explosion, and that the site was heavily contaminated. The cost of plant
upgrading and site remediation had a severe impact on the economics of
the purchase; strategic factors notwithstanding. The large company then
introduced a policy that any impending purchase of plant from others
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Table 1: Example of structure of risks to power station project

1. Project does not proceed

Market disappears
Smelter not to proceed
Other source of power for smelter
Chemical factory closes down,etc.

Finance not available
Cost of finance excessive

— Interest rates increase
— Exchange rates move disadvantageously, etc.

Financing consortium dissolves, etc.
Project consortium dissolves

One or more parties withdraw, etc.
Statutory approvals not obtained, or overturned in court challenge

Environmental or health requirements not achievable
Lobby groups object and win

— Environmental lobby groups lobby actively
— Trout fishermen lobby actively at influential level
— Local residents lobby actively
— Local businesses (e.g. accommodation providers) lobby actively
— Critical media campaign

Political opposition prevails
— Local government opposition
— Regional government opposition
— National government opposition

2. Project completed, but not economically viable

Project cost budget greatly exceeded
Exchange rate movements
Major design variations
Poor project management, etc

Delays in construction
Delays in financing
Delays in design
Poor construction management
Delays in supply of equipment

— Long lead times
— Bankrupt suppliers
— Shipping delays

Technical problems in design, construction, commissioning
Delays in getting appropriate staff
Bad weather
Industrial disputes, etc.

Market shrinks or disappears
Smelter power demand less than planned
Smelter shuts down
Chemical factory steam demand less than planned
Chemical factory shuts down
Reduced price obtained for power
Reduced price obtained for steam, etc

Operational costs excessive
Operating costs excessive

— Gas price excessive
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3. Prosecution or Civil Legal Action against the Organisation, its Managers or its Staff

Increased pricing from supplier
Imposition of additional resource taxes, etc.

— Required staffing excessive
— Salaries and wages rates excessive
— Process efficiencies low
— Poor production management
— Maintenance costs excessive

Poor reliability
— Bad operating practices
— Poor equipment selection
— Bad maintenance practices
— Poor maintenance management
— Inadequate provision of standby reserve equipment
— Poor design for maintainability

Power station does not perform to specification
Poor design
Poor equipment selection
Poor quality assurance in equipment supply
Poor quality of construction, etc.

Power station unable to continue operation
Shut down by statutory action

— Steady-state environmental or health standards not met
— Major environmental mishap
— Major accident causes multiple injuries
— Successful opposition by lobby groups, etc.

Major damage to plant
— Major mishap (e.g. fire, explosion) destroys plant
— Major mishap causes down time of commercially fatal duration, etc.

Gas supply fails
— Gas supply exhausted early
— Supply problem (e.g. with pipeline) etc.

Prosecution
Failing to meet steady-state environmental requirements
Environmental mishap
Accident causing injury to people, etc.

Civil Action
Questionable tendering procedures
Failing to meet contractual commitments to supply power and steam
Active lobby groups seeking to prevent construction or stop operations, etc.

Table 1: Example of structure of risks to power station project (cont’d)

Notes to Table 1

The analysis shown in the table is purely illustrative of the approach which could be taken by a
multidisciplinary team drawn from various departments of the organisation. It should not to be regarded
as complete, and could be rearranged in a number of different ways.

In essence, it entails systematically constructing a hierarchy of possible problems, and analysing into
increasing detail until the lowest level is sufficiently defined to be understood.

It illustrates the wide range of types of risk to be considered, some of which can be tackled by a single
specialist field, some of which need a team approach, and all of which need to be tackled in a coordinated
way to ensure that a sense of balance is maintained in the interest of cost-effectiveness.
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was to be checked by engineering, safety and environmental specialists.
A case of closing the stable door after the horse had bolted!

Again, a major company, which had a byproduct of little commercial
value, decided to construct a very large plant which would process the
byproduct to produce a valuable mainstream product. At the time, there
was only one plant of this type worldwide, much smaller than the pro-
posed plant, and in another country. That plant took many years to modify
until it operated satisfactorily. The main process design of the new plant
would be undertaken by a consulting engineering company in a third
country, with a substantial part of the support services being designed in
a fourth country. The plant would handle hazardous gases at high tem-
peratures and pressures in complex equipment. The design of the new
plant would be based on the existing plant, but would include many inno-
vative features. By any standards, such a plant has a high risk of encoun-
tering technical problems resulting in unreliability, high downtime and
excessive maintenance costs, and of having major mishaps with the po-
tential for many serious injuries and extensive physical damage. The
growth of the company comes largely from invitations from other coun-
tries to tender for major infrastructure projects, and the company recog-
nises that it is imperative that its reputation is, and remains, that of a
socially responsible and technically strong company. An open-minded
multi-disciplinary risk identification study would have highlighted the
risks in a way which was not evident from a strategic-level and commer-
cially-oriented risk assessment.

It is equally common for engineers to be so attracted by the technical elegance of an
undertaking, or to be focused so single-mindedly on technical excellence, that they
overlook the commercial imperative. History is full of great engineering undertakings
which foundered because they were not economically viable or were badly marketed.

The multi-disciplinary approach to risk identification has been demonstrated to be highly
successful. For example:

A water authority undertook a multi-disciplinary approach to detailed
identification of risks. Not only did the work identify a much more com-
prehensive range of risks than was expected, but the participants also
reported a principal benefit in the form of greatly improved understand-
ing of how the different roles in the organisation contribute to the suc-
cess of each other, and how they could interact most effectively in normal
operation and in managing risks.

A railway organisation organised a risk identification and ranking work-
shop, with representatives from a wide range of departments, including
finance, information technology, engineering, operations, maintenance,
etc., which resulted in a list of risks, together with their broader implica-
tions for the various departments of the organisation, being identified,
discussed and understood. This resulted in consensus about the most
important risks, and provided a firm foundation for more detailed study
within those departments and allocation of resources to management of
the various types of risk.
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It may be most productive for a brief, coarse-scale risk identification study (such as is
illustrated in Table 1) to be undertaken by senior representatives of the various depart-
ments and specialist fields, with more detailed analysis being delegated to a number of
smaller, multi-disciplinary teams formed of staff selected more for their technical grasp
of the various technologies (commercial, financial, technical, etc.) than for their mana-
gerial level. Thus, each of the sub-risks listed in Table 1 might be allocated to one of a
number of such teams for deeper penetration, development of further detail, and for the
subsequent steps in the analysis of causes and in risk estimation.

Shortlisting the Identified Risks
Where the risk identification process is undertaken in a systematic manner, it is normal
for many more risks to be identified than can be effectively tackled at once. It is there-
fore necessary to undertake an indicative “ranking” of them, so as to shortlist them and
give attention to the “vital few” large risks which contribute most to the total risk facing
the organisation, and to leave the “trivial many” till later, if ever.

There are various methods available for ranking and shortlisting the risks that are to be
given further attention. They differ in form but, where they are effective, they use the
same principles. Those principles are:

• where the ranking aims to reduce risks, the ranking should be based on an assessment
of the risk, i.e. taking account of both the consequences and the likelihood; where the
ranking aims to facilitate cost-effective, ongoing management of existing low risks,
the ranking should be based on the severity of the potential consequences (this is
discussed further later);

• the assessment of risk must be quick and simple to undertake;

• because such a quick assessment can overlook important elements of the risks, the
assessment should be undertaken by a team of people with relevant experience; and

• the derived shortlist should constitute the bulk of the total risk.

This is discussed further in Chapter 5.

Mathematically, risk is the product of consequences and likelihood. Thus, a very low
calculated risk may be the product of a substantial estimated consequence and an ex-
tremely low estimated likelihood. There is a serious trap in relying solely on the calcu-
lated risk to determine whether a  risk is “trivial”, i.e. not worthy of further attention.
This is that any risk with a substantial estimated consequence may well increase in
likelihood as soon as it is regarded as not worthy of further attention. For that reason,
the decision of whether any risk is trivial should be made after consideration of both:

• the calculated risk; and

• the estimated consequence and the potential for the likelihood to increase unless
carefully managed.

Thus, when risks are listed, they need to be ranked in two ways: by calculated risk and
by consequence. The list of risks ranked by calculated risk should be considered first,
studying the Pareto curve, determining where the cumulative risk amounts to (say)
80% or 90% of the total, studying the nature of the risks around and below that level,
and considering the resources needed to tackle the risks above that level. The nature of
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the risks around that provisional cut-off level can also be compared with statutory or
subjectively determined internal criteria (as appropriate).

Then the risks which are below that cut-off line (i.e. which are not to be subjected to
more detailed  study with a view first to risk reduction then to ongoing management of
the residual risk) should be ranked in order of consequence to determine those which
need careful ongoing management to ensure that the likelihood remains as low as esti-
mated.

4.4 Defining and Analysing the Issues to be Addressed, and their Inherent Risks
It is common, at this stage, for the analysis to focus on the specific risks identified in the
previous step, and to be structured around the various techniques available for estimat-
ing the severity of the possible consequences and the likelihood of occurrence.

There are two major traps in this approach. They are:

• the approach tends to focus attention on those components of the risk that can be
quantified, and to ignore or downplay those important but intangible components
that cannot; and

• the approach generates information in a form that is structured around risk analysis
techniques, rather than in the form that most matches the issues to be addressed. In
other words, the analysis becomes technique oriented, rather than issue oriented.

These traps can be avoided by the following approach.

• The policy-making team reviews the assembled list of risks, possibly with the limited
degree of detail shown in Table 1, or possibly in the form of a shortlisted selection of
those risks prepared by lower-level teams.

• The policy-making team defines the key issues and questions arising from those risks.
For example:

— what are the main threats to getting approval to go ahead with the power station?

— how serious are those threats?

— what steps should be taken to minimise the risks of those threats being realised?

• What are the main threats to the economic and technical viability of the power sta-
tion, once operating?

— how serious are those threats?

— what steps should be taken to minimise the risk of those threats being realised?

• What are the threats to the good reputation of the organisation?

— how serious are those threats?

— what steps should be taken to minimise the risk of those threats being realised?

• What are the main sources of risk of personal prosecution of, or civil action against,
directors, managers and other staff of the organisation in relation to the construction
and ongoing operation of the power station?
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— how serious are those threats?

— what steps should be taken to minimise the risk of those threats being realised?

More specific questions may be posed for particular types of activity or industry. For
example, in the chemical industry, the following questions should be considered and
may need to be addressed, some at the policy level, and some at the technical level.

• Are the products to be handled at this facility able to be handled responsibly?

• Should the proposed type of facility be permitted at all?

• Is the facility within the capability of the organisation to operate without mishap?

• Should the facility be permitted in its proposed location?

• If it is located as planned, what restrictions need to be placed on surrounding land
uses?

• Should the proposed facility be built to the proposed design?

• How can the design of the proposed facility be improved to reduce risks to its sur-
roundings and internally to the site?

• What are the most cost-effective ways of reducing the on-site and off-site risks?

• What does the public need to know about the facility?

• What special operational requirements are there for the facility to be operated with-
out mishaps?

• What should be routinely monitored and periodically audited to maintain a high level
of risk control?

• What external controls is it reasonable to expect would be imposed on the operation
of the facility to provide safety assurance?

• What on-site and off-site arrangements need to be made to handle emergencies?

Questions can be formulated similarly for other types of activity.

In formulating the questions or identifying the key issues, it is very helpful to start by
considering in turn each of the “stakeholders” identified earlier, identifying for each the
types of question their interest in the activity may reasonably prompt.

The lower level teams undertake a detailed analysis of the risks relevant to each of the
nominated issues and questions. Note that addressing any particular issue or question
may entail consideration of a number of the types of broadly specified risk (as illus-
trated in Table 1). In undertaking this study, balanced attention must be given to both
tangible and quantifiable factors, and to intangible and non quantifiable factors. The
study would cover, for each relevant risk:

• the possible combinations of events and situations which could initiate realisation of
each of the risks relevant to the issue or question;

• the possible severity of the consequences;

• the options for:
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— reducing the inherent potential for problems;

— preventing initiation of the realisation of a risk;

— detecting the onset of realisation, and responding effectively to it; and

— limiting the impact of any risk which is realised, in spite of the precautions.

• the recommended combination of optional risk reduction measures;

• the likelihood of realisation, with and without implementation of the risk reduction
measures; and

• the indicative initial cost and ongoing costs of the risk reduction measures, with an
indicative cost-benefit analysis (including both tangible and intangible costs and ben-
efits).

The output sought from this stage is a note or discussion paper on each selected issue,
setting out the nature and magnitude of the related risks, including both the quantifiable
components (expressed as numbers), and the unquantifiable and intangible components
(expressed in text).

4.5 Assessing the Balance of the Risks Inherent in each of the Issues
After analysing the risks, the next step is to “assess the risks”. This entails either or both
of:

• comparing the risks against some acceptance criterion or criteria; and/or

• ranking and prioritising the risks.

In the case of risks to life, some regulatory regimes have specified maximum levels for
such risks (e.g. “The fatality risk to any particular member of the public is not to exceed
1 per million per year”). However, in most risk situations there will not be any such
defined criteria. It will be the task of those responsible for the activity to determine
whether the risks, including all their tangible and intangible components, should be
accepted or reduced, bearing in mind the costs of risk reduction and ongoing manage-
ment, and noting that generally there are risks associated with each of the risk reduction
options available.

Where there are numerous risks affecting different dimensions of the performance of
the organisation (e.g. commercial viability, safety of people, environment, public prop-
erty and amenity, corporate image, etc.) the demand for risk reduction resources (money,
skilled staff) usually exceeds what is available. This is a common situation. It is not
possible to compare, on an objective basis, the severity of risks of those different types.
Any attempt to convert human life or misery, environmental damage, public amenity
etc., to monetary terms entails a large subjective element, regardless of the views of
some econometrists. Yet a comparison must be made when deciding how to allocate the
risk reduction resources (and is indeed being made, usually implicitly and often uncon-
sciously, in all organisations at present). An approach to undertaking this more ration-
ally and explicitly is outlined briefly in Chapter 5. An essential feature of the approach
is that the decisions are made jointly by those senior managers who will be held ac-
countable within the organisation, and possibly externally by the public, the statutory
authorities, and even the legal system, in the event of any mishap.
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4.6 Treating the Risks
Risks can be subdivided into:

• those that need to be reduced or transferred;

• those that do not need to be reduced, but need to be managed to keep them low (this
group often includes those from the first group after completion of risk reduction);
and

• those that are too trivial to warrant further attention.

4.7 High Risks
Philosophically, the preferred approach to risk reduction is in the following sequence:

• elimination or reduction of the inherent hazard, i.e. the potential for mishap;

• improved preventive measures;

• improved protective measures, to respond in the event of prevention failing; and

• limitation of the possible impact in the event of both prevention and protection fail-
ing.

In practice, however, the most cost-effective approach is often to identify which of the
above four approaches offers the most potential for improvement, i.e. to identify the
main weaknesses and to focus on them.

Risks can be transferred by insurance or by contractual means. In insurance, in ex-
change for the certainty of receiving a relatively small annual premium, the insurance
company accepts the transfer to it of the risk of a relatively large payout. In inviting
tenders for a contract, a client may specify fixed price quotations although the amount
of work may not be entirely clear. This transfers the risk of extra work from the client to
the selected contractor. Provided that the competitive situation allows, the contractor
would include a contingency in the quotation, with the certainty of the contingency
being used to balance the risk of the cost exceeding the contingency.

Note that, in principle, insurance is the last resort of a risk manager. The aim, in prin-
ciple, is to eliminate risks where possible then to manage the residual risks such that
insurance is not necessary. Of course, in practice there are compelling reasons for in-
surance. They include risk transfer while the risk management programme works to-
ward its aim of risk reduction and management, and ongoing coverage of any residual,
high consequence risks.

However, any risk manager whose focus is principally toward obtaining the widest
insurance cover for the least premium is not adopting a balanced approach to his or her
role.

4.8 High Consequence Risks
Society accepts numerous high consequence risks because their likelihood is very low.
Aircraft are permitted to fly over cities. Towns are built downstream of dams. LPG
tankers drive through residential areas.

In the above illustrations, the likelihood is only low because of the effort put into man-
aging the activities so as to keep the likelihood low. If the fact that the risks from such
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activities are low were allowed to lead to complacency, the risks would start to rise.

To manage risks with high consequences but low likelihood, three main components
are needed. They are:

• establish “quality” or “best practice” operations;

• establish systems for routine monitoring of risks by line management; and

• establish a programme for periodic audits to confirm the adequacy of the routine
management monitoring and control.

It is valuable for review of the approach to management of high consequence risks to be
undertaken by an interdepartmental team, so that insights from one department can be
transferred to other departments and a balanced degree of effort is directed toward
management of risks across the organisation.

5. Integration of Risk Management with Line Management
Some of the benefits of integrating the approach to management of different types of
risk have been illustrated above, together with the manner in which this can be done.
However, the performance of many organisations shows that it is possible to manage
risks reasonably without that integration.

While it is desirable, but not essential, for integration of management of the different
types of risk, it is essential that management of risks be integrated with line manage-
ment.

Line managers are responsible for achieving whatever their responsibilities are and
held responsible when they fail to achieve those objectives. Thus any effective line
manager will be watching out for the potential for shortfalls, and for forestalling them
or responding quickly to them. This is risk management.

Thus, while it is not essential to integrate management of the different types of risk in
an organisation (i.e. it is not essential, though very desirable, that the various depart-
ments integrate their approach) it is essential that risk management be seen as an inte-
gral part of line management. One cannot manage one’s responsibilities without man-
aging the consequent risks.

Any centralised risk management section needs to be very careful not to act in ways
that tend to:

• undermine the authority of the line managers; and/or

• encourage or allow the line managers to abdicate their responsibilities for the risk
management function.

Thus, it is important that each step of the risk management process be undertaken with
line managers playing a lead role. Initially a line manager may reasonably seek assist-
ance from a risk management specialist in undertaking the more formalised approach
of risk management. However, that specialist should ensure that the line manager takes
the main decisions, by such means as clarifying the questions to be answered and the
issues to be resolved, and stopping there, rather than providing a prop for the line man-
ager by drawing conclusions or making specific recommendations.
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Further, any risk management auditing role needs to be undertaken with that danger in
view. This can be assisted by devising a simple, brief, pre-audit questionnaire (e.g. no
more than one page) for completion by any line manager as a starting point for the audit
discussion, seeking the line manager’s own judgement of how well the risks are being
managed. Such a questionnaire can be based on the six principles derived from Hawksley
(1987) set out in a Chapter 5. This approach is derived from that used by accounting
auditors in the normal annual “attest audit” conducted in most large organisations.

6. Conclusions
For cost effectiveness of the efforts to identify risks, to eliminate or minimise them, and
to control residual risks, it is valuable for risks of various kinds to be considered to-
gether, so that priorities for scarce human, financial and other resources are set such
that the most benefit is obtained within the constraints.

This integration of the risk management process calls for interdepartmental, multi-
disciplinary teamwork.

Integration of the risk management process across different types of risk does not re-
quire uniformity of risk management techniques. In fact, because of the range of differ-
ent types of risk, and the range of disciplines to which risk management is being ap-
plied, it is very important that various risk-specific techniques are used.

While it is valuable for the management of different types of risk to be integrated, it is
essential that risk management be integrated with line management, and not regarded
as a separate functional responsibility.

When considering how identified risks are to be investigated, the principles of quality
assurance apply, including taking great care to define the questions to be answered and
the issues to be resolved, so that the correct information (both quantitative and non-
quantitative) is gathered.

Risk management differs from accounting: it is not the bottom line of the risk assess-
ment which is important, but the insights gained during the analysis which produced
that bottom line.

7. Reference
Hawksley, J L (1987). Strategy for safety assurance for existing installations handling
hazardous chemicals, WHO Conference on Chemical Accidents, Rome, July.



42

Integrated Risk Management



43

David Elms

CHAPTER 4

Risk Management – General Issues

David Elms*

1. Introduction
Risk management is about living comfortably with risk.  Its task is to control risk, not
eliminate it.  It has several aims.  The first is to make sure that the risk is understood,
and the unexpected cannot happen.  The second is to control the extent of risk, so that it
lies within acceptable limits.  A third aim can be to optimise the risk to get the best
return or most satisfactory outcome. This chapter deals with the three aims in general
terms and looks at ways of achieving them.  It lays out overall principles and issues,
leaving specific and technical details to be dealt with elsewhere.

Risk management means different things to different people.  At first sight, a financial
risk manager appears to act quite differently from, say, a professional managing the
physical risks of a petrochemical plant or a local authority dealing with flood control.
They use different techniques, and to a large extent speak different languages.  An
insurance professional will be different again.

There is good reason for the diversity. Nevertheless, it is also true that risk managers of
whatever persuasion have much to say to each other, and there is much to be learned
from each other’s approaches.  There is a commonality, an underlying coherence, be-
neath the differences.  This chapter tries to show the common threads and also to de-
scribe a number of different fundamental and generic problem types.  The key for risk
professionals as well as for those employing them is to understand clearly the nature of
the particular problem being addressed. There have been examples of mismatch in the
past where risk professionals expert in one set of techniques have not understood the
limits of their applicability when facing the risk problems of a different enterprise.
They moved outside the area of their expertise, and did not know it.

At the core of risk management is the concept of risk. It is not always well-understood.
The word is used with several distinct meanings.  In risk management, good communi-
cation is centrally important, so an understanding of risk and a common vocabulary are
essential.  A common understanding and a common language are needed. This applies
both within an organisation and outside it.  It is necessary between different managers
and employees, and also when interacting with other organisations, regulatory bodies,
professionals and the public.  Janet Gough discusses communication issues in Chapter
8.  Here, we concentrate on an understanding of risk, and of its relation to decision.

2. Risk and Decision

2.1  Definitions
Risk is a curious concept.  It is a present estimate of a future event, and the mix of
timeframes makes it sometimes strangely difficult to understand.  Language compounds
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44

Risk Management — General Issues

the difficulty because of the different meanings of the word “risk”.  Nor is it simply a
question of definition.  More deeply, it is a question of understanding.  To help under-
stand risk, we have to discuss it in some detail. A fuller discussion has been given
elsewhere (Elms, 1992a), but the following are some basic ideas.

Generally, risk has to do with something unwanted that could happen in the future.  It
involves uncertainty, and an adverse consequence of something happening or going
wrong.  It is often formally measured or quantified in the form of the product of a
probability and a consequence.  Less formally, chance and consequence will still be
combined in some fashion.  However, the word “risk” can also be used in the sense of
chance alone, as in “the risk  of a major accident”, or to refer to consequence alone, as
in “if the risk should occur, then our action should be to…” The insurance industry also
uses “risk” in the special sense of the client whose risk has been assumed.  The differ-
ence in usage is a fact, and is not necessarily a bad thing.  The point, though, is to
recognise the differences and not be confused by them.  It can also be useful to be in the
habit of noticing when others are confused. Even the Royal Society, in an otherwise
excellent publication on risk management, defined “…risk as the probability that a
particular adverse event occurs during a stated period of time, or results from a particu-
lar challenge.” (Royal Society, 1992).

A good way of looking at risk is as a threat, as with the Economist Intelligence Unit’s
definition of business risk as “The threat that an event or action will adversely affect an
organisation’s ability to achieve its business objectives and execute its strategies suc-
cessfully” (Millar et al, 1995).  A threat implies the future possibility of a negative
event.  Nevertheless, “threat” does not adequately cover all risk.  For instance, the
management of road accidents is a continuous process rather than the unique event
implied by “threat”.

There are also situations where it is useful to consider positive outcomes as well as
negative. This approach is taken by the Australia New Zealand Standard on Risk Man-
agement (AS/NZS:4360:1995). Some purists use “risk” strictly in the formal quanti-
fied sense of the product of probability and consequence.  Though this is appropriate in
many contexts, it by no means covers all cases, particularly those in which quantifica-
tion of likelihood or consequence is not possible.

Regardless of specific usage, it is always helpful to think of risk as having three compo-
nents.  The first two, likelihood  and consequence, have already been mentioned. The
third component of risk is less obvious but equally important: it is “context” (Figure 1).

R I S K

Context

Likelihood Consequence

Figure 1: The three components of risk
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Two risks may appear to be the same in the sense that their likelihood and consequences
are the same, or the combination of the two seems to lead to a risk of the same severity,
but because their contexts are different, the two risks have to be viewed quite differ-
ently.  One example of context is the cost-benefit context of risk.  Another is the cost of
risk control.  Yet another example of risk context concerns decision. Every risk taken is
associated with a decision.  Unless there is a decision somewhere to be made, there is
no point in trying to assess or manage risk.  Risk and decision are inseparable. This is a
useful practical idea to bear in mind when trying to understand a situation and assess
the risk.  If one focuses first on the decisions to be made, the associated risk becomes
clearer.  It also works the other way round (Figure 2).

Risk Decision

Figure 2: Risk and decision are intimately related

2.2  Types of risk
To understand a complex idea, one starts by splitting it into parts and categories, and
naming them. This is the scientific approach.  We can do this with risk.  There are many
ways to categorise risk.  One, for example, is to distinguish between physical risk and
financial risk. More useful, particularly because they are often confused, is to distin-
guish between:

• estimated risk;

• observed risk;

• perceived risk; and

• “real” risk.

Estimated risk is a risk which is estimated by some systematic means, often by calcu-
lating the failure probabilities or individual risks of many components or contributing
events and putting them together to get an overall numerical estimate. Estimates of
single-event risks are often estimated risks; for example explosion at a chemical plant,
environmental spillage, a dam failure or a major exchange-rate shift.

Observed risk  is a statistical observation where there are many similar types of occur-
rence such as traffic accidents, fires or industrial accidents.  The observed risk and
estimated risk for the same situation can be quite different.  For instance, Brown (1979)
has given the observed and calculated annual probabilities of failure of major bridges
as 10-2 - 10-3  and 10-6 respectively.  The difference, in this case, is because the calcu-
lated figures did not consider everything, and particularly omitted human error effects
even though they are the major reason for most individual failures.  In this case, the
observed risk is higher than the estimated risk, but this is not always so.  The reverse
can be true if estimated risk is obtained by combining many conservative risk estimates
for individual components.  Neither observed risk nor estimated risk is better.  The two
are just different.  Both have their place.  Estimated risk suffers from the difficulties of
estimating risk for individual situations, while observed risk is limited to frequent-loss
situations (to building fires, for example), even though the particular instance for which
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the risk is estimated might have features very different from the norm (for fires, there
may be a sprinkler system or a small fire load). The significant point is that one must be
careful when comparing risks. To compare estimated with observed risk directly is
asking for trouble, as the two are different.   The introduction of risk-based standards,
for example for environmental risk, therefore has an inherent problem: the standard
might be based on observation, but must be met by calculation.

Perceived risk is simply the subjective degree of risk felt to be the case by someone. At
the time of writing, the New Zealand public perceives the risk posed by transporting
reprocessed nuclear waste to be very high, whereas any careful analysis and attention
to the facts shows that the risk of serious incident is very low (Poletti, 1996).  In areas
of public risk management it is vitally important to take into account the risk percep-
tions of interested parties, including the public.  What shapes perceptions of risk is an
interesting subject in its own right. Much has been written about it and Janet Gough
discusses some of the issues in Chapter 8.  Often, single-interest groups and interested
parties will work hard to influence public risk perception. The result is disastrous for
any sensible approach to risk management, with reasonable projects being stopped and
sometimes utterly unreasonable projects proceeding.  Politicians, too, can be sensitive
to public perceptions of risk and sometimes put inappropriate regulations in place.  The
issue is far from simple in public decision-making.  Although public perceptions of risk
are often higher than those of experts, the reverse can also be true.  Table 1 compares
severity-rankings of various risks by experts and the public.

Another point to make about perceived risk is that it is seldom quantified.  Whereas
estimated and observed risk can usually be expressed in numerical terms, perceived
risk is emotionally based and will be seen as “grave”, “severe”, “negligible”, and so on.

“Real” risk is something we will never know; hence the inverted commas.  It is the risk
that would be seen if we knew all possible information about the likelihoods of future
happenings and had perfect means of analysis. Many people deny that the concept has
any meaning.  Nevertheless, it is a useful idea as a limit to which we might aim but
never attain, yet which would give some guide as to the accuracy of our estimates.  For
example, we could say that if human error is not taken into account, a risk estimate
would be far lower than the real risk.

Table 2 summarises the four types of risk.

2.3  Risk sources
Another way to categorise risk is by source, to consider the sources of things going
wrong, and the reasons for them.  Figure 3 divides risks into sources internal and exter-
nal to an organisation. The two need very different methods of control.

2.4  General points
There are several general points about risk, which can be helpful when dealing with
risk management problems.

First, risk is not by itself a bad thing, to be avoided at all costs.  In fact, absence of risk
could be a bad sign.  It might mean either that the risk exists but we have not seen it,
which is dangerous, or that we are being too conservative.  A risk is taken in the expec-
tation of achieving something.  There is an old saying that the tortoise never got any-
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Public EPA experts

1 Hazardous waste sites Medium-to-low
2 Exposure to worksite chemicals High
3 Industrial pollution of waterways Low
4 Nuclear accident radiation not ranked
5 Radioactive waste Not ranked
6 Chemical leaks from underground storage tanks Medium-to-low
7 Pesticides High
8 Pollution from industrial accidents Medium-to-low
9 Water pollution from farm runoff Medium

10 Tap water contamination High
11 Industrial air pollution High
12 Ozone layer destruction High
13 Coastal water contamination Low
14 Sewage plant water pollution Medium-to-low
15 Vehicle exhaust High
16 Oil spills Medium-to-low
17 Acid rain High
18 Water pollution from urban runoff Medium
19 Damaged wetlands Low
20 Genetic alteration Low
21 Non-hazardous waste sites Medium-to-low
22 Greenhouse effect Low
23 Indoor air pollution High
24 X-ray radiation Not ranked
25 Indoor radon High
26 Microwave oven radiation Not ranked

Table 1: How the public and experts rank health risks associated with
environmental problems (Breyer, 1993)

Type Nature Problems Good for

Estimated Objective, and
sometimes subjective as
well

Quantitative

Things left out

Limitations of models

Data limitations

Decision on one event
or situation

Comparative estimates

Observed Statistical, over many
events

The general does not
always apply to the
particular

Benchmarking

Ongoing management
of smaller events

Perceived Subjective

Based on many
influences

Inconsistent

Not always related to
facts

Easily swayed, usually
towards greater severity

Important in public-arena
decision-making

Real Theoretical limit Cannot be known Useful assumption for
talking about accuracy of
risk estimate

Table 2: Types of risk
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where without sticking its neck out. There is also a cost involved in attaining (virtually)
zero risk (Breyer, 1993).  For example, the risk of fire in a building could be reduced to
zero by making it a honeycomb of small, windowless concrete rooms containing noth-
ing flammable, but the building would be functionally useless. Our position in this
book is not that risk should be avoided at all costs, but rather, that it should be control-
led and managed. In most situations there is probably an optimum level of risk (Figure
4).  Of course, the corollary is that if there is no benefit, then one is not likely to want to
take the risk.  This is a typical difficulty in the public arena: the environmental risks of
developing a mine, for instance, are not likely to be wanted by nearby people who stand
to gain nothing.

Return

Risk

Unacceptable
risk

Figure 4: Lowest risk does not mean best return

A second general point is that risk is as much concerned with good things not happen-
ing as with bad things happening.

The nature of risk must also be taken into account. Risk is generally dynamic and
changing, not static.  It cannot be taken for granted. It varies with changes in manage-
ment, circumstance and environment.  The major train crash at Clapham Junction oc-

External Internal

legislation

natural
disaster

physical

political

competitors customers

currency
business

environment

fraud

errorpoor
analysis

poor
control

unhealthy
systems

information
systems

fire

physical

wrong or
inadequate
information

RISK

Figure 3: Sources of risk
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curred because management did not see weakening changes occurring in an initially
very robust management system (Hidden, 1989).

Although risk is often defined simply as the product of probability and consequence, it
can be misleading.  A 1 in 10 chance of a loss of $10,000 is not the same as a 1 in 1000
chance of a loss of $1 million, if the organisation will be put out of business by the
larger loss.  Context is important.

There is seldom just one risk.  Generally there is a hierarchy of risks, with many smaller
things that can go wrong leading to one big one. Risk management must operate effec-
tively at all levels.

3. How disasters happen
Things go wrong all the time, accidents happen and errors occur.  There is a storm, a
flood, a delay, wrong information, a currency shift, a lost opportunity.  This is normal,
and part of the role of risk management is to control such happenings either by making
them unlikely to occur or by making sure there are no serious consequences.  It is the
major, disastrous events that have to be prevented at all costs.  However, disasters
seldom occur in isolation, without giving warning beforehand. They tend to follow a
pattern of growth, prior to the actual event.  Understanding this helps in plotting man-
agement strategies to avoid them.

Barry Turner considered that disasters first went through an incubation period (Turner,
1978).  There had to be the potential for a disaster.  He believed that two elements were
necessary for a physical disaster to happen.  The first was that there had to be an energy
source present such as the potential energy of inflammable liquids or the kinetic energy
of a plane or train.  In his view disaster was, in one sense, due to misplaced energy.  We
can generalise the idea and simply say that a situation will have the potential for a
disaster if there is something that can get out of control.  In the case of Nick Leeson and
the Barings Bank failure, the situation involved large amounts of money with the po-
tential for flowing out of control.  Turner’s second element was information. Disaster
normally involves a number of contributors to the final failure, and during the incuba-
tion period of the disaster these grow and are there to be observed. Information about
them is available, but for one of a number of reasons the information is not acted upon.
There were, thought Turner, four ways in which information problems could lead to
disaster:

• completely unknown prior information;

• prior information noted but not fully appreciated;

• prior information not correctly assembled;

• no place for information in existing categories.

The Clapham Junction rail crash, which occurred later than the publication of Turner’s
book, illustrates the principles.  A wire which had not been properly disconnected made
signals show green when they should have shown red. According to the report of the
Court of Inquiry (Hidden, 1989), one of the threads leading to the accident was that
there had previously been similar failures of the signalling system.  Though they had
been investigated and new rules put in place, the principal actors were either unaware
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of them or disregarded them.  Managers had been lax about checking that procedures
were in place, even though they believed they were operating a very safe system.  The
potential for disaster was there, and had been incubating for some time.

A related metaphor is David Blockley’s balloon model (Blockley, 1992).  This assumes
there are many contributors to, and precursors of, a disaster.  They are like air being
blown into a toy balloon.  Too much air, the balloon bursts, and there is a disaster.  Also,
the more the air in the balloon, the more likely it is to burst.  The management strategy
is therefore to try to identify as many contributors to disaster as possible and remove
them — to let air out of the balloon.  The collapse of a South Island orchard company
followed this pattern, with some contributing causes being doubtful siting (because of
hail), poor market prices, inability to insure (hail insurance had become too expensive)
and inadequate finance.  These factors had built up over the years till the balloon was
over-inflated and one further hailstorm made it burst.  In hindsight it would have been
better for the company to have seen the problems earlier and taken a different direction,
perhaps subdividing the property and selling it off.

A somewhat similar approach to the incubation and balloon ideas is taken by James
Reason (Reason, 1990).  For human error to take place, he says, a number of contribut-
ing factors or conditions have to line up.  Only when they are all in place can a disaster
happen.  Human factors have a significant role in most disasters.  Often, though, it is
not merely an error on one person’s part, but an error of perception by a whole group.
In other words, is a cultural problem.  This certainly seemed to be true for the Clapham
Junction accident.

Perrow (1984) takes a different direction in believing that potential for failure lies in
the physical or management systems concerned.  If the systems are very complex, or
close-coupled as he puts it, there is bound to be unpredictability — unexpected combi-
nations of events — which will lead to failure.  Perrow overstates his case, but there is
nevertheless enough in what he says that complexity can be taken as an indicator of
potential trouble. More will be said about indicators later.  The role of complexity is
particularly relevant to complex computer programs and systems, especially where they
are safety-critical systems.  It is also a matter of the interface of humans and computers.
Casey (1993) gives a number of examples of failure, including a program bug in a
computer-controlled medical irradiation machine that caused several fatalities in pa-
tients, and a computer-based trading system causing major problems for the New York
Stock Exchange.

If disasters can be seen as failures of physical or management systems, and this seems
mostly to be the case, then they can almost always be regarded as failures of system
health.  Examples are the capsize of the “Herald of Free Enterprise”, where the ship’s
master had no positive indication as to whether or not the bow doors were closed (so an
essential system loop was incomplete), and the DC10 crash in Antarctica where com-
ponents (pilot training) and links (checks on navigational information fed to a compu-
ter) were missing from the safety system.

4. Risk Management

4.1  The process
Risk management is about controlling risk.  There are many ways to do so. A helpful
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way of thinking about risk management is to assume it follows the process outlined in
Figure 5. The figure broadly follows the steps outlined in Australian/New Zealand Stand-
ard AS/NZS:4360 Risk Management, discussed in Chapter 6 by Roger Keey, though it
differs slightly from the Standard in order to show up some useful ideas.  Note, though,
that Figure 5 is more to do with setting up a risk management process in the first place
than with the ongoing management of risks. Whatever the detail in practice, all five
elements should be in place, and each needs to be considered carefully.  The loop struc-
ture of the process ensures its integrity. Understanding the problem is the essential
starting point as there are many basic problem types, each needing different approaches,
emphases and techniques.

Understand
the problem

Determine
the risk

Decide
strategy

Set controls
in place

Monitor

Figure 5: The risk management process

4.2  Understanding the problem
To understand a risk problem one needs to consider three elements: the aim of the
problem, its context, and its nature.

The aim is what the problem is about, what is intended to be achieved. It is vital to be
clear about the aim, and often it is surprisingly difficult to pin it down. A classic mis-
take is to assume one knows the aim — that it is obvious — and then to pass quickly on
to the detail.  To avoid this, it is essential to write down the aim and document it.
Another mistake is to confuse, without thinking too carefully about it, several risks at
once, or several levels of risk.  Each risk is part of a hierarchy of risk, with strategic risk
at the top and more detailed and specific risks contributing to it (Figure 6).  A good
starting point, therefore, is to consider the decisions that have to be made, and to think
carefully about who needs to decide what.

Senior
Management

Line
Managers

Figure 6: Hierarchy of risks in an organisation
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The context is the environment of the problem, which needs to be borne in mind while
focusing on the problem itself (Figure 1).  It relates to “context” as one of the three
elements of risk, discussed above. It refers to all those matters which are outside the
immediate problem or system being considered but which might affect it or be influ-
enced by it.  Examples would be public opinion or financial climate.

The nature of the problem can best be understood by placing it along a series of axes,
categorising it. The axes could also be called the dimensions of the problem. Together,
they give the problem type. As this chapter deals primarily with general issues and
strategic questions of risk management, risk problem types will be considered in some
detail. They are presented as a useful practical tool for strategic, risk-based decision-
making.  The axes are as follows.

Financial — physical

Managers sometimes make a distinction between financial risk and physical risk.
The distinction is not always helpful, and indeed a major theme underlying this book
is that there is much overlap between the two.  Admittedly specific techniques for
risk control are different in the two different areas, but this is largely because the two
have developed independently.  The strategic issues are much the same, as to whether
to accept the risk, transfer it, limit it or optimise it, and most of the management
controls necessary for good risk management are common to both. The distinction
between financial and physical risk can be seen as a warning, in that professionals
expert in financial risk are sometimes not aware of the techniques available in the
physical risk area, and vice versa.

Internal — external

It makes a great deal of difference whether a risk is internal or external to an organi-
sation.  We are talking now about who is affected by the risk, not about the source of
the risk which could be either internal or external.  Financial risk problems are often
internal, and do not involve outside actors and public scrutiny except in a limited
sense. There are many exceptions though, such as local authorities, which are pub-
licly accountable.  Physical risk, on the other hand, could equally likely be internal
and external.  An accident to a firm’s computer system would be internal, while an
environmental spill, a dam failure or a passenger train accident would have external
effects.  The issue is whether or not others are involved or affected outside the organi-
sation.  The tragic Cave Creek disaster involved consequences to the public and so
was, in the sense used here, an external problem for the Department of Conservation.

Frequent — infrequent

There is a very great difference between managing frequent risks and infrequent risks
— between managing traffic accidents and earthquakes, for example.  Where there
are frequent events, the management issue is one of being able to track what is hap-
pening on a rolling statistical basis, to give feedback on the effectiveness of counter-
measures.  Take level crossing accidents for example.  Tranz Rail and Transit New
Zealand know that there are typically about 50 or 60 road vehicle/train collisions a
year, though not all result in fatalities.  Many are on unsealed farm roads and so on.
Management is a matter of trying to produce a gradual improvement (and of making
sure there is no sudden degradation), while trying to balance cost against benefit.  It
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is also concerned with trying to identify the most frequent cause of accidents, and the
most effective way of spending a limited budget.  This is where the idea of risk
balancing comes in.  It is one of a number of general strategies for risk control to be
discussed later. Where there are frequent incidents, the risk is managed by collecting
data systematically and using it as an ongoing guide for investment in countermeas-
ures.

If, on the other hand, the risk is infrequent, such as a major earthquake, flood or
explosion, then the approach must be different.  There is only one large event, rather
than many small ones, so the risk cannot be managed on the basis of reducing the
number of accidents in an ongoing way.  Basically, for an earthquake it is a matter of
making a single assessment of risk, rather than ongoing monitoring, and designing in
the appropriate control.  One is likely to be dealing with calculated rather than ob-
served risk, and as pointed out above, the two can be very different.  Nevertheless,
ongoing control is still an important aspect of risk management.  A major strategy in
reducing the likelihood of major accidents, such as a petrochemical plant explosion,
is to manage incidents.  That is, because major accidents arise because of the coming
together of several minor failures or incidents, if the frequency of incidents can be
reduced by managing them well, then the likelihood of a major accident is much
reduced (see Section 3).  Managing incidents in this way is a part of quality assur-
ance, and in practice it would be integrated into a company’s overall quality manage-
ment system.

Differentiable — undifferentiable

A chemical plant is differentiable because it is made up of a number of separate but
interconnected pipes, valves, tanks, vessels, and so on.  Some risk analysis tech-
niques, such as fault-tree and event-tree methods, are very much suited to differenti-
able situations of this kind.  However, in an earthquake, a building structure acts as a
single whole to the extent that it is not sensible to consider it as an assemblage of
interconnected elements, and tree-type methods cannot be used.

Compact — extended

A chemical plant is compact in that it is on one site.  On the other hand, a railway
system, covering a whole country, is an extended system.  So was Baring’s bank.  Not
only is it more difficult to control an extended system rather than a compact one be-
cause of the need for good communication links and feedback, but also the strategic
approaches are likely to be different.  For extended systems the use of scoping and
pilot studies is important.  It is important to understand the distinction between the
two.  A pilot study looks at a part of a system in depth, while a scoping study looks at
the whole, but on a preliminary and shallow level to give an idea of what is needed for
the whole.   For example, an airline might want to do a risk investigation of some
aspect of its operation.  It would first do a scoping study to try to discover the dimen-
sions of the problem and identify the major issues.  It might then do a pilot study,
taking the complete and detailed analysis that might eventually be applied to the whole
system and applying it only to one part — to the operations at a single airport for
instance, or on one route.  The results would be used to fine-tune the complete study;
although in some cases they might show that an overall study would be unnecessary
and could be replaced by factoring the pilot study results to cover the rest.
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For compact systems, scoping studies are also important, but it is unlikely that a pilot
study would be appropriate.

Absolute — relative

In risk studies, it is sometimes necessary to come up with an absolute estimate of
risk, of the environmental risk posed by a proposed fuel storage depot, for instance,
where an imposed standard has to be met.  This is in contrast to relative risk estimates
calculated for two alternative proposals where the aim is simply to know how much
better one is than another — how much safer, for instance.  Relative risk estimates
are easier to obtain and more reliable than absolute ones.

Immediate consequence — delayed consequence

When things go wrong, some effects are immediate, such as financial loss or the
results of a fire.  Others do not show themselves for a long time, such as cancer
caused by exposure to nuclear radiation or carcinogenic substances.  People’s per-
ception of the gravity of events causing delayed consequences can be emotional —
there is a widespread dread of nuclear radiation.  This can be a significant factor in
public-area decision-making, and the risk communication and political aspects be-
come of central importance.  Another feature of delayed-consequence risks are that
reliable information on the risks involved is difficult to obtain and can take a great
deal of time to establish.

Immediate effect — cumulative or chronic effects

Some effects are immediate and the resulting harm happens at once.  The collapse of
a building or a bank are like this.  Smoking cigarettes on the other hand do not cause
immediate harm.  The effect is cumulative.  This is also the case with many types of
environmental pollution.  DDT, for instance, seemed initially to be a wonderfully
useful pest control, but it was persistent in the environment.  It did not break down
easily, and accumulated, concentrating in the food chain.  CFC’s seemed the perfect
refrigerant, but they caused unexpected long-term effects in the atmosphere and are
primarily responsible for the ozone hole.  One of the main difficulties in managing
risks of this type is to act in time, as there seems to be no immediate urgency.  Al-
though the ultimate results might be serious, there is little incentive for action by
either individual or organisation. There is also an essential mismatch between the
time scales of action and harm.  For these reasons, risks of this nature are often
properly controlled by government action — through legislation and regulation.

Unique — repeatable

Most  risks are in one sense unique, and in another are similar to others, repeating
their patterns.  It depends how you look at it, and on what the problem actually is.
Nevertheless, some stand almost entirely alone, while others are so similar that their
risk can be managed as a group.  Problems that stand alone have to find their own
way depending on their type and nature, such as the investigation into the safety of
nuclear-powered ships (Somers et al, 1992).  However, for those that are one of a
kind, there are a number of approaches.  For example, in a city, the risk of damage by
fire, poor construction or natural forces such as wind has to be managed.  It is imprac-
tical to do this on an individual case-by-case basis, as the cost would be far too great.
Instead, construction practice is managed collectively by building codes and stand-
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ards, and by their enforcement.  Another collective approach is to use benchmarking.

Clear value system — fuzzy value system

Some risks are characterised by clear quantitative measures: monetary loss, for in-
stance, or fatalities, number of incidents or toxicity levels.  This makes it easy to
apply numerical techniques for risk analysis and management.  There are many risk
management situations, though, where the consequences of an accident cannot be
easily quantified.  Personal injury can be of many types.  Loss of goodwill to a busi-
ness can be a serious blow, but is not easily measured; nor are the psychological and
sociological consequences of a major disaster.  Analysts (and regulatory bodies) are
sometimes tempted to use quantifiable measures as far as possible and then somehow
take other factors into account as “externalities”.  The difficulty with this is that
sometimes the externalities are more important than the quantifiable measures, even
though they are given little weight (the point is also made in Chapter 5).  However,
there are many cases where easily-quantified measures can be assumed to bear some
relationship to the non-quantifiable.  The number of fatalities in road accidents, for
instance, bears a relationship to the number of serious injuries, and is far more easily
quantified.

Simple — complex

Managing risk in simple systems is straightforward, but for complex systems it is
not.  Here, we do not use complexity in the sense of intricacy.  A system may have
many components, but still be simple in the sense that its behaviour is predictable.  A
more appropriate meaning of complexity is to regard it, in a sense, as being related to
the difficulty of describing a system (Casti, 1991).  Complex systems need long de-
scriptions.  It might be that the behaviour of a complex system cannot easily be pre-
dicted, but it could also be that its components are not easily described and its outputs
not readily measured in a crisp and unambiguous sense.  In this sense, environmental
problems are frequently complex, despite an apparent simplicity, while intricate ma-
chines can in fact have simple behaviour.  The point is, that numerical risk manage-
ment techniques might be appropriate for simple systems, while for complex sys-
tems, risk may best be managed by non-quantified approaches related to quality man-
agement.  Of course, numbers should be used wherever possible, but sometimes they
are simply not appropriate.

Single issue/focus — multiple focus

It was explained above that risk is intimately related to decision.  Decisions often
have to be made where there are multiple objectives, differing constraints and a number
of affected actors or groups.  For example, an engineering project might be to dam a
river for the purposes of irrigation, electricity generation, recreation and water sup-
ply.  In this case the management of risk could be difficult, with obvious conflicts of
water use.  For example, it might be best to operate with the lake half full to optimise
electricity use (so that precious water is seldom spilled), but to safeguard irrigation or
drinking water supplies the lake should be much fuller.

Own risk — others’ risk

The question here is whether the risk is faced by the organisation doing the risk
management,  as with a business managing its financial risk, or whether the risk
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being managed is a risk to others. Local and regulatory authorities, the fire service,
police and civil defence all manage the risks of others.  Usually, standards and regu-
lations are used as management tools.  The problem is often very much one of risk
balancing, where the aim is to allocate resources in such a way as to achieve the
minimum risk for a total budget.

A serious difficulty is that where others’ risk is managed, there is often no system
connection between those who set a regulation and those who must pay for its imple-
mentation.  The temptation is then to over-regulate, and to demand that too much of
a society’s limited resources is spent on attaining inappropriately low levels of risk.
Other problems involve random selection of what and how much to regulate.  The
difficulties are discussed in depth by Breyer (1993), who points out that they are
inherent in the system, rather than the fault of the individual regulators.

Where the risks are international in their effects, such as the ozone hole and green-
house gas problems, then there are serious risk management difficulties, in part con-
cerned with the awkward relationship between national and international law.  Where
no one government has power to manage the problem, the only solution is to work for
international agreements.  One of the more important roles of the United Nations is to
provide a forum for such agreements to be made.

Standard-driven — loss-driven

Some risk management problems are concerned with avoiding loss, while for others
the aim is to meet standards or conform with legislation, or avoid legislative penalty.
In the latter case an organisation has to interact with the regulatory body, which is not
always easy.  For instance, a transport organisation has to conform to standards laid
down by the Land Transport Safety Authority.  There are several difficulties here.
One is, again, the problem of the regulator not being responsible for the costs to the
operator.  Another is that there can be a mismatch between the degree of technical
expertise, resources and knowledge between regulator and regulatee, which is likely
to be the case if one party is a substantially bigger and better-funded organisation
than the other.

External threat — internal threat

An external threat comes from outside the organisation, such as natural hazards, ac-
tions of competitors or foreign currency shifts.  Internal threats whose source is within
the organisation are by their nature easier to control.  Examples are human error,
breakdowns of plant or communication, accidents and mismanagement.  In either
case one can control both consequence and likelihood, but one often tends to pre-
dominate.  For the external threats posed by natural disaster, for instance, one can
move location to reduce the likelihood, but it would be more normal to reduce the
consequences by, say, building more strongly, or to transfer the risk by insuring.  For
internal risks, control would be related to a quality management system.  It would
also be sensible to control consequences by taking countermeasures in case the worst
should happen, by, for instance, making sure the information system had regular
backups.

4.3  Determining the risk
There are a number of steps here.  They are to:
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• identify what can go wrong;

• decide on the correct risk measure;

• analyse the risk; and

• assess the risk.

To identify all that can go wrong is to establish the threats.  There are many systematic
ways of doing this — Mark Tweeddale discusses some in the next chapter — but it is
difficult to generalise because of the broad applicability of risk management.  The im-
portant thing is to try to be complete.  Here again, establishing a precise understanding
of the aim of the risk management exercise beforehand helps focus and limit the effort
required.

The correct measure of risk, or more precisely of the consequences, again depends on
the problem’s aim.  Sometimes the risk measure is obvious — monetary loss for in-
stance — but often it needs careful thought.  For example, a passenger transportation
organisation needs a measure for managing passenger safety.  There are degrees of
possible harm to individuals, ranging from death to minor injury.  What is the appropri-
ate single measure, or metric?  Usually fatalities would be chosen as a more clear-cut
measure than injury; but then, how should the risk of fatality be expressed?  Possibili-
ties are the risk to an individual passenger, or the probabilities of different numbers of
people killed, in different-sized accidents.  Suppose the former is chosen. There are still
a number of possibilities: the probability of a passenger being killed per hour (fatal
accident rate), per kilometre or per trip. If it is a matter of comparing with other trans-
portation modes, the choice of risk measure can have a major effect on the results.  It
becomes even more difficult when choosing measures for environmental risk, where
effects are often not well-understood.

The step of analysing the risk is primarily one of estimating probabilities.  There are
many ways of doing this.  Some are relatively crude and amount to little more than a
general ranking of risk in a semi-quantitative way.  Other approaches can involve pre-
cise and extensive calculation of probabilities — event tree and fault tree methods, for
example, mentioned elsewhere.  The difficulty is that while each approach might be
excellent for certain problem types, it could also be useless for others.  It also seems to
be the case that risk analysts in some areas are unfamiliar with techniques used else-
where.  For example, structural engineering risk practitioners might talk about first-
order, second-moment methods, but this might be gibberish to risk managers working
in business risk, transportation or the chemical and process industry.  Few experts would
have all the techniques at their fingertips.  Thus, matching the technique to the problem
is an important issue.

A further issue is matching the precision of a probability-assessment technique to the
quality of the information it uses.  There are few principles available for making such
judgements, though the “principle of consistent crudeness” can sometimes help as a
general guide (Elms, 1992b).

A fuller critique of risk assessment methods has been given elsewhere (Elms and Turkstra,
1992).

Once the risk has been analysed, the next step is to assess it; that is, to determine its
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significance, once again in the context of the overall aim of the risk management proc-
ess.  A useful preliminary approach is to divide risks into four categories as shown in
Table 3, determined by whether the probabilities and consequences are high or low.

Consequence

Probability High Low

High
Avoid

Reduce (i.e. move to
another quadrant)

Quality management
approaches

Low

Treat very carefully

Reduce risk indices

Quality management

Transfer

Accept

Table 3: Four categories of  risk

4.4  Deciding the strategy
The major groupings of control or response strategies are essentially given in the table
above.  They are:

• avoid;

• control (including reduce); and

• transfer.

They are not necessarily exclusive.  Of the four quadrants in the figure, presumably it is
obvious that high-probability, high-consequence risks are almost certainly too severe
and should simply be avoided by not accepting them.  Low-probability, low-conse-
quence risks are little more than a nuisance and can usually be accepted. Certainly they
can be reduced by careful management, but it might not be cost-effective to do so.
Frequent low-consequence risks should be managed on a continuous basis, by using
quality management approaches to reduce the likelihood of human or system error, or
by using a systematic statistical-reporting scheme to identify the most effective re-
sponses, or both.  The most difficult quadrant is usually the infrequent high-conse-
quence quadrant.  Here, there are many possible approaches, depending on the prob-
lem.  An obvious strategy is to transfer the risk using insurance, derivatives, diversifi-
cation and so on.  Another is to design the physical situation to reduce the consequences
if the worst happens, just as cars are designed to crumple to protect their occupants,
polar bases have their different units separated physically in case of fire, or cleanup
equipment is strategically placed nationally to deal with a coast-threatening oil spill.
Yet another strategy is to manage smaller incidents and reduce their occurrence, on the
assumption that a major disaster is usually the result of the coming together of a number
of individually insignificant factors.  Here, the use of a set of indicators which give
warning of a heightened likelihood of disaster can be helpful, such as those proposed
by Pugsley for structural failure (Pugsley, 1973). The idea has been expanded by Blockley
(1980).

There are basically three strategies for controlling risk once it has been accepted and
not transferred.  They depend on the nature of the problem, and what has to be achieved.
They are:
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• optimising;

• balancing; and

• satisficing.

In addition, control can be applied to likelihood (for instance, better signalling for trains),
consequences (for instance, crashproofing railway rolling stock), or both. Basically,
optimising means modifying the risk to maximise the overall benefit to an organisation.
Risk balancing means distributing resources to achieve the lowest overall risk for a
given outlay (Elms, 1997).  It is a type of optimisation, and is particularly applicable to
public situations such as civil defence, fire service or local authority risk management.
The less-familiar term satisficing means keeping within a limit or standard.  There may
be a public health risk standard to be met, for instance, or a financial risk limit set
internally in an organisation.  This is not the same as putting a limit on acceptable
consequences alone, which requires transference or consequence control, as we have
seen.  If optimising is thought of as trying to stay on the peak of a mountain, then
satisficing is staying on a plateau and not falling over the edge.

However, not all strategic approaches can be brought into the framework of the risk
management process shown in Figure 5.  The figure is appropriate to setting up a risk
management process for dealing with a specific risk situation.  It is less helpful if the
problem is concerned with the ongoing management of relatively small accidents and
incidents where periodic statistical information can both suggest control strategies and
also give feedback on their success.  For such a situation, Figure 7 is more appropriate.
It should be seen as a part of, or following on from, Figure 5: when the problem has
been understood and a process put in place, then as accidents happen, in a transporta-
tion network for instance, they are observed and categorised statistically and their causes
are analysed.  The emphasis here is on generic causes and the reasons for trends, though
the analysis of individual accidents is also necessary.  The step of assessment considers
what to do, especially in the light of the effects of previous actions.  Next comes action,
and the cycle continues.

Observe

AnalyseAct

Assess

Figure 7: Process for continuous risk assessment

4.5  Implementation
A common theme must be that risk management must be integrated and owned through-
out an organisation.  It cannot be done in a stand-alone or piecemeal way.  It certainly
cannot be left to the risk manager alone.  Indeed, it could well be said that:

A risk manager should not be managing risk.

The point is, of course, that it is the task of everyone in an organisation, but particularly



60

Risk Management — General Issues

all its managers, to be carrying out the actual management of risks, and, furthermore, to
be responsible for doing so.  The role of the risk manager is not to do the work, but to
provide policy and advice on setting up risk management systems, and to monitor what
is being done.  The pervasive nature of risk management really means that the ideas
have to be a part of the culture of the organisation.  It is a way of thinking, or of looking
at the world within which one operates.

A related matter is that there is inevitably a hierarchy of risks to be managed, just as
there is a hierarchy of management levels in an organisation (Figure 6). This is another
argument for integration. The approaches to strategic risk management, at the upper
levels, will inevitably be different from lower-level approaches.

The need to relate risk management to the decisions that have to be made has already
been mentioned.  Equally important is to consider the information flows involved.  This
requires:

• appropriate measures of risk; and

• a well-structured information system.

Both risk measures and information structure will differ according to the problem, and
especially between disaster prevention (low probability/ high consequence) and ongo-
ing risk management (frequent occurrences, e.g. traffic accidents).  In both cases ensur-
ing and maintaining the quality of the responsibility/information system is paramount:
the metaphor of system health is a useful approach since it requires that each system
has a purpose that is clearly understood and that, based on the purpose, it is:

• balanced;

• complete;

• coherent;

• consistent; and

• clear.

The idea of system health can be thought of as analogous to human health.  There is
perhaps a personal ideal of supreme fitness and wellbeing.  Most of us fall short of the
ideal, but we still function well enough.  However, if one’s health deteriorates signifi-
cantly there will be a marked falling off in performance, until one becomes dysfunc-
tional. If the deterioration is great enough, the result is death.  Just as a doctor can
assess human health by various diagnostic techniques, so the health of a system can be
judged by the five criteria given above.  Nevertheless, the process is not as simple as it
looks, and the full power to be gained by use of the healthy-system criteria can only be
achieved through time and practice.  The approach is closely related to quality manage-
ment.

4.6  Monitor
Monitoring a risk management system is as essential as setting it up in the first place.  A
central reason for the Clapham Junction disaster referred to earlier was that an initially
excellent safety management system had gradually deteriorated. Those involved had
not realised the change, though the indicators were there to be seen.  Thus, a risk man-
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agement system should never be taken for granted.

In monitoring, too, the healthy-system criteria can be useful as they give a critical
framework with which to judge the ongoing integrity of risk management systems.

It is not only a question of the risk management system structures deteriorating, though.
It is a broader question of an ongoing response to change. An organisation’s environ-
ment will vary over time, its nature and focus can change, and new threats will appear.
Technology changes, too: the rate of change of information technology is particularly
great.

Auditing is important, as well as monitoring. The distinction between the two is dis-
cussed by Mark Tweeddale in the next chapter.

5. Conclusion
This chapter is about principles. Perhaps the most important principle of all is that risk
management should be approached with the right attitude.  Having the appropriate
mind-set is central.  It is ultimately more important than all the possible techniques that
can be learned, and without it, the risk of failure is high.  In essence, it means to have a
systems view, and to be wary.  It is not a question of being pessimistic, but rather, of
simply being prepared for the unexpected, whatever it might be. One assesses the odds
and arranges them in one’s favour, and then proceeds, with cheerful wariness.

Here, in conclusion, are a few suggestions, based on experience.

• Beware of trying to eliminate risk — perfection is not cost-effective.

• A risk manager does not manage the risk — the whole organisation does.

• Beware of experts — they may not understand your problem.

• Beware of the simple view.  Things go wrong because of combinations of events.

• Seek resilience — be wary of brittleness or vulnerability.

• Take a system view — but make sure it is the right system.

• Beware of assumptions — especially as to the balance of what is really important,
and what is not.

• Make sure a risk management system or project is problem-driven, not technique-
driven.
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CHAPTER 5

Risk Techniques

Mark Tweeddale*

1. Introduction
The main steps in the process of risk management are simple in concept, and are well
defined in AS/NZS4360:1995 Risk Management. The techniques available for carry-
ing out each step show marked differences in detail depending on the field of risks
being managed. However, regardless of the field, each technique relies on a number of
fundamental principles.

There are two main classes of risk that are non-trivial, i.e. are in need of managerial
attention. They are:

• high risks; and

• other risks which, while not high, could have serious consequences.

High risks need to be reduced. This may be undertaken by reducing either the severity
of the consequences, or the likelihood, or both.

The other non-trivial risks are those that could have serious consequences but which,
because of their low likelihood of being realised, are not actually high risks. Rather
than risk reduction, managerial action is needed to ensure that these risks are indeed
low, and that they remain low into the future.

The steps in a risk management programme, as set out in the joint standard AS/
NZS4360:1995 Risk Management, are:

• define the context (strategic, corporate, risk management);

• identify the risks;

• analyse the risks (by understanding the cause and effect structure, and sizing up both
the likelihood and the consequences);

• assess the risks (by comparing them against each other to determine priorities, or
against some standards or targets to determine their importance in an absolute sense);

• treat the risks; and

• monitor and review.

These steps form an excellent broad framework for any risk management programme
but, as they are intended to be generic and broadly applicable, e.g. in an integrated
approach to risk management, there is a need to flesh out that skeleton in different ways
to meet the specific needs of the particular technology or types of risk being investi-
gated and managed.

This chapter does not aim to cover those techniques of risk management that are well

* Director, HM Tweeddale Pty Ltd, Sydney, Australia.
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known, but to comment on some features of their application, and to discuss recent
developments in both thinking and practice.

2. Requirements for Effective Management of Risks
Hawksley (1987) set out six requirements for safety assurance of process plants han-
dling hazardous chemicals. They have proved to be applicable, with a little adaptation,
to a wide range of risks, and are recommended when considering an integrated ap-
proach to risk management. Suitably adapted and fleshed out, they are as follows.

Understanding
All those involved must understand the hazards (i.e. the potential for mishap), includ-
ing the potential severity of their consequences, how those mishaps could occur, and
the nature and essential features of the safeguards in place.

Hardware
Facilities and equipment must be provided which are appropriate for preventing initia-
tion of the mishaps, and for responding to any that are initiated.

Systems and Procedures
Systems and procedures must be provided which are appropriate for the facilities and
equipment, and for preventing and responding to any mishaps that are initiated. The
roles of these systems and procedures may be classified as:

• ongoing operation and maintenance of the facilities and equipment;

• ongoing supervision and management of people;

• routine monitoring of the condition and performance of the facilities and equipment,
and of other systems and procedures;

• periodic auditing of the effectiveness of the routine monitoring systems;

• progressing of improvement.

Organisation and People
There must be an appropriate organisation, with appropriate staffing, communication
systems and training.

Emergency Capability
Arrangements must exist for early detection of the onset of emergency situations, and
for handling them.

Climate and Culture
The importance of risk management must be promoted, and a positive “climate” and
“culture” created.

3. Identification and Shortlisting of Risks

3.1  Identification of Risks
There are many names for the various techniques used in identifying risks. For them to
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be effective, each must incorporate a number of principles. These are:

• risk identification must be undertaken by a team of people with a variety of relevant
experience and expertise;

• the course of the study undertaken by the team must be systematic; and

• the degree of detail must be selected to match the objectives of the study and the
current extent of knowledge about what is being studied, noting that as the study
objectives probably include increasing understanding and commitment at a range of
organisational levels, it is very desirable for the team to include representation from
that range of levels.

Most of the risk identification techniques, such as Failure Mode Effects Analysis
(FMEA)1  and Hazard and Operability Studies (Hazop)2 rely on three main steps.

• Notionally divide the activity, equipment, or field being studied into a number of
subsections.

• Prepare a checklist of prompt words, which may be possible mishap types, or devia-
tions from the normal situation. The prompt words should be selected to be appropri-
ate to the technology being studied, and may be based on a review of the history of
similar facilities elsewhere and on study of the inherent hazards of the activity, equip-
ment, etc.

• For each subsection, consider each of the prompt words on the checklist, and con-
sider whether that prompt word triggers recognition of a scenario by which a mishap
could occur.

This is often described as a “top down” approach (see Figure 1).

An important principle can be recognised if this diagram is continued downwards (see
Figure 2) searching for the “root causes” of the identified scenarios.

One can classify the various types of root cause in various ways, for example by using
the structure of the six requirements for safety assurance listed above in Section 2.
Each of the identified scenarios can be envisaged as resulting from a failure in one or
more of those requirements. Then, proceeding one more level downwards, the “univer-
sal root cause” is identified: “management failure”.

Identifying the universal root cause as “management failure” is of little direct use: it
has long been recognised that the responsibility for almost any problem can ultimately
be laid at management’s door. However, it is the starting point for the “bottom up”
approach.

1 FMEA is a technique applied particularly to equipment, in which each component is considered in turn,
determining the severity of the consequences for the equipment as a whole, and its intended function, of
each possible mode of failure of each component. See Appendix A1.

2 The Hazop study technique, which originated in the chemical industry, entails a very detailed team study of
the process flowsheet, each piece of equipment and section of pipeline in turn, considering a range of
possible abnormalities and mishaps for each, evaluating subjectively the consequences and likelihood of
each abnormality and mishap, and deciding how to reduce the risk by reducing the consequences or like-
lihood or both. See Appendix A2 and Kletz (1992).
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Figure 1: Top down approach to risk identification
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Figure 2: Need for complementary bottom up approach to risk management
(continuation of Figure 1)

Starting from “management failure” and then moving up Figure 2, it is evident that
management failure in relation to risk management can take many forms. Selecting just
one, in this case “poor training of staff”, and moving one further level up the diagram,
it is evident that there are numerous other scenarios (shown diagrammatically here as
X, Y and Z) which had not been identified by the top-down approach. In fact, the range
of mishap scenarios which could occur if staff are not trained defies imagination.

This clarifies an important principle for risk management, namely:

It is insufficient to base managerial initiatives in a risk management pro-
gramme solely on identified hazards and hazardous scenarios.

Because many scenarios typified by X, Y and Z will not be identified in any top-down
approach, and defy imagination in any case, they must be managed without being ex-
plicitly identified. This is done by adopting “good practice” in each of the six require-
ments for effective risk management, i.e. by managing at the level below the scenarios
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in Figure 2.

It is thus necessary to adopt a two-pronged approach to identification and design of risk
management initiatives. The two prongs are:

• measures to avoid identified scenarios; and

• measures to develop and maintain “good practice”.

It is sometimes not immediately clear where to start when undertaking the top-down
approach. As a general rule, in the absence of other information, it is best to start where
there is most potential for a mishap with moderate to severe consequences. Suitable
starting points include:

• where there are high energy sources, and thus potential for severe impact if the en-
ergy is released in unwanted ways;

• at the principal components of the activity, as a mishap is likely to have most impact
on the operation;

• where the plant, equipment, operations etc. are complex, as there is an increased
likelihood of failure;

• “sensitive” activities, where minor deviations from normal can seriously affect the
results of the activities;

• innovative features, as performance is less proven, and experience has not led to
possible mishaps becoming widely known.

3.2  Prioritising Risks for Attention

Two Classes of Priority Risks
Commonly, at the outset of a risk management programme, or when undertaking a
major review of risks, such a large number of risk scenarios may be identified that it
would be entirely impracticable to attempt to tackle them all. In such cases it is essen-
tial to be able to rank and shortlist them so that the risk management programme can
make most effective use of limited resources, such as skilled staff, capital, time, etc.
While such ranking and shortlisting should be rationally based, the methods used must
be able to be applied quickly and simply, or the ranking and shortlisting process will
bog down in a mass of analysis, defeating the purpose.

The two dimensions of calculated risk are consequence and likelihood. When under-
taking ranking and shortlisting, it is necessary to use these dimensions, but the pres-
sures of time and cost prevent use of rigorous methods of assessment. It is normal to
use estimates, preferably reached by consensus among the same team which identified
the scenarios.

This approach is used in Hazop studies (in which the group forms a view whether any
action is needed by consideration of the possible severity of the consequences and their
impression of the likelihood), Failure Mode Effect Criticality Analysis (FMECA — an
extension of FMEA — in which the findings of FMEA are reviewed against a matrix of
severity and likelihood), and in “Rapid Ranking” (e.g. Tweeddale et al, 1992) in which
a list of possible mishap scenarios is systematically developed, benchmark scales are
used to estimate “scores” for the severity of the consequences and for the likelihood,
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the resulting risk scores are calculated, and the scenarios are ranked in descending
order of calculated risk score to enable shortlisting of them for more detailed risk re-
duction attention, or are ranked in descending order of consequence score for shortlisting
for ongoing management attention.

It is interesting to note that, as these various hazard identification methods develop, the
closer to each other they come. Computer software for assisting with the documenta-
tion of Hazop studies now commonly has fields for the team to record numerical esti-
mates of both severity and likelihood to facilitate derivation of an estimate of the asso-
ciated risks and decisions regarding which scenarios need attention and which are of
lower priority. FMEA, which began life as a means principally of identifying adverse
effects, has been extended to include estimates of likelihood, to facilitate ranking and
also decision of which failure modes need attention and which are of lower priority.
Rapid ranking, which was originally developed to assist a skilled analyst to determine
quickly which identified risks most needed formal analysis and assessment, has been
extended to become one of the methods used by a diverse team both to identify risks
and to rank and shortlist them.

What is often overlooked in risk ranking and shortlisting is that there are two classes of
risk which warrant detailed attention:

Class A:  apparently high risks (high product of severity and likelihood) which warrant
further analysis with a view to reduction or transfer;

Class B: risks, which do not fall within the classification of “high”, but which would
have severe consequences if they were to occur. These risks are characterised
by high or moderate potential severity, but correspondingly low likelihood.
They need careful on-going management to ensure that the likelihood does,
in fact, remain sufficiently low for their occurrence to be discounted. Class A
risks, after treatment, often fall into Class B.

This distinction is important when designing a monitoring system. This is discussed
later.

The principles used in these techniques are entirely applicable to any type of risk, with
suitable adaptations being made for the specific technology being assessed.

Prioritising Risks of Different Types
Organisations normally face risks of many different types, i.e. risks with entirely differ-
ent types of impact. For example, the risks faced by a manufacturing organisation could
adversely affect:

• safety of employees and the public;

• the environment;

• plant;

• public property;

• continuity of production and ability to honour contracts;

• quality;

• corporate image; and
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• acceptability to the community.

While these types of effect are as different as chalk and cheese, it is necessary to form
an integrated view about priorities across all types of impact, as they must be managed
using the same financial and staff resources. An approach to rapid identification, rank-
ing and shortlisting of a wide range of types of risk in an industrial estate is described
by Wood and Tweeddale (1989) and by Tweeddale and Wood (1990), and in other types
of application by Tweeddale et al (1992).

This task of prioritising risks with different types of impact has sometimes been under-
taken by expressing all the impact types in some common unit, such as a monetary
value. This is superficially attractive, and is popular with some economists, but it is at
variance with real-life decision making, in that it excludes the intangible and subjective
value judgements which can be fundamental in the risk field. For example, an accident
which severely injures members of the public or causes major damage to the environ-
ment could, in some jurisdictions, lead to the accountable senior managers being pros-
ecuted personally and gaoled.

Attempts to use purely monetary terms to express the costs of death or serious injury of
employees or members of the public, or of gaoling of senior managers, have generally
resulted in imposition of undue rigidity into the decision-making process, and lack
realism by omitting many subjective, unquantifiable factors which are used by all man-
agers in making important decisions.

A better way of approaching the task is as follows, illustrated in Figure 3, which pro-
vides a framework within which unquantifiable subjective factors can be incorporated
after a first ranking has been produced using risk quantification methods.

This approach is discussed more fully by Tweeddale (1995a).

4. Analysis and Assessment of High Risks

4.1  Risk Analysis
Analysis of risks entails determination (by such means as calculation, estimation, etc.)
of the severity of the consequences and the likelihood of the shortlisted scenarios. For
this to be done rigorously, it is necessary that the severity of the consequences of each
of the scenarios be the result of physical laws or some other equally immutable rela-
tionship, and that the cause-effect structure of each of the scenarios is understood. Then
the total risk from all the scenarios can be added. Of course, because it is not possible to
identify all the scenarios, this total is not comprehensive.

In the process industry, the consequences of many types of incident (e.g. fire, explo-
sion, toxic gas escape) can be calculated with a reasonable degree of confidence be-
cause of the physical laws governing flow of liquids under pressure through holes, the
energy released by combustion, animal and human toxicity of defined chemicals, etc.,
but even these depend on fundamental assumptions such as the size and location of the
hole from which the leak is occurring and, in many cases, an imperfect ability to repre-
sent the physical phenomenon (e.g. explosion) in mathematical form.

In other industries, it is not possible to calculate the severity of the consequences. For
example, if a bus and a passenger train collide at a level crossing, it is not possible to
calculate the number of people killed or hospitalised; it is necessary to make an in-
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3  Fault tree analysis is a structured way of representing a detailed analysis of the logical structure of the
causes and subcauses, etc. of incidents. It provides a basis for constructing estimates of the frequency of
such incidents, based on the frequencies and probabilities of the initiating events and situations. A fault
tree resembles the trunk and roots of a tree, with the trunk being the mishap, and the tips of the roots being
the various possible initiating events or contributory factors. The way in which the roots combine as one
follows them upward toward the trunk represents the logical combinations which can lead to the mishap.
See Appendix A4 and Kletz (1992).

4 Event tree analysis is a structured way of representing the various possible outcomes of an incident. By
assigning estimated probabilities to each possible outcome, it is possible to derive a “weighted” average
consequence. An event tree resembles the trunk and branches of a tree. The trunk represents the mishap
(e.g a traffic accident), and the branches the various possible outcomes, such as multiple deaths, a few
deaths, only injuries, only vehicle damage, etc. See Appendix A4.
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aaaaaaa 4 4 4 0 hhhhhhhh 2 1 3 2 qqqqqqqqq 3 3 5 3

bbbbbb 2 3 6 1 jjjjjjjjjjj 1 3 5 2 rrrrrrrr 1 2 7 3

cccccccccc 1 7 7 6 kkkkkkkkkkk 6 6 1 sssssss 5 8 1

dddddd 1 2 8 7 llllllllll 4 6 7 tttttttttttttttttt 2 84

eeeee 6 93 mmmmmm 4 7 3 uuuuuuu 2 87

fffffffffffffffff 3 95 nnnnnnnn 3 7 7 vvvvvv 2 90

ggggggg 2 97 oooooooo 3 8 2 wwwwww 1 92

ppppppppp 3 86 xxxxxxxx 1 94

TOTALS 110 100% TOTALS 66 100% TOTALS 62 100%

Notes:
1. Prioritise the risks initially within each class of impact, thus producing one priority list for each type of impact.
2. Starting from the top of each list, determine the cumulative total risk.
3. In each list, draw a provisional cut-off line at the point where the cumulative risk is 80% (say) of the total for that

list.
4. Estimate the total requirement for resources if all the risks above the cut-off line in each list were treated in the

coming period (e.g. budget year).
5. If the total resource requirement is greater or less than what can reasonably be budgeted, raise or lower the cut-

off lines accordingly. This step provides for the total workload of risk treatment to be practicable.
6. With a group of the responsible senior managers (i.e. those who will be held accountable internally or externally in

the event of a serious risk being realised) discuss and compare the risks at the cut-off lines in the different lists.
This entails subjectively comparing unlike risks; such as safety, environmental performance, production
continuity, quality etc. It will be found that some of the risks just above the cut-off lines will be judged to be less
important than some of those risks of different types which are below the cut-off lines. In such cases, the
appropriate cut-off lines are adjusted up and down accordingly until there is agreement that they are roughly at the
right levels.

Figure 3: Approach to comparison of priorities of risks of different types

formed guess. This imprecision need not inhibit effective risk management; it is clear
that such a collision is likely to have very serious consequences and that a great deal of
effort must be devoted to preventing such events. It is not necessary to know whether
ten or 30 people would be killed when managing the risks with a view to preventing
such an incident, although it may be valuable information when planning the emer-
gency response, e.g. the hospital capacity needed etc.

The frequency of occurrence of specific scenarios is commonly derived by analysis of
the cause-effect structure using techniques such as fault tree analysis (FTA)3  and event
tree analysis (ETA)4 . These are very valuable techniques, but depend on being able to
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represent a scenario as a logical structure of discrete events or situations. This is often
difficult. For this reason, as well as a number of other reasons such as the difficulty of
determining relevant and representative data to be used in the trees, assessment of fre-
quency is imprecise, and can be seriously astray.

It is important not to be misled by the apparently scientific basis of quantitative risk
assessment, and the apparent precision of the data used and the calculations performed.

It is fortunate that rigorous quantification of risk is not necessary for effective risk
management. It is obvious, but often overlooked, that quantitative assessment of risks
can only quantify the quantifiable components of the risk. Even in the case of process
plants, there are many unquantifiable factors, such as deficiencies in relation to the
requirements for effective risk management as set out in Section 2 above.

Examples of such deficiencies in risk management of technical manufacturing risks
include:

• poor understanding of the potential for mishaps, and of the safeguards required or in
place;

• poorly designed equipment or equipment in poor condition;

• poor procedures for operating or maintaining the equipment, for supervising opera-
tions or maintenance, or for managing the enterprise;

• a malfunctioning organisation, with inadequate levels of staffing or staff quality, en-
mity between staff members, poor communications, inadequate training, etc.;

• inadequate emergency capability; and

• limited managerial interest in, and commitment to, risk management; poor “climate”
or “culture” in the organisation.

While various approaches are taken by some workers in the field in an attempt to incor-
porate the effect of such weaknesses into quantitative assessments, they all have major
philosophical and practical deficiencies and, while they have their uses in a pragmatic
sense they cannot be regarded as realistic assessments. See Tweeddale (1992) and
Tweeddale and Mehra (1995).

The same problem has been considered by Bernstein (1996) in relation to political,
financial and commercial risks. He comments to the effect that it is classical arrogance

… to believe that we can put reliable and stable numbers on the impact
of a politician’s power, on the probability of a takeover boom like the one
which occurred in the 1980s, on the return on the stock market over the
next 2, 20 or 50 years, or on subjective factors like utility and risk
aversion.

There are several methods available for quantifying the frequencies of defined specific
human errors. However, Skelton (1996) reports that there has been very limited effort
put into validating them, and what limited studies have been done have been disap-
pointing and have shown that the different methods produce widely differing results.

It is helpful to consider the quantifiable and the non-quantifiable components as being
tangible and intangible respectively, and as two complementary dimensions of risk, as
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illustrated in Figure 4 (suggested by the Argand diagram used by mathematicians to
represent the two dimensional nature of complex numbers). In this illustration, the tan-
gible risk has been assessed as quite low, whereas the intangible component has been
assessed (perhaps using a checklist and judgement) as “high”, because of deficiencies
such as limited understanding of the risks, poor management systems, inappropriate
levels of staffing and training, poor emergency preparedness and a generally non-sup-
portive safety “culture” and “climate”.
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Figure 4: Tangible and intangible components of risk

Rather than attempting to adjust the assessed tangible component of the risk by multi-
plying it by some factor derived (necessarily by highly subjective means) from a
scoresheet used in assessing the intangible component of the risk, the two components
are presented together. It is clear that the resulting risk is high (shown diagrammatically
by the diagonal arrow) although its actual magnitude cannot be determined graphically
because the vertical axis cannot be calibrated in the same units as the horizontal axis.

For effective risk management, the above diagram would correctly focus managerial
attention onto the intangible component. Specific weaknesses can then be identified
and actions defined to rectify them.

Thus a risk assessment should include coverage of the two components separately,
each being given equal weight. Any actions to be taken should be based on careful
consideration of the insights provided by each component.

In the accounting field, it is said that “it is the bottom line which counts”, i.e. the total
profit or loss is the critical factor, not the makeup of it. The contrary is true in risk
assessment and risk management. Because of the limitations of the data used and the
methods available, the “bottom line” value of the calculated total risk is of much less
importance than the insights gained while calculating it.

4.2  Risk Assessment
Risk assessment entails sizing up the risks against each other so as to determine their
relative priorities, or against some standard or target so as to determine the acceptabil-
ity or otherwise of the risks.

The process of determining priorities has already been discussed in Section 3.2.

Comparison of calculated or estimated risks against standards and targets appears self
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explanatory, but there are some points to be noted. They include the following.

• It should be remembered that the calculated risk does not include the unidentified
scenarios.

• The calculated risk is just that, an assessment of those components of the risk which
can be calculated, and may be seriously wrong, or even irrelevant to the actual situa-
tion.

• If a calculated risk is low compared with the standards or targets, complacency can
lead to it rapidly becoming high.

• If a low-risk scenario actually occurs, as statistically it may, those responsible may be
liable to prosecution or for damages regardless of the previous risk assessment.

• In the event of legal action following occurrence of a scenario assessed to be of low-
risk, evidence will be obtained which will cast doubt, if not actually “demonstrate”,
that the original assessment was incorrect.

5. Systematic reduction of high risks

5.1  The “Risk Balance”
When the risks that need reduction have been identified, it is important to undertake a
review of risk reduction options in a systematic manner. An approach used in the proc-
ess industries is illustrated below in the “Risk Balance”. (Together with the six require-
ments set out by Hawksley, it is an excellent framework for undertaking a review of the
risk management status of an organisation, and for explaining the strengths and weak-
nesses of it to the responsible managers.)

In outline, the inherent hazard, or potential for mishap, needs to be balanced by the
“risk management package”, which comprises three main components: prevention, pro-
tective response, and damage limitation. This conceptual balance is applicable in many
fields. It is illustrated below by reference to the process industry.

In the process industries, the inherent hazard is determined by the quantity of hazard-
ous materials present, the properties of those materials, the nature of the processes
being performed, and their complexity, i.e. their propensity for mishap.

Prevention comprises those “hardware” and “software” measures which aim to prevent
initiation of an incident. Examples include design to prevent leaks, and good operating
instructions to prevent human error.

Protective response comprises those hardware and software measures which aim to
detect the onset of an incident (e.g. a leak) and respond to it (e.g. by raising an alarm
and automatically closing valves).

Damage limitation comprises those measures which aim to minimise the extent of the
impact, if an incident is initiated and if the protective response fails. They include sepa-
ration of the hazardous facility from sensitive equipment or areas (e.g. housing) and
strengthening (e.g. of vulnerable equipment).

Software can be variously defined, but can be classified as:

• organisation (and how people work together);
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Figure 5: The risk balance

• procedures and methods;

• knowledge, skills and training;

• documented standards and records; and

• attitudes, “climate” and “culture”.

The risk balance is described more fully by Tweeddale (1985).

5.2  “Ideal” Approach to Risk Reduction
Philosophically, it is desirable for risk reduction to be approached from the left hand
side of the diagram then moving across to the right, i.e. the attempt to make improve-
ments should ideally be undertaken in the following sequence:

• reduction or elimination of the inherent hazard;

• improved preventive hardware and software;

• improved protective hardware and software; and

• improved damage limitation.

5.3  Practical Approach to Risk Reduction
In practice, the most cost-effective approach may be to make improvements to what-
ever components of the risk balance are shown to have the greatest weaknesses.

An approach that has been found helpful by combining both the “ideal” approach with
practical cost-effectiveness as follows.

• Identify the hazards, and understand their nature and magnitude.

• Identify the existing components of the “safety package”, both hardware and soft-
ware.

• Form an impression of where the components are strong or weak. For example, it
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may be perceived that the prevention hardware is strong, but the prevention software
has weaknesses. Similarly, the protection software may be strong, but there may be
little hardware. The damage limitation features may be very limited.

• Consider the options for risk reduction, starting from the left hand side of the dia-
gram, and moving right, i.e. start by considering the options for reduction of the
inherent hazard, then move across systematically until damage limitation has been
considered.

• Then, for cost-effectiveness, pay closest attention to where there are perceived weak-
nesses, preferably in the sequence considered in Step 4.

5.4  Project Risks
A “project” is an activity with a defined start and finish. Projects of any type face a
number of risks. They include:

• the risk of the end result not performing as required (i.e. technical failure);

• the risk of exceeding the financial budget; and

• the risk of taking longer to complete than was planned (i.e. exceeding the project
schedule).

Any of these risks can have very serious consequences for the organisation responsible
for the project.

There are numerous other risks, such as of causing injury to people, or damaging the
environment or property, as a result of a mishap during the course of the project work.

The technical risks can be approached using approaches similar to those described ear-
lier.

Analysis of both the budget and schedule risks can be aided by use of one of the com-
puter packages (e.g. @Risk) which permit incorporation of statistical distributions in
cells in computer spreadsheets. For example, if a spreadsheet is set up of the tasks in the
work breakdown structure of a project, and a cost distribution is inserted instead of an
expected cost for each element, the total cost will be displayed as a distribution. Simi-
larly, the logic of the sequence network or critical path diagram can be set up in a
spreadsheet, with statistical distributions inserted instead of the best-estimate durations,
and the total duration of the project will be displayed as a probability distribution,
taking account of dependencies and floats.

As with technical risk assessment, the principal benefit comes from the insights gained
while doing the analysis, and from seeking the reasons for the value obtained for the
final answer, rather than from the magnitude of the final answer itself.

6. Managing low risks with high consequences

6.1  Establishing Low Risk Operations
As discussed earlier in Section 3.2, it is not sufficient for a risk management programme
to aim to reduce high risks. What is also needed is an ongoing programme to ensure that
low risks remain low. (There is also a need to keep reviewing risks to ensure that new
high risks have not developed.)
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The low risks which perhaps need most attention are those which could have serious
consequences if they were to occur. These should have been identified when undertak-
ing the prioritising step outlined earlier, and may also include a number of risks which
were originally identified as high, but which have become low as a result of analysis
and subsequent reduction.

The first step in managing the low risks which could have high consequences is to
check whether the requirements as set out in Section 2 are all being met. In effect, this
is ensuring that the operations are being conducted within quality assurance principles
(although not necessarily in accordance with “quality assurance” as currently prac-
tised, with its undue emphasis on documentation and auditing, rather than on doing
things well the first time).

6.2  Monitoring and Auditing

Distinction between Monitoring and Auditing
The critical distinction between monitoring and auditing is summarised in Table 1 below.

MONITORING AUDITING

Must be designed and led by line management.
Quality of monitoring is a line management
responsibility.

Must be designed and led by those who have no
line responsibility for the activity. Quality of
auditing is a non-line responsibility.

Must cover all relevant indicators
comprehensively.

Selective, designed on a sampling basis.

Must be continuous, or at a frequency such that
any serious deviation or fault is detected
sufficiently promptly for effective corrective
action to be taken.

Periodic.

Table 1: Distinction between monitoring and auditing

In effect, a monitoring system is part of the management control system, and is analo-
gous to a process controller, such as the pressure controller on a boiler. By contrast, the
auditing system is analogous to a protective system, such as a relief valve on a boiler,
which only acts positively when a fault occurs in the routine control system.

These differences are discussed in more detail, together with lessons drawn from the
auditing experiences and practices of the accounting profession, by Tweeddale (1995b).

One test which can be applied to an auditing system is to ask: “Is the auditing system
very valuable?” The more visible value which is obtained from the auditing system,
the more evidence there is that the managerial control systems are failing.

Designing a Monitoring System
This is a large topic which is generally beyond the scope of this paper.

However, based on the discussion in Section 3.1, it is important to design the monitor-
ing system for both:

• early detection of the onset of identified scenarios; and

• confirmation of the standards being achieved against the six requirements for effec-
tive risk management, and early recognition of any decline.
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Designing an Auditing System
Again, this is generally beyond the scope of this chapter. However, a lesson to be learned
from the accounting profession is that auditing must not be allowed to dilute the re-
sponsibility of line managers for the effectiveness of their own monitoring system and
their use of it. Commonly the safety or risk management auditing function within an
organisation is centralised. This is a reasonable approach, as it leads to development of
expertise. However, it often leads to a territorial ambitions, and encouragement by the
auditors for the line managers to rely on them, instead of on their own monitoring
systems.

Just as line management are responsible for monitoring their costs and profits continu-
ally, and the accounting auditors’ role is to attest financial reports prepared routinely by
the line organisation, so line managers need to be fully abreast of their risk manage-
ment performance, with the risk auditors’ role being to attest the line management
assessment of their situation.

To facilitate this, risk management auditors should request prior preparation of a brief
position paper or score sheet from line managers before starting an audit, and should
use it as the starting point for the audit.

7. Traps for the Unwary

7.1  Excessive Reliance on Numbers
Section 4 introduced the importance of conducting the risk management process in a
manner which formally incorporated subjective judgement. This is considered in more
detail below.

“Assessment” has a broader meaning than just putting a number on the magnitude of
the risk. It includes such unquantifiable but essential elements as “culture” and attitude,
standard of training, technical competence of professional staff, and so on. Insurers
have been aware of this for years; no insurer would be willing to insure a factory based
solely on a quantitative assessment of the risk, without a detailed description of the
hazards, the matching safeguards, and the organisation and its management.

Outside the insurance industry, there is currently much emphasis on formal quantifica-
tion of risks. (Indeed, in some quarters, the current enthusiasm for and faith in quanti-
fied risk assessment bear a striking resemblance to a cult religion.) Certainly, an indica-
tive subjective quantification is needed for ranking and shortlisting. In some fields,
such as life insurance where there is a wealth of data, and the chemical industry, where
some elements of the risk depend on scientific principles, it is possible to quantify risks
more than in some other fields, such as ecological damage or legal liabilities. The de-
tailed analysis inherent in quantification is very instructive, so where risks can be quan-
tified, or elements of them, they should be. But caution must be observed in placing too
much reliance on the absolute value of the “bottom line” risk, because even where risks
appear to be substantially quantifiable, they are based on assumptions of varying rel-
evance and reliability, and there are usually major non-quantifiable components which
need to be considered if well-informed decisions are to be made. Risk management
differs from accounting: it is not the bottom line of the risk assessment which is impor-
tant, but the insights gained during the analysis which produced that bottom line.
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By defining the fundamental questions to be answered and decisions to be made, and
bearing in mind the full range of risk types to be managed, the quantified and non-
quantified information can be kept in balance.

Bearing in mind that the community in general sets its priorities partly on tangible
objective bases, and partly on subjective intangible bases, it is important not to rely
solely on quantitative measures. The community is driven, not just by views such as
those of economic rationalists, but by likes and dislikes, loves and hates, and a whole
range of unquantifable value judgements. There is a change of emphasis needed in the
current thrust in risk management. Rather than trying to quantify everything yet recog-
nising that some subjective intangible risk components are unavoidable, it is important
to regard those subjective intangible components or factors as essential, and to seek
them out for inclusion in the consideration of the fundamental questions and decisions.
If this is not done, any decisions made will overlook a major component of community
values.

7.2  Expressing all Risks in Monetary Terms
While there are methods of putting monetary values onto subjective values such as the
value of human life and of various features of the environment, such values can change
markedly depending on the circumstances, and do not represent reality. For example:

A transport organisation sought a process for prioritising the various
risks to safety of employees and public, damage to the organisation’s
own assets, delay to the travelling public, etc. They constructed a com-
plex computer programme which assigned a monetary cost to postulated
accidents and breakdowns, using a monetary value per injury (based on
lost wages and hospital and medical costs), per death (based on dam-
ages claims), per passenger hour of delay, and expected property dam-
age. There was no account taken of many intangible factors which are
difficult to quantify, such as environmental damage, the risk of personal
prosecution of directors and managers with custodial sentencing a pos-
sibility, the value of human life, etc.

Thus the priority given to risks with the various classes of impact (life,
injury, delay, property damage etc) was entirely dependent on the mon-
etary values ascribed. An improvement was recommended in which the
risks were first prioritised within each impact class, a provisional cutoff
line drawn in each class, with the cutoff lines then being compared both
by using a range of monetary values to determine the sensitivity to differ-
ent assumptions, and by subjective judgement following extensive
multidisciplinary and interdepartmental discussion.

It is held by some economists that human life can be quantified in monetary terms.
Certainly the value to a family can be assessed in terms of the breadwinning capacity,
or the value to the community by considering the work output. But it is not possible to
replace the emotional value of a person with money, nor does money wipe away the
pain of an injury, or replace a limb lost or eliminate the restrictions caused by a disabil-
ity. For example:

A workman is killed in an accident. The insurer immediately presented
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the grieving widow and children with a cheque for an amount which
would cover his projected income for the rest of his life, plus a large
bonus. If the widow and children dried their eyes and got on happily with
their lives, it would be clear that there had been something wrong with
their family relationships.

7.3  Undue Influence from Centralised Risk Management Specialist Section
Each line manager is responsible for managing the risks of the activities over which he
or she has authority.

In some instances, where a strong centralised risk management section has been estab-
lished, their expertise, energy and effectiveness are actually counterproductive, as they
dilute the sense of risk-ownership by line managers.

For example, in hazardous operations, if there is a frequent comprehensive and expert
audit conducted by people from outside the line management structure, there is a dan-
ger that the line managers may soft-pedal their own monitoring efforts, relying instead
on the audits. This is covered more fully by Tweeddale (1995b).

7.4  Bureaucratisation
In the safety field, there is an increasing “bureaucratisation”; an increasing requirement
for documentation for inspection by others. While the requirements for documentation
may be intended to be flexible, and may be set out in “guidelines” rather than regula-
tions, they often become de facto regulations, typically for one of two reasons:

• at the organisational level in the relevant statutory authority at which the documenta-
tion is reviewed for approval, it is far safer for the staff concerned to insist on the
suggested form, rather than take a personal risk of accepting something different;

• organisations preparing documentation for approval wish to minimise the risk of
delay due to having to revise the work because of its different form, and so constrain
their studies to fit the suggested pattern.

There are several underlying reasons for this trend toward bureaucratisation. They in-
clude the following:

• The direction of development of safety legislation worldwide has moved from de-
tailed prescriptive forms (“Thou shalt …” and “Thou shalt not …”) toward goal-
oriented forms in which the objective of a high level of safety is set out, and those
responsible for activities are given, in principle, great freedom to operate as  they see
fit, provided that they achieve that objective. Because some managers either do not
know how to operate safely, or do not care, regulatory bodies find it necessary to
require them to demonstrate that they are complying with the intent of the legislation.
This is most easily done, is it often believed, by requiring presentation of the docu-
mented results of their safety studies, their safety systems, etc.

• Any government official is in a cleft stick. If he or she permits an industrial develop-
ment, which later has an incident which causes public concern, the official is in the
firing line from his or her departmental seniors, the government minister holding the
relevant portfolio, and the media. On the other hand, if the official declines to ap-
prove the development, the industry concerned may lobby the minister. Therefore



80

Risk Techniques

there is an understandable wish by government officials to require specify require-
ments for documentation, and to base approval or disapproval on documented evi-
dence.

• Society is increasingly litigious, and anyone making a decision has a strong incentive
to “cover his or her back”. Documentation is one way of doing so.

7.5  Over-standardisation
Risk management is a rapidly developing process. Standardisation can lead to stagna-
tion. The current Code (AS/NZS:4360) is generic, and does not inhibit further develop-
ment. But the push for development of industry specific codes subordinate to AS/
NZS:4360 could impede innovation, unless undertaken with that danger clearly in view.

Nevertheless, there are fields in which the Standard does not provide much assistance.
One such field is reported to be that of emergency management. In such fields, there is
a stronger case for subsidiary standards.  (The Australian Emergency Management In-
stitute has conducted a workshop of senior emergency management officials to explore
the application of the Standard to that field.)

7.6  Falling for the Cult of the “New Religion”
Bernstein (1996) has written of the “new religion of risk management”. Continuing his
line of thought, it is useful to consider the characteristics of many new “cult” religions
which are not dissimilar to some of the hype surrounding the solid core of risk manage-
ment. They include:

• offering adherents an illusory future security in the face of present uncertainty (bliss
in afterlife/orderly and trouble-free business future);

• requiring adherents to suspend their own judgement (“It says in this holy book/this
computer printout”);

• requiring a blind belief in the “gospel” according some self-appointed and self-serv-
ing prophet (visiting foreign guru/overseas risk consultant);

• claiming to be able to foretell the future (the end of the world/financial system/fac-
tory);

• preaching that there is only one right way to be saved; doom otherwise (hell, fire and
brimstone/commercial or technical disasters);

• in some cases, adoption of new technology in a manner which impresses those who
do not understand it (‘E meters’/complex mathematics).

7.7  Reliance on Averages
The accounting manager of a factory, before approving and signing the payroll each
week, sought the names of those three employees who received the highest pay that
week, and the three who received the lowest pay, together with an explanation of those
amounts. He used that as a way of identifying inadequate control of overtime, absence
through sickness, and many other abnormalities which would not be identified by study-
ing trends in average pay rates.

Mishaps do not occur in “normal” or average circumstances. It is the abnormalities, the
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non-average events or circumstances, which lead to the mishaps. Special strengths in
some features and weaknesses in others can appear to balance each other out, present-
ing a satisfactory average. But it is the weaknesses which can trigger a mishap, regard-
less of the existence of the strengths.

8. Conclusions
The principles and procedures of risk management are broadly the same as have been
used by effective managers for many years, but are more systematic and structured,
with a greater capability for, and emphasis on, quantification of the risks.

Hazard identification must be undertaken by a multidisciplinary team, using a system-
atic detailed approach.

It is important not to base a risk management programme solely on avoidance of de-
fined scenarios. It is at least equally important to ensure good practice.

It is not only the high risks which need managerial attention, but also the not-high risks
which could have serious consequences if they were realised.

When comparing risks of different types of impact (e.g.  commercial risks, safety risks,
environmental risks etc.) in order to allocate priorities for attention, it is important not
to rely on some quantification of them using some common unit. Any such approach is
an oversimplification,  and ignores the unquantifiable but essential  components of the
risks. When comparing the priorities of risks with different types of impact (e.g. safety,
environment, property, etc) it is necessary to give great weight to subjective value judge-
ments, alongside quantitative measures.

Because the community is driven as much by subjective likes and dislikes as by objec-
tive and quantifiable values, not only is incorporation of such intangible factors in risk
assessment and risk management unavoidable, it is essential and to be actively under-
taken without apology.

When appraising risks, it is important actively to seek the intangible and unquantifiable
factors, and structure them into the analysis, giving them equal standing with the quan-
tifiable factors.

Care should be taken not to place excessive reliance on auditing, as this dilutes the
responsibility and commitment of line managers.

When reviewing any risk study, the critical “commonsense” test should be applied. If it
looks wrong, it probably is wrong, or at least needs to be probed carefully. If the details
of an assessment are not understood, it should not be relied on. Nothing should be taken
on trust. Blind faith in the reputation of experts or of elaborate risk assessment pack-
ages is very dangerous.
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Appendix A1: Failure Mode and Effect Analysis (FMEA)

A1.1  Introduction
Failure Mode and Effects Analysis (FMEA) is a form of non-quantitative analysis which
aims to identify the nature of failures which can occur in a system, machine, or equip-
ment by examining the subsystems or components in turn, considering for each the full
range of possible failure types, and the effect on the system of each type of failure.

FMEA is most applicable when only one type of impact is being considered, such as
production loss,  or safety, or environmental damage, not a combination of them. Where
a combination of types of impact is to be considered, it is preferable to use Rapid
Ranking which is structured and designed for computer sorting, and is thus more flex-
ible.

FMEA is often undertaken by one person alone, but to meet the requirements of effec-
tive risk identification it is very desirable that it be undertaken by a small team (e.g. 3
people) with a variety of backgrounds (such as design, production, maintenance).

Typical applications of FMEA include:

• identification of specific scenarios when undertaking a risk assessment of  mining
equipment or machinery;

• identification of specific scenarios when undertaking a risk assessment of a modifi-
cation to mining equipment or machinery;

• identification of the specific scenarios when studying a single risky activity.

A1.2  The Steps in FMEA
The steps in FMEA are:

(i)  Define the scope of the study, by defining the limits of the machine, machine sec-
tion, system or subsystem to be studied. This is often specified most clearly by listing
the main features which are included, and the main features (if any) which are explic-
itly to be excluded.

(ii)  Decide the level of analysis. This can be difficult to decide, as there is always the
possibility that going into extra depth of detail may uncover a further problem which
needs to be tackled. However, if the dangers of “analysis paralysis” (i.e. spending so
much time on analysis that the marginal cost greatly exceeds the marginal benefit and
other productive efforts grind to a halt) are borne in mind, a reasonable balance can
be found. The level of analysis is determined by the selection of the elements for
study. A detailed study of a machine could, in the extreme, consider each individual
physical component in turn as an element for separate study, whereas in a broad
study the main subsystems may be regarded as the elements.

For the types of element selected, identify and list the variety of failure modes possible.
For individual mechanical components these could include:

• mechanical breakage;

• excessive wear/corrosion; and

• deformation (elongation, compression, bending), etc.
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For electrical components the failure modes could also include:

• open circuit;

• short circuit;

• increased resistance;

• reduced resistance; and

• insulation breakdown, etc.

Instrument failures could  include:

• reading too high;

• reading too low;

• seizing/not moving; and

• responding too slowly.

On the other hand, if the analysis is limited to consideration of subsystems, rather then
components, then the failure modes would be those for such subsystems. They could
include:

• premature operation;

• failure to operate when needed;

• intermittent operation;

• failure to cease operation when needed;

• loss of output or failure during operation; and

• unsatisfactory output.

(iii)  For each element (whether component or subsystem) to be studied, consider each
of the listed possible failure modes, and identify the effect on the machine or system
as a whole, and the relative importance of those effects. These effects could include:

• injury to people;

• damage to the environment;

• damage to equipment;

• loss of production;

• reduced quality of production; and

• increased cost of operation.

(iv)  For each failure mode for each element studied, identify:

• the means of preventing the failure by design, operating and maintenance prac-
tices and management;

• the means of detecting the failure and responding effectively to it; and

• means (if any) of limiting the impact of the failure, particularly by design changes.

(v)  On completion of the analysis, review the options for reduction of the likelihood or
effects of the failures, and document the recommendations for action.
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Appendix A2: Hazard and Operability Studies (HAZOP)

A2.1  Introduction
When the detailed design of a process, machine, equipment item or a procedure is
effectively complete, it is possible and very valuable to conduct a Hazop study.

In such a study, the design is subjected to a systematic and very detailed study, by a
team of people with a range of backgrounds and expertise, looking for ways in which
abnormal circumstances or upsets could occur with serious safety and operational re-
sults.

The objective of Hazop studies is sometimes defined as:

to facilitate smooth, safe and prompt commissioning of facilities or im-
plementation of procedures etc., without extensive last-minute modifica-
tions, followed by trouble-free continuing operation.

The track record of Hazop studies is impressive.  Wherever the technique has been
applied in accordance with the principles set out below, the results have been:

• smooth, trouble free commissioning and startup;

• greatly reduced (expensive) last minute modifications;

• well-briefed staff; and

• smooth subsequent operation, (except where Hazop recognised possible problems
which were not subsequently resolved).

A2.2  Essential Features of a HAZOP Study
Hazop studies can take a variety of different forms, which can lead the casual observer
to wonder what it is that makes a Hazop study different from some other form of meet-
ing or review.

The essential features of a Hazop study are as follows.

• It is a systematic, detailed study following a preset agenda.

• It must be conducted by a team comprising members with a variety of backgrounds
and responsibilities, representing all the groups with a responsibility for the opera-
tion (e.g. a Hazop of a new project in design would have representatives from design,
construction and ultimate operation).

• It concentrates on exploring the possibility and consequences of deviations from
normal or acceptable conditions.

• It is an audit of a nominally completed design.

In outline, a study takes the form of a discussion, examining each element of a design
or operation in turn, and considering a checklist of possible deviations for each ele-
ment. For each postulated deviation, an attempt is made to envisage  ways in which the
deviation could occur, and for each such way a judgmental estimate is made of both the
severity of the possible consequences and of the likelihood.  If the meeting comes to the
view that the combination of the severity and the likelihood together is sufficient, the
deviation is noted as a problem to be resolved.  If resolution is likely to require little
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discussion, it may be tackled in the meeting.  Deviations apparently requiring signifi-
cant effort for resolution are listed for attention outside the meeting.

A2.3  Timing in a Project
Normally in a new project (for development of a new machine or type of equipment, or
a modification to an existing machine or equipment,  or a new or modified procedure),
a series of reviews are held in the course of design to ensure that the design will be able
to perform the duty required.  These give rise to series of revisions.

When the design is at a stage ready to be frozen, the Hazop should be scheduled.

A2.4  Selecting the Team
It is important to assemble a good team. The essential requirements are representatives
of all groups involved, such as design, construction, operation, etc with the representa-
tives bringing both technical know-how and sufficient organisational seniority to have
the agreed actions implemented. There must also be at least one person who knows
how to run a Hazop study.
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Appendix A3: Fault Tree Analysis (FTA) and Event Tree Analysis (ETA)

A3.1  Introduction
Fault tree analysis is used in risk assessment to analyse, understand and display the
logical structure of events and situations which can lead to major undesired events,
such as major accidents.

Development of fault tree starts with definition of the major undesirable event (e.g. gas
explosion), and the events and situations which can lead to that outcome, either singly
or in combination, are shown diagrammatically, linked via “AND” and “OR” logical
connections. The resulting diagram somewhat resembles the trunk of a tree (the un-
wanted outcome or “top event”) with the root structure supporting the trunk being de-
veloped progressively downwards, branching at the logical connections. The analysis
is continued downwards until the base events are sufficiently simple and understood to
be regarded as “root causes”.

Event tree analysis, on the other hand, is used to estimate the range of possible outcome
from a single major undesirable event, such as the gas explosion suggested above.
Depending on the conditions at the time of the hypothetical gas explosion, the outcome
could be numerous fatalities, or none; severe damage to the mine, or minimal damage
etc.  An event tree starts with the postulated major undesirable event, and branches
from there to consider the possible outcomes. The structure of the branches is devel-
oped by considering each of the factors which could influence the outcome in turn
(such as the manning in the vicinity at the time of the explosion, the extent of the gas
cloud at the time of ignition, etc.) with a probability being estimated for each of the
alternatives considered. The result is a branch structure, with the tips of the branches
representing the various possible outcomes, each with an estimated probability and
estimated consequence. From these estimates can be determined the worst credible
outcome, the least severe outcome, the most likely outcome, and the weighted best
estimate.

Commonly, for convenience of drawing, an event tree is set out horizontally, branching
from the left toward the right.  Where there are “yes/no” decisions, the “yes” alternative
is on the upper branch. (In some circumstances, however, there are several possibili-
ties, in which case there are more than two branches from the one point. In such cases
the individual branches should be labelled for clarity.)

A3.2  Fault Tree Analysis
Typical Applications of Fault Tree Analysis

FTA is typically useful when the logical structure of the causes of a major unwanted
event is not immediately clear, e.g. where there are several possible causes of a postu-
lated serious unwanted event, and where those causes in turn have various root causes
as well as preventive measures and means of responding to them. Use of FTA provides
a structured approach to developing a good understanding of how the causes and the
safeguards are logically linked, for recognising weaknesses in the safeguards, and for
identifying the most appropriate means of reducing risks.

It is also a very valuable form of analysis where there is a need to estimate the likeli-
hood of occurrence of an unwanted event or situation in quantitative terms.
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Structure of a Fault Tree (See Figure A1)

In the example shown in Figure A1, the possible causes of gas explosion in a coal mine
are analysed in simplified form to illustrate the principles. The diagram shows a gas
explosion needing both a flammable gas/air mixture to be present, AND an ignition
source. The flammable gas/air mixture can be present if either there is continuing re-
lease of gas and insufficient ventilation to keep the gas below the lower explosive limit,
OR there is an outburst. The possible ignition sources include faulty electrical equip-
ment, OR faulty machinery, OR spontaneous combustion in the coal within the flam-
mable gas region, OR some other source.

Clearly the bottom events on this simplified fault tree could be analysed further, to find
the root causes.

GAS EXPLOSION

AND

FLAMMABLE GAS
CONCENTRATION

PRESENT

OR

IGNITION
SOURCE
PRESENT

OR

OUTBURST
(of gas from coal face)AND

CONTINUING
GAS EMISSION

INADAQUATE
VENTILATION

FAULTY
ELECTRICS

FAULTY
MACHINERY

SPONTANEOUS
COMBUSTION

PRESENT

(The mathematics for assessing the frequency of the “top event”  —  in this case, gas explosion  —   is not always
straightforward.  Experienced assistance is recommended when starting use of fault tree analysis. The mathematical

methods are not discussed here. )

Figure A1: Example of a simple fault tree

A3.3  Event Tree Analysis (ETA)
Typical Applications of Event Tree Analysis

An event tree can be very helpful in identifying the various possible outcomes of a
single hazardous event, such as a gas explosion. It is also useful, when estimates of the
probabilities of each of the postulated alternatives have been inserted, in highlighting
the situations which have most effect on the outcome.

The main difficulties, and hence limitations, arise from:

• the difficulty of defining some of the alternatives; and

• making the estimates of the probability of each of the alternatives.
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Structure of  an Event Tree (See Figure A2)

Figure A2 shows a simplified event tree. Working from left to right, there are three
incident types which are sources of gas. The next stage considers whether the mine is
being worked at the time of the explosion. Each pair of yes-no probabilities adds up to
unity, but the probabilities differ according to incident type.

Gas
explosion

Incident
type

Mine being worked
at the time?

Probability of
outcome

Estimated
outcome

Outburst
(Prob = 0.3)

Y
Prob = 0.95

N
Prob = 0.05

P= 0.3 x 0.95
= 0.285

P= 0.3 x 0.05
= 0.015

5 dead,
10 injured

no injuries

Due roof
collapse

in old
workings

(Prob = 0.05)

Y
Prob = 0.7

N
Prob = 0.3

P= 0.05 x 0.7
= 0.035

P= 0.05 x 0.3
= 0.015

10 dead,
20 injuries

no injuries

N
Prob = 0.2

P= 0.65 x 0.2
= 0.13

Continual
release

(Prob = 0.65)

Y
Prob = 0.8

P= 0.65 x 0.8
= 0.52

10 dead,
20 injuries

no injuries

If the likelihood of a gas explosion in the mine were estimated to be 1% per year,
then the frequency of accidents in which people would be killed would be:

0.01 per year x (0.285 + 0.035 + 0.52) = 0.0084 per year

Figure A2: Example of a simple event tree (gas explosion in a coal mine)
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CHAPTER 6

Australia/New Zealand Risk Management Standard

Roger Keey*

1. Introduction
Risk management practices have evolved at various levels of sophistication depending
upon the activity being managed and the scale of operation. However, there are certain
elements in common. This is the philosophy behind the promulgation of the Standard,
A/NZS 4360:1995, Risk Management. The Standard is concerned with all kinds of risk.
For that reason, “risk” takes a wide definition in the Standard: it is the exposure to the
possibility of such things as economic or financial loss or gain, physical damage, injury
or delay, as a consequence of pursuing or not pursuing a particular course of action.
Risk, then, is seen to arise out of uncertainty. The level of risk has two aspects: the
likelihood of a risk happening, and the consequences should it do so. Action to manage
risk needs to address both aspects.

Risk management in the Standard is defined as the systematic application of policies,
procedures and practices to the tasks of identifying, analysing, assessing, treating and
monitoring risks. The alternative to risk management is risky management. The Health
and Safety in Employment Act 1992 assumes that practices involved in managing health
and safety at work are the same as those in other critical areas of business, and defines
the duties of employers, principals of a contract, the self-employed and employees in
this regard. The Standard provides a framework for undertaking these duties. Besides
contractual and regulatory obligations, prudent risk management will give a more rig-
orous basis for strategic planning as a result of a structured consideration of the key
elements of risk in the enterprise. Other benefits include the better allocation of re-
sources of people and funds and, in some instances, in better client services in provid-
ing sounder advice.

The Standard sets out a formal step-by-step process that can be applied to decision-
making in any enterprise, although the organisational structure to effect this will de-
pend upon the scale of the operation being considered and the nature of the agency
itself.

2. Background
Starting points are important.

As with everything, there is a right way, and wrong way of beginning.

The story is told of a traveller in Ireland who found himself lost. He asked a local which
was the way to Ballykenny. The man scratched his head before answering: “Sure, if I
were going to Ballykenny, I wouldn’t start from here”. The author noted that from an
engineering viewpoint he had a similar feeling during participation in the deliberations
of the joint standards committee on risk management.

The basic premise of the Standard is that there is a universality about the process of risk

* Professor Emeritus, University of Canterbury
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management. It is a methodology involving a certain sequence of steps irrespective of
the nature and scale of the enterprise involving “risk”. It is a bold assertion, and clearly
there are other views, particularly from those who have had considerable experience in
managing risk in specific enterprises. On the other hand, the Standard’s premise cannot
be dismissed lightly: there are likely to be some generic principles that can be followed.
Moreover, it is useful, if not essential, to have a set of guiding principles or a template
for those without a history of active risk management.

The Standard is unusual in one fundamental respect. Normally, a standard sets out a
prescription or specification to meet a given level of performance. For example, new
joint Australian/New Zealand standards that have appeared in January 1997 include:
AS/NZS 1301 Methods of test for pulp and paper; AS/NZS 1336 Recommended prac-
tices for occupational eye protection and AS/NZS 1680 Interior lighting. The Standard
AS/NZS 4360 Risk management is different in that it describes a non-prescriptive proc-
ess. The techniques and methods of undertaking that process are unspecified (although
alluded to). Such methods are highly application-dependent. The techniques of evalu-
ating and treating financial risk, for instance, are unlikely to be appropriate in consider-
ing the risks of process-plant facilities with a high hazard potential. Neither is the man-
agement structure of a multinational company similar to many smaller enterprises char-
acteristic of New Zealand.

Specifically, the analysis of risk in technological systems is considered in an applica-
tion guide, AS/NZS 3951: 1995. Besides providing guidelines for planning, executing
and documenting risk analysis, this document also gives a basis for specifying what is
required of external consultants engaged on risk analyses for a client.

3. Nature of Risk
The Shorter Oxford Dictionary defines risk as:

(i) Hazard, danger; exposure to a mischance or peril.

(ii) Chance or hazard of a commercial loss.

(iii) Allowance made to a cashier to cover accidental deficit.

Thus risk arises out of uncertainty. With financial risk, this uncertainty arises out of the
unknowable future; with technical risk, on the other hand, this uncertainty is related to
the probabilistic nature of certain failure sequences happening. The outcome is nearly
always unwelcome or unwanted. There is a risk of catching a cold; a mountaineer goes
climbing at the risk to that person’s life. As noted by Tweeddale in his paper to the AIC
Conference on Total Risk Management (Tweeddale, 1995), held in Sydney in 1995, a
risk of undesirable outcomes has also positive aspects. Risk adds spice to life. The risk
of things going wrong tends to focus peoples’ minds, resulting in more careful plan-
ning. On the other hand, things may go right, leading to extraordinary benefits. Those
who have taken great risks and succeeded are applauded. And there are professionals
who profit by risk: the lawyers, the financial advisers and safety consultants.

While some talk of the risk of things going wrong, and the chance of things going right,
this seems to be just a play on words. Possible events are being considered in both
cases, with some probability of occurrence, and the Standard uses the same word whether
the outcome is positive or negative. It uses the word “risk”.
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So the Standard defines risk as the exposure to the possibility of such things as eco-
nomic or financial loss or gain, physical damage, injury or delay, as a consequence of
pursuing or not pursuing a particular course of action.

A risk has two dimensions: the likelihood of something happening, and the conse-
quences should it do so. A risk is also assessed in terms of its context. Action to manage
risk must address both aspects within a contextual framework.

Sometimes risk is defined by authorities as a product of the likelihood and a conse-
quence (expressed in some numerate measure of loss or gain). The problem with this
simple definition is revealed in the so-called zero-infinity dilemma. Does the frequent
event with a trivial loss equate to the infrequent event having a major impact? Clearly
not. Few people worry about the common loss of small change from one’s pocket.
However, the issue of safety of nuclear-powered warships visiting New Zealand ports
was controversial because of the perceived catastrophic consequence of a major radia-
tion leak, no matter how unlikely it was estimated by expert opinion that it would
happen. The Standards Committee (OB/7) strove for an alternative mathematical for-
mula, but in the end conceded defeat. Risk has two dimensions, and both dimensions
must be kept in mind.

Risks might include:

• failure of a project to reach its objectives;

• failure of equipment or a breakdown in infrastructure;

• a threat to physical safety or a breach of security;

• fraud or a breach of legal or contractual responsibility; and/or

• deficiencies in financial controls.

The list is endless. While it is impossible to have a totally risk-free environment, it may
be possible to manage risks by avoiding, reducing, transferring or accepting risks. Risk
management in the Standard is defined as the application of management policies, pro-
cedures and practices to the tasks of identifying, analysing, treating and monitoring
risk.

4. Requirements for Risk Management
The purpose of the Standard is not to enforce compliance with a particular risk manage-
ment system that will be influenced in any given case by the varying needs and scale of
an organisation, its particular products and services, and the specific practices employed.
The Standard sets out an iterative process of well-defined steps which, taken in se-
quence, support better decision-making by contributing to a greater insight into the
causes of risks and their potential impact.

The definition and documentation of a risk management policy is seen as the responsi-
bility of an organisation’s executive. Management should ensure that this policy is un-
derstood, implemented and maintained at all levels in the organisation. There should be
a person in a senior position, irrespective of other responsibilities, who should have a
defined authority for ensuring that the system is established and monitored. The organi-
sation’s executive should further ensure that there is a periodic review of the risk manage-
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ment system in place to assure its continuing suitability and effectiveness for its stated
purpose.

An Appendix (B) in the Standard lists the various steps needed to develop and imple-
ment a risk management programme. Depending on an organisation’s culture and size,
it should be possible to combine or omit certain of these steps, but all should receive
consideration.

5. Risk Management Process
The Standard considers the risk management process to consist of six steps:

(i) Establishing the Context.  This step considers the strategy and framework within
which the rest of the process will take place. The risk criteria to be adopted are
established and the analysis defined.

(ii) Identifying the Risks.  The risks are identified, preferably methodically using
suitable techniques, such as that recommended by the Occupational Safety and
Health section of the Department of Labour for work-related risks.

(iii) Analysing the Risks.  The management controls are determined and the risks are
assessed in terms of the likelihood of their occurrence and the potential conse-
quences should they happen. These aspects are jointly considered to produce
estimated levels of risk.

(iv) Rating the Risks. The estimated levels of risk are compared against the pre-
established criteria. Risks are then ranked to identify priorities for treatment.
Some risks may be ranked sufficiently low for them to be accepted by the or-
ganisation.

(v) Treating the Risks.  Risks are treated in order of priority, and a management plan
developed. The lower-priority risks in the meantime are accepted and monitored
until they can be treated.

(vi) Monitoring and Reviewing the Plan.  The risk management plan and risk levels
are monitored to determine whether the anticipated improved performance has
been achieved or if changes have taken place that might affect it. Modifications
or extensions to the activities of the organisation can induce insidious risks.

The entire process is iterative, and at each stage of the process there should be suffi-
ciently adequate records to satisfy an independent audit.

6. Establishing the Context
The risk management process takes place in the context of an organisation’s strategy
infrastructure and risk targets. The relationship between an organisation and the envi-
ronment within which it operates is defined, and the organisation’s strengths and weak-
nesses, opportunities and threats are identified. The risk management process takes
place in the context of the wider goals of the body. Failure to achieve one of these
objectives is also a risk to be managed, besides external threats and risks of a technical
kind. The management process has to be undertaken with the need to balance costs,
benefits and opportunities within ethical and regulatory boundaries. The roles and re-
sponsibilities have to be defined for each part of the organisation participating in man-
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aging risk. The criteria, or risk targets, against which the risk is to be assessed are
established; this will include technical, financial, legal, social and other criteria, as
appropriate.

7. Identifying the Risks
The aim is to compile a comprehensive list of events which might affect each element
of the organisation’s activity. The Standard, in Appendix C, gives some information on
generic sources of risk. In regard to technical risks, the Occupational Safety and Health
Service of the Department of Labour, in their booklet on identifying workplace haz-
ards, recommends that hazards can be identified in sequence by area, by occupation
and by process. The methodology involves asking “what-if” questions, and may be
assisted by checklists and records. Proven techniques for technological hazards include
event-tree analysis, failure-mode-and-effects analysis (FMEA) and hazard and oper-
ability studies (HAZOP).

8. Analysing the Risks
Risk is assessed by considering estimates of likelihood and consequences in the context
of existing control measures. The object of this analysis is to separate minor risks that
may be accepted by the organisation from the major risks that have to be treated.  Esti-
mates of likelihood and consequence are normally ranked on some arbitrary scale, fre-
quently from verbal descriptors. These rankings essentially form a 2 x 2 matrix of
likelihood and consequence which is used to develop an estimate of risk level. For
common risks, a fairly informal ranking based on judgement and experience may be
good enough, but for technical risks of high hazard potential normally more quantita-
tive methods, involving techniques such as fault-tree analysis and modelling of the
physical effects of various accident scenarios, will be needed for a comprehensive analy-
sis. Such calculations can be non-trivial and require extensive computational resources,
but nevertheless some idea of the impact of various possible incidents can be under-
taken through fairly simple calculations. Appendix D of the Standard gives some sim-
ple examples of risk definition and classification, but more sophisticated methodology
would be needed in many cases when dealing with technical risk. Since much of the
data used in quantitative analysis are imprecise or “fuzzy”, a sensitivity analysis should
be carried out to determine the influence of data uncertainty (in the sense of variance).
The way in which data uncertainties propagate depends upon the way in which events
associate or combine, and not all events will be equally crucial in determining the out-
come. When “effects” include cultural and social values, the results of a formal risk
analysis will provide only one element in the evaluation to be considered alongside
others.

9. Assessing the Risks
The Standard distinguishes the step of analysis from that of assessment, which is the
process of comparing the estimated level of risk from the analysis with the risk criteria
set at the beginning. On this basis, the various analysed risks can be ranked, and the
tolerability of the risks assessed, with the various risk criteria in mind, particularly in
regard to those risks which would be borne by parties other than the organisation which
would benefit from the risky venture. The comparison of voluntary and involuntary
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risks has provided fertile ground for academic imagination and argument in public fora
for a number of years. While the argument has often been forcibly put that involuntary
risks should be regarded more seriously than ones supposedly willingly entered, it is
not clear to me that, at least, work-related, technical risks can be so sharply differenti-
ated.

10. Treating the Risks
Risk treatment involves identifying the range of options to cope with the risk, evaluat-
ing those options and preparing plans for carrying them out.  In some cases, the risks
may be avoided by not proceeding with or ceasing the activity whenever this is practi-
cable. However, inappropriate risk avoidance may add to the risks of other parties through
transferring the risk. In other cases, the risks may be accepted by the organisation and a
plan formulated to finance the risk. Whenever the assessed risk is deemed excessive,
methods of reducing the likelihood and/or the consequences have to be sought. These
may include changes in operational procedures or the installation of countermeasures
such as trip systems to reduce the incidence of a hazard. In some cases, such as with
financial risks, the risk may be transferred in whole or in part. Mechanisms include the
use of contracts, insurance arrangements and partnerships such as joint ventures. Risk
transfer does not diminish the overall risk to the community, and normally is inappro-
priate with environmental hazards. The various options should be evaluated on the
basis of the extent of risk reduction and the estimated benefits or opportunities created,
taking into account the need to meet the risk criteria formulated at the outset. The
ALARP principle should apply: the residual risks should be “as low as reasonably
practicable”.

11. Monitoring and Review
Once the risk management plan has been set up, it is necessary to monitor the ongoing
risks to determine the effectiveness of the plan and the management system devised to
control its implementation. Changing circumstances, including regulatory changes, may
alter risk priorities and demand that new risk targets be set. Costs of risk-treatment
options may change, resulting in fresh opportunities for risk reduction. The process is
never-ending. Each year it is necessary to do a bit better.

12. Conclusion
The words “risk management” are derived from two Italian verbs: riscare, to run into
danger, and maneggiare, to ride a horse skilfully, ultimately from the Latin, manus, a
hand. This gives a beguiling metaphor of the process of risk management in the handling
of risks. The Standard sets up a less colourful picture of how risks can be managed by
illustrating that there is a generic process of establishing the context, identification,
analysis, assessment, treatment and monitoring, and review. It is an iterative process,
and indeed one without end. Those long associated with managing particular kinds of
risk will find the generality of the Standard of marginal usefulness. It is expected, how-
ever, that there will be guides developed for particular applications, such as the “Guide-
lines for Managing Risk in the Australian Public Services”, and such detail will be
needed to promote the adoption of the Standard’s process. Despite that reservation, the
author suspects the proposed process has something to say to everyone by providing a



97

Roger Keey

template against which existing systems may be compared and a framework upon which
others may be devised.
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CHAPTER 7

* Consultant, Fletcher Challenge Paper Ltd, Auckland

A Risk-based Decision

Kathy Boardman*

1. Introduction
Any strategic decision made by an organisation involves risk. There is no possibility of
avoiding it. Rather, it must be sensibly and carefully managed to optimise the likely
return. This chapter discusses some of the techniques used at Fletcher Challenge in
dealing with risk-based decisions. A hypothetical example will be used to ground the
discussion.

Let us assume, therefore, the following scenario. A firm is considering two alternative
strategies: business as usual, or expansion and diversification. The expansion and di-
versification plan is expected to generate significantly higher “value” than the business
as usual plan. However, it is characterised by considerable capital expenditure and risk.
The firm’s executives must select a plan on the basis of an evaluation of the risk and
reward trade-offs and then manage the risks associated with the chosen plan.

2. Developing the Models

2.1  Models and Variables
For each of the two plans, a model must be developed on the computer. A model de-
fines the relationships between a set of input variables (which may be either controlla-
ble or uncontrollable) and one or more output variables, which are usually measures of
value or performance. Examples of input variables are price, quantity, cost, capacity,
capital expenditure, product mix, growth rates and inflation. Typical output variables
could be cash flow, present value (PV) cash flow, economic value added (EVA), PV of
EVA, or net PV10 plus terminal value.

There are two main types of input variable: deterministic variables, and random vari-
ables. A deterministic variable has a single fixed value. There is no expression of uncer-
tainty. Examples are the historic costs of assets, the contract interest rate on debt, or
asset life. On the other hand, the value of a random variable is uncertain. It will usually
have a range of values, which can be described by a probability distribution. Examples
of random variables are growth in product price, market size, year of competitive entry,
or fixed and variable costs.

The output variables of a model can comprise either a set of values, or a single value.
An appropriate value set might be net profit after tax, operating cash flow and free cash
flow for the period 1998-2007. On the other hand a single value output might be the
PV10 year free cash flow plus terminal value.

Since the output variables are derived from both deterministic and random input vari-
ables, they are themselves random variables. Typical model outputs are shown in Fig-
ures 1 to 3. Figure 1 shows net profit after tax (NPAT). The NPAT is the gross revenue
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less costs, depreciation, interest and taxation for a particular plan. Another item of in-
terest might be the Free Cash Flow, shown in Figure 2. The Free Cash Flow estimated
for a particular plan will of course vary over the time horizon being considered, as
shown in Figure 3. Note that the actual estimated cash flows have to be modified to take
into account the time value of money. The modified cash flow figures are shown in
Figure 3 as Discounted Free Cash Flow.

The relationship between the input and output variables can be modelled in various
ways. However, a set of influence diagrams and an associated spreadsheet model are
usually the most suitable for subsequent risk analysis. These will be dealt with next.
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Figure 1: Net profit after tax
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Figure 2: Free cash flow - components
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Figure 3: Free cash flow — time variation

2.2  Influence Diagrams
An influence diagram shows the way in which the components of a system affect or
influence each other. The components may be internal to the model, or they may be the
inputs or outputs. Influence diagrams are themselves qualitative descriptions of the
structure of influence within a system, but though qualitative, they can act as a founda-
tion from which a quantitative model can be built. Influence diagrams are also useful in
identifying information sources and how knowledge will be integrated. Figures 4 and 5
give examples of influence diagrams that might be used in the preliminary stages of
model construction for the alternatives of our example.

price

competition

sales volume

consumer
survey

product
features revenue

finance

marketing
design

senior
management

Figure 4: Influence diagram

2.3  Spreadsheet Model
The actual calculations for obtaining the required output results are carried out using a
spreadsheet model. A spreadsheet model for valuing the “business as usual” and “ex-
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Figure 5: Influence diagram

pansion and diversification” plans would be made up of various sections. In this case
there are eight:

• assumptions about values of the input variables;

• market: a module to calculate the annual revenue by product over time;

• production: a module to calculate the total cost of production over time;

• income: a module to calculate NPAT over time;

• cash flow calculations;

• balance sheet of assets and liabilities;

• capital expenditure: contains estimates of value adding and maintenance capital ex-
penditure; and

• value measures: a module to calculate annual value measures and summary value
measures for a particular time period.

3. Develop And Run the Model for Each Plan

3.1  Base Case
The first step is to specify base case values.

The base case value of each input variable is management’s assessment of the most
likely single value of that variable. For example, the base case price of product A in
1997 might be $40 per unit; or the growth in a variable cost from 1998-2006 might be
estimated to be 1% per annum.

The base case plan value is the plan value calculated when all input variables are set to
their base case or most likely values. For example, the expansion and diversification
plan might have a plan value of $21.9m plus $24.6m, which equals $46.5m.
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The base case values would be obtained similarly for any other relevant measure of
value.

3.2  Sensitivity Analysis
Performing the calculations using base case values alone is of limited value. There is
certainly a numerical output, but a number by itself has little value. One needs a deeper
understanding of its meaning and implications. The first step in achieving this is to
examine the extent to which variability in the different pieces of input information will
affect the output result. This is done by sensitivity analysis.

In a sense, sensitivity analysis answers the question “what if?” It is used to determine
how changes in the value of each random input variable affect the plan value (or any
other relevant measure of value). Sensitivity analysis is a ceteris paribus approach; that
is to say, an “other things being equal” approach.

Although there are different definitions of sensitivity analysis, in the present case it is
performed by assigning a best-case and a worst-case value to each random variable in
turn, one at a time, while the other random variables are held at their base case values.

The best- and worst-case values are usually thought of as 10:90 (or 90:10) estimates, as
shown in Figures 6 and 7.

P10 value base case
value

P90 value

value of variable

There is a 10% chance
the value of the variable
will be less than P10
(the 10th percentile)

There is a 10% chance
the value of the variable
will be greater than P90
(the 90th percentile)

Figure 6: One-way sensitivity analysis

To determine the sensitivity of plan value to changes in a particular input variable, we

• initialise the model — set all variables to their base-case values;

• assign the best-case value to the particular input variable and record the best-case
plan value for that variable;

• assign the worst-case value to the particular input variable and record the worst-case
plan value for that variable; and

• repeat for all other input variables.

The results for the sensitivity analysis can be depicted by using either a table or a bar
chart or both.

Figure 7 gives an example of a table. The base case and 10:90 are given both for the
input variables and the corresponding plan values. The column headed “Swing” repre-
sents the difference between the high and the low plan values, while the final column
gives the cumulative effect on the variation. It would of course be equally possible to
give the individual rather than the cumulative contributions.
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Variable Variable Value Plan Value Variation

Base Low High Base Low High Swing

Price (1997) 40.0 37.5 42.5 46.5 39.4 53.7 14.3 41%

Year of entry of new entrant 2002 2001 2003 46.5 40.7 51.3 10.6 63%

Variable cost (1997) 20.2 21.5 18.0 46.5 42.4 52.0 9.6 82%

Growth in price (pre new entrant) 2.5% 0.5% 3.0% 46.5 40.3 48.1 7.8 94%

Capital expenditure (1996-1998) 20.0 24.0 18.0 46.5 44.1 47.7 3.6 97%

Growth in price (during price war) -10.0% -12.5% -5.0% 46.5 45.4 48.8 3.4 99%

Duration of price war 2 3 1 46.5 45.7 48.0 2.3 100%

Swing
Swing

2

2∑

Figure 7: Sensitivity table

A tornado diagram is a bar chart which ranks the input variables in terms of their im-
pact on plan value. Figure 8 gives an example. As with the table of Figure 7, the sensi-
tivities of the plan value to the seven variable inputs are given. However, the tornado
diagram, unlike the table, shows the sensitivity to both the high and the low figures. It
also shows individual rather than cumulative sensitivities.

37.5 40.0 42.5 45.0 47.5 50.0 52.5

Price (1997)

Year of entry of new entrant

Variable cost (1997)

Growth in price (pre new entrant)

Capital expenditure (1996-1998)

Growth in price (during price war)

Duration of price war

Plan Value ($m)

55.0

Base Case Plan Value for Expansion and Diversification Plan - $46.5m

Figure  8: Tornado diagram

Note that the impact of an input variable on the uncertainty of a plan is determined by
both the uncertainty in that variable and the amount by which changes in that variable
affect the plan value.

The base (most likely) case, best-case and worst-case values of each random input
variable should be provided by the relevant experts.

Price forecasts should be provided by a team comprising marketing and sales staff,
appropriate industry analysts and maybe customers. Capital expenditure, timing and
start-up estimates should be provided by a team of engineering and production staff.
Raw material costs should be provided by purchasing and research staff.
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3.3  Scenario Analysis
Sensitivity analysis uses a strategy of changing one variable at a time for identifying
the relative contributions of input variables to the uncertainty of a plan or project. Sen-
sitivity analysis thus implicitly assumes that the input variables are independent. No-
tice also that a sensitivity analysis as defined in the previous section involves a number
of deterministic analyses in which every variable is assumed to have a fixed and spe-
cific value — there is no uncertainty.

A scenario analysis also involves a deterministic calculation. A set of values are as-
signed, one to each input variable, and the value of the output is calculated. In contrast
to sensitivity analysis, a scenario analysis changes many variables at a time rather than
just one.

For our example, one scenario might be to choose a 1997 price of $42, the time a new
entrant enters the market as the year 2002, the growth in price from 1997 to 2002 as 3%
per annum, and the duration of a price war as three years. These figures would be
entered into the model, and the result would be a plan value of $53.0m. Figure 9 repre-
sents one scenario.

x = $50

y = 20%

z = $100

Model

v = x + y ∗ z v = $70

• one value for each input variable
• assumes away uncertainty

Figure  9: A scenario has a set of input values and a fixed output

A number of scenarios would be used, never just one.

In a sense the idea of scenario analysis is to “play” with a problem in order to learn
about it. No scenario would actually represent the true result. The decision-maker would
gain an understanding of the nature of the alternatives involved in making the decision.

3.4  Probability Analysis
A sounder and ultimately more satisfactory way of dealing with the uncertainty inher-
ent in decision-making is to use a probabilistic rather than a deterministic analysis.

The language of probability is the key to thinking about and describing uncertainty.

Probability analysis extends traditional sensitivity and scenario analysis by firstly de-
fining each random input variable in terms of a probability distribution over a set of
possible values, and secondly, generating a series of possible scenarios and calculating
the plan value and probability of occurrence of each scenario.

The probability distributions assigned to the random input variables can be either dis-
crete or continuous.

The distributions should be developed on the basis of data and of expert opinion.
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Since the results of a probability analysis are only as good as the assumed distributions,
it is worth investing time to develop robust assumptions for the uncertainty in the key
input variables.

A discrete probability distribution comprises a set of possible values and the probabil-
ity of occurrence of each value. Figure 10 gives an example. Its values add up to unity.
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Figure  10: Discrete probability distribution

Discrete probability distributions are appropriate for situations where only a limited
number of outcomes can occur for a particular variable. For example, the time of entry
of a new entrant into the market could be two years, three years or four years, not 2.38.

A continuous probability distribution is defined over an infinite set of possible values.
The most commonly used continuous distributions are the normal distribution (Figure
11a) defined in terms of a mean and a standard deviation, and a triangular distribution
(Figure 11b) defined by the minimum, most likely and maximum values.

(a)

(b)

Figure  11: Continuous probability distributions (a) normal distribution and (b)
triangular distribution

Continuous probability distributions are appropriate for variables which can take on
any value within a range; for example the variable cost in 1997, the price in 1997, the
growth in price per annum before a new entrant, or the capital expenditure.

Returning to the model, the next step is to carry out a Monte Carlo simulation.

A Monte Carlo simulation generates scenarios by assigning values to each input vari-
able distributed according to the probability distribution specified for that variable.
Value measures are then calculated for each scenario. The output from, say, 1000 sce-
narios will be 1000 values for each selected output variable, such as plan value.
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The 1000 values of plan value can be described in several ways, notably by a frequency
or cumulative frequency distribution, by a cumulative probability distribution (risk curve)
or by a summary measure such as average, median, minimum, maximum, range, per-
centiles or standard deviation.

A frequency distribution can be constructed for 1000 values of plan value by firstly
assigning each value to a “pigeon hole” or “class”, defined by a lower limit and an
upper limit (Figure 12), and then counting the number of values (frequency) in each
class.

values

5

minimum maximum25 26

25.5

Figure 12: Class, defined by an upper and lower limit

A frequency distribution (Figure 13) comprises a set of classes and the associated fre-
quencies for each class. The class frequency is the number of values in the class.
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Figure 13: Frequency distribution

A cumulative frequency distribution comprises a set of classes and the associated cu-
mulative frequencies (Figure 14).  The cumulative frequency of a class is the number of
values less than or equal to the upper limit of the class.

By dividing by the total number of values, the cumulative frequency distribution can be
scaled to a curve whose maximum is unity. This is the cumulative probability distribu-
tion or risk curve (Figure 15).

Suppose the plan value of Figure 15 is in terms of net present value over ten years
(NPV10 ). Then the curve can give information such as:

• The probability that NPV10 is less than or equal to $45.4m is 0.7 (70%)
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Figure 15: Risk curve

• The probability that NPV10 is at most $51m is 0.9 (90%)

• The probability that NPV10 is greater than $39.3m is 0.6 (60%)

• The probability that NPV10 is at least $34.2m is 0.8 (80%).

The key features of the distribution of plan value can be described by various summary
measures. In this case, we can say that:

• The mean (average, expected value) equals $41.22m

• The median (most likely value) equals $41.23m

• P25 (25th percentile) equals $36.3m

• P75 (75th percentile) equals $46.3m.

Note that the base-case plan value is $46.5m.

The mean and median measure the centre of the distribution, while the percentiles meas-
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ure the space and spread of the distribution. Other common measures of spread are
standard deviation and coefficient of variation.

Probabilistic analysis is summed up in Figure 16.

x = $50

y

z

Model

v = x + y     z

probability
distribution

cumulative
probability
distribution

v

Figure 16: Probabilistic analysis

4. Decision

4.1  Valuation Process
So far we have discussed the different sorts of model needed in the decision process.
Their development is part of a broader valuation process whose steps are as follows:

• develop alternative strategies;

• design (using a flowchart and/or influence diagram) and construct (on a spreadsheet
using data) a valuation model using most likely values of input variables and the
relationships between those variables;

• identify random input variables, i.e. input variables which are not known with cer-
tainty;

• collect data on the best and worst case values of uncertain (random) input variables;

• test the sensitivity of plan value to variations in input variables (tornado diagram);

• enter a feedback loop between manager, analyst and data providers to ensure the
model is appropriate, that the output is what is required and that the data matches the
model;

• modify the model in the light of discussions and collect additional data;

• test the sensitivity of plan value to variations in uncertain input variables using the
modified model and data;

• test the sensitivity of plan value to various scenarios (combinations of key input vari-
ables); and

• conduct a probability risk analysis to assess the robustness of the plan to changes in
the business environment.

4.2   Plan Comparisons
We are now in a position to compare the model outputs for our two plans. In practice, it
would be appropriate to compare the plans in a number of different ways. For example,
Figure 17 compares the free cash flow for the two plans. Generally, the expansion and
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Figure 17: Plan comparison - free cash flow
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Figure 18: Comparison of plan value

diversification plan has a higher free cash flow, but this is not the case in the year 2002,
due to, let us say, the entry of competitors into the market. This particular diagram does
not involve uncertainty. It is based on a deterministic model.

Figure 18 compares the plan value for the two plans (PV means “present value”). It
would seem from the diagram that the obvious choice would be to go for the expansion
and diversification option. However, this does not take into account the uncertainty in
the information. Figure 18 is derived only from the most likely values of the uncertain
input variables, so it does not take into account risk.

If risk curves are drawn for the two options (Figure 19), the comparison is seen in a
different light. The expected plan value (that is, the mean value) of the expansion and
diversification plan is $41.2m and is much higher than the expected value of the other
option at $18.3m. However, the expansion and diversification plan has a far greater
uncertainty — a greater risk. That can be seen from the way in which the curve is more
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Figure  19: Plan comparison - risk curves for plan value

Expand & Diversify Business as Usual

• E Value = 41.2 • E Value = 18.3

• Range = max - min
= 67.2 - 16.1
= 51.1

• Range = max - min
= 31.1 - 4.5
= 26.6

• IRQ = P75 - P25
= 46.3 - 36.3
= 10.0

• IRQ = P75 - P25
= 21.0 - 15.3
= 5.7

• St Dev = 7.9 • St Dev = 4.1

Figure 20: Plan comparison - risk measures compared

spread out in a horizontal direction. It can also be seen that the two curves overlap. This
indicates that it would be possible, even though not particularly likely, for the actual
plan value of the expansion and diversification plan to be less than that for the business
as usual plan.

Figure 20 shows the information contained in the risk curves in tabular form.

In making a decision, risk and return must be traded off because the alternatives with
the highest expected value usually have the greatest uncertainty.

4.3  Decision Analysis Cycle
Decision analysis should be regarded as a cyclical rather than a linear process.

The decision analysis cycle can be viewed as a blueprint for a carefully
engineered conversation between two key participants: a decision maker
and a decision analyst. During the formulation stage the decision maker
teaches the decision analyst the details of the decision at hand: medical
history, clinical presentation, available diagnostics and therapies, pos-
sible outcomes, and their probabilities given various actions. In turn the
decision analyst learns by building an appropriate decision model. These
activities are reversed during the appraisal stage when the decision ana-
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lyst teaches the decision maker the implications of the formal recommen-
dation and its associated sensitivities, obtained during the evaluation
stage. Much of the insight generated in decision analysis results from
this exchange of new information and knowledge. (Holtzman and
Kornman 1992)

One thing must be made very clear. Modelling and analysis do not make a decision.
Decision is a learning process on the part of the decision maker, and the modelling and
analysis contribute to this process. The decision maker may also have to take into ac-
count other factors both from within and external to the company. In any case, as pointed
out in the previous section, a trade-off is often required between expected value and
uncertainty. Clearly the learning process will be most effective when the analyst and
the decision maker work closely together.

5. Reference
Holtzman, S and Kornman, K S (1992). “Decision Analysis for Periodontal Therapy”,
Journal of Dental Education, v56, n12, December.
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* Consultant, Lincoln Ventures Ltd, Lincoln University, Canterbury, New Zealand

Effective Risk Communication
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1. Introduction
Risk is a multi-dimensional concept that is used and studied within a wide variety of
disciplines. Risk has been referred to as a social construct reflecting the fact that differ-
ent groups and societies choose those things that they consider to be “risky”. Risk
communication is a specialist area of study that has developed in response to the appar-
ent “misconceptions” held by the public. There are two important aspects of risk com-
munication: communication between experts from different disciplines; and communi-
cation between risk analysts and the public. Effective risk communication is a two-way
process aimed at establishing common ground between interested parties and develop-
ing trust in relationships between groups that will improve the credibility of decisions
and enhance the prospects of compromise solutions being achieved.

2. Risk and Risk Concepts
Risk is commonly recognised to have two components; a likelihood or probability of
occurrence, and a magnitude associated with the outcome of taking particular actions,
or being exposed to particular activities (see Gough (1988) for a summary of risk termi-
nology). In decision analysis, probabilities and consequences are sometimes multiplied
together so that decision rules such as maximising or minimising expected values can
be used. In many cases risk is considered as only having negative connotations, such as
in the definition given in the Royal Society report (1992):

risk ... the probability that a particular adverse event occurs during a
stated period of time or results from a particular challenge.

Other definitions are more general and recognise the possibility of positive outcomes.
The definition of risk in the Australian and New Zealand Risk Management Standard
(Standards Australia and Standards New Zealand, 1995), has been written to allow for
the consideration of positive values of risk:

risk is the chance of something happening that will have an impact upon
objectives. It is measured in terms of consequences and likelihood.

Risk assessment and risk management require definition because of the varying mean-
ings given to them by risk analysts. ‘Risk assessment’ is often used loosely to describe
part or all of a formal structured process of analysing risks.

In the original version of the Australian and New Zealand Risk Management Standard
risk assessment is defined as:

the process used to determine risk management priorities by evaluating
and comparing the level of risk against predetermined standards, target
risk levels or other criteria.
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In the same document ‘risk analysis’ is defined as:

a systematic use of available information to determine how often events
may occur and the magnitude of their likely consequences.

This Standard is currently being revised so that the original definition for ‘risk assess-
ment’ will be renamed ‘risk evaluation’, while risk assessment will be defined as the
whole process of risk analysis and risk evaluation. This revised definition is more con-
sistent with international usage. For example, the Royal Society report defines risk
assessment as:

the integrated analysis of the risks inherent in a product, system or plant
and their significance in an appropriate context.

The International Animal Health Code (OIE,1995) contains a section on import risk
analysis that aims to protect importing countries. In this, risk assessment is defined as:

the processes of identifying and estimating the risks associated with the
importation of a commodity and evaluating the consequence of taking
those risks.

Risk management, sometimes referred to as risk treatment or risk control, is concerned
with finding ways of eliminating, reducing, mitigating, transferring or simply learning
to live with risks. The USEPA specifically separates risk assessment and risk manage-
ment (Science Advisory Board 1990), with the objective of risk assessment being viewed
as to ‘measure’ risk, and the objective of risk management being to ‘treat’ or control
risks. In this context Jasanoff (1993) refers to risk assessment as “what we know about
risk”, and risk management as “what we wish to do about risk”.

The reason cited for this separation has been a perceived need to differentiate between
an ‘objective’ process of determining what is known about the risks and a judgmental
or ‘subjective’ process of deciding what can be done about the risks. The advantages of
separating risk assessment from risk management have been described by Massman
(1990) as that:

technical expertise can be compiled without forcing technical experts to
become involved in emotional and ethical judgements, a separated risk
assessment is more amenable to scientific peer review, and that a sepa-
rated risk assessment is more easily modified as more information be-
comes available.

These advantages hold only if the risk assessment can be considered to be purely objec-
tive. In many circumstances, especially in environmental decision making, the separa-
tion is not valid because of the uncertainties involved in environmental risk problems,
and the value judgements inherent in the assumptions of the modelling process.

The alternative view is that risk management is an integrated process that incorporates
risk assessment and the application of management options such as avoidance, reduc-
tion and mitigation. The advantages of this approach are that the process becomes itera-
tive, and the judgements required for the treatment and control of risks can be incorpo-
rated into, or directly linked to, the scientifically-based risk assessment process. Thus,
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the Australian New Zealand Standard defines risk management as:

the systematic application of management policies, procedures and prac-
tices to the tasks of identifying, analysing, assessing, treating and moni-
toring risk.

Whichever approach is adopted, risk communication is an essential component of risk
assessment and risk management. If risk assessment and risk management are viewed
as separate components, with experts undertaking the assessment and managers (deci-
sion makers) undertaking the management functions, then it is crucial that the two
groups communicate clearly. Managers must be aware of the boundaries drawn by the
experts and must understand the assumptions involved in the analysis. Experts must be
aware of how the managers are going to use the information they supply so that they
can present it in a suitable form (useable and comprehensible).  Where there is scien-
tific or measurement uncertainty, managers must be aware of the implications for their
decision making. If risk assessment and risk management are integrated, communica-
tion is built into the process, but managers and analysts still need to be vigilant to
ensure that interaction between the analysis (estimation) and management processes
occurs.

The other aspect of risk communication is the communication of risk and other infor-
mation to the public at large. In many public interest cases, communication with the
public at large must be structured into the management process. This may be required
by legislation or it may be undertaken by an organisation that recognises that public
acceptance or support is critical to their ‘business’. Specialists in risk communication
have shown that there are a number of critical factors that enhance the prospects of
achieving an equitable outcome that is more likely to be acceptable to the community.

3. The Development of Risk Communication as a Specialisation
Risk communication as a specialist area of research and application had its origins in
risk perception research. In the late 1960’s, a small group of researchers from diverse
disciplines including psychology, sociology and engineering began exploring ways to
quantify perceived and acceptable risk measures as an aid to understanding the appar-
ent difference between statistical and modelling predictions of risk and the public’s
perceptions of risk, as evidenced by an individual’s acceptance of risky situations (Starr,
1969; Tversky and Kahneman 1982; Fischhoff et al. 1975; Fischhoff et al. 1978; Lee,
1981). These early efforts concentrated on trying to develop linkages between percep-
tion and response in the belief that this would assist the development of risk communi-
cation tools that would make it possible to ‘educate’ the public or change their percep-
tions of risk to make them closer to expert perceptions.

Early results showed that the reasons for the differences between public perceptions of
risks (mainly in areas of technological hazard) and expert predictions were that the
public and the experts were concerned about different aspects of risk. Whereas techni-
cal estimates of risk were based on numerical estimates of ‘chance’ and magnitude, the
general public included factors such as the scale of possible events, the ‘dread’ nature,
whether they felt they were being exposed voluntarily and their judgement of the de-
gree of scientific knowledge in the area (Covello et al. 1981; Fischhoff et al. 1982).
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The implications for risk communication were that the public felt quite strongly that
risk communication was not about technical and scientific experts talking to them (the
public) about the activities, but about a two-way process where experts listened to the
concerns of the general public and provided them with the information that they re-
quired.

Davies et al. (1986) defines risk communication as:

any purposeful exchange of information about health or environmental
risks between interested parties. More specifically, risk communication
is the act of conveying or transmitting information between interested
parties about levels of health or environmental risks; the significance or
meanings of such risks; or decisions, actions or policies aimed at man-
aging or controlling such risks.

This definition was extended by the National Research Council (1989) which stated
that the risk communication model:

is an interactive process of exchange of information and opinion among
individuals, groups and institutions. It involves multiple messages about
the nature of risk and other messages, not strictly about risk, that express
concerns, opinions or reactions to risk messages or to legal and institu-
tional arrangements for risk management.

There are two important aspects outlined in these definitions. Firstly, risk communica-
tion is an interactive process requiring the establishment of two-way communication
channels. Secondly, at times the communication channels will process messages that
are not strictly related to risk. Risk concerns are often used as a surrogate for other
issues in public-sector decision processes (by all parties) and one of the important ini-
tial areas to be considered is the breadth of the issues to be included.

By the late 1980’s a number of important case studies demonstrating good and bad
approaches to risk communication had been established (Krimsky and Plough, 1988;
Gow and Otway, 1990; Krewski and Leiss, 1990). At the same time a group at Rutgers
University had been developing useful examples of manuals for risk communication in
the public sector (Chess, 1990; Chess et al. 1989; Hance et al., 1988; Covello et al.
1989). These examples provided a means of assessing the utility and effectiveness of
risk communication.

4. Effective Risk Communication
General criteria applied to good decision making include efficiency, equity, and effec-
tiveness. Efficiency refers either to economic efficiency or may be linked to good proc-
ess (Gough and Ward, 1996). Equity is likely to be of concern to the public and is
highly relevant to many risk decisions where one sector of the population bears the
risk, whilst another receives the benefit (siting of hazardous activities). Effectiveness
relates to the outcome of the process.

Criteria for judging the effectiveness of risk communication may be difficult to de-
velop. Genesco (1990) believes that criteria for ‘good’ risk communication must be
clarity, objectivity, rapidity and regularity. These are procedural criteria related more to
efficiency than effectiveness. A more general assessment is that effective risk commu-
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nication consists of a genuine attempt to involve all interested parties for the purpose of
resolving an issue. It must be directed towards an outcome. However, this does not
mean that all risk conflicts will be able to be resolved. There are many examples of
excellent, well prepared and motivated risk communication efforts where all parties
have made a commitment to the process where there remains a difference which cannot
be resolved. It is not possible to change fundamental values simply through communi-
cation. Values can be changed through educational programmes. However, this is likely
to be a long process. Therefore, risk communication should not be (solely) directed to
solving the immediate problem; rather it should be directed towards improving mutual
understanding in order to facilitate compromises in risk-related conflicts (Renn, 1989).

Any risk communication process must have specific objectives. These objectives should
be consistent with the more general aims or goals of risk communication and should be
directed towards why communication is necessary or considered to be a common ‘good’.
The reason for this is so that the people involved in the communication process have a
good understanding of what they are actually trying to do.

Risk communication manuals list a number of “do’s” and “don’ts” for risk communica-
tion (Gough, 1991). There are also a number of factors that will enhance the effective-
ness of a risk communication process. Some of these are outlined below.

• Consultation with the public should begin early. Risk management in areas where
the public has an interest should include the development of a risk communication
framework that involves communication with the public from an early stage.  The
first step will involve establishing communication channels between all interested
parties.

• The initiators of a communication process must be honest (with themselves) and
consistent.  Promoters must acknowledge any hidden agendas that may result in
trying to manipulate the message so that it will become attractive to the recipients. At
times communicators ignore the two-way aspect of risk communication and become
confused and angry when the recipients demand similar rights to the communicators.
The risk communicator is trying to ‘sell’ something and must remember that the
buyer usually has a choice, and will be selective.

• All stakeholders and interested parties should be involved. The ‘actors’ involved
in risk communication are the same as those involved in the public-sector decision-
making process. They include analysts (technical and non-technical), managers, rep-
resentatives of the public, specific community interest groups and decision makers.
They should also include the media and public relations agencies since the media
provides the most common and accessible communication channel. Any approach to
risk communication requires identifying all those groups and individuals who might
be expected to be involved. This initial scoping exercise may be very broad and
should include those who might be indirectly affected as well as those who have a
direct stake or interest.

• Robust lines of communication should be established. The operation or process of
communication requires the establishment of lines and directions of communication;
who transmits messages to whom. The credibility of the different parties becomes
important at this point. Public relations studies performed overseas have shown that
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government agencies in general have high credibility, whilst teachers and journalists
have low credibility. The media recognise this and often use agency sources to in-
crease their credibility.

• The message to be communicated should be clear and consistent. The message to
be communicated is individual to each situation and should be clearly related to the
objectives of the particular process. All parties need to set priorities for the informa-
tion they are trying to communicate but be flexible enough to be able to change that
information according to the messages they receive.

• Participants must be prepared to deal with extension of the process. As noted
earlier, risk conflicts may be linked to other issues.  Groups who have been unable to
obtain information about power pricing, for example, may use the opportunity pre-
sented by a siting application to request such information and also to promote their
own institutional banners.  Communicators and recipients both need to be aware of
the probability of a broadening of the objectives which may in fact be of assistance in
providing areas for trade-offs.

• Bias should be acknowledged explicitly. As noted, Genesco (1990) believes that
the criteria for ‘good’ risk communication must be clarity, objectivity, and rapidity
and regularity; in practise they may not all be achievable. For example, it is very
difficult for promoters to achieve objectivity since their whole value structure will
have implicit bias in it. In these circumstances, it is better for the promoter to admit
bias, and to try to answer questions as objectively as possible.

• Uncertainty should be accepted and addressed. Risk communication must take
account of uncertainty. Experts are often loath to admit that they simply do not know
what some of the possible outcomes may be on the grounds that the remainder of the
information they present may be discredited. There is an historical belief (common
still in the medical profession) that people are not willing to accept a ‘don’t know’
answer. This has led to the use of jargon to disguise areas of uncertainty. On the other
hand, scientists and risk analysts implicitly recognise uncertainty in their modelling
approaches by making assumptions. The difficulty appears to be in communicating
these assumptions in a way that does not (apparently) negate the validity of the re-
mainder of the analysis.

Analysts and scientists are beginning to recognise that the public is more prepared to
accept an answer that admits areas of uncertainty than they are prepared to accept the
paternalistic ‘trust me, I know what I am doing’. As pointed out by Hansson (1989),
the public often considers reliance on inaccessible technological and scientific knowl-
edge as a factor of uncertainty when judging technological projects. In most cases,
open disclosure of all information including areas of uncertainty is more likely to
gain credibility and to bring the public ‘on-side’ than the past processes of not admit-
ting a lack of knowledge. Carpenter (1995) addresses the problem of how to commu-
nicate scientific uncertainty by providing a framework for uncertainty that makes
explicit what scientists do and do not know.

• A common language should be developed. Richard Reed, BP Group Safety Advi-
sor (Reed, 1996) believes that there is still a need to encourage a common language
to improve understanding between various partners in any debate about risk. To this
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end, experts should avoid the use of terms such as ‘real’, ‘objective’ and ‘actual’ risk.
This type of terminology suggest a degree of absoluteness that does not exist. Most
of these types of estimates are either direct statistical estimates, such as number of
incidents divided by base population, or estimates derived from models. In the first
case, they are simply statistics relating to long run average frequencies which are
difficult to apply from one population base to another, and in the second, they are
based on assumptions that relate the model to the physical situation. The public will
accept that these types of estimates are the best that can be produced, but to name
them in absolute terms is at best unhelpful and at worst foolish. At a major industry
workshop Kasper (1979) noted that at times experts tended to use the terms ‘objec-
tive’ and ‘subjective’ to imply ‘real’ and ‘imagined’. He went on to state that there is
a “kind of arrogance” in this view, and that rather than trying to reconcile expert and
public perceptions, experts need to concentrate on restoring public faith.

Therefore, effective risk communication should not be judged solely on whether or not
a compromise solution has been achieved, but rather according to the specific goals
initially established for the risk communication programme which will include the es-
tablishment and maintenance of risk communication channels, the commitment of all
interested parties, and the development of trust between interested parties.

5. Some Examples of Risk Communication
The importance of risk communication within organisations and between experts in
different disciplines is often neglected. The Challenger Space Shuttle disaster is a tragic
example of how a lack of understanding and communication within an organisation can
contribute to serious consequences. A Commission was set up to analyse the reasons
for the failure.  Richard Feynman, a member of the Commission, spoke to engineers
and managers and found large discrepancies between the failure probabilities quoted
by the two groups. In the case of the booster rockets, the engineers quoted at best a
chance of failure of 1 in 1000 whilst the managers (NASA) quoted 1 in 100,000; a
factor of 100 difference. In the case of the engines, two engineers estimated that the
probability of a flight being uncompleted due to an engine failure as 1 in 200 and 1 in
300, whilst the manager quoted 1 in 100,000 (Feynman, 1988). Further investigation
revealed that engineers were using historical statistical estimates of failure, tempered
by some experiential assessment and professional judgement. The managers were sim-
ply quoting from fault tree analysis results with little understanding of how these re-
sults were obtained, or what they actually meant.

Another example of poor risk communication, this time between experts and the pub-
lic, derives from the Chernobyl accident and the consequential effects on farming in
Britain, and particularly in Cumbria (Wynne, 1991). At the time, government officials
downplayed the possible effect of any contamination in Britain in the belief that the
measured high levels of radioactivity in stock and feed would be short-lived. Farmers
were advised to hold stock until levels reduced. Later, when it became obvious that
levels were not reducing, farmers were given unrealistic advice that made it clear that
the advisers had no understanding of local conditions or farming practise. Technical
experts made assumptions about the dispersal and duration of contamination that failed
to take into account special geological and vegetal conditions and local knowledge
about these conditions. Farmers were given contradictory advice offered over a period
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of several months, which resulted in some farmers believing that they were being delib-
erately misled. The situation was complicated by the area’s proximity to Sellafield (pre-
viously known as Windscale). Routine discharges from the plant had never been previ-
ously monitored to provide base case information as to the effect of the presence of a
nuclear power plant on the environment. This meant that there was doubt as to whether
the total contamination was in fact due to the Chernobyl fallout.  There had been previ-
ous communication problems associated with Sellafield discharges which had already
alienated local residents (Macgill, 1989).

Officials and scientists were initially unprepared to acknowledge uncertainty.  They
failed to realise that farmers were accustomed to uncertainty. Scientists' apparent cer-
tainty and later retractions severely damaged their credibility. The other problem was
that in the early stages there was no direct contact between the scientists and the farm-
ers. The damage caused by this bungling was partly remedied when later, scientists
visited farms and at times stayed with the farmers. Once personal communication was
established and trust began to be established at that level, the individuals involved did
manage to communicate effectively, to the point of the scientists admitting that they
‘didn’t know’. As Wynne (1991) points out, this illustrates that the individual scientists
and technicians were not incompetent or irresponsible, but that the system of institu-
tions and dissemination of information was totally inadequate.

Sandman (1986) reported on a situation faced by the New Jersey State Government in
connection with radon in houses. The state launched a proactive information campaign
telling residents about the possibility that radon might be a cancer-causing hazard be-
fore scientific testing had determined the full extent of the problem. At the time this
caused some anxiety and stress as a result of uncertainty.  However, as Sandman noted,
had the state government waited until testing was complete, then there would have
been considerable public outcry that people had been allowed to continue living in
conditions known to be potentially hazardous without being given the option to make
up their own minds about the risk. A parallel situation has arisen recently in New Zea-
land with researchers publicly releasing information about a possible link between ‘stand-
ard’ milk and diabetes where there is a genetic predisposition. Early warning by the
researchers and the dairy industry has enhanced their credibility with the general public
and is likely to be of benefit in other situations where risks may arise.

Good communication exercises do not always lead to sitings or solutions. Clean Har-
bours Inc. of Kingston, Massachusetts, withdrew an application to site a hazardous
waste facility in Taunton despite a careful communications approach by both the com-
pany and the state during which considerable local respect for the developer and media
support for the proposal was developed (Davies et al. 1986).  Local government repre-
sentatives believed that, given more time, community support and acceptance would
have been achieved. However, the company decided to withdraw before the formal
siting application was heard. In this case the objectives of the participants were clearly
established and open, and credibility was not in question.

Risk communication programmes are often ongoing affairs. Programmes developed by
health agencies to communicate risks have raised public awareness in a number of
areas such as rubella, AIDS and HIV infection, and screening for breast cancer. These
issues provide examples of the time frame that is often necessary when public attitudes
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are involved.

One area where risk communication is growing in importance and application is in the
field of emergency risk management. Rohrmann (1995) believes that risk communica-
tion has developed beyond its original brief and now comprises elements of hazard
perception, the determination of risk information sharing, and interactive problem solving
approaches. He suggests that the principal tasks include:

• identifying unknown/difficult/controversial risk aspects;

• presenting/explaining risk information to relevant target groups;

• modifying risk-related behaviour of exposed people;

• employing warning systems for individuals/communities;

• developing emergency management strategies for authorities;

• evolving community participation in disaster mitigation; and

• facilitating joint problem solving for conflicts about risk.

Experience with focus groups directed towards assessing awareness of and attitudes
toward natural hazard risk (Gregory et al. 1997) has shown that despite an apparent
apathy, many sectors of the New Zealand public are well aware of the natural hazard
risks they face on a regular basis, and also aware of their responsibilities in the event of
natural hazard disaster. Responsible agencies need to develop communication channels
with the public that provide for interaction, and they must be prepared to provide the
general public with the information they require, as and when it is needed.

6. Conclusions
• Risk is multidimensional. It has two main components: a probability of occurrence

of a particular outcome and a magnitude associated with that outcome. Probabilities
may be measured as chance, likelihood or frequency. Techniques for managing risk
include reducing the risk by reducing the likelihood or magnitude, avoiding risk by
not undertaking the activity, or mitigating risk by establishing procedures for reduc-
ing the impact or effect of the risk.

• The communication of risk is an integral part of risk management. There are two
main aspects to risk communication: communication of risk information between
experts from different specialist fields and between managers and decision makers
within an organisation; and communication of risk information between experts and
the general public.

• The effectiveness of a risk communication programme should be judged ac-
cording to the specific objectives established for that programme. Two important
objectives common to most risk communication frameworks or programmes are the
establishment of communication channels that may also be used to transmit non-risk
information, and the development of trust between interested parties. A well func-
tioning risk management framework actively engages stakeholders at an early stage
and makes them “partners” in the process (Commission on Risk Assessment and
Risk Management, 1996).
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• A successful risk communication programme may not result in a tidy solution
being reached in a short time frame. Many situations involving risk have long time
frames. Therefore successful risk communication may simply set the scene for long
term future co-operation and the channels established may be used for a number of
issues. The outcome of a risk communication process may be a negotiated level of
accepted risk. This level of risk, however, is not transferable; it is specific to the
circumstances of the particular case for which it has been negotiated.

• Risk communicators should concentrate on developing and maintaining cred-
ibility and trust. Risk regulators, analysts and promoters need to promote ways of
building and maintaining trust by demonstrating that risks have been fully examined
and reduced to as low a level as possible, that the benefits occurring to the process are
in the public interest, and that appropriate emergency response procedures have been
established and are operational. The crucial message is that unless trust can be estab-
lished between all parties involved it is unlikely that an enforceable solution will be
reached. Trust is hard won and easily lost.
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CHAPTER 9

Risk Management in a Large
Corporate Organisation

John McDonald*

1. Introduction
The topic of risk management, to those who are financially oriented, immediately raises
the spectre of derivatives and the lessons from the large losses suffered by such firms as
Barings in the United Kingdom. But, of course, derivatives are only one of the tools
used to manage financial risk, and risk is more than financial.

The scope of this chapter is broader than just a consideration of risk in financial terms.
It covers both the macro, in the form of a discussion on Fletcher Challenge manage-
ment philosophy and its integration into risk management, and the micro, taking as an
example the topical subject of risk financing, or insurance — an area where Fletcher
Challenge has recently made significant change.

2. Background
Fletcher Challenge is a large industrial organisation with some $7 billion of market
capitalisation, $13 billion of assets and $9 billion of annual sales from four divisions —
building, energy, forests and paper. Significant operations are located in New Zealand,
Canada, the United States, the United Kingdom, Australia, Chile, Brazil, Argentina and
China.

While there are many benefits in having size, business and geographic diversity, the
Fletcher Challenge group is, of course, exposed to the whole spectrum of risks includ-
ing:

• business — operational and market;

• physical;

• financial;

• political; and,

• legal.

The company believes that the management of these risks cannot be removed from the
overall business philosophy of the Fletcher Challenge group.

Fletcher Challenge’s philosophy includes the following.

(i)  The company has a reason for being.

Fletcher Challenge starts from the fundamental premise that it is in business to increase
(or enhance) shareholder value.

* Group Treasurer, Fletcher Challenge Limited, Auckland
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(ii)  The company knows what is required to achieve the above.

To increase shareholder value on a sustainable basis it is necessary to make good in-
vestment decisions. The key to making good investments is generating enough cash
internally to fund these investments.

Cash flow can be disrupted by both financial and operational factors, and these can
compromise the group’s ability to invest. Risk management in the group is therefore
driven to ensure the group has the cash (and credit capacity) available to make value-
enhancing investments and to sustain those investments. Risk management and its tools,
therefore, support the group’s philosophy — they do not drive it.

(iii)  The company recognises that risk is an opportunity.

Fletcher Challenge believes in managing risk, not risk elimination. It emphasises that
successful businesses should know those risks that are outweighed by the opportunity,
and those risks that should be minimised. The company recognises that business is
about taking risk.

(iv)  The company places controls on the overall amount of risk taking.

Fletcher Challenge controls the amount of risk it wants to take by the financial commit-
ment to maintain a strong balance sheet and an international investment grade credit
rating. This commitment puts limits on its growth potential if the percentage of debt on
the balance sheet is increasing.

On a technical level, this means the company aims to optimise its cost of capital. Cost
of capital is a derivative of how the company’s debt and equity investors perceive their
risk in investing in Fletcher Challenge. For example, if the balance sheet is in need or
under stress from economic conditions, the company will take internal action to protect
cash flow— such as using derivatives to underpin oil prices or interest rates.

A valuable lesson of what can happen to share prices, and hence shareholders’ value, if
a number of investors perceive that high debt is too risky, occurred in 1992 when the
company’s share price dropped by over 50% in a few months.

(v)  The company never puts its existence at risk.

Fletcher Challenge will never put the company’s existence at risk. In all its planning, it
emphasises the need to assess downside protection. For example, such analysis led the
company to achieve a put of equity to the New Zealand Government on its purchase of
Petrocorp — a put, at the time, neither party thought would be exercised. Circum-
stances changed, and it was.

(vi)  The company has clear policies on corporate governance.

Fletcher Challenge has clear policies on corporate governance processes for decision-
making, delegations of authority and monitoring and reporting, that are set out in a
well-distributed document called “The Way We Work Together”. The ground rules for
how Fletcher Challenge manages itself cover such matters as the following.

• Decentralisation of decision-making

The company recognises that control of individual businesses should rest with
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those who have the industry knowledge, the ability to perceive value-creating
opportunities and the initiative to take appropriate action, so most decision-mak-
ing is decentralised to the business unit level in a co-ordinated manner.

The company therefore allocates the various types of risk management to those
who are best able to handle them. For example, Fletcher Challenge decentralises
business or operational risk management to the business unit, who can respond
quickly to any crisis or change in environment. On the other hand, the company
centralises the use of financial risk management tools to the corporate centre, which
is a management of risk in itself in that by so doing the company enhances the
controls, monitoring and reduction of costs, and the action is taken by people who
are known to be experienced.

Years ago, the company gave away the idea of the quality manager and internal
audit managers. Fletcher Challenge does not agree with the position of a high
level risk manager, having a holistic approach to risk management. The view is
that “the people making the money” cannot relegate control to someone else —
they have to take responsibility themselves.

Risk identification, risk assessment, risk control, risk prevention and contingency
planning are all decentralised, where possible, to the business unit. The use of
financial tools to manage risk are centralised.

• Fletcher Challenge manages through formal strategic and operational planning.

The company manages itself through strategic and operational planning followed
by regular performance reviews and monthly reporting — a no-surprises regime.

In Fletcher Challenge there are three stages to this strategy process.

Stage 1 includes setting the goal or vision, developing a situation assessment and
an understanding of the critical competency requirements, generating an initial
list of strategy options, and agreeing performance expectations and key perform-
ance indicators.

Stage 2 includes evaluation options selecting the strategic direction and key strat-
egies.

Stage 3 includes agreeing and signing off on strategic actions, setting milestones
and agreeing accountabilities.

• Fletcher Challenge concentrates on businesses in which it has competencies and a
competitive advantage. The company limits its risks by keeping to what it knows
best.

• Fletcher Challenge will not take both new industry and new country risk at the
same time.

The company will only invest in a new country in an industry where it already under-
stands the factors for success from experience in the New Zealand environment. In-
vestments in a new country are restricted to a relatively small amount until the knowl-
edge necessary for success has been gained and the company is comfortable doing
business in that country from actual experience.
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For example, Fletcher Challenge has restricted investments in China to steel but has,
after a number of years of experience, increased investments in Chile from paper and
forestry to now include concrete.

(vii)  Fletcher Challenge does not speculate.

In other words, the company does not create more physical risk than it already has.
Thus all positions are transaction driven or relate to a specific business risk.

For example, the company will not, by using the futures market, take more foreign
exchange, interest rate or commodity risk than it already has. It may transfer risk, but
not increase it.

(viii)  Fletcher Challenge has a rigorous decision-making process for new projects.

The company uses the discipline of modern probability analysis (incorporating game
theory, chaos theory, etc.) to implant a way of thinking and a systematic approach to the
analysis of the risks and rewards on all business initiatives from acquisitions to
divestments, and uses the economic value-added approach in financial analysis.

In Chapter 7 Kathy Boardman, from Fletcher Challenge, discusses a Fletcher Chal-
lenge case study and explains how the company has changed the way of thinking on
decisions over the last few years.

Instead of trying to guess the most probable outcome, business unit managers are en-
couraged to look at a wide variety of alternative scenarios and stretch their conven-
tional thinking.

The whole analysis is driven by identification of the risks and deciding which risks
should be increased, and those that should be minimised to achieve success, thus ensur-
ing that the thinking is towards opportunities not control per se. However, the company
does not let the quantitative overcome the qualitative. Fletcher Challenge uses it as a
discipline and guide, not an end in itself.

(ix)  The company shares experiences across the group.

Experiences are shared informally and formally through in-house training where actual
group examples are used from “look backs” such as: the reasons for success, e.g. Fletcher
Challenge’s investment in methanol, and the reasons for failure, e.g. Fletcher Chal-
lenge’s investment in meat.

Thus the company institutionalises its philosophy, that risk management is part of do-
ing business at the business unit level.

Fletcher Challenge also continuously benchmarks its operations with the aim of want-
ing to be “best in class”.

(x)  The company encourages openness and excellence in disclosure.

For example the external requirements from US Securities Registration, US GAAP
Accounting Standards and Reporting, New York Stock Exchange Listing, Due Dili-
gence Committee of Board of Directors and International Investment Grade Credit Rating
put a discipline on the Company and its management.
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(xi)  The company recognises when to exit.

The company recognises that there is nothing risk management can do to improve the
underlying bad economics on a business.

These rules or lessons show that the management of risk is an integral part of, and not
separate, from best management practice.

3. Risk Financing
Some of the risks faced by Fletcher Challenge are insurable and can be transferred to
the insurance industry in exchange for a premium. This is called risk financing. Many
other risks are either uninsurable or only limited insurance is available, and these are
the largest percentage. These risks are self-insured.

In its commitment to continue to make significant improvements in performance meas-
ured by sustainable increases in shareholder value, no area of the Fletcher Challenge
group is exempt, least of all risk financing or insurance.

Recently, Fletcher Challenge, following a major review of its risk financing strategy
and international best practice, decided to completely restructure the way it purchases
insurance. Instead of the traditional approach of insuring everything it could with out-
side insurance companies, it now:

• holds a significant retention (or self insurance) at each operating level:

— US$50 million for any one loss for energy, forests and paper divisions

— US$25 million for the building division;

• has a limit on the maximum that can be claimed in respect of any single event;

• places insurance directly with major reinsurers with considerable financial strength,
rather than with conventional insurance companies and their reinsurers; and

• centralises all purchasing of insurance.

Fletcher Challenge is therefore retaining a lot more risk in house.

Historically, the Fletcher Challenge operational risk and insurance functions were largely
decentralised. Business units were responsible for the purchase of insurance, the deter-
mination of the level of deductibles, the negotiation of insurance premiums, the process-
ing of claims and the assessment and management of operational risk.

The prevailing philosophy was the reliance on insurance to finance losses. This is illus-
trated from a review of one of the business areas where it was stated:

Insurance policies were obtained for everything including marine hull
protection for an aluminium dinghy on the oxidation ponds to an all risk
cover on Sir James Fletcher’s portrait hanging in the boardroom. The
money in effect flowed back and forward between ourselves and the in-
surers, but they kept most of it.

These insurance purchase practices resulted in:

• many diverse policies (about 60 for the group, now down to four);
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• low levels of deductibles;

• insurance placements by some business units with insurers of sub-standard credit
quality;

• excessive brokerage fees ;

• high premiums; and

• competition between Fletcher Challenge business units for available capacity in the
insurance market.

Fletcher Challenge insured because insurance was available rather than from an analy-
sis of risk, etc.

There has been some criticism of the new approach from the traditional insurance mar-
kets, one commentator stating that Fletcher Challenge “should stick to what they know
best and leave insurance to the professionals”.

This criticism is ill-informed and misunderstands the role of business in risk manage-
ment and risk financing. For example, risks that are uninsurable are, by definition,
automatically retained and self insured. These risks must be managed by the group and
any losses resulting funded.

The benefits from the change in risk management philosophy are:

• Significant reduction in costs. The company will save a minimum $20 million per
annum in premiums after allowing for payment of claims that would have previously
been met from the insurance industry. Whilst operational risk management was, in
general, of a high standard this was not reflected in the cost of insurance through
premiums. Fletcher Challenge no longer subsidises more careless firms.

• Through reducing the total amount Fletcher Challenge insures for, it has created greater
capacity in the market.

• The company directly accesses the firms who can absorb the risk and who have sig-
nificant credit strength to pay up if a large claim eventuates, and with whom the
company can build a long-term relationship.

• Fletcher Challenge’s ability to identify risks and manage such risks has improved —
the focus is now on risk control and contingency planning.

• The company eliminates hundreds of claims and the consequent administration. It
was, in effect, in many cases just money swapping, e.g. travel had $25 retention,
motor vehicle $2000 and property damage $25,000.

Fletcher Challenge, with its international investment grade credit rating and a policy of
maintaining a large unutilised amount of committed bank lines, has the credit and fund-
ing capacity and cash flow to absorb a large amount of self insurance or, in effect, to
fund the risks itself rather than transferring the risks (for a fee) to third parties.

Today the company is insuring for what some people would call the catastrophic event:
the event which, if not insured, could put the company’s existence at risk.

The decision about the amount of risk to retain in-house for a particular time period was
based on:
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• analysis of loss history by division;

• an assessment of each division’s current insurable and uninsurable exposures (values
and probability distributions, expected losses and the variability of those losses), in
particular those exposures that could result in catastrophic loss;

• an assessment of the impact of significant losses on key value measures such as cash
flow and shareholder dividends, and the disturbances the group could bear with re-
spect to those measures; and

• the cost of insurance, e.g. premium levels, administration costs, etc.

Risk financing is arranged centrally, but risk management remains the responsibility of
business units.

Having little or no insurance reinforces the need to manage risk — Fletcher Chal-
lenge’s businesses have found that self insurance motivates them to improve their risk
management and thus reduce the cost of risk.

The focus of Fletcher Challenge business units is now on operational risk management
rather than on risk financing through insurance purchases. As a consequence of the new
approach to risk financing, a new risk management policy has been adopted that incor-
porates, at the business unit level, a programme of training and actions in:

• risk identification;

• risk assessment;

• loss prevention;

• loss control; and,

• contingency planning.

Each business unit is required to develop and implement formal loss prevention pro-
grammes and these are monitored centrally.

Now, previously insured losses resulting from adverse events will appear as costs in the
business units financial statements against which they have the benefit of reduced pre-
miums.

Whilst Fletcher Challenge’s risk management at an operational level has been good, it
is expected that the elimination of the security of insurance (it is true that business units
can become careless if they know insurers face the bill), the establishment of risk man-
agement standards and review of performance, will reduce the extent of these losses.

A chief executive of a major international bank once said:

...we spend much effort on identifying and quantifying risk and manag-
ing, controlling and reporting on it. We have the techniques to deal with
the known unknowns, but what gives me sleepless nights is the unknown
unknowns.

Hopefully, by increasing the company’s knowledge of risk management, the impacts of
the unknown unknowns can be minimised.
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CHAPTER 10

Development and Implementation of Risk
Management Strategy

Ian Maynard*

1. Introduction
Succeeding in business is all about making decisions in a competitive and dynamic
environment. For a large corporation, the risks are many and diverse. The need for a
consistent approach to decision-making is ever present. It follows that the overall man-
agement of risk can not be isolated from the corporation’s overall business philosophy.

In that context Fletcher Challenge has recently developed a new risk management strat-
egy. The strategy has resulted in significant changes to the way risks are managed and
losses financed.

In Chapter 9, John McDonald gave a general overview of Fletcher Challenge’s ap-
proach to risk management. The present chapter focuses in more detail on the develop-
ment and implementation of risk management strategy within the corporation.

2. Development of Risk Management Strategy
For a large corporation, creating an overriding risk management strategy presents a
significant challenge. The implementation of strategy when the corporation is decen-
tralised requires even greater effort.  The risk management strategy for Fletcher Chal-
lenge was developed at a corporate level.

Figure 1 illustrates the hierarchy for a typical corporation and highlights the levels
where strategy is developed and needs to be implemented for success.

The development of risk management strategy for the Fletcher Challenge Group fol-
lowed a logical five-phase process, shown in Figure 2. A comprehensive global
benchmarking review provided an initial basis for comparison and identification of
best practice principles.

Corporation

Division

Sector

Business Unit

Region/Function

Area/Department

Development of
Risk Management

Strategy

Implementation of
Risk Management

Strategy

Figure 1. Typical hierarchy of a corporation

* Group Risk and Insurance Manager, Fletcher Challenge Limited
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1

Context
Purpose

Strategy & Policy

2
Identify

Assess
Prioritise

3
Control
Remove
Mitigate

4
Finance

Retain
Transfer

5
Review
Monitor

Measure

Interactive
Cost

Figure 2: Risk management strategy development process

2.1  Context (purpose, strategies and culture of the corporation)
The process of developing a risk management strategy is firmly based in the culture of
the corporation — the context. Phase 1 centres on describing the environment and there-
fore defines what events or situations constitute risk. The mission, vision, values, goals
and strategies of the corporation all need to be taken into account. For example, a cor-
poration with growth plans of 50% per annum will have a different risk profile to a
company aspiring to 1% growth. Without context as the foundation, it is difficult to
develop a strategy that will add value to the overall direction of the corporation. Risk
management supports business philosophy; it does not drive it.

The context for Fletcher Challenge is best described using the Group’s Statement of
Purpose summarised as follows:

• what Fletcher Challenge is; and

• how Fletcher Challenge works.

What Fletcher Challenge is
Fletcher Challenge is a corporation with headquarters in New Zealand, devoted to cre-
ating superior value for shareholders through people bringing resources to customers in
a better way in building, energy, forests and paper.

This statement highlights the two critical elements essential to meeting customer needs
and thereby creating sustainable value — people and resources. People and resources
require protection.

How Fletcher Challenge works
The work culture within Fletcher Challenge is geared to encourage maximum autonomy
while ensuring consistency of direction. Elements of the work culture include:

• industry leadership in fulfilling customer needs;

• optimisation of human and material resources;

• decentralised decision making at the business unit;
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• management through strategic and operational reviews;

• concentration on the group’s core competencies;

• cautious approach to entering new markets — a new market and new country will not
be entered at the same time;

• rigorous decision making and review process for major projects; and

• recognition of when to exit.

2.2  Identify (assess and prioritise risk exposures)
Business is all about taking risks. Without risk there would be no return. Effective
management of risk will maximise the return for the corporation. Having described the
context for the corporation, it is now possible to identify what constitutes a risk. The
objective of this phase of the process is not to identify every risk to which the corpora-
tion is exposed. Rather, Phase 2 will identify those risks that may potentially threaten
the survival of the corporation — those risks that will have the greatest impact on the
cashflow and balance sheet of the corporation.

The likely impact of a potential event on the corporation can be quantified by determin-
ing the severity and the probability of the risk.

Severity is a measure of the potential damage that an event can create for the corpora-
tion. The consequences of an event will often be financial, but may also impact the
image, relationships and culture of the corporation. Table 1 can be used to assess the
impact of any particular event on the corporation. It is multi-dimensional and may be
expanded to include other risk categories, such as legal compliance for example.

Description
Severity

Weighting Definition

Health/Safety Image Environment US$m

Catastrophe 100 Multiple fatalities International media
cover

Permanent, wide
eco-damage

>50

Major 60 Single fatality National media
cover

Heavy damage,
costly restoration

5 - 50

Serious 25 Major injuries Regional media
cover

Habitats affected,
off-site affected

0.5 - 5

Moderate 10 Minor injuries Local media cover No lasting effects 0.05 - 0.5

Minor 2 Slight injury Minor media cover No long term effect <0.05

Table 1: Qualitative measure of risk severity

The second dimension needed to quantify likely impact is probability. Probability meas-
ures the frequency or likelihood of a particular event occurring in a given period of
time. Table 2 can be used to assess the frequency of any particular event experienced by
the corporation using five time horizons.

Target risks are then identified by multiplying the severity weighting and the frequency
weighting together and using the resultant risk rating to establish priorities. There is no
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Description Frequency
Weighting

Definition

Improbable 1 Less than once in 200 years

Remote 2 One or more in 200 years

Occasional 3 At least once in 30 years

Probable 4 At least once in 10 years

Frequent 5 At least once in 1 year

Table 2: Qualitative measure of risk frequency

absolute significance to the risk rating. However, it does provide an excellent basis for
relatively ranking the significance of different risks to the corporation

2.3  Control (remove or mitigate)
The control of risk naturally rests with the operations of the corporation. At Fletcher
Challenge this responsibility rests with the business unit. In order to proactively re-
spond to this responsibility there is a need for the business unit to develop and imple-
ment loss prevention programmes and initiatives.

Phase 3 of the process involves determining the extent of risk control that is in place.
For risks that reside at any level of the corporation this will involve evaluation of the
loss prevention programmes that are in place. Experience has shown that external advi-
sors are a valuable resource in this regard. An objective assessment of the corporation’s
ability to mitigate against specific risks will tend to be more credible than the corpora-
tion’s own subjective assessment.

In Phase 3, the target risks identified in Phase 2 are evaluated in order to determine the
level of mitigation or control. Table 3 provides a basis to assign a control weighting to
each risk.

Control
Weighting

Level of   
Protection/Mitigation

.30 Excellent

.45 Very Good

.55 Good

.70 Adaquate

.80 Unacceptable

.95 Non-existant

Table 3: Qualitative measure of risk control

2.4  Finance Losses (retain or transfer risk)
Phase 4 of the process involves the decision to finance losses. Phases 3 and 4 are more
or less interactive. The greater the level of control the corporation has over the risk, the
more it will be inclined to retain any resultant losses. The converse is also true; if risk
control is poor then there will be greater motivation to transfer the resultant losses to a
third party.

Addressing the question of whether to retain or transfer loss involves the balancing of
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two elements. The first of these is the risk bearing capacity of the corporation. The risk
bearing capacity refers to the strength of the corporation’s balance sheet to be able to
withstand loss. The second element is the risk taking attitude of the Board of Directors.
Risk taking attitude is a function of management culture.

The two elements need to be in balance to gain leverage of the corporation’s financial
strength on one hand while protecting the interests of shareholders on the other. The
resultant position is defined as the corporation’s appetite for risk.

Residual risks that remain after Phase 3 may be retained by the corporation or trans-
ferred to a third party. The corporation’s appetite for risk will determine what propor-
tion of any risk will be retained. Retained risk is referred to as self insured retention
(SIR).

Prior to completing Phase 4, Fletcher Challenge undertook a world-wide benchmarking
project. The project explored the risk transfer and financing strategies of 35 global
corporations that were viewed by the insurance industry as being best practice risk
managers. The project identified a number of principles and strategies that were com-
mon to the leading corporations. Many of these principles were adopted and put into
practice when defining the Fletcher Challenge risk financing strategy.

One alarming fact that was identified through benchmarking was the failure of under-
writers to recognise the excellent loss history of the group as a corporation. An analysis
of loss and premium histories for Fletcher Challenge highlighted that for every dollar
of premium paid to underwriters only 33 cents was ever claimed back as a result of
losses. This statistic, compared with the industry average of 65% reinforces the lack of
recognition by the market for sound risk management practice. Predictably, insurance
companies were profiting from Fletcher Challenge. The extent of profit retained by
insurance companies would be close to 38% of premiums paid (see Figure 3).

Insurance Company Profit 38%
(6%)

Claims Payment 33%
(65%)

Brokers Fees 14%

Withholding Tax 5%

Claims Processing 10%

Figure 3: Insurance cost structure for Fletcher Challenge
(industry average in brackets)

Consequently the decision to retain greater levels of loss might be expected to result in
significant direct cost savings for Fletcher Challenge.

Fletcher Challenge Risk Financing Strategy
The end result of Phase 4 will be the crafting of a risk financing strategy for the corpo-
ration. Broadly, the risk management strategy defines what risks will be transferred and



138

Development and Implementation of Risk Management Strategy

how these risks will be transferred to third party underwriters.

The key elements of the Fletcher Challenge strategy include:

• self insurance for all losses other than those losses which are considered catastrophic
or are required by government legislation;

• significant levels of self insured retention would be adopted by business units;

• consolidation of all catastrophe insurance covers into corporation-wide multi-class
insurance programmes;

• continued self insurance of all standing timber; and

• placement of insurance covers directly with insurers and reinsurers — no placement
broker or intermediary to be used.

The global insurance programme comprises four covers, having replaced a substantial
number of stand alone insurance covers placed independently by business units
(Table 4).

US $ million

Cover Self Insured
Retention

Limits

Global Property 50/25 550

Global Liability 50/25 150

Global Energy 50 750

Global Marine P&I 50/25 100

Table 4: Fletcher Challenge global insurance programme.

The level of SIR adopted by each division of Fletcher Challenge (US$50million for
paper, energy and forests and US$25million for building) was the result of balancing
the corporation’s appetite for risk with the recognition received from underwriters by
way of premium reductions

2.5  Review (measure and monitor the effectiveness of risk management
strategy)
An effective process will incorporate a learning loop to enable review and refinement
over time. Phase 5 completes the loop. This stage of the process addresses the review
and measurement of strategy with the goal of continuous improvement. There are sev-
eral key performance indicators (KPI) that measure risk management at various levels
of the corporation. These KPI’s will generally include:

• the cost of risk for the corporation and individual business units is effectively meas-
ured through an annual survey;

• loss exposures and high priority risks can be measured by annual loss control inspec-
tions;

• risk management practice at a business unit level may be measured by an independ-
ently determined grading from the annual loss control inspection; and
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• compliance with corporate policy may be measured by the internal and external audit
functions.

The savings in direct costs achieved by Fletcher Challenge in the first two years of the
new risk management strategy have been significant (see Table 5).

US$ million

1996/97- Savings achieved as a result of reduced premiums, no Brokers
and improved loss experience 18 per annum

1997/98 - Additional savings achieved through reduced premiums, long
term insurance contracts and optimum limits of cover 4 per annum

1997/98 - Projected additional savings for the remainder of the year
achieved from consolidation of Construction Insurances, and changes
to New Zealand ACC

4 per annum

Table 5: Financial benefits of Fletcher Challenge risk management strategy

3. Implementation of Risk Management Strategy at Fletcher Challenge
A strategy is only as effective as the corporation's ability to implement it. Therefore
implementation of risk management strategy at Fletcher Challenge has been a subject
of considerable focus. A five-phase process has been adopted to ensure that implemen-
tation is both complete and successful. The process has many parallels to the strategy
development process described in detail previously. Figure 4 outlines the process.

1

Context
Purpose

Strategy & Policy

2
Communication

(Business
Units)

5
Reinforce
(Reward or

Penalty)

4
Measure

(Review and
Monitor)

3
Systems
(Support)

Figure 4 Risk management strategy implementation process

3.1  Context (purpose, strategies and policies of the corporation and business
unit)
The primary focus of Phase 1 is the risk management strategy developed earlier. The
strategy and associated standards and guidelines establish the expectations that the cor-
poration has set for the business unit. The purpose, vision, goals and strategies for the
business unit are also essential to consider in Phase 1.

The Fletcher Challenge Risk Management Policy Statement and associated Standards
and Guidelines are attached in Appendices 1 and 2 respectively. For the purpose of
summary, the core elements contained within the policy are:
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• people and property are the most important assets and need to be protected;

• every manager has the responsibility within his or her area of control to remove
hazards which increase the likelihood of loss or injury;

• each business unit must develop and implement appropriate loss prevention pro-
grammes; and

• the group risk and insurance function will be responsible for:

— establishing group wide loss control programmes;

— development of corporate risk management strategy;

— measurement of the cost of risk for the group; and

— the centralised buying of all insurances.

The policy statement clearly places the responsibility for managing and protecting the
corporation from loss with the business unit. This is the logical position given the em-
powered culture within Fletcher Challenge and its business units.

3.2  Communication (to business units)
Communication of strategy in decentralised corporations presents a challenge. Effec-
tive implementation of risk management strategy requires the commitment and under-
standing of business unit management. Compliance will not yield the desired goals.
Fletcher Challenge's risk management strategy is proactive and clearly articulates the
responsibility assigned to business units. This responsibility can only be accepted when
it is understood and committed to by management.

Effective communication requires listening and diplomacy. The environment created
needs to encourage debate of the strategy and more importantly the principles on which
it is based. It follows that the main focus of communication needs to be at a personal
level. It is very difficult indeed for a memo or technical document to discuss its content
with the reader! Written documents certainly play an essential support role in commu-
nicating strategy.

The message, however, needs to be primarily delivered by senior management. Busi-
ness unit management must see that senior management is completely committed to the
strategy. The principles need to be openly discussed and debated. This objective is best
facilitated by personal presentations to management teams. The board's external advi-
sors can add value to the process of communication. They are however, not substitutes
for senior management involvement.

3.3  Systems (that enable and support)
One key benefit of the traditional insurance programme is systems. In a programme
involving significant levels of self insurance, these systems need to be developed. Phase
3 involves development of the required support systems. Claims management and con-
firmation of currency of insurance certificates are two examples of such systems. From
an operational perspective, a business unit must view a self insurance programme as
being as straightforward and seamless to operate as a traditional programme. The speed
with which support systems can be developed is directly linked to the rate of imple-
mentation.
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An insurance manual describing the new environment as it relates to insurance cover,
SIR’s, and claims handling and notifications is essential. A document of this type ad-
dresses many of the day to day operating issues related to insurance.

A risk management manual is a natural extension to the insurance manual. The focus of
such a document will be proactive, declaring the corporation's risk management policy,
strategy, standards and guidelines. An effective risk management manual will share the
skills and processes necessary for the business unit to identify, assess and manage risk.

An effective insurance "fronting" programme is also needed when proof of insurance is
required by the business unit, especially to meet contractual requirements. A fronting
programme is arranged with a commercial insurer, who, for a nominal service charge,
will issue policies under their brand with 100% of the risk transferred back to the cor-
poration for self financing. Fronting enables a self insurance programme to appear as if
it were traditional insurance. Figure 5 provides an outline of the fronting programme
developed by Fletcher Challenge.

Reinsurer Reinsurer

Reinsurer

Insurer Insurer

Captive

Fronting
Company

Fletcher Challenge Business Units

Operating
Deductible

Self Insured
Retention

Catastrophe
Cover

Typical Catastrophe
Insurance Programme

Figure 5: Self insurance fronting programme

3.4  Measure (monitor and review)
Monitoring of the implementation of risk management strategy cannot be divorced
from measurement in general. In Phase 4 the same KPIs that are measured to determine
the success of the strategy by definition also measure effectiveness of implementation.
KPIs can be measured via:

• cost of risk survey for all business units — identifying loss histories;

• annual loss control inspections — identifying and quantifying key exposures and
qualitatively measuring risk management practice for each business unit (the loss
control inspection process for Fletcher Challenge is detailed in Figure 6);

• annual corporate assurance report — ensuring that corporate standards and policies
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are adopted in areas of liability risk exposure for each business unit; and

• external financial audits — ensuring that divisional SIRs are not being bought down
by business units.

The health of these KPIs will be indicative of how well the business unit has adopted
the strategy.

Risk
Management

Strategy

Risk Management
Policy

Loss Control
Standards

Risk Management Manual
- recommended practices

Grading

Recomm-
endations

MPL Loss
Scenario

Loss Control
Inspection (GRC)

Premium
Allocation

Management
Action Plan

Quarterly Action
Plan Review Fletcher Challenge Loss Control

Inspection Process

Figure 6: Fletcher Challenge loss control inspection process

3.5  Reinforce (reward or penalty)
Behavioural change will only result when reinforcement and penalty are consistent
with the desired goals of the risk management strategy. Phase 5 is therefore the critical
phase of the process. If management is not rewarded for adopting the strategy then
implementation will not occur. This is especially true in cases where the management is
rewarded on the basis of counter-productive behaviour. In these instances the strategy
will be actively undermined.

Reward and penalty need to be in balance. Over-zealous penalty will discourage man-
agement. Ideally a reinforcement system (reward/penalty) should target both at a busi-
ness unit and individual level to be truly effective. The individual manager must per-
sonally experience the results of actions; if not, then adoption of the desired behaviours
will be delayed.

Business unit reinforcement
Given that risk as well as the SIR are retained by the business unit, any losses that occur
will impact on the business unit bottom line. If business unit performance is measured
by economic value added as opposed to simply profit, then it will be difficult for a
business unit to manipulate and distort the consequences of a loss. Elimination of loss
then becomes a major focus for the business unit.

Within Fletcher Challenge corporate risk management costs are allocated to business
units, not on a fee-for-service basis, but on the basis of loss exposure and risk manage-
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ment behaviour. These two criteria are independently evaluated via the annual loss
control inspection. Linking cost to behaviour and exposure encourages the business
unit to seek improvement in these areas.

Individual reinforcement
Reinforcement of appropriate risk management behaviour needs to also focus on indi-
vidual management in parallel with the business unit. For Fletcher Challenge this task
is facilitated because management incentive schemes are linked to business unit value
added. Any event that negatively impacts on a business unit’s performance will like-
wise impact on management bonuses.

In addition to effectively structured incentive programmes there is a need to introduce
specific risk management KPIs for key managers. For example, workplace accident
rates and business continuity plans need to be included in every manager’s suite of
measures.

4. Conclusion
The goal of this paper has been to communicate the principles involved in the develop-
ment and implementation of a risk management strategy. The case study involving
Fletcher Challenge has identified a number of practices and approaches taken by this
corporation. While the practices may not be relevant to all companies, the principles
that are embodied in them certainly will be.
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Appendix 1: Risk Management Policy Statement

• Fletcher Challenge considers its staff and its property to be its most important corpo-
rate assets. The group is therefore fully committed to:

— the prevention of loss of, or damage to, its property;

— the maintenance of safe working conditions;

— the prevention of damage to third party property; and

— the prevention of injury to third parties.

• Fletcher Challenge will provide and promote a comprehensive programme of risk
management to achieve the minimum cost of risk.

• Every manager has a prime responsibility for eliminating, within the area of his or
her control, all conditions and practices which increase hazard or the likelihood of
fortuitous loss.

• Each manager is accountable for both the frequency and the cost of any:

— property loss or damage;

— injury;

— consequent reduction in earning capacity; and

— any consequent increased cost of operating which may occur from any cause within
the area under his or her control.

• Each business unit must develop and implement a suitable loss prevention programme
and business continuation plan for its size, the nature of its operations and the risks to
which it is exposed.

• Fletcher Challenge will purchase insurance on a centralised basis to cover itself only
against losses which could significantly affect its operations or its financial position,
or where insurance is required by law or under the terms of a lease or contract. Prop-
erty owned by Fletcher Challenge, but leased or hired outside the group, will be fully
insured at the lessee’s or hirer’s cost. The group will effectively be its own insurer for
all other losses.

• The group Risk and Insurance Department has been set up to:

a) provide management with technical assistance in:

— identifying the risks to which Fletcher Challenge is exposed;

— evaluating the risks; and

— developing and implementing the appropriate means of treating a financial loss.

b) establish standards for passive risk reduction, e.g. building standards, loss preven-
tion and loss reduction systems, e.g. sprinklers.

c) establish programmes for educating the staff of Fletcher Challenge in the manage-
ment of risk.

d) determine and implement the corporate programme for insurance, loss retention
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and deductible levels.

e) act on Fletcher Challenge’s behalf in all negotiations with the insurance industry
in respect of all claims.

f) represent Fletcher Challenge in the professional organisations that are associated
with risk management.

• The group Risk and Insurance Department is responsible to the Chief Executive Of-
ficer through the Group Treasurer for:

a) monitoring and reviewing the management of risk within Fletcher Challenge.

b) the continuing promotion of risk management as a management discipline for all
Fletcher Challenge’s management and supervisory staff.

c) the minimum use of insurance as a method of handling loss taking into account
Fletcher Challenge’s financial resources.

d) negotiating with the insurance industry to ensure that:

— the insurance covers required by Fletcher Challenge are obtained;

— satisfactory evidence of the arranged contracts is obtained;

— claims are settled fairly and promptly; and

— the contracts are administered in an effective and efficient manner.

e) bringing to the work the highest possible level of professional competence and
integrity.
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Appendix 2: Fletcher Challenge Loss Control Standards
and Guidelines

General
The Fletcher Challenge loss control programme is consistent with the corporate state-
ment of values. Under the overall risk management programme, each facility is ex-
pected to achieve and maintain an overall level of protection against fortuitous loss that
is consistent with the hazards of the operation, the importance of the operations to the
continued profitability of the business unit, and the overall value of the facility.

This standards and guidelines document is presented to assist business units in devel-
oping customised programmes to maintain the desired level of protection. The guide-
lines are general in nature. They must be expanded and customised to be responsive to
local conditions, and must work in concert with local and national codes and standards
and other statutory requirements.

Business units are responsible for each facility’s loss control programme, and are thereby
responsible for ensuring that all major risks are identified and assessed as appropriate.
Each facility shall have a designated individual who is responsible for co-ordinating
loss control activities.

The most important element of loss control is management’s commitment to manage
risk in an effective and efficient manner and to give its full support to loss control
programmes. This commitment is followed by an insistence upon a consistently supe-
rior overall level of housekeeping and control over common hazards. This combination
will inevitably result in excellent assurance of protection of lives, profits and property.

Business Continuity Action Plans
All business units shall develop and maintain formal business continuity plans that
detail the sequential actions to be taken in the event of a major fire, explosion or natural
disaster at any of the business unit’s facilities. The plan shall outline events and conse-
quences that could result in a significant loss of life, income or property and present
detailed contingency plans to protect the earning capability of the business unit. It is
important that the business continuity plans are kept current, and that regular testing of
plans is undertaken.

Each business unit shall develop and implement formal loss prevention programmes
consistent with the hazards of the operations at each facility. These programmes shall
include the following.

Loss Control Programmes
• Fire prevention programmes, including hot work, fire protection system impairment,

housekeeping and common hazard control.

• Occupational health and safety programmes that are designed to maintain better than
“industry average” loss experience. A safety manual shall be developed for each
facility and kept current. The programme shall also include provisions for public,
visitor and contractor safety, and general liability.

• Security programmes to limit public and employee theft, intrusion, and vandalism
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and malicious mischief. Guard service and automatic systems shall be provided as
appropriate.

• Environmental protection programmes which shall be adequately documented.

• Programmes to minimise loss from natural perils.

Special Hazard Control
Each business unit shall develop and implement programmes to identify and protect
important process and production equipment and related systems. Protection shall be
provided as necessary and in accordance with industry standards to assure that any
probable fire or explosion will not result in a physical damage or business interruption
loss greater than the facility’s normal loss expectancy.

Special hazards requiring attention include the following.

• Paper machines — automatic fire suppression systems shall be provided to protect
all areas in and around paper machines where paper or flammable liquid fires are
possible.

• Belt conveyor and other material handling systems — automatic fire suppression
systems shall be provided if manual fire fighting is not practical.

• High value storage areas — automatic fire suppression systems shall be provided in
accordance with published standards. Special attention shall be given to roll paper
storage and rack storage systems.

• Transformers (combustible oil-filled) — spill containment, separation (blast barri-
ers) and automatic fire suppression systems shall be provided as dictated by the ex-
posure to other transformers and operations.

• Petrochemical hazards — flame, smoke and heat detection systems, and automatic
and manual fire suppression systems shall be provided to result in a high overall level
of protection for all buildings, control rooms and process areas. Gas detection shall
be provided in all areas where explosive quantities of gas can escape confinement
with automatic process controls and alarms provided as appropriate.

• Hazardous/dangerous goods — stored in separate, highly protected buildings, or ap-
propriate storage facilities which are properly ventilated, equipped and fire protected.
All hazardous and dangerous goods to be properly labelled, with care and handling
instructions. Use, storage, disposal and handling to be properly documented.

Inspection, Testing and Maintenance Programmes
Each business unit shall develop and implement formal programmes to ensure that all
emergency and critical plant systems will function as intended under emergency condi-
tions. Topics for which programmes should be developed include:

• fire protection equipment and systems;

• combustion control and safeguard systems;

• plant electrical and mechanical systems; and

• all boilers and pressure vessels.
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Detailed records on appropriate forms should be made of all inspection programme
activities. These records should be retained on file at the facility for periodic review by
facility management, loss control inspection services providers and regulatory agen-
cies.

Fire Suppression
Each business unit shall develop a programme to control fire events at each facility.
The programmes shall have the following components:

• public fire protection shall be relied upon to the fullest extent possible;

• each facility shall develop an internal plant emergency organisation to supplement
public fire protection as required; and

• all employees shall be trained on the appropriate course of action to take in the event
of an emergency.

Standards
Fletcher Challenge business units shall be constructed and operated as “highly pro-
tected” facilities. Each facility is expected to be in full compliance with applicable
national and local building and fire codes. In addition, published standards of the Na-
tional Fire Protection Association (NFPA, United States), and international property
insurance companies shall be used as a guide for hazard analysis, protection require-
ments and equipment design in determining the appropriate and cost-effective overall
level of protection.

Capital Expenditure Review
All construction and acquisition projects that require board approval shall be submitted
to the Fletcher Challenge Group Risk and Insurance Department for review. The sub-
mission shall include assurances that general and public liability, occupational health
and safety, and environmental issues have been adequately addressed. As part of this
review, fire protection and property loss control design criteria shall be established to
assure that appropriate property loss control features have been incorporated into the
project.

Loss Control Inspection Services
Fletcher Challenge Limited will administer a contract with a loss control consulting
organisation that will conduct loss control surveys of all Fletcher Challenge facilities,
world-wide, with combined property and business interruption values of more than
US$10,000,000 (NZ$15,000,000). Reports will contain risk identification and quanti-
fication information and present detailed recommendations, which are prioritised and
cost-estimated, that will assist each facility in achieving and maintaining the appropri-
ate level of protection against fortuitous loss. Each business unit and facility is encour-
aged to supplement its in-house expertise with outside services as necessary to secure
assistance on loss control matters.

Loss Reporting
Any loss that is estimated to exceed the threshold shall be reported to the Fletcher
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Challenge Group Risk and Insurance Department immediately upon the facility’s knowl-
edge of the possible extent of the loss.

Loss Type Threshold

Propery Damage/Business Interruption US$1,000,000
Third Party Liability US$100,000
Workers Compensation/Health & Safety Serious Injury/Death
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1. Introduction
In the New Zealand scene, Tranz Rail is a large corporation that provides passenger and
freight transport and distribution services on a nationwide basis to the community as a
whole. It grew from the Government Railways Department through a series of organi-
sational changes through crown corporation, state owned enterprise and finally to a
private company. While its function has essentially not changed, its business focus,
culture and operational paradigms have been dramatically transformed to provide a
service that is efficient, effective and profitable.

Changes took place over a period of 10 to 15 years in a climate of national economic
restructuring, commencing with the 1983 deregulation of trucking. The restructuring
process saw the introduction of radical changes in work practices, introduction of new
technology, changes in human resource management and the development of a cus-
tomer focused culture. While the rail network kilometrage reduced only marginally,
staff resources shrank by 80%, the wagon fleet shrank by 70% and the locomotive fleet
by 40%. Today Tranz Rail is transporting about the same volumes of traffic as pre-
deregulation, but at real prices 50% less on average than 1983.

Rail was traditionally known for its technical excellence. The major workshops had an
impressive history of manufacturing steam locomotives, wagons and carriages using
their own skilled workforce. These assets were managed along a right of way used in
the production of transport services. Staff were a loyal workforce consisting of profes-
sional, skilled and artisan people.

In the mid-1980’s, management foresaw the changes that would be necessary to ensure
the organisation prospered in the emerging free market environment, and moved to
look at ways for enhancing performance by using a quality systems approach incorpo-
rating risk management principles. Challenging traditions and norms of an organisa-
tion that had a production-driven technical excellence philosophy was no mean feat. It
was, however, necessary for survival in the face of stiff competitive opposition. It was
critical that resources should be deployed in the most effective way to meet the de-
mands of the new commercial missions and goals.

2. Corporate Risks
There is a plethora of sources of risk for all organisations. While the space available
does not permit discussion on all of them, a checklist (adapted from Malburg, 1991) is
included as an appendix.

As with all checklists, it may not be complete. But even as it stands, it shows a daunting
array of risks. All businesses are subject to risk, and it would not be going too far to say
that business management is really management of a large range of risks.

CHAPTER 11

* Managing Director, Tranz Rail Limited
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The Economist Intelligence Unit defines business risk as the threat that an event or
action will adversely affect an organisation’s ability to achieve its business objectives
and execute its strategies successfully. They point out that business risk arises as much
from the likelihood that something good won’t happen as it does from the threat that
something bad will happen (Millar et al, 1995).

Risk management always represents a tradeoff between cost and benefit. Nothing is
absolutely safe. Even sleeping has a fatal accident rate of 1 per hundred million expo-
sure hours!

Much money can be spent in search of the impossible concept of absolute safety. But
some risk will remain, and the manager’s real skill is balancing the cost and the benefit.

Even obvious, simple decisions in a business incur risk. One could take the act of hiring
as an example. In this country, at least, the risks start with getting the process right.
Then there are the direct risks of choosing the right mix of skills and competencies.
This is normally viewed as a risk of not getting the right skills. But more subtle, and
potentially more damaging, is the risk of getting the wrong skills, and having to undo
the damage such an employee might cause. And then there is all the risk involved in the
exit process!

Naturally, some businesses have particular risks inherent in their processes. Much manu-
facturing industry falls into this category, as does transport. And just as many critical
risks can arise from external sources as from internal (or in combination).

The list in the appendix is recommended for perusal. It underlines how widespread risk
is in everyday commerce. Some of these risks, and how Tranz Rail have dealt with
them, are highlighted below.

3. Risk Management at Tranz Rail
Running a railway has always involved exposure to risk. An MP, Mr Huskisson, was
killed at the opening of the Liverpool and Manchester Railway in 1830. The develop-
ment and spread of railways provides an interesting case study of new and powerful
risks being exposed in accidents, many serious, and of the responses in managing these
risks. At the most basic level, these responses have brought about the braking and sig-
nalling systems of today; and the current high standards of track, structure and vehicle
safety that enable trains in many parts of the world to run safely at much higher speeds
than other surface transport.

3.1   Risk Management under Crown ownership
Most railways in this country were developed by the Crown, which brought about a
particular approach to their operation. As a Crown enterprise (right up to 1990) the
organisation had direct exemptions from most liability for risk. Crown immunity meant
that the railway body was not prosecuted for safety breaches, nor for environmental
breaches like oil discharges into waterways. Instead significant responsibility was put
on individuals, particularly professional engineers, to ensure that risk was managed -
especially in the safety area. In those days, the heads of the various engineering func-
tions had to certify that track, structures, signals and vehicles were safe. The words of
the legislation suggested an approach on the “absolute safety” end of the continuum:
the officers had to certify “whether or not the standards set … are sufficient and ad-
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equate for the safe operation of the railway, and whether or not those standards have
been met”.

While the Chief Executive was to “ensure safety standards for railway operation (were)
set and maintained”, he could rely on these certificates.  On the occasion of major
accidents, penetrating public enquiries were held; the managers themselves were ex-
posed to criminal liability if the enquiry found they were at fault. It is not surprising that
a rather conservative approach to safety arose.

The same “asset managers” (as we would now call them) who gave the certificates, and
were exposed to the liability, had effective control of resource allocation. This meant
they could spend to ensure their risk was minimised. Not only did that mean things
were conservatively built, but the organisation was managed in a similar way. Strong
institutional mechanisms kept risk at bay. Highly codified systems reduced risk, but at
the same time reduced innovation. And while there were links between the compo-
nents, it would not be accurately described as a “safety system” in a formal sense.

Conservative engineering and operating were expensive, and the organisation as a whole
was inefficient and loss making. Such an approach to safety was in danger of being
perverse — so costly that it drove users to less safe modes like road, or led to operations
being closed down (with the same result). In the mid-1980’s it was clear that funda-
mental changes were likely in the economic and organisational facets of the business,
and operational and safety management would have to follow. Crown immunity would
go. The enterprise would have to be profitable, and risk would need to be managed in a
modern way.

3.2  Development of Current Risk Management Practice
Initially, formal risk concepts were used in safety assessments, based on the British
Board of Health’s definition that “a thing was provisionally categorised as safe if the
risks were known and deemed acceptable”. Risk assessment techniques were intro-
duced to identify and understand the interactions of elements with different standards
that might change risk levels. As the risk assessment process matured, it was seen as a
tool for aiding decision-making, but not necessarily the determining criterion. It also,
during the course of specific evaluations, led to discovering opportunities for increased
efficiency that might not have otherwise been considered.

A risk management unit was set up to introduce and spread the skills. It (and earlier
work) initially concentrated on specific areas of change, rather than on the system as a
whole. An example was the extensive study of the risks of introduction of single man-
ning of trains, and their management. This enabled change that improved efficiency
without compromising safety, and with little confrontation.

3.3  The Safety System — Transport Services Licensing Act (TSL)
Risk management took on a wider role in the creation of the company’s safety system
to satisfy the requirements of the Transport Services Licensing Act. The Act was amended
in 1993 to introduce formal external monitoring of railway safety. The scheme of the
Act was built around risk management principles. Its key objective was to pass respon-
sibility for safety to the operator, through the quality management based “safety audit
regime”. Essentially, the operator developed a safety system, which was then approved,
and then the operator was responsible for making sure the operations were conducted
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in terms of that system. Regular external audits were to be carried out as well. At the
same time, the Land Transport Act clearly spelt out that safety was to be considered in
the context of reasonable cost. There was no need to undertake actions where the costs
to society outweighed the benefits.

Tranz Rail was privileged to work with the Ministry of Transport officials in the devel-
opment of this law. While the approach had already been taken with the civil aviation
legislation, following the “Swedavia” consultancy’s report, it was possible to bring a
railway perspective, and a perspective of being active in risk management, to the law.

As an aside, it turned out that there were risks in this approach that needed their own
management. Tranz Rail’s views on how such a law should be administered, on the
right balance of costs and benefits, and in general on the level of oversight of the opera-
tion of the safety system within its approved parameters, were not those of the admin-
istrators, who were new to rail and new to the administration of risk management sys-
tems. This caused difficulties and even friction, which are now largely ironed out. And
the presence of independent regulators has been seized on as an opportunity by unions
to advance industrial concerns in the guise of safety.

3.4  Other Laws
Indeed, the wider law may not be as advanced as the TSL Act. The Health and Safety in
Employment Act for instance, has an underlying philosophy rather closer to absolute
safety than risk management. Employers are required to take “all practicable steps” to
ensure employees’ safety. While “practicable” does include the consideration of “rea-
sonable costs” in the Act itself, this element does seem to be lost in the application of
the law. The direct liability for ACC’s costs in compensating workers for injury is an-
other critical risk. The Crimes Act too has rules on the use of a “dangerous thing”,
which are also based on a “reasonable” approach to safety. However, in this case the
Crown only has to prove (beyond reasonable doubt) that an organisation is negligent in
the sense of failing to take reasonable care (which is not a particularly high hurdle).
Other jurisdictions have a higher “reckless disregard for others’ safety” test, which Sir
Duncan McMullin (former High Court judge) has also recommended for New Zealand.
Individuals are liable under both of these Acts, though not the Transport Services Li-
censing Act. There is thus a risk of behaviours that are legal under one Act, causing
personal and corporate liability under others.

Common to all, though, is the principle that if the risks are understood and rationally
managed, compliance is more certain. Thus, risk management techniques are now be-
ing used to narrow down the critical areas of risk, to quantify the risks, to measure
against (and help set) standards, and in the final analysis to guide resource allocation.
Despite some limitations, these techniques enable the most effective use of scarce re-
sources.

Tranz Rail has now integrated its risk management and safety programme into the wider
context of quality. The safety system forms part of the company’s overall ISO 9000
series quality accreditation, and is prioritised and audited as part of that. That puts risk
management firmly back in the context of an integral part of managing the business.
Examples of Tranz Rail’s management of risk, both within and outside the safety area,
are given below.
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4. Managing Risk — Examples

4.1  Change Management
The restructuring process in Tranz Rail brought changes to the organisation structure
several times. As hierarchies were flattened and roles refocused, existing staff were
either redeployed, made redundant or retrained. The demand for new skills also meant
that new blood was imported. During the period the organisation changed at about 18
month intervals.

Tranz Rail recognised that this continuous change was necessary to achieve the new
goals, and that it created a feeling of insecurity in staff, leading to a lowering of morale.
Although the journey down the path of Total Quality Management had commenced, it
was also recognised that the rebuilding of a commitment culture is not an overnight
phenomenon. Nor was the implementation of an organisational change an overnight
process. Where enthusiasm prevailed, it was essential to ensure that compliance with
codes of practice and approved standards were adhered to, or that where changes were
seen to be necessary to contribute to productivity improvements, that change proce-
dures encompassing existing delegated authorities were complied with.

A particular concern was associated with the management of safety during change. A
reorganisation change policy was introduced in 1992. The concept of the process was
to follow an organisation change plan that identified all issues impacting on the man-
agement control of safety. The plan allocated responsibilities and timeframes for the
change, and provided for monitoring and review of progress and final auditing to en-
sure that safety performance was not diminished during the transitional phase.

The key requirements included ensuring organisational structure diagrams were prom-
ulgated, job descriptions were agreed, geographical boundaries were agreed, liaison
relationships for external parties (particularly rescue services and regulatory authori-
ties) were understood, transitional arrangements for staff involving stand-ins by com-
petent people were covered, and information flows were kept going.

A particular risk identified was that of a square peg being the best available fit for a
round hole; that is, that the best available person for a position might have inappropri-
ate training or experience. In such a case, an action plan was required to ensure that, in
the first instance, backup was available and that in the longer term the individual re-
ceived training in the deficient skills. The Executive Manager, Quality and Safety, had
the responsibility to audit the plans as they were completed.

4.2  Crisis Management
Risk management only minimises the chances of disasters. It is inevitable that a disas-
ter will eventually strike and one only has to look back in recent history to recall sig-
nificant tragedies. Tragedies to the business are not necessarily confined to personal
loss. Issues arising from global administration, financing, key customer collapses, IT
failures, sabotage, as well as natural and physical disasters, can impact on the company
viability.

A recent Templeton College, Oxford analysis of catastrophes in 15 major corporates
indicated that after the sharp initial drop of shareholder value, there is an apparent full
recovery in just fifty trading days (Templeton College News, 1996). The ability to re-
cover lost shareholder value in the longer term varied. In some cases the shareholder
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value had increased, by as much as 5%.

The researchers concluded that there were two possible factors that distinguished
recoverers from non-recoverers. The first was the ability to immediately estimate the
economic loss. The second hinged on management’s ability to deal with the aftermath.
They also suggested that effective management of catastrophes offered opportunities
for management to demonstrate their talent in dealing with different circumstances. In
addition they concluded that effective management of the consequences appeared to be
a more significant factor than whether catastrophe insurance hedged the economic im-
pact of the catastrophe.

Tranz Rail instituted a Crisis Management Plan in 1992. Crisis was defined as “some-
thing that would impinge significantly on the viability of the company”. It was over
and above the normal emergency procedures contained in everyday codes of practice
for dealing with local events.

In essence, the plan is a two-tiered organisational plan. Reliance is placed on the natu-
ral talents of the players for specific skills as applied in the particular circumstances.
The executive team’s prime focus is on media and external relations management. The
line management team focuses on site and overall operational management for busi-
ness continuity. The plan is exercised annually using subjects like a train derailment,
maritime grounding and IT sabotage. Updating is by way of feedback, not only from
internal players, but external authorities and parties who participate in the exercise and
would actually be involved in a real event.

The plan was activated in earnest on one occasion. That was when a concrete truck ran
into the side of the Southerner Express at Rolleston tragically killing three and seri-
ously injuring seven rail passengers.

Apart from improving preparedness, major benefits from the exercises flow to improv-
ing communication, team building, and commitment of staff and external parties.

4.3  Trespass on Railway Right-of-Way
Rail is generally considered to be a safe mode of transport. It is however, in parts, a
hazardous operation, requiring sound staff selection, training and appraisal standards.
Internally, the rail operation is highly rule bound because of its inherent characteristics
of being heavy, and of not being able to readily stop or swerve to avoid danger. Exter-
nally the law recognises this at the interface with roads and entry to the right of way.

Risks arising from road and right of way interfaces include serious harm to the motorist
and trespassers, harm to the locomotive engineer, business interruption, bad media ex-
posure, and psychological trauma for a wide circle of people associated with a particu-
lar event.

Tranz Rail’s risk management practices for authorised entry include a permit and su-
pervision system. At level crossings, protection devices are provided in accordance
with a set of criteria that include road usage, train traffic type and density, intersection
layout and consideration of unique circumstances.

During 1993, three tragic level crossing accidents occurred resulting in the death of
twelve people. In addition, fatal accidents to trespassers, although in some cases delib-
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erate suicides, showed an increasing tendency. The public response was to call for sig-
nificantly more active protection, such as barrier arms.

Tranz Rail’s strategy for dealing with external parties included embarking on a struc-
tured briefing campaign outlining the physics of rail operations, responsibilities in law,
responsibilities of affected and other parties involved, costs associated with perceived
solutions and aspects which those parties could contribute to risk reduction.

The company’s internal strategy centered around “Operation Railsafe”. This campaign
was for the adults of the future. A series of focus groups determined that the 8 to 11 year
old group should be targeted through the general teaching curriculum. The teaching
aim was four-fold; potential hazards at level crossings, the dangers of playing around
the track, the physical nature of trains, and being “an extra set of eyes in the car.” The
programme consisted of a mix of classroom activities and practical demonstrations in
rail yards. It was delivered by volunteer Tranz Rail staff visiting schools and youth
groups in their own time to spread the safety message. They were provided with a
simple training pack, equipped with a video, graphic illustrations, enthusiasm and com-
mitment. These fronted over 100,000 school children in the course of 18 months.

Tranz Rail attributes the dramatic reduction in fatalities and collisions at level cross-
ings over the following two years directly to the two strategies adopted. Again it was a
focus on people instead of traditional hardware palliatives. Although no detailed costings
were kept, it was considered, in dollar terms, to be roughly equal to the cost of one
barrier arm installation.

The intangible benefits accruing to the company were respect and support from the
media, team building and a sense of pride amongst the staff, positive feedback from
educational authorities and increased cooperation from other outside parties in the quest
for societal benefits.

4.4  Insurance
As a government department, rail did not insure. The view was that the Crown was big
enough to self insure itself against anticipated risks. In corporatisation and state-owned
enterprise modes, insurance was taken out to cover disaster to all assets, marine cover
for rail ferries, third party liability, and directors’ and officers’ liabilities.

Since privatisation, and as the company’s financial position strengthened, occurrence
management information systems were installed and information was actively man-
aged, the most significant change to the insurance programme has been to reduce the
disaster insurance coverage. Instead of covering all assets, only those deemed most at
risk from probable disaster events are now covered. This move was not made, however,
without a thorough review using appropriate resources to identify risks and to structure
competencies and management systems focused on protection of assets. The value of
assets insured has reduced significantly and in consequence so have the insurance pre-
miums.

4.5  Information Technology
The application of information technology plays a significant role in Tranz Rail’s busi-
ness. As with most organisations, IT started with the processing of stores inventories
and payroll accounting. During the early 1990’s, the use of IT applications expanded
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dramatically and was a key tool in the restructuring process. It now pervades all facets
of the company. Information security, system outages and information quality are the
significant risks to manage.

IT systems link all Tranz Rail sites via owned and leased networks and equipment.
They also interface with key customers business systems so that direct ordering, freight
location, status reporting, invoicing, billing and payments are processed electronically.

Simple strategies for daily and weekly back up of information have been an integral
part of the system from its initiation. However, the increasing reliance placed on IT for
front-line operations meant that back-up for not only information records, but also for
hotline operation, was essential for service quality.

The IT Business Recovery Plan was introduced in 1993. The essentials of the plan
cover risks arising from two major components. These are:

• Business process continuity for periods while key IT componentry is unavailable,
and;

• IT recovery plans in which provision is made for alternative processing resources in
the event of a major disaster, e.g. disablement of the Data Centre in Wellington Sta-
tion for a significant period.

Initially, an alternate processing site was established in Sydney in conjunction with
IBM. The offshore option was chosen to reduce the risk exposure to Tranz Rail arising
from a high demand for reinstating processing capabilities within New Zealand after a
major event. The plan is tested every 18 months based on a maximum tolerable outage
time of three days, with core applications being recovered within 30 hours.

With the significant reduction in footprint and data centre requirements brought about
by a new generation of mainframes, portability has increased and the rapid decrease in
maximum tolerable outage times, which has been achieved for core systems (e.g. Tranz
Rail’s operational management system, Amicus, has reduced from three days to less
than 12 hours), makes the offshore option no longer viable.

Tranz Rail is now in the process of establishing a dual site environment in New Zea-
land, leveraging off reduced data centre requirements. The prime site will be in Auck-
land in a purpose built environment. The secondary site will be in Wellington (with
immediate upgrade capacity) to provide a warm site recovery capability for core appli-
cations.

The design factors include a wide area networking with dual backup links at major
nodes to provide for telecommunications disruptions. The dual site environment with
core processing in Auckland provides for skills transfer to the service provider to broaden
the skills base both in staff numbers and geographical terms so that if Wellington “goes
off the air”, the rest of the country will continue to function with no input required from
Wellington IT staff.

Given the increased dependency of the business on IT, and the rapid changes in that
sphere, this aspect of risk management must be included in business cases right from
the initial stages of proposals.
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5. Conclusion
Today, risk management is integrated into all aspects of Tranz Rail’s business. In its
various forms using value judgments, qualitative and quantified assessments for mini-
misation, transfer or acceptance of risk, it does constitute a management process that
must be integrated with all other management processes. It is an iterative process con-
sisting of well-defined steps, which taken in turn support better decision-making by
contributing a better understanding of the risks and their possible impacts. It can be
applied across an entire organisation or to parts or to projects.

Organisationally, risk management requires a structured approach emanating from policy.
It should include:

• setting out of responsibilities and accountabilities;

• training, education and competency review of staff;

• information systems;

• evaluation of outputs and actions taken to support the policy; and

• management review on a regular basis.

It should also include a structured audit approach to ensure the regimes are consistent,
balanced, coherent and transparent so that they provide the support for business im-
provement and minimising liabilities. It is essential that risk management is integrated
into and contributes to management in its widest sense.

Tranz Rail adopted a strategy of appointing a very senior resource at executive level
whose key focus is risk management. At that level, risk management strategies are
developed in the total business management climate. The role is to ensure that issues
with a narrower focus are brought together in a way that line management responsibili-
ties are not usurped by providing support, training and review in a grand overview. In
addition, that person can play a valuable role liaising with external authorities in central
government policy development. In short, the role has turned out not only to be that of
the “keeper of the company conscience” in respect to liabilities, but also to be proactive
in promoting opportunities for business enhancement. Over time that role too can change
as the development moves from initiation to maturity. Risk management is not to be
judged as a fad but as a discipline that adds value to the organisation.
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Appendix — Corporate Risks (adapted from Malburg, 1991)

BUSINESS ENVIRONMENT
Economy Booms, recession, inflation, deflation,

structural change
Government and politics Overseas relations, legislation, trade

restraints, taxation, accounting rules, stock
exchange requirements

Society Public attitudes, population mix,
immigration

Nature Earthquakes, floods, cyclones, droughts
and volcanoes

ORGANISATION
Information Systems Outages, information quality and security,

disaster recovery
Access to funding Maintaining acceptable return to

shareholders, sustaining creditworthiness
Foreign markets

Work Environment Safety of employees, contractors,
customers and public
Training, motivation, incentivisation, of
staff
Occupational health and safety

Environmental Management Water, air, noise, chemicals
Natural disasters, emergency management
Major business physical disasters

Employees/Board members Inadequate information, culture failures,
morale informal and formal feedback
system failures, planning deficiencies, too
narrow focus, ineffective management
controls, lack of management succession
and back-up

PRODUCTS AND SERVICE
Competition Market intelligence failures
Customers Business stability, credit worthiness
Market Share, diversity, product pricing
Quality Consistency, reliability, response, staff

attitudes
Innovation
Materials and services vendors Loyalty, cost effectiveness, reliability

PEOPLE
Judgement Vision, experience
Skills Specialist, multi-skilled, certificated
Accidents Safety culture, management controls,

attitude
Crime Geographical location, organised, solo,

vendettas, vandalism
Industrial disruption Motivation, influence, sabotage
Political climate National, regional, local, pressure groups
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PROCESS
Outages Breakdowns, recovery mishaps, back ups
Environmental damage Mishaps, site history, site attributes,

adjacent sites activities and attributes
Major disasters Natural, business generated, externally

generated

ASSETS
Physical Land, infrastructure, mobile
Financial Investments, relationships, debt

management
Human Loyalty, commitment, reward

REPUTATION
Past regimes
Perceptions versus reality
Public, Politicians, Key Customers, Key
Suppliers

CHANGE MANAGEMENT  
Plan Completeness, control, audit
People Morale, skill assessment, training, support
Information Consistency, quality, interpretation, action
Management Company maturity, risk tolerance, financial

strength, acquisitions, balance
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CHAPTER 12

Risk and Government Policy

Simon Murdoch*

Readers may wonder why the Department of the Prime Minister and Cabinet chose to
sponsor the conference leading to this book. There are three reasons: people, depart-
mental business and executive government.

1. People
Professor David Elms was a contributor to the 1991 inquiry on nuclear propulsion. The
report of that Inquiry involved the use of risk assessment techniques. The Prime Minis-
ter’s Department provided the Secretariat to that inquiry. Not long afterwards the de-
partment was tasked by the Prime Minister to provide support for another inquiry —
this one by Sir Ronald Davison, into the causes and response to the 1991/92 crisis in
our hydroelectric system — the 1 in 100 year dry lakes event. Professor Elms, although
not formally involved in that inquiry, was nonetheless aware that the operators of the
hydro electric generation system, and indeed their customers and consumers, also had
to apply risk management techniques to the question of security of supply of electric
power. When Professor Elms suggested that there was advantage to be had in a “meet-
ing of minds” on risk management to explore the integration possibilities, it seemed a
good idea. The Centre for Advanced Engineering, supported also by Tranz Rail and
Fletcher Challenge Ltd, have generously brought the idea to fruition.

2. Departmental Business
One of the units of the department has — since before Cyclone Bola — had the respon-
sibility, allocated by Cabinet, for co-ordination of the government’s response to major
national disasters. These are events that, at least in the immediate aftermath, may be
beyond the capability of the local authorities to absorb, and, for example, may require
the introduction of the defence force. It was these responsibilities that brought the de-
partment into the area of disaster preparedness management and mitigation. In other
words “integration”. The term “integrated” as used in the title of this book encapsulates
two ideas: that risks are best dealt with using strategies that stretch across all facets of
the risk picture and that apply before, during and after any problem emerges or loss or
disaster, in ways that achieve the maximum benefit for least cost. Linkages between
those strategies is the key idea. And that risk assessment techniques are capable of
adaptation beyond their traditional usage: there are public policy problems of a qualita-
tive kind that can be examined and understood better through risk analysis.

The point can be illustrated with a practical example.

It used to be the case that central government picked up the costs of repairing damage
to local authority assets following emergencies or disasters. The logic at the time was
that that method represented a collective insurance scheme.

* Chief Executive, Department of the Prime Minister and Cabinet
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About ten years ago government became increasingly concerned about the high cost of
paying for emergencies and disasters, especially those involving local authority assets
such as river control schemes, reticulation systems, and so forth.  Things had always
been done that way. Government had contributed to their creation in the development
of New Zealand; it felt an obligation to repair them.  But, as had been demonstrated
over many years, there was simply no incentive for owners to manage their assets prop-
erly: to construct them to good standards in the first place; to maintain them appropri-
ately; and to mitigate the risks to life and property. Consequently, it was unnecessarily
costly for tax payers and was not achieving the right outcomes for public safety and
loss prevention.  So the Prime Minister’s Department at the time was asked to under-
take some work for government aimed at improving the arrangements.

About that time government was also looking at reforming local government structure.
It took the opportunity to revise allocation of responsibilities between central/local gov-
ernment, businesses and individuals.  Central government wanted better sharing of the
risks between all players. In 1987 Cabinet approved a new set of guidelines for its
assistance based on outcomes — the recovery end of the process.

This was the Cabinet document called “Recovery Plan for Natural Disasters”. It deals
with natural, agricultural and medical disasters.  The intention was to force people to
think more broadly than just responding to the event and away from just insurance.
That is, to bring forward issues like loss prevention, public safety, business continuity,
and minimising social and economic input. It sets out detailed principles and condi-
tions, and it got people thinking about consequences and costs.

In the years since it was issued, government has become convinced of the plan’s prac-
ticality. It is risk based; it puts prime responsibility where it will be best managed. It is
moving in the right direction.  It is an important principle of risk management that the
owner of the risk should analyse, evaluate and take full responsibility of their risks.

This example also bring out a further point that one of the overriding considerations for
government is to ensure that the fairest balance is achieved of sharing risk optimally
between people as individuals, people as tax payers, and people as rate payers.  These
are not simply questions of finance — who should pay. Instead they are about deter-
mining the best level at which to manage the various risks.

There are many other examples of relevance of risk analysis as a tool for public policy
decision-making. Indeed there are now statutes that require government agencies to
base their advice and actions on risk analysis, notably in the environment, biosecurity
and public health sectors.

3. Executive Government
The third factor which underlies the department’s involvement in risk management is
its role, alongside the Treasury and the State Services Commission, as a central agency
of the executive government. The department’s fundamental role is to support the deci-
sion-making processes of the Prime Minister and Cabinet.

In the modern state sector, departments operate their businesses on an output/outcome
model in which the portfolio ministers, with Cabinet overlay, specify certain policy
outcomes and expectations over a three year period. The job of the department is to
develop outputs that are targeted to these ministerial outcomes. The minister, via a
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contract with the chief executive of the department, “purchases” these outputs, on be-
half of the tax payer.

In this process, and in the purchaser/supplier relationship, there is risk of several kinds.

3.1  Policy Risk
In the first place there is policy risk. That is to say the outcomes must be strategically
sound. In the same way that a business can adopt the wrong goals and targets, so can a
government. One of the most famous examples of that is the Maginot Line of fixed
defence installations built along the Franco-German border (at vast expense) during the
1930’s and rendered obsolete in about three days of blitzkrieg in 1940. No doubt read-
ers can think of more contemporary examples in economic policy, or environmental
policy or social policy.

There is a wonderful book by the American historian, Barbara Tuchman, called The
March of Folly that is all about the ways in which rulers, monarchs, presidents, prime
ministers, cabinets, have pursued a fundamentally flawed policy vision with dedica-
tion, determination and resources, to a bitter end, on a grand scale. Her final chapter is
on the Vietnam War and in it, she explores the nature of advice provided to leaders. The
government purchases both advice and services from departments. There is a serious
duty on officials to provide high quality advice.

It follows there is a need to have systems and machinery that test the risks of policy or
advice failure. One of the department’s jobs is to organise such a testing process and to
support it for the Prime Minister. The key to it is the operation of a system of cabinet
committees at which ministers allow officials to debate policy outcomes with them and
they challenge the views and assumptions of officials about the means to implementa-
tion. This takes place every week of the year against the backdrop of the articulation by
the Cabinet of a clear set of medium- to long-term goals for the nation. These goals
have, in recent years, been laid out in public documents and are translated into the
annual performance agreements between chief executives and ministers. They aim to
give a sense of what the challenges, opportunities and risks of public policy are seen to
be by the government and what the key priorities for policy are. With the advent of an
MMP parliament, the Coalition Agreements form a large part of the strategic policy
landscape.

3.2  Fiscal Risk
The second risk is purchase risk or fiscal risk: the risk, that is to say, that the department
fails to produce its outputs affordably. The government, by virtue of the Public Finance
Act and the Fiscal Responsibility Act, is bound to manage its finances in a sound and
prudent manner.

The modern budget process is multi-year: it drives off a set of agreed fiscal targets for
revenue and expenditure at a macro economic level and involves an intensive and de-
tailed scrutiny of the factors that drive year by-year purchasing of outputs by individual
departments, utilising (accrual) accounting techniques. The nature of purchase risk is
that the availability, management and internal allocation of fiscal resources should match
both the policy tasks being set by the minister and the overall parameters of the govern-
ment’s budget. The departmental “purchase agreements” are designed to express the
totality of a department’s agreed output performance.
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3.3  Ownership Risk
The third element of risk may be called ownership risk, or the capabilities and well
being/organisational and managerial health of the agency contracted to deliver outputs.
Cabinet ministers, singly and collectively, have an owner’s interest in the ability of the
department to capably perform its tasks. The State Sector Act has given departmental
CEOs greater freedom to deploy resources — financial, physical in the sense of capital
assets, and human. The obligation or accountability for the performance of the depart-
ment, meaning the use of those assets, lies with the CEO. This, in turn, means that an
agency of the government must ensure that it has in place a functioning and dynamic
system of training, controls on performance and operating standards, for the profes-
sional behaviour of staff that can give assurance to ministers that the agency is capable
of delivering quality performance across all of the outputs that are being purchased by
the government. The ownership risk is the risk of non-capability to perform.

The State Services Commission, as a central agency, has the job of monitoring the
organisational health of agencies and, working with CEOs, to identify areas of weak-
ness that may, if left uncorrected, result in a performance failure. The most obvious risk
factors in this regard are mismatches between staff skills and tasks that change or be-
come more complex (a human skills deficit); inadequate operational guidance advice
to field staff (there is still a place for the much-lampooned staff manual); poor invest-
ment decisions or practices in respect of the “tools of the job”; a flawed approach to
organisation culture (the reinforcement of the necessity for quality assurance and qual-
ity control particularly between the head office and remote field or branch offices). It is
not proposed to give examples of failure to meet the requirements of ownership risk
mitigation, but a rereading of Basil Logan’s report on the Hawkes Bay prison, or Judge
Noble’s Cave Creek Inquiry will illustrate the point.

It is not intended to present the view that the public sector has perfect control over their
risks. Indeed the business of the public sector these days is much less about the building
of the nation’s economic and social infrastructure, than it is about the behaviour of
individuals and communities within our economy and society. In other words, leaving
aside the regulatory and facilitative role in the economy, the effective, efficient and
professional delivery of health, education, welfare, and law and order services. This is
inherently more prone to the law of unintended consequences, Murphy’s Law,
Parkinson’s Law, and any other dictum about the gap between good intentions and
results. But all that simply means that an effective process of risk analysis and mitiga-
tion, at the policy end, the purchase or funding end, and the operational performance
end, is even more necessary and important.
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CHAPTER 13

The Role of Insurance in Integrated Risk
Management

George R Walker*

1. Introduction
These are currently revolutionary times with regard to information-based services, and
integrated risk management is a product of this revolution.

Insurance has always been an essential part of risk management.  Its role, however,
reflected the traditional fragmented approach to risk management.  Integrated risk man-
agement implies an integration of risk financing measures, of which traditional insur-
ance is just one aspect.  The insurance industry is meeting this challenge and making
integrated risk management possible as it undergoes its own revolution and increas-
ingly gives itself a new name — the risk financing industry.

This chapter describes this changing role of insurance, why it is happening, and what it
means for integrated risk management.

2. The Information Revolution
The “Information Revolution” is one of the terms being used to describe the conse-
quences for society of the change from manually processing information to processing
it electronically through the integration of computing and telecommunications.  It is
being compared in its impact on society with the Agrarian Revolution, which describes
the consequences for human society of changing from a nomadic existence based on
hunting and gathering food, to a settled existence based on domesticated animals and
planted crops. This, in turn, led to the development of towns and cities and the Indus-
trial Revolution, which describes the consequences of replacing human and animal
labour with manufacturing and transportation by machines.  Both these revolutions
occurred because they led to dramatic increases in economic efficiency and, conse-
quently, to the creation of much wealthier societies.  But they also had a dramatic im-
pact on society, with the demise of many traditional practices and the rise of new ones.
The Information Revolution looks like having the same impact on information-based
services as the Agrarian Revolution had on food production, and the Industrial Revolu-
tion had on the manufacture of goods and transportation of goods and people.

Modern commerce can largely be described in terms of information processing — re-
cording raw information, analysing it to produce customised information, storing it,
moving it, and recalling it for use in making the commercial transaction.  Until a few
years ago all these activities were undertaken manually.

Manual handling of information is labour intensive.  It is also very constrained by the
limitations of individual human beings.  These limitations meant that management sys-
tems had to be developed to handle information in such a way that at each stage a single
individual could handle it. The line management system proved to be the most effective

* Head of Strategic Developments, Aon Group Australia Ltd
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for this task.  Primarily it existed to meet this task, but it also suited personnel manage-
ment, and so the line management system became the almost universal model of or-
ganisational structure.  It was a model in which people were grouped according to their
expertise and location, leading to discipline based units, grouped geographically in the
case of large organisations.  It led to large numbers of middle managers whose primary
role was to process and filter information as it was moved from one part of the organi-
sation to another.  It also led to a range of specialist salespersons, each of whom needed
to be serviced by the system, and who acted as the interface with the customer.  Cus-
tomers looking for a range of products would deal with the separate salespersons, often
through their own specialist buyers who had their own hierarchical position in the line
management system of the customers’ organisations.

The information revolution is changing this picture in two ways.  Software systems are
replacing the manual processing of information, and because these systems are not
limited to the intellectual capacity of individual human beings, they are leading to a
break down of the traditional line management system.  In its place is developing a
more amorphous structure in which all can directly communicate easily with each other,
and input their expertise directly where it is required, rather than indirectly through
hierarchical structures.  The full implications of this change are still to be realised, but
already it is leading to a decimation of middle management, flatter personnel manage-
ment structures, and the development of multidisciplinary customer focused teams as
the functional units for doing business.

A major consequence of these changes is convergence of related areas of information
services to provide an integrated service to the customer, which, because of the
efficiencies of electronic processing, can be designed to suit the individual needs of the
customer. Integrated risk management is an example of such a convergence.

3. Objectives of Risk Management
Most organisations can be described in terms of a core business based on special intel-
lectual or other resources. These are often sustained by investment in research and
development, around which the management tries to provide a protective shell against
uncontrolled negative economic impacts, which if allowed to occur without protection
could seriously affect the company’s growth or even cause it to become insolvent (see
Figure 1).  The latter may arise from the impact of natural hazards, accidents, political
factors, or the national or international economy, and will tend to be random in terms of
magnitude and occurrence.

The traditional primary method of protecting the balance sheet from these uncontrolled
losses has been to insure against them, subject to insurance being available for the
hazard.  The price for doing this is an annual premium, which of course reduces the net
worth, but if fully insured all the uncontrolled losses will be recouped.  This situation is
depicted in Figure 2.

If mitigation measures are applied the magnitude of the uncontrolled losses can be
reduced. If this is taken into account in insurance it can lead to a reduction in the insur-
ance costs that outweigh the mitigation costs resulting in a lower net risk management
cost, thus enhancing the net worth of the company as shown in Figure 3.  This in es-
sence is the objective of integrated risk management.
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Figure 3: Company’s fortunes — with integrated insurance and mitigation
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The preceding text looks at the problem over a long time scale.  For most organisations,
however, the main concern is next year’s balance sheet.  The problem can be looked at
in this way by considering the probability distributions associated with likely outcomes
assuming no losses, in conjunction with those allowing for the losses.  Figure 4 shows
the probability distribution of the net worth in a year’s time if no protection is provided.
Reducing the large volatility indicated by the wide spread, including the possibility of
ruin, by a suitable combination of mitigation and risk financing measures as shown in
Figure 5, is the objective of integrated risk management.  The actual objective will
depend on the risk culture of the company. A strongly risk averse company will regard
minimisation of volatility — e.g. curve A — as the primary objective, while a less risk
averse company might prefer something like curve B where a higher volatility may be
accepted in return for a higher probability of higher returns.  (This highlights why the
board of a company must be involved in setting the policy for integrated risk manage-
ment.)
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Figure 5: Next year’s results — with integrated risk management
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4. Traditional Insurance Approach
Insurance played the major role in the traditional approach to risk management, but the
approach to it was quite different to that in modern integrated risk management.  Tradi-
tional risk management essentially consisted of relying on compliance to regulated
requirements such as building codes and safety standards for mitigation, and insuring
separately for every different identifiable form of loss.  Where facilities or operations
were spread geographically they were also regarded as separate risks.  Furthermore, for
each type of risk there were standard forms of policy and a blanket approach to insur-
ance rates that usually ignored any individual differences in mitigation measures.  The
basic reasons for this were the limitations imposed by manual processing of informa-
tion.  It was too difficult and expensive to do anything else.  The result, in terms of
probable balance sheet outcome, was effectively a single solution representing a dis-
placement downwards by the cost of the insurance premiums of the probability distri-
bution of performance assuming no losses as shown in Figure 6.  It was essentially a
take it or leave it situation that provided no scope for improvement.
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Figure 6: Next year’s results — traditional insurance approach

5. Modern Risk Financing Approach
By overcoming the limitations imposed on insurance by manual processing of informa-
tion, the information revolution has provided the means for an integrated approach to
risk management that is providing organisations with the opportunity to get closer to
their desired objectives.  Key factors in this are the integration of the insurance activi-
ties themselves, integration with alternative forms of risk financing, and the develop-
ment of customised policies that take into account individual mitigation measures.

Integration of Insurance Activities
The cost of insurance can be expressed in the following form:

Insurance Cost  =  Burning Cost x Admin Factor x Volatility Factor x Profit Factor

where the burning cost is the average annual predicted loss, the admin and profit fac-
tors are multipliers to allow for administration costs and profit to shareholders, and the
volatility factor is a factor that reflects the costs involved in providing for capital to be
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made available at short notice to cope with large losses having a low frequency of
occurrence.  These latter costs may include the cost of maintaining reserves, buying
reinsurance, borrowing to meet losses, or using alternative financial risk instruments
such as catastrophe bonds.

Insurance is most cost efficient where the volatility is small.  Insurance companies
achieve this by relying on the fact that if the average value of a number of independent
statistical variables is similar, the volatility of the aggregated distributions will be less
than the average volatility of the individual distributions — see Figure 7.  They do this
by creating a pool of large numbers of subscribers with similar risks.  Where the risks
are independent such as for fire, this can dramatically reduce the volatility to such an
extent that the volatility factor can almost be neglected.  Where the risks are not inde-
pendent, such as a group of risks geographically located so all could be affected by the
same earthquake, this is not the case and the volatility factor can be the major factor.

Burning rate
(mean)

Combined

Individual

Figure 7: Reduction of volatility through combination of risks

Large organisations, particularly if their assets are spread widely geographically, can
utilise this same principle to reduce the volatility of the risks they pass on to an insur-
ance company, by combining internally their own risks, rather than following the tradi-
tional practice of separately insuring each type of risk in each location.  This can result
in the organisation retaining the more frequent smaller risks, thereby effecting a saving
in the administration and profit components of the costs of insuring against these risks.
Although this could be done by simply having all losses handled at corporate level, this
would effectively remove any responsibility for losses from the individual units within
an organisation, which could lead to a poor risk management culture and escalating
losses.  A more appropriate solution is therefore to set up an internal insurance com-
pany within the organisation, known in the insurance world as a captive.  The viability
of this will depend on the particular characteristics of the organisation, the regulatory
and taxation environment, and the ability of the organisation to capitalise on the oppor-
tunities this approach offers while keeping its own administration costs of the system
low.  The successful operation of large numbers of captive insurance companies around
the world is testimony to the advantages they can offer.
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An alternative to captives for some organisations is mutuals, where organisations of a
similar type may co-operate to form a mutual insurance company to capitalise on the
benefits to them in reducing their individual volatilities in this way.  A New Zealand
example of this is the Local Government Insurance Corporation.

5.1  Integration of Risk Financing Activities
The convergence of risk management activities being made possible by information
technology is not limited to insurance activities.  Historically, insurance was consid-
ered only in relation to providing financial protection for the consequences of physical
damage and the negligent action of employees.  Other risks such as the effect of interest
rate changes, foreign exchange movements or stockmarket fluctuations on the organi-
sation’s operations and reserves were considered quite separately.  These were the prov-
ince of the chief financial officer, while insurance was a matter for the risk manager.  If
the risk manager’s job was done properly then it removed concern about the insured
risks from the concerns of the chief  financial officer.

However technology is making it possible to look at all these risks in an integrated
manner.  The same principles in relation to volatility also apply when combining the
different types of financial risk.  Furthermore the full potential of captive insurance
companies can only be realised when they are integrated with the full financial struc-
ture of the organisation.  It may be more efficient to use an organisation’s reserves to
meet large losses than pay an insurance company to provide for them.  If an organisa-
tion has a very profitable year it may be more efficient to meet much larger losses itself
than pay someone else to do so, whereas it may want to be covered for more in the
event of a poor year.  This type of cover can be organised, but it is only possible if a
completely integrated approach is adopted.

5.2  Integration with Mitigation Activities
Historically, there was little integration of insurance with mitigation activities because
of the cost of undertaking individual analysis for rating purposes.  Particularly in re-
spect of extreme events, i.e. the ones that cause volatility, blanket premium rates were
applied irrespective of the quality of the risk.  A typical case is earthquake insurance in
New Zealand where the Earthquake Commission and its predecessors charged the same
blanket rate for all types of buildings for many years, irrespective of the fact that in the
1970’s major changes in earthquake design standards led to dramatic improvements in
the earthquake resistance of buildings built since then.  They are not alone.  In Queens-
land, in Australia, it is only in the last few years that insurance companies have started
to differentiate between houses built before and after major changes in building regula-
tions in 1982 that dramatically changed the wind resistance of houses.  In Japan the
same blanket approach continues to be adopted, with severe limits even on the propor-
tion of value that can be insured despite the overwhelming evidence in the Kobe earth-
quake of the excellent performance of buildings built since a new earthquake code was
introduced in 1981, a performance that demonstrated this type of construction was
fully insurable for earthquake, excluding business interruption caused by the event.

The problem with blanket insurance is that it acts as a disincentive to mitigation as
demonstrated in Figure 8.  In this situation, as far as the owner is concerned, the opti-
mum is no mitigation.  As a consequence, mitigation historically was only controlled
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Figure 8: Mitigation economics with blanket insurance

by building regulation.  In New Zealand, strong building controls in conjunction with
high earthquake resistant standards, has ensured that modern buildings and facilities
should perform well in a major earthquake, particularly if Kobe is a good guide.  In the
US, where good standards exist but building control is often much more lax, the situa-
tion can be very different as evidenced by the large losses in Hurricane Andrew, losses
that would have been very much less if the same level of building control that exists in
New Zealand had existed in Florida.

Figure 9 shows the more desirable situation, where premiums are related to the level of
mitigation.  In this situation there can be a real incentive for mitigation.
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Figure 9: Mitigation economics with selective insurance

To integrate mitigation with insurance requires models of loss as a function of mitiga-
tion level.  The development of such models has been a characteristic feature of the
impact of computers on the insurance industry, especially in relation to catastrophe
insurance.  The models have often been an outcome of engineering research activities
related to mitigation of natural hazards.  A typical catastrophe loss model consists of
four sub-models:

• A hazard model that maps geographically the intensity of a hazard (e.g. earthquake
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intensity or wind speed) for a given event (e.g. earthquake of prescribed magnitude,
epicentre and depth, or tropical cyclone of given track, central pressure, eye diameter
and forward speed);

• A portfolio model that maps the properties at risk together with all their relevant
characteristics including mitigation measures which affect their vulnerability to the
hazard of interest;

• Vulnerability curves which model the relationship between loss and intensity for the
different characteristics identified in the portfolio model; and

• Occurrence relationships which statistically model the occurrence of the hazards.

Similar models can be developed for other types of losses.  Figure 10 shows the type of
output that is produced by these models.

Return Period

mean

90% confidence
limit

In
su

re
d 

Lo
ss

 ($
)

Figure 10: Typical output of loss models

These models can be combined to produce integrated loss profiles for all types of losses
affecting an organisation, and in such form can be used in conjunction with financial
risk models to optimise the structure of an organisation’s risk financing structure.  Al-
though at present still in the process of development, such systems will be the back-
bone of integrated risk management in the future.

Such models embody all the details of each property and, from them, the contribution
of each property to the overall risk profile can be extracted with relative ease.  This
enables the models to also be efficiently used as rating tools, thus enabling mitigation
measures on individual properties to be incorporated into the risk financing measures.
This, in turn, enables mitigation measures to be optimised in terms of the overall risk
management of the organisation.  This is how the integration of insurance and mitiga-
tion is being made universally viable by information technology.

6. Implications for Risk Management
The development of integrated risk management has major implications for the organi-
sational aspects of risk management.  No individuals can describe themselves as inte-
grated risk managers, since it is beyond the scope of any individual to have a full under-
standing of all its parts.  The two key components of integrated risk management are
the computer systems that do the integrating, and the individual experts from many
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disciplines (engineers, actuaries, accountants, scientists, economists, etc.), who, linked
electronically, work together as a team to provide the interdisciplinary input into the
systems.  The responsible person will be the chief financial officer, who will effectively
be the internal client of risk management.  The risk manager will be a team leader with
professional qualifications in the management of professionals from many disciplines.
The experts will be engaged for their specialist technical knowledge, not their manage-
ment skills, and their ability to work with experts from other disciplines as equals.  All
this will involve a significant culture change within most organisations, especially among
those involved in risk management.

Revolutionary times are exciting times, especially for those switched on to what is
happening.  They bring with them big threats and big opportunities.  If the experience
of the Industrial Revolution is any guide, the organisations that will flourish in the
future will be those that are able to cope with the threats and capitalise on the opportu-
nities.  The effective utilisation of integrated risk management will be part of the way
successful organisations of the future will meet this challenge.
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CHAPTER 14

Legal Aspects of Risk and Safety Management

Justin Smith*

1. Introduction
An abundance of legal issues arises out of the global concept of safety and risk manage-
ment. This chapter sets out to focus on two issues that are considered relevant to inte-
grated risk management.

1.1  Safety Management Systems as Defences
The first issue is the role of a risk or safety management system as a defence in various
types of legal proceeding. This is not primarily concerned with small-time infractions
of regulatory provisions. In a commercial sense these are often seen as a cost of doing
business. Instead, it refers to higher level problems that fall into two broad categories.

The first category is major occurrences, i.e. disasters. There are many who see disasters
as the province of others, purely the problem of airlines, nuclear power companies, oil
tanker owners and the like. It is worth considering the effects of events such as:

• air crash (e.g. Tenerife);

• rail crash (e.g. Clapham Junction);

• oil spill (e.g. Exxon Valdez);

• product liability in pharmaceutical cases (e.g. thalidomide);

• livestock imports (e.g. scrapie/mad cow disease);

• agricultural chemicals (e.g. the helix litigation in Australia);

• shipping (e.g. the capsize of P&O Ferries’ “Herald of Free Enterprise” at Zeebrugge
in 1987);

• negligent professional advice (e.g. accounting/legal);

• bio-organism/food contamination (e.g. Kiwi Mussels);

• alleged organisational failure (e.g. Cave Creek);

• other product liability cases (e.g. failure of resins/glues in building cases);

• bulk liability to employees (e.g. asbestos);

• failure of infrastructure facilities (e.g. dam collapse);

• computer software failure; and

• failure of infrastructure services (e.g. power supply).

The second category is seemingly less serious, but it is arguably a more insidious event
that might be termed the “creeping disaster”. A given minor air, shipping or rail inci-
dent or accident, for example, has no major significance in itself. But a trend of such

* Partner, Russell McVeagh McKenzie Bartleet & Co
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minor incidents, especially if subject to investigations or civil/criminal proceedings, is
capable of generating a political and social will in favour of change. Invariably that
change is towards regulatory and rule-based command and control regimes, seen as
rigid and second rate by risk management adherents and, certainly, the very enemy of
efficiency, productivity and share prices in major industries.

Often, and understandably, major industries will vigorously defend cases involving
minor incidents. They do so on the rationale that although the potential fine or amount
of damages is less than the costs of defence, the ability to save face with regulatory
authorities (and others) is all important.

This chapter is concerned principally (although not exclusively) with the former type
of case, major disasters. Taking almost any of the forms of major disaster referred to, it
is proposed to look at the various types of legal proceedings a company can be exposed
to and to see how and when a safety/risk management system will or will not operate as
a defence in these proceedings. In such a case the system has “failed” in its primary
objective, namely the prevention of the occurrence concerned. At least that is what will
be alleged.

The issue for examination, however, is that despite what are put forward as the compa-
ny’s best efforts to prevent or minimise such occurrences and their effects, an accident
has nevertheless occurred. The company or organisation will, within certain constraints,
wish to minimise and limit its exposure to the consequences.

1.2  Personal Liability of Directors and Managers
The second issue this chapter is concerned with is a subset of corporate liability, that of
the personal liability of directors and senior company officers for an occurrence. There
is a move towards increasing the accountability of corporates in criminal cases. But
what of the positions of their directors and senior officers? How are the efforts of
corporates to defend legal proceedings affected when one or more of the senior officers
upon whose evidence the corporate defendant proposes to rely is, himself or herself, a
potential or actual defendant with interests not necessarily identical to those of the
corporate defendant?

These two broad issues will be dealt with under separate headings: corporate liability
and director/officer liability.

2. Corporate Liability
The first question is what is the extent of corporate liability according to:

• Crimes Act prosecution;

• Commission of Inquiry;

• other statutory/regulatory prosecution;

• civil claim for damages (especially exemplary damages); and

• investigation by regulatory bodies and the resulting findings?

2.1  Crimes Act
Senior employees of corporations perhaps give little thought to “crime” as it is popu-
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larly thought of under the Crimes Act. Why should they? It applies to burglars, murder-
ers and the like. Corporate bodies are not involved in any of that. The nearest connec-
tion with the Crimes Act most organisations may (or may not) care to think of is fraud.

In reality, corporate bodies are potentially exposed to prosecution under the Crimes
Act. Many “disasters” of the ilk mentioned above are events that can and will subject a
corporate body to investigation, prosecution, conviction and penalty for the crime of
criminal nuisance. Section 145 of the Crimes Act 1961 provides:

145. Criminal nuisance - (1) Everyone commits criminal nuisance who
does any unlawful act or omits to discharge any legal duty, such act or
omission being one which he knew would endanger the lives, safety, or
health of the public, or the life, safety, or health of any individual.

(2) Every one who commits criminal nuisance is liable to imprisonment
for a term not exceeding one year.

All that is required is a person (which includes a company) who does something unlaw-
ful (which includes failure to discharge a legal duty which itself may not amount to a
criminal offence) in the knowledge that the omission will cause danger to the safety of
the public or any person.

The Crimes Act provides a number of legal duties of the sort envisaged by section 145.
One such duty appears in section 156:

156. Duty of persons in charge of dangerous things - Every one who
has in his charge or under his control anything whatever, whether ani-
mate or inanimate, or who erects, makes, operates, or maintains any-
thing whatever, which, in the absence of precaution or care, may endan-
ger human life is under a legal duty to take reasonable precautions against
and to use reasonable care to avoid such danger, and is criminally re-
sponsible for the consequences of omitting without lawful excuse to dis-
charge that duty.

[Note: there is a likely amendment at the time of writing to require, ef-
fectively, gross negligence]

That is to say, section 156 imposes a duty on a person (which includes a company) who
has in his charge, control, etc., anything which, without care, can endanger human life
and is criminally responsible if he/she does not take care.

Consider these rules in relation to one or two well known “disasters”. An actual disaster
and a theoretical one are used to emphasise that industries that have accidents can be
held criminally liable.

2.2  Actual Disaster
The actual disaster referred to is the capsize of the “Herald of Free Enterprise” near
Zeebrugge en route to Dover in March 1987. The ferry left Zeebrugge with its bow
doors open. Water entered via the open bow doors and the vessel capsized. Huge loss of
life resulted to both passengers and crew. Nearly 200 people died. There was a massive
commission of inquiry, a drawn out coroner’s inquest and a prosecution, not only of the
ferry company, but of seven of its individual employees as well.
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If this accident had occurred in New Zealand the shipping company involved would
have been exposed, amongst other things, to a prosecution for criminal nuisance under
the Crimes Act. The shipping company was a “person” within the meaning of the Crimes
Act. It had in its charge or control a thing, namely a ferry, which, without care, could
endanger human life. Therefore the company was required to take care under section
156. Under section 145 of the Crimes Act the company would have done something
unlawful (i.e. sailed with the bow doors of the ferry open, or failed to recognise and
proceed against the possibility of doing so, which created a danger). It would have
known of the danger and the danger would have been to persons travelling on board.

In the Zeebrugge case the prosecution was for manslaughter. But for a highly technical
defence (to be mentioned later) the shipping company and the various individual de-
fendants would very probably have been convicted. In New Zealand the defendants
would have been liable in criminal nuisance.

Criminal nuisance carries a penalty of one year’s imprisonment. Corporates cannot
serve periods of imprisonment as sentences. The Criminal Justice Act in New Zealand
provides that monetary penalties may be imposed instead.

There is no limit to the monetary penalty imposed by way of punishment for any crime
under the Crimes Act. If the Zeebrugge incident had been brought home to a corporate
defendant in New Zealand the fine would have had to have taken into account the fact
that 188 people died. Unquestionably the fine would have been enormous as would any
award of costs in favour of the prosecution. The costs of defence would have been very
substantial including barristers’ fees, solicitors’ fees, expert witness fees, disbursements
and the like. There would have been substantial duplication of these fees bearing in
mind that each of the various eight defendants including the company itself required
separate representation.

It is also worth noting that in New Zealand there are significant restrictions on the
ability of a company to insure its directors and/or employees against liability, particu-
larly criminal liability, for this type of event (see section 162 of the Companies Act
1993). Further, traditionally speaking, a company’s own insurance, to the extent that it
might be obtained to cover the penalty and cost consequences of a criminal case, could
well be held to be unenforceable.

In addition there are two related but distinct costs. Both are hard to calculate but are
none the less real and substantial.

The executive down time in a case such as Zeebrugge would have been significant.
Excluding the company, seven employees, including senior executives, were charged.
While charges were pending and during the trial these defendants would have been
distracted from their normal duties for lengthy periods, they would have been exclu-
sively devoted to nothing else but meetings with lawyers, expert witnesses, being ques-
tioned by investigators, giving evidence and the like. In other words, wholly taken
away from their jobs. The resulting expense would have been increased since there
were three sets of proceedings: the commission of inquiry, the inquest and the criminal
trial.

During these times the financial welfare of the ferry company would have suffered.
Equally, ongoing safety and risk management also have suffered.
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Quality and safety managers, who are devoted to protecting past decisions, do not take
their organisations forward on safety issues. Instead of spending time formulating and
implementing, for example, new hazard identification initiatives, they are busy picking
over the entrails of old ones in an endeavour to prove in a court or commission of
inquiry that they were adequate for their time.

Safety and quality are interrelated and, collectively, are concerned with not only saving
costs, but to allocation of limited financial resources to the best effect to safeguard
future damage or harm to persons and property. Time spent justifying old approaches to
safety in court cases directly impacts on the development of new ones.

In addition, there is the cost of the inevitable loss of morale. Even people in the organi-
sation who are in no way connected with responsibility for the “disaster” are affected.
Across the corporate employee force it directly affects the corporation, its culture, style
and spirit. Productivity suffers as an indirect but nonetheless real result.

2.3  Theoretical Disaster
The theoretical disaster is a road accident. A privatised roading authority has charge of
a section of highway including a bridge on a busy section of State Highway One. On
either side the bridge has a dual carriageway plus a pedestrian footpath. The footpath is
marked off and protected at curb point by a fence.

The fence consists of upright tubular steel posts with lengths of chain strung between.
The uprights are fixed by nuts threaded to bolts set in the concrete curbing. Through
wear, tear and vandalism over a period of time the bolts/nuts holding the uprights are
corroded or loosened.

One day a local primary school takes a walk which involves a detour over the bridge
with teachers and five to ten year old children walking together. Two or more children
jostle on the footpath. They lean or fall against the fence. It gives way and they fall onto
the carriageway. Some are killed by passing traffic. Some are injured. A father of one of
the children present runs to the rescue and is, himself, struck by a car and badly injured.

To this admittedly horrible scenario, add a personal note arising from the circumstances
of some of the people affected. The father, who is injured, has recently separated from
his wife. The family is left with an injured child of separated parents, one of whom is
badly injured.

There is nothing unrealistic in this. It serves to illustrate how a tragedy (bad enough as
it is) can be fuelled in the minds of the public, the regulatory authorities who investi-
gate, the police who investigate, the media and local and national politicians.

Suffice to say, the roading authority is now inexorably headed towards a significant
crisis it has to manage. In terms of prosecution under the Crimes Act for criminal nui-
sance all the requisite elements of sections 145 and 156 are potentially satisfied. The
company had in its charge a thing, namely a highway, which, in the absence of precau-
tion or care might endanger human life, and was therefore under a duty to take reason-
able precautions and use reasonable care to avoid such danger. Under section 145 of the
Crimes Act it has omitted to discharge that legal duty and must have known in making
that omission it endangered the lives of people on the footpath.

Nobody is interested in public relations gestures or apologies. If they are not made the
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company is reprehensible. If they are made they are simply admissions of guilt. Almost
certainly the company is going to have to acquire the services of reasonably “heavy
duty” lawyers and safety systems experts. In the prosecution under the Crimes Act that
will follow, the adequacy of the design, implementation, and monitoring of the compa-
ny’s safety system, will be focused on intently.

For the purposes of this exercise (i.e. both disasters mentioned above) an adequate
safety system is capable of amounting to a defence to a prosecution for criminal nui-
sance. That defence, if successful, will be the cornerstone to the company’s emergence
from the furore that follows the accident.

Taking the theoretical disaster, assume it emerges that the company has a system whereby,
with reasonable periodicity, recording and reporting regimes, inspectors are detailed to
inspect the relevant section of the highway including the bridge, the footpath and its
railings. If it also emerges that the accident has come about simply because, despite
adequate and proper inspections, the fence has recently been damaged by passing traf-
fic, or through vandalism, it is likely that the prosecution will be unable to establish all
the requisite elements of the offence of criminal nuisance against the company. If, for
example, an inspector has simply failed to notice on a recent inspection that a number
of bolts are missing, then the omission of that inspector at that time is highly unlikely to
be held to be attributable to the company itself. The company itself has done all it can
reasonably be expected to do.

The only way in which a company will get itself into that position is by having had, in
the first place, an adequate safety system. Without its safety system it would never have
been in a position to prove that the faults or defects in the fence were other than as a
result of its own failure to take steps to have the fence properly inspected and checked
by suitably trained individuals at reasonable intervals.

Let us assume, on the contrary, that there is no system in place for the inspection and
maintenance or repair of the fence. The failure of the company at a senior level within
its own hierarchy to ensure that such systems were in place is a failure to take a step
(precaution or care). It is one which is almost certainly to be attributed to the company
as its own failing for which it would be held criminally liable under the Crimes Act for
criminal nuisance.

This example can be modified to suit virtually any set of circumstances whether the
company or organisation is one which operates a form of transportation, accommoda-
tion, manufactures chemicals or generates power. In fact it is difficult to conceive of an
organisation, which in its own relative terms, is incapable of sustaining a “disaster” that
promotes the possibility of a prosecution under the Crimes Act.

The answer, therefore, to the question of whether or not a safety system provides or can
provide a defence to a prosecution against the company under the Crimes Act is yes.
But the ‘yes’ is always qualified by the requirements of proper design of the system and
adequate implementation and monitoring of its function and performance.

2.4   Commission of Inquiry
A commission of inquiry is a specially established commission under the Commissions
of Inquiry Act, rather than a pre-existing statutory body (such as the Transport Accident
Investigation Commission), which is deemed to be a commission of inquiry. Examples
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of such commissions of inquiry include those that have inquired into events such as
Erebus, the Clapham Junction disaster in England, the Herald of Free Enterprise/
Zeebrugge ferry capsize and the Cave Creek disaster.

Suffice to say, it is exceptionally difficult for companies or organisations, which are the
subject of intense scrutiny in prolonged commissions of inquiry, to emerge unscathed.
Almost invariably commissioners, despite being highly trained and experienced judi-
cial officers, are unable to resist colourful phraseology in one or more characterising
paragraphs of their reports. It is usually condemnatory. For example in the Zeebrugge
case there was:

...all concerned in management, from the members of the Board of direc-
tors down to the junior superintendents were guilty of fault in that all
must be regarded as sharing responsibility for the failure of manage-
ment. From top to bottom the body corporate was infected with the dis-
ease of sloppiness. (Emphasis supplied).

The same sort of thing can be seen in each of the reports from the commissions of
inquiry referred to above. There are those commentators who espouse the view that
these sorts of condemnatory findings are almost inevitable in cases such as these.

What of the role of risk/safety management systems in such inquiries? In theory a well-
developed and implemented safety system is capable of providing a sustainable expla-
nation for the body whose activities are being inquired into. But in practice a safety
system will be subjected in these circumstances to the most minute scrutiny imagina-
ble. It is virtually impossible, the writer ventures to suggest, that any safety manage-
ment system will emerge entirely uncriticised. Even with the best will in the world
(which is usually the case) a commissioner in a major inquiry will be drawn to answers
which inevitably involve, to some degree, condemnation of past conduct.

Further, the fiction persists that in a commission of inquiry nobody is on trial and that
normal adversarial principles do not apply. The organisations under inquiry are ex-
pected to lay open their affairs to the scrutiny of the commissioner as a matter of legal
and civic duty without heed to the possible consequences. Overt (let alone covert —
when discovered) attempts to guard the organisation’s position (after all, a very natural
tendency) will be seen in the worst light.

In summary, the role of a safety or risk management system in a commission of inquiry
is to have prevented the accident in the first place rather than to provide, in practicable
terms, a shield to the corporation or other organisation once it is under inquiry after a
major event. This simply serves, from a legal point of view, to underpin the necessity
for serious focus by corporates and other organisations on development and implemen-
tation of effective risk and safety management systems.

2.5   Other Statutory/Regulatory Prosecution
In New Zealand there is an enormous amount of legislation purpose-built for the regu-
lation of particular areas of industry or commerce, or other areas of endeavour. Listing
but a few gives an idea of the diversity and extent of this legislation:

• Income Tax Act 1994;

• Customs and Excise Act 1996;
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• Resource Management Act 1991;

• Health and Safety in Employment Act 1992;

• Fair Trading Act 1986;

• Securities Amendment Act 1988 (quasi criminal);

• Films, Videos and Publications Classification Act 1993;

• Weights and Measures Act 1987;

• Fisheries Act 1996;

• Food Act 1981;

• Medicines Act 1981;

• Toxic Substances Act 1979;

• Marine Pollution Act 1974;

• Driftnet Prohibition Act 1991;

• Maritime Transport Act 1994; and so on.

Some of these statutes carry, potentially, very severe monetary consequences in terms
of fines or other available penalties. This is a legislative trend. Traditionally, fines un-
der regulatory/statutory provisions (as suggested earlier) have been seen as part of the
cost of doing business. This is likely to change. There is a social and therefore legisla-
tive trend towards “accountability” of large organisations. This narrows the extent of
insulation of corporates from criminal liability. It also elevates the consequences of
corporate offending in terms of fines and other available monetary penalties.

Further, as suggested earlier, companies will increasingly find themselves tending to-
wards defence of these prosecutions despite the fact that the costs of defence outweigh
the immediate consequence in terms of potential fines. The reason for this is that in
many areas of industry, far-sighted and alert corporations sense that an undesirable
track record of convictions for apparently minor offences can be the harbinger of politi-
cal and/or union-based pressures which inevitably tend towards tighter regulation across
the board, not just in the area of safety to members of the public. In these cases, what is
the role or availability of a risk or safety management system in terms of a defence?

Many statutory/regulatory offences are offences of strict or absolute liability. That is to
say, the defendant company is guilty if it commits the proscribed act, or permits the
proscribed act to occur regardless of whether it intended that result. The prosecution in
these cases is relieved of any necessity to prove intent, recklessness or even negligence.

Such legislation is enacted on the footing that public interest demands that certain con-
duct be proscribed, regardless of whether it is intended or not. The balancing factor is
that such offending is generally regarded as less serious and attracts smaller penalties.
But this time-honoured rationale is fraying at the edges. A good example is the Health
and Safety in Employment Act. An offence under section 50, of failing to take all prac-
ticable steps to ensure the safety of employees in the work place, is a strict liability
offence and yet the potential fine for each offence (and there may be quite a number of
charges) is $50,000. And increasingly, heightened stigma attaches in cases of a convic-
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tion. The law firm, for example, whose secretaries have an OOS problem is a bad and
naughty, if not evil, corporate person.

Where there is a strict liability offence there is a tendency for the courts to assume that
Parliament intended that vicarious liability should also apply. Vicarious liability (as
opposed to strict liability) is a wholly different matter. Vicarious liability is apt in civil
proceedings, where it renders an employer liable for the negligence or other default of
its employee. In form, the criminal law clings to this distinction and denies that em-
ployers may be liable vicariously for the criminal acts of their employees unless the
statute concerned expressly provides for vicarious liability of employees for the acts of
employers. There are, in fact, quite a number of such statutes.

Increasingly, however, this distinction is becoming a fiction. Courts are more and more
prepared to hold that Parliament must have intended employers to be vicariously liable
for the acts or defaults of employees under penal statutes. A good example is health and
safety legislation.

New Zealand’s Health and Safety in Employment Act quite closely resembles the Health
and Safety at Work etc. Act 1974 (UK). In a recent decision of the English Court of
Appeal (R v British Steel Plc [1995] 1 WLR 1356) British Steel was prosecuted under
section 33(1) of the English Act for failing to discharge the duty imposed on it by that
section to:

...conduct his undertaking in such a way as to ensure, so far as is reason-
ably practicable, that persons not in his employment who may be af-
fected thereby are not thereby exposed to risks to their health or safety.

What happened was that British Steel Plc wanted to reposition a 7.5�tonne section of a
steel platform situated at one of its plants at Sheffield. Subcontractors were used. The
operation involved cutting the platform free of its supports and moving it by crane to a
new position. The subcontract was on a labour only basis. Equipment and supervision
was provided by British Steel. A section engineer (a relatively junior employee) em-
ployed by British Steel was in charge of the operation.

The two subcontractor employees cut the platform free of its supports but neglected to
first secure it to a crane or by means of temporary props as instructed by the section
engineer when the work began. The platform fell on one of the subcontractor’s employ-
ees, killing him. It was beyond question that the section engineer was competent and
qualified to give proper instructions for the job concerned.

British Steel defended on the basis that it had done all that it could be reasonably ex-
pected to have done in detailing the section engineer (who was competent and experi-
enced) to look after the work and that, in any event, the section engineer’s supervision
was adequate, the accident occurring because of the extraordinarily unsafe and incom-
petent working method the two subcontractor employees chose to adopt despite in-
struction to the contrary.

It might be thought by any corporate in the position of British Steel that this contention,
as blunt as it was, coincided precisely with the truth of the matter.

But at trial the judge directed the jury that, as a matter of law, this type of defence was
fundamentally wrong. Not surprisingly there was a conviction. The conviction went on
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appeal to the Court of Appeal and was upheld in what, at some points, seems an aggres-
sive and almost angry judgment.

It was held:

If it be accepted that Parliament considered it necessary for the protec-
tion of public health and safety to impose, subject to the defence of rea-
sonable practicability, absolute criminal liability, it would drive a jug-
gernaut through the legislative scheme if corporate employers could avoid
criminal liability where the potentially harmful event is committed by
someone who is not the directing mind of the company.

What, with respect, this overlooks is that the English parliament did not see fit when
enacting the Health and Safety at Work etc. Act 1974 to provide for vicarious liability
(in addition to strict liability). The decision, if taken literally, therefore leaves the fol-
lowing theoretical scenario entirely open.

Suppose that in a pulp and paper mill a forklift driver’s job is to stack rolls of paper in
a store house. The environment of the store house is more than adequately safe. The
forklift driver is well-trained, adequately-supervised and provided with equipment that
is in good condition. There is no history of his having worked dangerously. Neverthe-
less, the forklift driver on a given occasion takes it on himself to drive his forklift
dangerously. He injures someone else despite the fact that he wants for nothing in terms
of training and supervision. As the Court of Appeal in the British Steel case would have
it, the employer is technically liable despite that it is entirely blameless.

The Court of Appeal in British Steel was not untroubled by this argument, which was
put to it by counsel for British Steel during the course of the Appeal.

That brings us to a point raised by counsel for British Steel which has
proved troublesome. He argued that the interpretation, which we have
preferred, would lead to manifestly absurd consequences. Postulate, he
said, the employee who drops a spanner or an employee who drives with-
out due care and attention. Both could be within the scope of section 3(1)
of the Act of 1974. . . But we think that the suggested absurdities are
unlikely to arise in practice. An action such as the dropping of the span-
ner will only be relevant if it exposes a person not in the employer’s
employment to a risk to his health or safety that will only occur if he is,
as it were, in the danger zone. Thus he will only be exposed to the risk if
the system (if any) designed to ensure his safety has broken down and it
does not matter for the purposes of section 3(1) at what level in the hier-
archy of employees that breakdown has taken place. Similarly the driv-
er’s carelessness may have resulted from something for which his em-
ployer is to be regarded as responsible such as trying to meet excessively
tight delivery schedules or tiredness due to overlong hours of work. We
do recognise that there may be circumstances in which it might be re-
garded as absurd that an employer should even be technically guilty of a
criminal offence. An example might perhaps be the driver who is guilty
of an error of judgment when driving his employer’s lorry on his employ-
er’s business. But, in any event, so called absurdities are not peculiar to
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this corner of the law: at the extremities of the field of application of
many rules surprising results are often to be found.

This section of the judgment is, fairly, the subject of criticism. Both England’s and New
Zealand’s common law system of justice have until recently been time-honoured in
their adherence to the principle that a corporate is not to be fixed with criminal liability
for the act or omission of a subordinate employee except in circumstances where a
statute provides that there should be vicarious liability. The English Health and Safety
at Work etc. Act did not expressly provide for vicarious liability. Moreover, it is no
answer at all to say that employers will simply have to live with possible absurdities in
the law. It is submitted that British Steel’s argument was a legally valid one. It was in
accordance with the law which should have been applied. If, from a legislative point of
view, the outcome was unsatisfactory then the remedy lay in Parliament’s hands and
not with the Court of Appeal.

There are other cases of very high authority (which are seldom cited) that are expressly
authority for the proposition that just because a statute has a public interest (health or
safety) focus, and strict liability is imposed, does not mean that vicarious liability is
also imposed. An example is Seaboard Offshore Ltd v Secretary of State for Transport:
The Safe Carrier [1992] 2 ALL ER 99 (House of Lords).

It is suggested that the position in New Zealand is unclear. Sooner or later there will
come before the courts a case under the Health and Safety in Employment Act or other
public welfare legislation where a corporate defendant’s subordinate employee has erred
causing an accident in circumstances where his or her training, supervision, experience
and the corporate’s safety system as a whole cannot not be sensibly criticised. It will
then be necessary for a court of record to decide or at least give some guidance on
whether a safety system is a defence.

Unfortunately the answer cannot be expected to come quickly and nor, when it comes,
can it be expected to be anything like conclusive.

In the meantime corporates in these positions should, it is suggested, be active in putting
forward their safety systems as defences because, despite recent and alarming trends,
there is a great deal of scope for and authority which supports this proposition.

2.6   Civil Claims for Damages (punitive or exemplary damages)
It is, perhaps, surprising how slow the law has been in the development of this trend.
Accident compensation legislation has existed in New Zealand in one form or another
since the early 1970’s, i.e. for a quarter of century. During this time litigants in personal
injury by accident claims have not had the remedy of compensatory damages available
to them by virtue of express statutory prohibition. Yet, since an early case, the Court of
Appeal has left the door open to such claims in the guise of exemplary damages ac-
tions. Surprisingly few such claims have resulted, perhaps due to the impecuniosity of
potential litigants and also to the fact that in New Zealand, where plaintiffs have died,
the right to claim exemplary damages does not vest in the estate. Despite the slowness
in the law’s development in this area it can be predicted with reasonable confidence
that these claims will grow in number and size in the future.

Many companies are reluctant to be “the first” to sustain a substantial court award of
exemplary damages and thus settle out of court. Out of the desire to guard against the
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public relations and government relations consequences of substantial awards (not to
mention the substantial legal cost involved) the quantum of settlements will probably
increase.

What of the role of safety management systems in civil claims for exemplary damages?
Exemplary damages are designed to punish and deter future conduct of the same ilk.
Courts generally require “intentional tort” or so it has been thought by the legal profes-
sion. Courts have generally been reluctant to impose exemplary damages for conduct
that amounts to no more than mere negligence since negligence, traditionally speaking,
is not seen as warranting any form of sanction other than compensation in terms of
available damages.

However, the categories of cases in which exemplary damages may be awarded are not
closed. Certainly, gross or particularly reprehensible negligence has now been recog-
nised as warranting an award of exemplary damages.

The existence of a credible and responsible safety system should operate to mitigate
against extravagant awards of exemplary damages. It may, although it remains to be
seen, operate to exclude an award of exemplary damages altogether. This is on the
footing that a company with an at least adequate safety system should not be punished
at civil law for the wrongful act of an employee where there is no systemic and/or
highly reprehensible conduct on the part of the company itself as opposed to its em-
ployees.

A word of warning however. The issue of availability of exemplary damages based on
vicarious liability has been looked at in a number of New Zealand cases. One, in par-
ticular, comes down in favour of such awards even where it might be said the employer
or principal has, itself, done nothing wrong. In the writer’s view the issue is not settled
for all purposes or for all time. In the interim, therefore, it is suggested that companies
should advance, where possible, their safety systems by way of defence or mitigation
of damages in civil claims for exemplary damages. But settlement out of court will
continue to be attractive except in cases where unreasonable litigants hold out for out-
rageous sums.

2.7  Investigations by Regulatory/Investigatory Bodies
Bodies such as the Land Transport Safety Authority, the Transport Accident Investiga-
tion Commission and others are charged with the investigation of accidents and inci-
dents. It is a notable feature of their jurisdiction that their investigations lead to the
making of recommendations for the future conduct of the organisation under investiga-
tion as opposed, necessarily, to criminal prosecution. In these circumstances a safety
system is not a “defence” as such. It is under scrutiny and review in order to see whether
it might be improved for the purpose of minimising loss or harm in the future conduct
of the operation concerned.

As with commissions of inquiry, a noticeable feature of the conduct of these investiga-
tory bodies in practice is reluctance to arrive at a conclusion that a safety system cannot
be improved or altered so as to mitigate against further occurrences of the same sort.
Having investigated an accident, especially one where personal injury has occurred,
investigators like to think of answers.

However an investigation of this sort may often be a precursor to further investigation
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and prosecution by another body such as, for example, the police under the Crimes Act,
or the Occupational Safety and Health division of the Labour Department under the
Health and Safety in Employment Act. Accordingly, companies under investigation
will understandably wish to portray their safety systems in the most favourable light
since a clean bill of health from the investigator will stand the operator in good stead
when it comes to any subsequent criminal-based investigation.

3. Director/Employee Liability
Lessons abound. This is a reality. In the Zeebrugge case there were eight defendants
only one of which was the company, P & O Ferries. The first seven were corporate
employees from the highest to the lower levels within the organisation. What resulted
in the criminal prosecution against all eight defendants will be outlined shortly.

In New Zealand there is the well-known Kiwi Mussels case. That is a misnomer since
Kiwi Mussels Limited, the owner and operator of the fish packing house concerned,
was not charged. Instead a director and senior employee (Messrs Turner and MacFarlane)
were charged (and convicted) ultimately of criminal nuisance under the Crimes Act.

Many statutes in New Zealand provide for directorial and managerial personnel to be
personally liable. Section 340 of the Resource Management Act (1991) provides that,
where a body corporate is convicted of an offence under the Act, every director and
every manager shall also be guilty if the offence took place with his or her authority,
permission or consent, and that he or she knew or could reasonably be expected to have
known that the offence was to be or was being committed and failed to take all reason-
able steps to prevent it or stop it.

A similar provision appears in section 56 of the Health and Safety in Employment Act.
That section provides that, where a body corporate fails to comply with the Health and
Safety Act, any of its officers, directors, or agents who directed, authorised, assented to,
acquiesced in, or participated in the failure, is a party to and guilty of the failure and is
liable on conviction to the punishment provided for the offence, whether or not the
body corporate has been prosecuted or convicted.

There are quite a number of similar examples in other statutes. It is suggested that the
“news” concerning director and manager criminal liability is both good and bad.

The bad news is, as already suggested, that there is a growing call for “accountability”
not only of corporations, but of those who manage them, especially those who have
substantial equity stakes in them and who are popularly believed to be prone to sacrific-
ing safety in the interests of share price and dividend yield. Further, prosecution agen-
cies have limited budgets for the purposes of enforcement of their statutes. There is a
view afoot that the successful prosecution of a director or two will send a far more
convincing and effective message to the wider-based corporate community, which is
obliged to abide by the provisions of the statutes concerned. It is realistic, therefore, to
expect that prosecutions of this type will be taken more regularly.

The good news comes in two forms. Most statutes imposing personal and criminal
liability on directors and managers (for example the Health and Safety in Employment
Act) require proof beyond reasonable doubt of what effectively amounts to some form
of knowledge and/or intent on the part of the individual defendant. So it is that the
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Health and Safety in Employment Act requires proof that the director defendant either
directed, authorised, assented to, acquiesced or participated in the failure to observe the
relevant provision under the Act.

Proof of this sort is relatively difficult to obtain. For the most part this is simply because
a director, for example, will not as a matter of fact have assented or encouraged the
commission of an offence under the Health and Safety in Employment Act nor even
have had knowledge of the likelihood of any particular offence being committed by
someone within the ranks of his or her organisation.

In addition, most directors or managers, even if they may have assented to the commis-
sion of an offence, will not voluntarily admit it and nor can they be expected to. The
privilege against self incrimination in this country still holds good, but may change (see
the Law Commission’s preliminary paper number 25, The Privilege Against Self-
incrimination). Therefore, evidence of directorial or managerial guilt will generally
have to be obtained by other means such as, for example, a search of company records,
or evidence from colleagues of the prospective individual defendant.

For obvious reasons evidence of this sort is not commonly available. Directors and
managers do not, in the ordinary course, consciously ascent to, have knowledge of, or
participate in criminal offending, much less make documentary records to that effect.
Out of loyalty and/or self-preservation, work colleagues are usually less than forthcom-
ing.

Nevertheless none of the above are “valid” or in any sense sufficient reasons for com-
placency or continued offending if that is what in fact is taking place within an organi-
sation. Practical difficulties in the way of prosecuting agencies obtaining such evidence
are in no sense long-term strategies for compliance with statutory obligations. To the
extent that they are relied on by corporates or other organisations their effect, if any-
thing, is to enhance the likelihood of offending.

Secondly, in a large organisation where it is thought that criminal conduct has occurred,
it is usually the case that no one person in the organisation has himself or herself been
entirely responsible for the commission of all the acts comprising the elements of the
offence. It may well be that an instance of criminal nuisance or recklessness is only
able to be established by combining the acts or omissions (and the knowledge) of sev-
eral employees; no one employee being himself or herself entirely culpable or guilty of
the offence concerned.

In these circumstances the law does not permit a court to “aggregate” the disparate and
incomplete acts of several employees so as to cobble together, montage like, the overall
appearance of the commission of an offence.

This is what occurred and accounted for the final result in the Zeebrugge case in Eng-
land. There the trial of the eight defendants in the Old Bailey proceeded for 27 days
before the trial judge directed the jury to acquit all the accused. During the course of the
prosecution’s case the trial judge brought it to the attention of the prosecution that it
appeared on the evidence that no one of the seven individual defendants was individu-
ally able to be shown to have himself or herself committed the crime of manslaughter.
So it was that the judge ruled:

...there is no question of a corporation being rendered liable to convic-
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tion for manslaughter by aggregating the faults of a number of different
individuals, whether before the Court or not - because, you follow, there
may have been others in the Company who were at fault in some respects
- but whose separate faults would be insufficient to constitute the offence
of manslaughter.

This observation led, ultimately, to a direction to the jury to acquit all defendants which
the jury was obliged to do.

The “aggregation” theory of criminal liability has been ruled against or at least doubted
in one other related case in England, namely in an application by relatives of the de-
ceased passengers to judicially review the Coroner’s decision during the course of the
inquest not to require directors of P & O Ferries to appear before the Coroner to give
evidence and be cross-examined.

It is perhaps heartening from a legal point of view to see a judge strictly apply the law
in relation to attribution of criminal offences to corporates and aggregation of disparate
acts constituting parts of elements of offences in such a principled, black-lettered way.
The Judge at the criminal trial did so (and rightly, it is submitted) in defiance of what
must have been enormous pressure to allow the trial to run its course out of what would
have been genuine but, with respect, misplaced regard for the feelings of bereaved
relatives who, given the scale of the accident, numbered in their hundreds if not thou-
sands.

A word of warning however. The P&O Ferries manslaughter trial involved serious
criminal charges. Those charges required proof of recklessness amongst other things
on the part of those incited. The requirements of proof in statutory/regulatory offences
are less onerous and for that and other reasons it is entirely possible that the “anti
aggregation” defence will not be upheld. The reasons include that it is a highly techni-
cal “black letter” defence which, putting it bluntly, the courts may not like. Moreover, it
is a defence particularly applicable in cases of large corporations where there is a mul-
tiple division of functions thus spreading internal responsibilities over a wide cross
section of a corporate’s employees. As no one employee has sole charge of a given
operation it is all the easier to say that he or she cannot be entirely responsible himself
or herself for the commission of all the elements of the offence concerned. Smaller
companies (for example one-person companies) will, for obvious reasons, find it diffi-
cult if not impossible to avail themselves of the defence.

4. Summary
From a legal point of view, safety and risk management systems have a subsidiary but
important role to play in protecting large organisations in litigation that follows on
from accidents. The better the system, and the better its implementation and monitor-
ing, the more likely it is to provide a defence to legal proceedings where accidents
occur.

Be warned, however, that this legally correct view point is under attack. There are
adherents to the theory of absolute safety, a magical notion but one which may well
gain ground. It may be that risk management will merge with and be subsumed by a
concept of risk banishment. There are adherents to the view that the rules relating to
attribution of criminal offending to corporate organisations have long been too restric-
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tive. There are others who think that, because an accident has occurred, the safety sys-
tem has “failed”. Of course, no such thing has happened. Even the best safety systems
cannot defy the tendency of humans to err. There are many who subscribe to the con-
cept of the faceless, uncaring, corporation, a populist but powerful undercurrent in
legislative trends in New Zealand at present.

All this may seem polemic. Nonetheless, these influences are both real and relevant to
participants in the risk management industry. Ultimately, they affect the costs and, hence,
viability of doing business in New Zealand.

For the present New Zealand’s statutory framework is built on safety at reasonable
cost. These precepts may be found as express statements, for example, in all New Zea-
land’s relevant transport legislation and, for that matter, even in the almost all-embrac-
ing Health and Safety in Employment legislation. In the writer’s view however, the
courts, and a good many of the statutory bodies cast with duties of investigation, tend,
effectively, to regard any cost as reasonable where human life or safety is concerned.
They do so in answer to society’s growing intolerance to adversity in any form and in
acknowledgement (albeit unspoken acknowledgement) of the pressures mentioned
above.

If participants in the safety industry are to continue to enjoy the freedom and benefits
(both to organisations and the public at large) of managing risk and safety then the
writer ventures to suggest that these participants will need to be a good deal less prag-
matic and short-term focused in the way in which they respond to legal proceedings of
one sort or another. Much of the time, the writer suspects, guilty pleas are entered to
Health and Safety prosecutions (for example) to avoid cost, and unwanted publicity.

A tide of, strictly speaking, unnecessary convictions or findings of liability in the long
term provides an impression in some quarters that matter that New Zealand’s already
quite stringent risk/safety laws are not working and/or that risk/safety management is a
myth or unsatisfactory. It promotes the possibility of yet more exacting legislative re-
gimes, and costs of compliance that will well exceed the costs currently expended.

The writer puts forward the proposition that participants in the risk/safety management
industry put faith in their safety/risk management systems where legal proceedings are
involved and, in a word, defend themselves were they can. It is in their long-term inter-
ests to do so.
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CHAPTER 15

Identification of Risk Management Techniques for
Financial Institutions

Ray Armstrong*

1. Introduction
It is becoming increasedly common for companies, whether in the finance sector or
otherwise, to grapple with the sometimes vague issue of risk management.

In essence, most companies practice some form of risk management as it is often com-
mon sense. What they have often failed to do is clarify, articulate and measure their risk
management techniques. Recently there has been a dramatic shift in this practice.  Some
say the reason is because company directors are becoming increasingly concerned about
their personal liabilities in exercising their directorial duties. If this is true, then it is a
positive sign, as the basis for any serious risk management practice must start at the
most senior level within any company.

The 1990’s have seen massive losses involving some well-established companies of
previously high repute. They include names such as: Barings, Sumitomo, Diawa and
Morgan Grenfell.

Most of these losses arose from the activities of the so-called “rogue trader”. A psycho-
logical profile of the “ rogue trader” published in the Sydney Morning Herald (10 March,
1997) outlined the following characteristics of potential rogues. They tend to:

• rise through the ranks quickly;

• establish reputations as “profit-earners”;

• not take holidays;

• work long hours on their own;

• be unable to delegate; and

• not be in control of their careers.

Many problems of the mid-1990’s stemmed from “derivatives”. These financial instru-
ments have been around for a long time, but large losses incurred by companies such as
Proctor and Gamble, Orange County in California, and Barings, brought them under
close scrutiny with the result that the insurance market has become very nervous.

Derivatives losses have predictably led to litigation that can tie up the courts for years.
Audit firms seem to be held accountable for such losses and are in the first wave of
litigation but they are fighting back, and rightly so. The financial press in London re-
ported that the auditors of Barings, in response to litigation, counter-sued the directors
and some senior management of that company.

Immediately following the Barings collapse, every thinking board of directors in finan-
cial institutions began to develop a keen interest in the risk management practices of

* Director, Marsh & McLennan Pty Ltd, Sydney
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the companies over which they held stewardship. It would not be unrealistic to expect
that many directors were not experts in the financial markets and particularly not in the
derivatives marketplace. The Barings collapse launched a wave of information pro-
duced by professional service firms, futures exchanges and stock exchanges to explain
derivatives products and where and how they worked.

2. The Financial Sector
In the insurance sector, “risk management” was generally limited to the transfer of risk
into the insurance market or the protection of physical risks via fire protection or secu-
rity measures. In the finance sector it held an entirely different meaning, usually equated
to credit or market risk.

Risk identification techniques became more sophisticated, but it still did not encom-
pass the big picture. There was, and is, no all embracing risk management programme
practised by most financial institutions.

Price Waterhouse’s publication entitled Risk & Reward states:

Risk management is now understood to encompass much more than just
insurance. In wider terms, it translates into: are the costs incurred by
additional managerial control worth the avoidance of potential losses
and costs?

3. Case Study
A financial institution was determined to get a handle on risk management in the broad
sense. The beginning of the process was a blank piece of paper, a broad understanding
of the institution’s risk management goals, and a desire by the managing director and
board of directors to oversee the process and to ensure accountability. Recognising that
the process was to be driven from the top, an important decision was made to create a
risk management subcommittee of the board.

The process began with an integrated approach to risk management. This was a three-
step process, shown graphically in Figure 1.

STEP 3
ARRANGING ADEQUATE

FUNDING (e.g.
INSURANCE) SHOULD

LOSSES OCCUR

STEP 3
ADEQUATELY

CONTROLLING
THE RISKS TO MAKE

INCIDENTS LESS LIKELY
AND LESS SEVERE

INTERACTIVE
COST

STEP 2
IDENTIFYING THE

RISKS THAT
ENDANGER THE

BUSINESS GOALS

STEP 1
THOROUGHLY

UNDERSTANDING THE
BUSINESS GOALS

Figure 1: Three step approach to integrated risk management
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The three steps provide a logical approach to risk management and allow for continual
review and improvement. Focusing on each step in isolation adds costs and increases
the possibility of inadequate protection of business goals.

Identification of risk proved to be a very time consuming and frustrating experience. It
began with identifying a methodology; essentially, it was proposed that each division
within the group nominate its own risk manager. Once this happened, the risk identifi-
cation process began. This involved a matrix to provide Step 2 of the integrated risk
management approach. The matrix was a total risk management approach and not lim-
ited to traditional insurance transfer. It set out to define:

• description of the risk;

• frequency;

• severity — in particular, a worse case scenario, i.e. high, medium, low;

• controls — including descriptions;

• planned action for improvement; and

• self assessment against best practice.

Collection of the data took some time, and the result was reasonably predictable. It
identified three broad risk categories:

• credit risk;

• market risk; and

• operational risk.

Credit and market risks have not generally played a significant role within the insur-
ance market, although this is changing with the capital markets being accessed by inno-
vative insurance broking houses to defer or minimise these risks without using a spe-
cific insurance product. Credit and market risks usually belong to the realm of the
financial risk sector and therefore do not involve insurance or risk consultants. They
are financial risks and are generally recognised internally by specific risk management
mechanisms involving hedging, specific trading limits, specific compliance procedures,
etc. Seemingly, it is these risks that created problems for Barings, Sumitomo, Diawa,
etc., where evidence suggests the common ailment was a complete lack of management
control. In each of these companies, one could be sure that specific risk management
techniques were in place; however, there was a lack either of accountability, or scru-
tiny, or compliance.

Operational risks are identified in the Australian/New Zealand Risk Management Stand-
ard (see Chapter 6) as involving:

• identification;

• assessment;

• quantification;

• control;

• acceptance; and
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• loss mitigation.

The steps in the Standard were measured against the completed matrix in an attempt to
fully assess the company’s total risk position.

In the case study, operational risk was divided into the two main categories of:

• business risk; and

• event risk.

Business risk deals with earnings volatility, which may be swinging markets, revenue
mix, political issues, etc. The Price Waterhouse report states:

Business risks occur because of the volatile economic environment in
which businesses operate and the nature of their operations.

Event risks are more quantifiable and recognisable within insurance terms. Essentially
these revolve around losses or catastrophes, whether they be crime, professional in-
demnity, fire or other general recognisable perils. This is the familiar environment in
which the insurance industry works, and includes the identification of risks as follows:

• disaster;

• security;

• acceptance; and

• loss mitigation.

Some risks are insurable and some are not. Generally all are manageable, or at least
recognisable, provided there is some overall management focus.

4. Management of Risk
The management of any risk, whether it be credit, market or operational, is totally
dependent on a commitment from the top, with a focal point reporting directly to the
board or at least a subcommittee of the board.

Once the risks have been recognised, they can be managed by any number of tech-
niques. Event risk is invariably managed in the insurance market or, once recognised
and quantified, can be self-insured using self-funding mechanisms. More and more,
credit and market risks are able to be transferred in the capital markets or alternative
insurance markets. Furthermore, it is not uncommon for financial institutions to re-
quest insurance brokers to provide due diligence reports on projects they intend financ-
ing. These reports underpin event risks involved with the project, and this is one more
technique in managing credit risk.

Of growing importance is the application of corporate governance, which is driven
through the board and with which directors in countries such as New Zealand and
Australia are becoming very familiar. This familiarity is being reinforced with personal
obligations and the potential for directors to be sued for mismanagement.

Measuring the benefits of any risk management programme is critical to its continued
function. Measurement can vary, but often takes place on the profit and loss statement.
In the case study, the measurement was the allocation of capital to each of the divisions
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according to its risk. How each division head managed that capital was measured by an
independent third party, and a rating applied. Effectively, the less capital used, the bet-
ter the rating. Unused capital could be reclaimed from the division and either paid out
as dividend or used elsewhere. The ultimate benefit was to control risk, as well as
increasing shareholder value.

5. Risk Management of Insurance Programmes
One of the integral components of any risk management programme is transferring risk
to the insurance market. This often creates its own problems, particularly with difficult
classes of insurance such as professional indemnity, directors’ and officers’ legal liabil-
ity, bankers’ bond and crime insurance, as the insurances themselves can be compli-
cated and sophisticated. History tells us that ignorance of these policies can be an “Achil-
les heel” in any risk management programme.

Insurances are purchased in the belief that they will protect the balance sheet in an
event risk. These policies are complex, not always written in a language readily under-
stood and, given the fast-changing world of information technology, perhaps don’t even
reflect, in many instances, the true exposure some financial institutions find themselves
with. Nevertheless, the policies are often purchased and placed on a shelf to gather
dust! After all, they are not the type of insurance that involves regular adjustments or
multiple claims, such as motor vehicle insurance or workers compensation. They in-
variably carry large self-insured retentions and are regarded by financial institutions as
“catastrophe cover”, although the definition of catastrophe is open for debate.

Large premiums are often paid to underwriters for event risk protection. There would
seem little point in spending a great deal of money to purchase insurance, only to find
that one has prejudiced one’s rights to claim because of failing to comply with the
(sometimes onerous) terms and conditions of the policy; however it happens regularly.
Companies often don’t understand the policies they purchase. Such misunderstandings
generally revolve around reporting responsibilities, in particular as they apply to claims
and exposure changes. The policies under question are invariably written on a “Claims
Made” basis; that is to say that the policy must be in force at the time the claim is made
or when the circumstance giving rise to it first comes to light.

A major component in the risk management techniques in the case study revolved around
educating the organisation’s personnel on the intricacies of the insurance protection
purchased. The education programme addressed:

• the nature and scope of the cover;

• reporting guidelines; and

• changing exposure.

Reporting guidelines are particularly important as operations people need to under-
stand how the very strict reporting guidelines of these policies work, to ensure that
correct procedures for claims, claims circumstances and, as importantly, changes in
exposure are recognised.

The latter half of the 1990's hold some particular risk management exposures for finan-
cial institutions. These exposures relate to computer crime and the use of the internet.
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Over the period of one decade there have been three distinct exposures, the first being
the credit risk of the late eighties and the second being the liability risk of the early-to
mid-nineties. The third is the new risk from internet exposure.

Most risks for financial institutions are addressed from historical data. This is particu-
larly true in assessing risk from an insurance point of view. There is no such historical
data for internet risk, and insurance underwriters are very nervous about providing
insurance cover. One publication described the exposure as being similar to having put
a 30-foot thick steel door on a grass hut. No one was going to come in through the front
door, which was adequately protected by the traditional means, but little was being
done to protect the walls. New computer-driven exposure offers great challenges for
financial institutions.
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Risk Management Case Studies — Occupational
Safety and Health

Chris Peace*

1. Introduction
This chapter covers three case studies under UK Health and Safety legislation. The first
study considers problems associated with a hand held knife used in a chain of super-
markets. The second considers fire safety with aerosol products stored in distribution
warehouses. The third study considers the implications for changes in the law for the
thorough examination of specified plant and equipment.

The three studies are used to show that the legal regime under the New Zealand Health
and Safety in Employment Act 1992 can be used to work to the longer term advantage
of employers.

2. Implications of the Health and Safety in Employment Act 1992
The Health and Safety in Employment Act 1992 requires employers to discharge a
number of duties. These include in section 6:

that any plant ... is so arranged, designed, made and maintained that it is
safe for the employee to use

that ... employees are not exposed to hazards arising out of the storage of
things ... in their place of work

“Safe” is defined as meaning that a person is not exposed to any hazards. “Hazard” is
defined very widely to include an activity or substance that is an actual or potential
cause or source of harm and “harm” means illness, injury or both.

There are many hazards in workplaces. Some are quite obvious and others less so. If an
employer is to comply with Sections 6 to 10 there must be a system in place for the:

• identification of hazards;

• elimination (where practicable) of significant hazards;

• isolation of significant hazards that cannot be eliminated; and

• minimising of significant hazards that cannot be eliminated or isolated.

In other words, there must be a hazard management system.

The costs of getting a hazard management system wrong can be quite significant. Apart
from any potential legal costs and fines for a breach, there could well be costs associ-
ated with wasted capital expenditure, employee training, record keeping, etc.

The UK Health and Safety at Work Act 1974 imposed broadly similar requirements for
the management of risks. The duties in the act were elaborated on by regulations made
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in 1992. These made explicit requirements for there to be safety management systems
in all workplaces.

As a result of the requirements in the Act and the Regulations, the author carried out
two applied research projects for clients. A third project reviewed the effectiveness of
old-style legislation that required the examination of specified types of plant on a regu-
lar basis. The findings of the three projects can be used as examples of how a New
Zealand employer could deal with the need to research health and safety problems as
part of an active occupational safety and health management regime.

3. The Studies

3.1  Hand held knife
One employer used a knife that was designed for their use some 30 years before the
study. It was robust, cheap, effective for the work it was used for, and ugly. By 1993 the
employer had grown to employ some 25,000 people. About 20,000 of them had to use
the knife at some time or another. One new employee was trained in the correct use of
the knife, but some weeks later cut the tendons in three fingers of her left hand. The
injury was reported to the enforcement agency and an inspector investigated the injury.

Some time later the inspector served an improvement notice requiring the employer to
stop using the old knife and use a safety knife. The employer appealed against the
notice on several grounds. When the appeal was heard a consultant acting as an expert
witness was called. He gave evidence about the design, construction and use of the old
knife and comparable knives. The evidence was based on some simple tests and exami-
nations of the knives that were available. The appeal was upheld and the notice quashed
with costs awarded to the employer and against the inspector.

Occasional injuries continued and in late 1994 the consultant was asked to revise and
extend the witness statement into a complete report on knife safety in the organisation
(Peace, 1995a). By the end of the study the employer had grown to a work force of
some 30,000 people at 1,000 work sites.

The study was spread over a year and included extensive field work, tests on alternative
knives that might be suitable, field trials with possible knives and a review of knife user
training and actual practices. It was concluded that the original knife remained the only
viable choice and that it complied with the requirements of the UK safety legislation. It
was clearly shown that there were some 1.2 injuries associated with knives per year.

Hand held knives are hazardous tools and sometimes it is not possible to eliminate or
isolate those hazards. The study documented the evidence needed to show compliance
with the regulations and defend both criminal and civil legal proceedings for injuries
due to the use of the knife.

3.2  Aerosols in distribution warehouses
An employer had six large distribution warehouses. The company had strenuously re-
sisted advice that a catastrophic fire was foreseeable due to the storage and distribution
of a wide range of products that included domestic aerosols (furniture polish, hairspray,
cleaning compounds, etc.) from the warehouses. Such aerosols typically contained bu-
tane as the propellant. Butane had replaced CFC’s due to the damage the latter can
cause to the ozone layer.
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Aerosol fuelled fires have been reported in the USA and UK. They would typically take
a few minutes (often less than five) to spread to several seats of fire beyond the point of
origin. Within a short period of time the whole building would be on fire. By the time
that the fire service arrived they would be left with the task of containing the spread of
fire to adjacent buildings and accounting for evacuated employees. One fire that achieved
early notoriety was at a K Mart distribution warehouse in the early 1980’s. The very
large building was effectively destroyed within two hours at a cost of some $US100
million.

In June 1991 a fire started in palletised goods in a warehouse operated by the UK
employer. The goods included hair lacquer. The fire spread very rapidly in a vertical
direction. Aerosols were exploding and rocketing around the warehouse causing the
fire to spread horizontally. Employees were forced to run out of the building to evacu-
ate it safely. Within five minutes the roof had been holed and after two hours 70% of the
17,500 square metre building was destroyed. The fire smouldered, with occasional ex-
plosions and flare ups, for 48 hours after the main fire was out.

Apart from the catastrophic disruption to normal business, the material damage due to
the fire cost about $NZ30 million. There was also an increased cost of working of about
$NZ2.5 million and localised but significant pollution due to fire fighting water run off
into a lagoon. Fortunately, injuries were limited to some minor cuts and bruises and one
fire officer with a burn to the hand. This was caused by an aerosol rocketing towards
him.

Advice was given to the employer about the need to contain aerosols and install sprin-
kler systems. It was made clear that there would be problems with the insurers unless
some fire safety action was taken. Subsequently, each warehouse was sprinkler pro-
tected and aerosols were stored in special fire compartments. Employees referred to
them as the bomb shelters due to their construction.

The design of the aerosol stores was such that it disrupted normal patterns of picking
stock. Operational Management complained that they added to the costs of normal
work. As a result, a special study was commissioned in July 1995 to review warehouse
fires involving aerosols and the performance of aerosols in fires generally (Peace, 1995b).

During the study it was calculated that, at a minimum, there would be 100,000 aerosols
in a typical distribution warehouse. At times there might be as many as 250,000. A
series of open air fire tests were mounted at the Fire Service College at Moreton in the
Marsh.

Individual aerosols were dropped into an oil pan fire to see how they would behave.
Some exploded in a BLEVE (Boiling Liquid Expanding Vapour Explosion) to produce
fire balls about three metres in diameter. Some rocketed out of the fire with flames
clearly visible below their bottoms.

Twelve packs of aerosols, each containing 12 canisters, were then put on a pile of
pallets and the pallets ignited. Fire balls, rocketing canisters and BLEVE’s were clearly
visible from a safe distance of 70 metres.

This fire took less than seven minutes to destroy the test rig. Seven minutes is a little
longer than the average response time for the fire service to get to an urban fire. This
test showed the level of life safety risk due to a common domestic product when stored
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in large concentrations.

Executive management were shown a video of the fire tests and made an immediate
decision that the level of risk was too high to tolerate any reduction in the safety stand-
ards already set. Furthermore, they decided to lobby aerosol manufacturers to acceler-
ate the research into alternatives to butane as a propellant.

Some subsequent fires in supermarkets in the UK have involved aerosols. They have
been both large and rapid, and have shown the potential for injury to, or death of,
employees and members of the public. A further fire in another distribution warehouse
caused destruction of the building and contents in a matter of hours.

4. Old style legislation
Recent safety legislation in the UK has required the employer to assess risks and take
appropriate action to avoid or control those risks. Some of the older legislation origi-
nated in the Factories Acts of the mid 1800’s. It requires that specified items of plant
and equipment be subject to test and thorough examination at particular intervals. No
account is taken of the level of use or nature of the environment.

In the early 1990’s it was also discovered that the engineering insurers (who normally
carry out the tests and examinations) were interpreting the requirements of the legisla-
tion in varying ways — often to the disadvantage of employers. A draft EC Directive
on the examination of plant provided an opportunity to review the effectiveness of the
older legislation and consider the implications of the new legislation.

A study was carried out covering two major manufacturers, a retail and wholesale or-
ganisation and an emergency response organisation (Peace, 1996). In every case it was
found that the test and examination services were achieving little or no cost benefit to
the employers. Indeed, there were a number of cases where it was adding to their costs
with no additional benefits.

At the end of the study it was concluded that risk assessment based legislation could
successfully include requirements for thorough examinations. It would allow the em-
ployer to set risk assessment based examination intervals that reflect the actual level of
risk. Proposals were made for changes in UK law and documentation. Further propos-
als were made for changes to the practices of employers within the framework of the
current old style legislation. The proposed style of legislation and framework of guid-
ance was subsequently found to be very similar to some draft New Zealand Regula-
tions.

The proposals would also allow for more proactive maintenance systems to be used
such as condition based maintenance (see Figure 1). Condition based maintenance can
result in less down time and reduced costs for organisations operating complex or ex-
pensive equipment.

5. Relevance to New Zealand law and practice
Each of the cases described above was drawn from real world health and safety prob-
lems. In each case there were actual or potential costs to employers due to:

• the way that inspectors applied the law; or
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Figure 1: Algorithm for selecting maintenance systems after Baguley (1986)

• a failure to understand the risks to life and property from every day commodities; or

• obsolete legislation.

The first two case studies resulted in successful, immediate control of risks with the
possible medium-term elimination of a severe fire risk. In the last case study, the UK
Government will not be able to resolve the problems of obsolete legislation without
action by the EC. However, employers can still act to improve their own control of
risks due to plant.

In New Zealand, it is reasonable to say that relatively few employers have carried out
applied investigations and research into safety problems. There are, of course, some
notable exceptions such as the Logging Industry Research Organisation. Such investi-
gations are critical if employers are to show that they have taken all practicable steps to
manage workplace hazards.
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CHAPTER 17

Risk Management Case Studies — Health

Sir John Scott*

1. The Health Services as an Entity for a Case Study
The health services of any developed country testify to the problems that arise when
science and technology combine to produce a situation in which all that is possible can
not be accomplished due to resource constraints.  Tensions resulting from this imbal-
ance are increasing rapidly in most developed countries.

For present purposes, health generally provides an example of how technology transfer
is occurring in a bizarre, changing environment.  Complete lack of risk analysis skills
currently characterises a majority of health professionals and the organisations for which
they work.  The result can be parodied or likened to the antics of a blind-folded child
playing with a rectangular football on an avalanche or earthquake-prone field, full of
hollows and continually undulating planes.  Put another way, it is difficult to obtain a
firm foothold from which to gain a sound perspective.  Thus, the health services as an
entity provide a case study in risk management and this chapter approaches the topic
largely in terms of content.  The term health-disease industry will be used, although
many health professionals dislike such terminology.  It is normal practice for doctors in
general, perhaps somewhat less for medical academics, to protest that disease or acci-
dent management and their prevention constitute human activities that are unique, and
certainly sharply distinct from the activities of the industrial scene generally.  While
there is an element of truth in such a contention, the principles set out in earlier sections
of this book in terms of risk management, do apply fully to the health-disease industry.
Therefore, material presented in earlier chapters will not be repeated here.

The healing arts belong to a tradition which goes back to prehistory.  As far as recorded
history is concerned, application of scientific principles to this art/tradition dates from
Egyptian times with major phases of advance in ancient Greece and in Europe from the
late 17th century onwards.  Day-to-day activity within the health-disease industry is
still characterised by a mixture of so called art and application of science.  Recognition
of this quality is essential for any understanding of the problems in establishing inte-
grated risk management (IRM) within a modern health service.

2. Risk as an Integral Feature of Living
In an introduction to his recent book, Against the Gods — the Remarkable Story of
Risk, Peter Bernstein (Bernstein, 1996) writes:

The revolutionary idea that defines the boundary between modern times
and the past is the mastery of risk; the notion that the future is more than
a whim of the gods and that men and women are not passive before na-
ture.  Until human beings discovered a way across that boundary, the
future was a mirror of the past or the murky domain of oracles and sooth-
sayers who held a monopoly over knowledge of anticipated events

* Professor Emeritus, University of Auckland and Middlemore Hospital, South Auckland
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That quotation is relevant to the present context because a high proportion of men
and women still do not think or operate within the scientific realm.  These people
become ill and have accidents.  Their reactions and general behaviour vary in an
unpredictable manner, from the completely irrational to varying mixtures of ac-
ceptance and realism.  Various statutes enshrine self-determination as a valid hu-
man freedom, and thus people have not only the capacity but also the right to
behave in whatever manner they choose in terms of what they accept or reject
from a health service.  While that situation is no different from the factors sur-
rounding choice and purchase of an automobile, the environment within which
the transactions occur is very different.

People in general behave very differently in terms of their involvement with the
health-disease industry than they do with, for instance, the aviation industry. Ora-
cles and soothsayers have no place in determining the public perception concern-
ing the design and function of a Boeing 747.  Bernstein’s main thread concerns
the development of methods for analysing the future in advance, through predic-
tion based upon essentially mathematical perspectives.  His hope is to provide
people with an opportunity for choice and, hopefully, self-determined decisions.
He writes clearly although many will find the text somewhat difficult.  Health
professionals, including managers, who choose to follow the argument will be
aware of the paradoxes and conflicts that surround Bernstein’s arguments.  Peo-
ple still gamble with their resources, their health and their lives, e.g. through
cigarette smoking.  Bernstein quotes the statistician Maurice Kendall:

Humanity did not take control of society out of the realm of Divine
Providence ... to put it at the mercy of the laws of chance

He further quotes Jacob Bernoulli:

Nature has established patterns originating in the return of events,
but only for the most part

He points out that if such was not the case there would be no risk, i.e. everything
would be predictable.  Indeed life would be very easy for workers in the health-
disease industry, for politicians and for resource providers within both the public
and private sectors.  The fact of the matter is that politicians, and to some extent
resource providers, continue to take risks on behalf of themselves and the popu-
lation they seek to serve.  Both groups are still at the mercy of the “laws of chance.”
A simple example is the world-wide ignoring (even denial within New Zealand)
of inexplicable fluctuations in the presentation of acute illness.

3. Features that Distinguish the Health System Environment
As the power of technology applicable to medicine increases, the general public
perception is that predictability and precision will also increase, if not in parallel,
then possibly to an even greater extent.  Herein lies another major fallacy that
continues to trap resource providers, politicians, economists and risk managers.
Once again it is useful to borrow from Bernstein and his quotation from the writer
G K Chesterton:

Life is not an illogicality; yet it is a trap for logicians.  It looks just
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a little more mathematical and regular than it is; its exactitude is obvi-
ous, but its inexactitude is hidden; its wildness lies in wait.

This issue is often poorly perceived by clinicians as well as by patients or clients.  Moreo-
ver, techniques for handling the rising magnitude of uncertainty are, in general, poorly
developed within the health-disease industry (Logan and Scott, 1996).

It is important to analyse the basis for this inherent uncertainty.  The health-disease
industry is not primarily concerned with the production to narrow tolerances of a con-
stant product, such as a ball bearing.  The health industry employs people with all their
ranges of personalities, prejudices and so forth, to interact with another set of people,
the patients or clients, who have varying admixtures of the same characteristics.  In the
case of even the most complex corporate organisation producing a non-human indus-
trial product, the situation is complex enough but not strictly comparable.  In terms of
accident theory, those providing a health-accident service and those served by these
same services contribute to varying combinations of latent and active failures.  The
defence mechanisms breached in relation to the failures vary enormously in complex-
ity (de Leval, 1994).  Consequences to organisations and individuals cover an enor-
mous range.  As society becomes more complex, grand tragedies of Shakespearian
dimensions arise, and fatal flaws within systems ultimately declare themselves through
critical actions of individual people — whose action or inaction results from extremely
complicated interactions of personality, background and superficially irrelevant fac-
tors.  The tragedy of Valeri Legasov has all the dimensions of King Lear (de Leval,
1994).

Marshall Marinker, Director of Medical Education for Merck Sharpe and Dohme Lim-
ited, and a visiting Professor of General Practice in London, has concluded that three
key features underlie policy-making in health care.  These are:

• the profound uncertainties and ambiguities in medicine that masquerade as facts;

• the pervasiveness of conflicting ideas and values; and

• the complexity of the group process by which we come to an agreement about what
to do (Marinker, 1994).

Such a list has an ominous ring to lawyers, underwriters and others concerned with risk
management of private and public provider organisations.  The fashionable concept of
evidence-based medicine assumes that there are firm facts upon which policies and
specific protocols may be based.  The more such factual evidence is examined, how-
ever, the more, to quote Marinker: medicine and health appear to be less scientifically
factual, than morally factitious (Marinker, 1994).  It is therefore not surprising that
there are wide variations in approaches to clinical problems and to the handling of
diseases or accidents, be they related to prevention, or management in the long or short
term.  While biosciences have been in the forefront of development of statistical math-
ematics, we are unlikely ever, using the analogies of Bernstein, to be able to predict
individual choices with the precision inherent, for instance, in mechanical engineering.
IRM in health must accept these restraints.

What is known as the guidelines for clinical practice movement worldwide is a re-
sponse to these difficulties.  The stimulus has come partly from developments in the
medico-legal arena but more powerfully from the funders.  These comprise govern-
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ments, insurance companies, for-profit and non-profit co-operatives.  With support from
Adis Press and Merck Sharpe and Dohme Limited, a New Zealand booklet entitled
Guidelines for Guidelines has been produced. This squarely faces the central issue,
namely that it is very difficult to develop guidelines that satisfy the medico-legal and
risk management needs of the funders or purchasers, when patient preferences must not
only be taken into account, but may be the major determinants as to how resources are
ultimately allocated (Guidelines for Guidelines, 1996).  Marinker quotes an example
from the discussion which underlay the preparation of the monograph edited by him
(Marinker, 1994).  A woman had surveyed carefully the evidence that local removal of
a breast lump was as safe in her case as radical mastectomy.  However, she opted for the
much more mutilating radical procedure on the ground that her breast had betrayed her
and she wanted it totally removed: as she put it, her breast was no longer a part of her
body, it had become its enemy (Marinker, 1994).  This example highlights all the diffi-
culties that compound to produce the critical unpredictablity so characteristic of this
particular industrial model.  How does a risk manager or an actuary underwrite such a
complex pattern of possible outcomes and possible claims by aggrieved parties?  For
instance, if the woman just quoted decided subsequently that her surgeon had not inter-
preted her wishes appropriately, who is generally accountable?

Automobile manufacturers tackle questions of quality perception by clients in a rela-
tively easy environment, although they may not believe this.  They produce a vehicle
that incorporates the average of a range of evolving public expectations on each aspect
of design.  In time, the public makes a choice between the automobile so produced by
manufacturer A, versus manufacturer B.  Patients’ perceptions concerning what they
expect from a health service are much more complex and difficult to analyse.  The
concept of averaging for health care resource allocation is not acceptable to most peo-
ple.  Just what is acceptable has never been agreed upon in any western country.  For
one thing, some people’s expectations are guided by politicians or sections of the media
who get away with statements, for instance relating to hopes for cancer sufferers, that
would be actionable if they applied to claims for performance of an automobile.

In the health-disease arena, more than any other, human needs are not facts relating to
people, but rather are values.  Put another way, the perceived needs are wishes or de-
sires of a particular person and they are fashioned by the beliefs and values of that
person (Bernstein, 1996).  This concept in turn adds considerable complexity to the risk
management situation in relation to complaints and claims against health organisations
and staff.  The same considerations transcend individual transactions because the sum
of the difficulties compounds with major political issues concerning resource alloca-
tion.  As Klein has put it:

In short, health policies inescapably raise questions about the nature of our society and
our political system (Klein, 1996).

Although highly relevant, that particular topic will not be taken further in the present
chapter.  Its omnipresence must nevertheless be remembered.

A summary of the key factors and influences relevant to risk management and medi-
cine is set out by Dr Robert Maxwell, Chief Executive of the Kings Fund in Marinker’s
monograph (Maxwell, 1994).  Maxwell writes:
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Quantifying the size and nature of the risk that ought to be conveyed (to
a patient or family) is not easy.  Nor are some of the assumptions transfer-
able across national or cultural boundaries.  For example, loss of a tes-
ticle is ‘worth’ ten times as much in Ireland as in the UK.

4. The Health-disease Industry in a Wider Context
Fortunately, people within the health-disease industry, although weighed down by these
problems, are not shrinking from the need to tackle them.  Certainly, there will always
be those health practitioners and managers who run away from consideration of these
issues and say that their solution is the responsibility of the funders, other managers,
the politicians and so-forth.  Ultimately, it is the responsibility of the politicians to
settle that quantum of state resource that will be allocated to the public health system,
including the sub-quantum required to establish the necessary information base, plus
the analytical and audit procedures upon which a satisfactory IRM system can be evolved
and steadily improved.  Given all the complexity, there will be continuing controversy
in this arena, because the individual values and expectations of people will conflict
with what must be the commonsense determinations for a country as a whole.

The complex health industry is crying out for integrated systems of IRM.  In economic
terms there is an irony in the situation whereby a relatively high proportion of GDP in
many countries relates to one of the most disorganised arenas in terms of risk manage-
ment.  The need has indeed been recognised from the 1950’s onwards in the United
States.  Despite popular belief, the medical-legal situation has not been the only prime
mover — economic considerations have increasingly provided the challenges.

For the past two decades, one of the leading analysts of this situation has been Profes-
sor Troyen Brennan who is a professor of law, public health and medicine at the Harvard
School of Public Health and Harvard Medical School.  Brennan has worked with Donald
M Berwick who is President and Chief Executive Officer of the Institute of Health Care
Improvement in Boston.  Brennan and Berwick have published an analysis of the prob-
lems of the American healthcare system in terms of, “regulation, markets and the qual-
ity” that is delivered (Brennan and Berwick, 1996).  Brennan’s thinking is heavily based
upon his team’s gathering of evidence which, when first published, was startling in the
extreme.  Initial studies of Brennan’s group centred around the issue of preventable
versus inevitable adverse events occurring within a wide range of hospitals.  These
studies were retrospective but careful attention was paid to the known traps including
outcome bias.  His now famous Harvard Medical Practice Study surveyed 51 randomly
selected acute care hospitals in the State of New York.  In 1984, 30,121 randomly
selected case records were studied (Brennan et al., 1991).  The results are summarised
in Table 1.

In most relevant literature, “adverse events” (often abbreviated to AE’s), are defined as
events occurring during, or attributed (directly or indirectly) to some therapeutic proce-
dure or programme, which bring about unintended injuries or complications. In turn,
there is a resultant disability, death or prolongation of hospitalisation, or delay in return
to employment, etc. The sequence of events is caused by, not the patient’s original or
continuing disease process or accident, but rather by health care/accident handling
management issues.
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Some, but not the majority, of adverse events fall within the boundaries of negligent
practice by health workers. The setting of such boundaries between non-negligent based
and potentially culpable negligence based adverse events, is clearly an area for clashes
of perspective amongst the parties involved, and ripe for controversy.

Not surprisingly, sections of the media have extrapolated from the data summarised in
Table 1, and compounded figures over varying and usually unstated time periods of up
to a decade or more to produce sensational reports for popular and political consump-
tion. One dramatic message thus produced received wide coverage and implied that
6,895 patients in New York had died to some extent at least because of negligent ad-
verse events.  Using the same case record material, Localio and associates studied mal-
practice claims.  State-wide there were 27,179 instances of an adverse event at least
partially related to negligence.  However, only 3,570 claims resulted.  Amongst these
claims however, there was a mismatch in that under 2% of claims made were related to
genuine negligence.  To quote Localio:

medical malpractice litigation infrequently compensates patients injured
by medical negligence and rarely identifies and holds providers account-
able for substandard care (Localio et al, 1991).

Brennan and his group undertook rather similar studies of medical injuries in the States
of Utah and Colorado in 1992 — this time looking at approximately 15,000
hospitalisations per State. Medical injury rates were remarkably comparable at 2.5%
and 3%.  The percentage of adverse events due to negligence was similar to that ob-
served in the earlier New York Study, and definitions of negligence-associated events
were common to the two USA studies.

Similar work has been undertaken in Australia via the Quality in Australian Health
Care Study reported by Wilson et al in 1995 (Wilson et al., 1995).  The key results are
also incorporated in Table 1.  In the Australian study, 13.7% of adverse events were
associated with permanent disability and 4.9% with death.  Once again, the media drama-
tised the study results and extrapolated for a total Australian population, with the an-
nouncement that 12,500 Australian patients had died at least in part through prevent-

New York
New South Wales/South  

Australia  

Year of study 1984 1992

Randomly selected  
records examined, N = 30,121 14,179

AEs expressed as %  
total admissions 3.7% 16.6%

Consequence of AEs
(as % total AEs)

Minimal Disability
56.8%  

(recovery in 1 month) 46.6%

Significant Disability
13.7%  

(recovery, 1-6 months)
13.7%  

(including permanent total disability)

Permanent Total Disability 2.6% —

Contributed to death 13.6% 4.9%

Figures adapted from Leape, Brennan et al 1991 and Wilson, Runciman et al 1995.

Table 1: Frequency and consequences of adverse events (AEs) in randomly
selected acute care hospitals in USA (NY) and Australia (NSW & SA).
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able adverse events.  Work of this type is also underway in New Zealand and health
professionals would expect the results to be similar in this country.  The case is there-
fore made for increasing concentration upon IRM.  Similarly, in the United Kingdom,
the topic has assumed major importance and a text book entitled Clinical Risk Manage-
ment has been produced under the editorship of Charles Vincent by the British Medical
Journal publishing group (Vincent, 1995).  This sets out in a logical manner the rel-
evant history and principles of risk management systems for reducing risk in clinical
situations and lists basic proposals for implementing risk management.  Much of the
more basic material is included within earlier chapters of the present monograph.  As a
whole, the book edited by Dr Vincent indicates the patchy and incomplete place which
IRM has so far achieved in the United Kingdom (Vincent, 1995).

5. The Crucial Manager-clinician Divide
In contrast to other complex organisations, such as the defence industry, the present
major disorganisation within the health-disease industry is causing major difficulties
for those wishing to institute IRM.  In turn, much of the disorganisation derives from
the clash of perspectives between the health professionals and the new classes of man-
agers.  Clinicians have traditionally practiced with autonomy and various forms of self-
regulation.  They feel threatened when a new class of participants, the managers, is
seemingly thrust upon them and begins to institute audits of clinical activity.  All too
frequently managers now analyse situations completely independently of the clinicians,
and often on a purely fiscal basis.  Often they apply the “bad apples” principle rather
than a continuous improvement model.  Thus, the theoretically sound separation of the
audit process and its analysis from the clinical perspective, not infrequently leads to
distortions in conclusions.  If there is one single major difficulty inhibiting establish-
ment of sound IRM, it is this conflict between the emerging managerial classes and the
health professionals themselves.  That conflict has been intensified by the obviously
laudable calls for accountability, for external audits of professional activity, and for the
institution of a series of complaints procedures.  Given all the uncertainties and so forth
as seen from their perspective, some health professionals see these calls for account-
ability as threats seemingly based on hidden agendas.  Moreover, they perceive the
politicians as promoting accountability as a screen to hide vacillation and incompe-
tence at the political level of resource allocation and health service design.

6. Legal Difficulties — Factors Inhibiting Rational Development of IRM
Within the British Commonwealth and the United States, an unfortunate consequence
of these conflicts has been destruction of some of the valuable features of the old tradi-
tional practices based on so-called collegiality, essential to which was the fostering of
trust between professional groups.  In turn, a form of trust existed between the profes-
sionals and the patients or clients.  While complaints procedures can be instituted in a
manner capable of preserving or enhancing trust, that has not been the pattern in many
countries over the last decade or so.  Moreover, it needs to be remembered that the
transactions between health professionals and patients take place in a situation, particu-
larly in the public sector, which does not meet the requirements of a true market, and is
not likely to do so for many decades to come.  When conflicts arise within both the
United States and British Commonwealth, the higher level of complaints is settled
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through an adversarial legal system.  This situation has steadily exposed the defects
within our traditional legal processes.

The aggrieved patient or client should, ideally, achieve satisfaction or redress as soon
as possible.  This requires relatively simple mechanisms for complaint resolution, or
rapid transfer of that complaint, be it in relation to negligence or not, to some legal
tribunal.  In New Zealand and elsewhere, however, this process immediately sets up a
system of imbalance between the parties, plus a series of lengthy delays.  The parties
themselves, in terms of their dependencies, do not consist of simple categories.  Pa-
tients are not equal economically or otherwise and their access to quality legal repre-
sentation varies widely.  Corporate organisations such as hospitals usually have better
representation, on average, than the private citizen.  The discovery principle notwith-
standing, access to information will not be equal for the plaintiff and the defendants.

In the health-disease industry, things are never simple. There will always be issues
where apparent negligence or other causes of unsatisfactory outcome (adverse events)
can be linked, honestly or dishonestly, to systems and methods failures based on inad-
equate resources.  Complacency within the legal profession can lead to the pretence
that the current adversarial legal system provides the most appropriate model for han-
dling the majority of these issues.  Inherently it cannot do so — the legal process exists
to find a winner for a particular case, not to produce justice.  The lawyer appearing for
a plaintiff and the lawyer appearing for the defendant under our adversarial systems are
not primarily concerned with natural justice, or with better allocation of resources, or
overall improvement of the health services, but rather with winning the case.  The work
of Brennan and his associates supports the contention that maintenance of the right to
sue has not provided an effective stimulus to development of enhanced professional
competence, continued improvements schemes, or even a goal for continuing educa-
tion of health professionals.  On the contrary, the worst cases in the British Common-
wealth at least, are settled out-of-court, by the health professional’s indemnifiers, with-
out any publicity or exposure to public or professional opprobrium.  Cases where liabil-
ity and related issues are finely balanced are the ones that go to court.

As the complexity of technological and clinical procedures increases, and the pace of
work within the health-disease industry quickens, the number and complexity of com-
plaints will also increase.  Much lip service is paid to the importance of better commu-
nication between the parties.  The time a patient spends in a hospital is steadily decreas-
ing, thus progressively also reducing the opportunity for two-way or three-way com-
munication.  A disturbing trend is already evident in the USA and British Common-
wealth whereby organisations faced with potentially expensive civil litigation make
every effort to lay the blame for a particular untoward or adverse event on to individual
professionals.  Concurrently every attempt is made to exclude the methods and systems
of the organisation from legal analysis.  In turn, the various professional groups try to
shift responsibility to others, e.g. from doctors to the nurses.  Thus there may be a
cascade of decreasing legal resource for the defendants in this sequence.  Moreover this
has been happening in an environment where collegiality and trust have been disrupted.
Thus professionals fear the consequences of discussing their involvement in adverse
events even with close colleagues.  This trend is running counter to what is needed,
particularly for intelligent application of the principles of risk control.  Within New
Zealand, specific legislation has been necessary via the Medical Practitioners Act to



213

John Scott

protect audit procedures and their confidentiality.  Before this enactment, activity of
highly effective anaesthetic mortality audit committees virtually ceased because the
environment was not adequately protected.

In countries like New Zealand at present, it is not surprising that the majority of signifi-
cant legal actions relate to loss control, that is they are concerned with restricting liabil-
ity or the level of potential damages following on from a particular adverse event.  So-
called risk control that relates to the analysis of the circumstances that lead to the com-
plaint or claim in the first place, has received far less emphasis.  The perverse nature of
present balance must not be laid at door of the Accident Rehabilitation Compensation
and Insurance Legislation.  While that may be far from perfect, it is the relationship
between aspects of the legal system and its translation into various committees and
tribunals which forms the major determinant of the present unhappy situation.

All this has been addressed in the United Kingdom by Lord Woolf, in a set of proposals
for overhauling medical negligence litigation. In this context the term “medical” should
be interpreted widely (Dyer, 1996; Burn, 1996; Richards et al., 1996).  Lord Woolf is an
advocate for major changes, heading in the direction of compulsory arbitration and
establishment of what amounts to a separate section of the legal system for handling
what may be regarded as issues arising from failure of IRM.

Opposition to the changes, or at least very cautious exploration of them, is to be ex-
pected from within the traditionally conservative UK legal system (Burn, 1996).  Just
as Klein (Klein, 1996) is stressing the need for across-societal changes in perspective
and balances within the health system, so Lord Woolf is seeking “greater openness and
partnership between doctors, lawyers, judges and patients” (Richards et al., 1996). In
her commentary, Suzanne Burn (Burn, 1996) stresses that any changes must be prop-
erly resourced. In most countries integrated information systems either do not exist or
are vestigial as far as health services are concerned.  Integrated risk management can-
not be established satisfactorily until adequate systems are available to provide instantly
accessible information.

Besides deficiencies in the legal and information technology systems, other major in-
fluences are hindering development of IRM in countries like New Zealand.  Again
these arise directly from the speed of technology advance at a time when resources are
progressively constrained.  One set of such issues straddles both the privately provided,
and the publicly funded sections of the Health Service.  Since the late 1930’s, within
the private system in terms of monetary reward, and within the public system in terms
of contract conditions, higher rewards have been paid for the application of a technical
skill by a health professional rather than for the expenditure of time.  Thus, those who
apply a particular technology, while refining it, will become progressively more skilled
in its application. They will also defend their “patch”, so to speak, in the face of new
advances and new technologies.  Given that this is happening in a situation where ideal
market conditions do not prevail, there is considerable potential for further perverse
outcomes. Risk management issues will arise again with increasing frequency and in-
tensity.

7. Emerging Technologies and Integrated Risk Management
The key issues may not be obvious immediately.  Computerised axial tomography or
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CAT scanning has transformed many areas of diagnosis and paved the way for newer
and more powerful organ imaging procedures.  These developments have threatened
successively, various groups of health professionals who have invested heavily at dif-
ferent points along this pathway.  CAT scanners are not cheap to install or run although,
superficially, they are cheaper than Magnetic Resonances Imaging Units or MRI scan-
ners.  Such a simple fiscal viewpoint however, is dangerous for an organisation and its
risk managers.  In both the private and public systems, a patient or client can never be
fully informed, no matter how much time and resources are put into that process.  Yet,
except when they are treating colleagues, the health professionals will always hold the
information advantage during a particular client-professional interaction.  Within such
an interaction it may not be made clear, for instance, that about 30% of the increase in
ionising radiation exposure to the public generally is said to have resulted from the use
of CAT Scanners in at least some communities.  An organisation which, for fiscal rea-
sons, wishes to advocate its CAT Scanner facilities, as opposed to introduction of MRI,
is unlikely to stress that particular point.  However, a genuinely upset patient who feels
they have been misdiagnosed by use of inappropriate technology may employ a lawyer
who does his or her homework for the client thoroughly.  A very complex medico-legal
situation may then arise.

The risk manager for a particular hospital or group practice would be faced with a
series of complex and unresolved issues concerning earnings on capital, versus depre-
ciation on the one hand, and hotly contested professional demarcation disputes on the
other.  An illustrative example concerns a relatively common condition — gallstone
and gallbladder disease.  Gallstones, gallbladder and bile duct disease are common
conditions that are occasionally life threatening.  More often they cause distressing
symptoms, loss of earnings and disruption of a person’s life.  At present there are major
demarcation disputes between groups of health professionals in terms of diagnosis and
management of these common conditions.

The present orthodox diagnostic sequence was established in the 1970’s and steadily
perfected through into the 1990’s.  This involves a preliminary ultrasound examination
of the upper abdomen followed by the insertion of a tube through the mouth into the
first part of the small gut or duodenum.  The bile duct and gall bladder are then outlined
with a contrast agent or “dye” injected via the tube.  The term dye is loosely applied to
a fluid which is radio opaque and thus outlines hollow and tubular structures, in con-
trast to the less radio dense (X-ray absorbent) tissue structures. The procedure is re-
ferred to as ERCP (endoscopic retrograde cholangio pancreatography). During the pro-
cedure it is frequently possible to remove a gallstone and certainly to biopsy any suspi-
cious lesion that has been identified by the diagnostic procedure itself.  The total cost of
the sequence is moderately high and success in either removing gallstones or in secur-
ing a biopsy diagnosis is less than 100%.  The diagnostic procedure is generally re-
garded as having a morbidity of 7% and a mortality of 1%, averaged over many centres.
When the procedure is undertaken only 20% of patients are demonstrated to have stones
requiring removal.  One major unwanted effect is pancreatitis, which occurs in 1% to
5% of the cases.  Occasionally, infection develops in the biliary system.  There are other
risks from the passage of the tube itself such as haemorrhage and perforation of a viscus.
Sometimes people aspirate material into their lungs during a procedure or at its conclu-
sion.  A sedative, and at times an anaesthetic, is required.  In 5% to 15% of cases the
cannulation of the bile duct is not achieved or the dye procedure fails in between 3%
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and 9% of cases, depending upon which figures are quoted.  If an obstruction is present
there may be difficulties in working out the pathology upstream.  The risks of the pro-
cedure increase with the extent to which cannulation is undertaken.  As with many
procedures, good training and continuing experience are associated with better results.
Thus technique is highly operator dependent. Nevertheless the procedure constituted a
marked advance in the management of patients with gallbladder and bile duct disease.
Heavy investment in the equipment and training was certainly justified.

The third generation of MRI Scanners can delineate the anatomy and abnormalities of
the biliary system with much greater precision and consistency than can the above
sequence.  MRI Scanning involves no radiation exposure.  Obviously, an MRI proce-
dure alone cannot lead to treatment through removal of a gallstone in a common bile
duct.  The procedure is non-invasive, is faster and does not require a hospital stay.
Overall there is a lower cost per procedure.  A MRI of high quality can sort out those
patients who need the full diagnostic procedure from those who do not.  Herein lies the
basis of the economic arguments underlying the professional demarcation disputes.
Twenty percent of patients undergoing the orthodox procedure (ERCP) will have a
stone demonstrated — i.e. 80% will not.  For one hundred patients undergoing ERCP at
$1200 a procedure the total cost will be $120,000.  An MRI procedure at the same
diagnostic centre might cost $400.  For 80% of the patients this procedure will be
adequate. For the remaining 20% the MRI procedure will be followed by a therapeutic
ERCP for a total cost of $64,000.  The overall savings per 100 patients by undertaking
a preliminary MRI will be $56,000.  While these individual figures can be disputed, the
general dimensions of the finances cannot be challenged.  The risk management issues
centre around the morbidity and mortality amongst the 80% undergoing an ERCP who
in fact could be shown by the simpler overall cheaper procedure not to have had gall-
stones present in their common bile ducts (Outwater and Gordon, 1994; Reinhold and
Bret, 1996).

8. Analysis of Adverse Events — a Significant Tool
Until relatively recently in the United States, Australia, New Zealand and similar coun-
tries, the various factors underlying adverse events were not generally known and in
most areas have not been investigated.  The work of Professor Brennan and his col-
leagues has indeed created controversy, but a major change in attitude towards clinical
audit by accreditation of professionals and of institutions has made slow progress.  That
situation is now changing relatively rapidly.  Distinctions between risk control and loss
control are gradually becoming realised within health service arenas.  Tighter fiscal
control measures are being enforced in countries like Australia and New Zealand, and
the consequent issues are becoming sharper.  Attention is being paid progressively, not
only to systems for enhancing simple fiscal “efficiency”, but also in terms of output and
outcomes versus expenditure.  The systems for enhancing overall achievement (suc-
cess) of an institution and for diminishing failure are now being considered seriously
and a number of institutions are employing some of the analytical systems and experts
available internationally.  Concurrently medical professionals are becoming more open
in terms of discussing directly with patients and families the factors surrounding par-
ticular adverse events.  There is increasing recognition that patients prefer even minor
mistakes to be acknowledged by health professionals (Whitman et al., 1996).
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9. The Present Situation in New Zealand
The disturbing frequency of adverse events in both public and private hospitals demon-
strated in the United States and Australia has led to a general belief that similar levels
exist within New Zealand that have not been adequately documented.  The adverse
event frequency, which may lead to claims or complaints within New Zealand, can be
assessed to some extent from ARCIC data.  Such information helps identify areas that
require initial and then maximum exploration in terms of both risk control and loss
control.  This incomplete information can then be combined with data from interna-
tional studies, which have delineated the range of risk management strategies avail-
able.  Table 2 sets out an extrapolation relative to the average New Zealand situation for
potentially useful risk management strategies derived from international literature.  The
figures indicate the percentage of the risk management budget that, on current evi-
dence, could be usefully devoted to particular activities.  Inherent in this subdivision of
risk management strategies is the concept that it is the systems rather than professional
standards that are primarily at fault in relation to the prevalence of adverse events in our
hospitals.  Despite this, in New Zealand at present one-third of the claims are made
solely against doctors, one-third solely against an institution, and one-third involve
both health professionals and the associated institution.

Improved Documentation 15%

Promotion of Peer Review 12%

Attention to Communication Skills 9%

Credentialling (People & Organisations) 12%

Improvement of Diagnostic Skills 8%

Prevention of Falls (Geriatrics) 8%

Systems Development (Clinician - Management) 8%

Application of Systems Review 10%

Other 18%

Table 2:  Strategies for risk management (percentage of budget)

Where does New Zealand stand overall in relation to developments in IRM?  There
have been some thoughtful and constructive initiatives but most developments have
been haphazard and not part of a coordinated strategy.  When the health reforms were
initiated in New Zealand in 1990-91, Government set up a Crown Company Monitor-
ing Unit and various advisory committees.  Government does recognise the need for a
cultural revolution in relation to quality control and for the institution of audit cycles
and particularly for establishment of good information systems.  The intentions have
been laudable, but the resources assigned to these functions (either directly as part of
government policy, or in the form of instructions, initially to the Regional Health Au-
thorities and, more recently, to a single central Health Funding Authority, regarding
their purchasing arrangements), have proved to be inadequate and the allocations poorly
coordinated.  Much time has been spent, and much wasted, in trying to establish an
environment in which clinicians and managers can come to accept their joint role in
designing and implementing these various procedures and continuous improvement
systems.  Provision of adequate information systems remains patchy and in some areas
these have been very poorly planned and implemented.  Partnership between private
and public systems has also developed in a very patchy manner.  Major educational
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programmes in relation to patient management, and resource management generally,
have been inadequately funded or remain a dream rather than a realty.  Little movement
has occurred in the legal arena, and usually at the instigation of health professionals
against considerable resistance from within the legal profession.  ISO 9000 principles
are being introduced slowly.  As mentioned earlier, some changes have been in the
wrong direction through thoughtless encouragement of various complaint and external
audit procedures, instituted without due consideration of the nature of health profes-
sional practice in all its complexity.

There is still uncertainty concerning recruitment into the ranks of risk managers within
the New Zealand health service.  People undertaking these tasks have tended to come
from insurance or law.  When organisations such as hospitals have employed consult-
ants, there has been a tendency to employ “off-the-shelf” policies which are often ill-
adapted to local circumstances and needs.  It is clear that risk managers must be drawn
from a variety of disciplines and not just from people with an actuarial, legal or MBA
qualification.  If possible, part of their training should take place within sections of the
health professional undergraduate or graduate programmes and they should certainly
spend time studying the health service at the work place.  The key to their success will
be their ability to relate easily and constructively with health professionals.  They must
relate to the evolving legal system if they do not come from that themselves.  They
should see their role as one of facilitation aimed at reducing the frequency of adverse
events and enhancement of performance by the system as a whole, and by those work-
ing within it.  Primarily, they should be listeners, observers and analysts, rather than
dictatorial leaders or exponents of particular ideologies.  Considerable flexibility will
be a major need from now on in the design of policy relating to activities of individual
professionals and to organisations.

Given the complexity and difficulties within the background of the health service, there
are some encouraging signs that the climate is beginning to change in the right direc-
tion in terms of professional attitudes at least.  There is a growing perception that eco-
nomic considerations can no longer be divorced from individual clinical practice.  It
should be possible to assess increasingly the quality of medical practice, and patient-
professional interaction.  The health-disease industry can no longer be regarded as a
purely self-controlled conglomerate.  Patients, their families and the health profession-
als must adapt increasingly.  In these terms, abdication to the legal process alone will be
tragic.  Cooperation and continuing dialogue must proceed progressively in a non-
adversarial system, in an atmosphere of trust and mutual respect involving managers
from various disciplines including underwriters, actuaries, lawyers and clinicians.

10. Summary
It has been argued that risk management procedures in medicine evolved essentially in
North America because health professionals perceived and reacted to a deteriorating
medico-legal climate.  In truth the main driving forces now relate to the consequences
of advancing technology in an increasingly crowded world, with progressively con-
strained resources in terms of what can be achieved versus what is possible.  Evolution
of IRM within health is an inevitable consequence.  Travelling hopefully won’t be
enough because the crisis has arrived.

Risk management in engineering differs somewhat, but the processes and background
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are applicable to the health scene.  As with other scientific activities, engineering knowl-
edge advances to some extent by disproving previous beliefs and dogma, but largely
upon the basis of knowledge accretion.  In turn, that accumulated knowledge has been
tested in the crucible of experience.  Engineers who choose to deviate from the wisdom
encapsulated in that accumulated experience are either reckless or, hopefully, do so
upon the basis of carefully calculated risk-taking.  They nevertheless place themselves
and their corporations and the public at risk.  In addition, allowances are made for
natural disasters and certain other areas of non-predictablility.  Despite all those con-
siderations, risks are also taken for economic reasons, that is, to gain certain advantages
over a competitor.  As in medicine, engineering projects and outputs depend upon the
application of a series of technologies and skills, each stage being prone to personal
errors, which may or may not be largely dependent upon methods and systems.  Each of
the stages is available for analysis in relation to error and failing of systems and people.
Sensitivity analysis of the type outlined by Kent Stephens in Chapter 24 of this book,
has introduced a powerful tool that has a demonstrable basis in sounder logic than the
traditional strategies for lowering the frequency of adverse events.  The risk determina-
tion approach, which seeks to identify what should not be happening, is ideal to such
issues as those faced by anaesthetists (Barber, 1997).

Medicine differs in that an entirely different level of risk is commonly accepted.  Op-
erative procedures and application of pharmaceutical manoeuvres inherently involve
risks that can be broadly measured for a group of patients but not in specific terms for
the individual.  Biological variation between one person and another is a major prob-
lem.  The engineering equivalent might be differences in characteristics of construction
materials, but these differences can be analysed with a precision that is still not avail-
able to those working in biological fields.  The problem of unpredictable biological
reactions is recognised by statute in New Zealand in relation to ARCIC.  There are
statutory clauses defining the adverse events, which are either acceptable or non-ac-
ceptable and indicating in general terms at least what must be explained to patients to
varying extents of detail.  Nevertheless, health professionals have to be taught, and
must acquire a capacity for risk taking that would not be acceptable for most engineers
in terms of the structures they build or articles they manufacture.  However, engineers
and health professionals have much to share in terms of perspectives on risk manage-
ment, particularly in relation to the step-wise analysis of errors, systems and personal
failures.
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Case study: The Risk of Introducing Rabies
through the Importation of Dogs

Stuart C MacDiarmid* and Kevin C Corrin**

1. Introduction
The application of formal risk assessment to animal quarantine is still in its infancy, but
the obligations of membership in the World Trade Organisation mean that quarantine
authorities are having to conduct quantitative risk assessments with increasing frequency
(MacDiarmid, 1997).  In recent years the New Zealand Ministry of Agriculture has
conducted quantitative assessments of the risks posed by the importation of a number
of animals or animal products (MacDiarmid, 1993, 1997).  One such assessment is that
carried out to determine the risk that the importation of dogs could introduce rabies.

Rabies is an invariably lethal viral disease which can affect all mammals, including
humans. Infection is transmitted in the saliva of rabid animals. Fortunately rabies has
never occurred in New Zealand, having been kept out by a combination of isolation and
stringent quarantine measures.

Until recently, importation of dogs was restricted to those which could be demonstrated
to have lived for a minimum of six months in one of a small group of rabies-free coun-
tries comprising Australia, Sweden, Norway, the United Kingdom and Hawaii.  Immi-
grants and New Zealanders returning to this country after sojourns overseas had fre-
quently protested at the long, and expensive, period of separation from family pets
required under this import policy. However, recent elucidation of the epidemiology of
rabies and demonstration of the efficacy of modern vaccines led the Ministry of Agri-
culture to review import policies.

Developed countries in which rabies is endemic have programmes in place to control
urban rabies.  The disease is notifiable, vaccination is encouraged and, in some cases,
attempts are made to reduce the incidence in wild animals. Modern vaccines are more
effective than those used previously and serological tests capable of measuring the
degree of immunity developed in response to vaccination are available. In recognition
of these developments a number of countries have been moving away from dependence
on prolonged quarantine towards policies based on verification of vaccination status as
an additional or alternative safeguard.

It is against this background that an assessment was made of the risk of releasing a
rabid dog from quarantine under each of a number of import policies based on quaran-
tine periods of different duration, with or without verified vaccination status (Corrin
and MacDiarmid, 1997).  The PC programme @Risk (Palisade Corporation) was used
to construct a Monte Carlo-type simulation model (Vose, 1997) which calculated the
“unrestricted risk” of importing a rabies-infected dog, in the absence of any safeguards.

CHAPTER 18

* National Manager (Agricultural Security and Animal Health), Ministry of Agriculture, Wellington
** National Manager (Biosecurity/Quarantine), Ministry of Agriculture, Wellington
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The model then calculated the risk-reducing effects of vaccination and quarantine.

2. Wildlife Rabies
Rabies is maintained in wildlife in various parts of the world.  Where several species
are involved in wildlife cycles, strain variants of the rabies virus tend to be restricted to
a particular host species in any one geographic area.  It is unlikely that a rabies strain
adapted to a particular wildlife species would become established should it be intro-
duced into a new species of wildlife in a new geographic area (Forman, 1993).

In countries in which rabies is not endemic in urban dog populations, infection of do-
mestic animals or humans is a spillover phenomenon and does not usually result in the
establishment of a new cycle.  For example, there have been no documented cases of
dog-to-dog, or cat-to-cat transmission of rabies within Europe.

3. Urban Rabies
The cycling of the disease in stray and feral dogs and cats, so-called “urban rabies”, is
more dangerous to humans than rabies in wildlife, and accounts for an estimated 96%
of all recorded human cases (WHO, 1993).

While wildlife rabies is more common in the temperate regions of the world, urban
rabies predominates in tropical countries.  Dogs imported from such countries in Af-
rica, Asia and South America present the greatest risk of introducing a rabies strain that
could establish a cycle in indigenous dogs.  Despite this, it is unlikely that such a strain
of rabies would establish if introduced into New Zealand because the dog population in
this country is subject to a relatively high level of control.  There would, however, be
considerable outrage and distress if an imported dog developed rabies and transmitted
the disease to other animals and humans.

4. Incidence of Rabies in Pet Dogs
The incidence statistics for rabies usually do not distinguish between pets and stray
animals.  It is obvious that the incidence in stray animals will be under-reported, be-
cause the clinical signs of rabies are variable and if a stray dog becomes sick or is found
dead it is not likely to receive veterinary examination.  The incidence of rabies in pet
animals has, in general, been decreasing as a result of widespread immunisation with
effective modern vaccines.  In the United States, for example, approximately one-third
of pets are immunised against rabies.

5. Immunisation of Dogs
Despite the differences in strains of rabies virus, immunisation with modern rabies
vaccines will protect against infection with any virulent wild rabies virus.  Dogs re-
spond to rabies vaccination by producing neutralising antibody titres varying from 0 to
20 IU/ml or more (Aubert, 1992). There is good correlation between antibody titres and
protection.

Although challenge experiments indicate that any detectable neutralising antibody gives
a degree of protection, a minimum titre of antibody of 0.5 IU/ml is considered desir-
able.
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6. Effectiveness of Vaccination in the Field
Vaccine failure is not as common as it was in the past.  In 1988, 33 million dogs and cats
were vaccinated in the United States and only four cases of vaccination failures (that is,
rabies developing in vaccinated animals) were recorded (Eng and Fishbein, 1990).

In France, only ten vaccination failures in dogs and four in cats have been recorded
over 23 years (Aubert, 1992).

Other studies have demonstrated the effectiveness of vaccination against rabies (Chomel
et al, 1988; Hawaii Dept. of Agriculture, 1992).  In Lima, Peru vaccination of some
270,000 dogs (around 65% of the dog population) resulted in rabies incidence falling
from an annual mean of 1,233 cases to three in the year following vaccination.  Immu-
nisation of dogs with modern rabies vaccines is clearly very effective in preventing the
disease.

The vaccination status of an imported dog can be readily checked by measuring the
antibody titre of its blood serum.

7. Incubation Period
The incubation period of rabies can vary from seven days to more than a year (Aubert,
1992) but is usually between three to eight weeks.  From data presented in published
reports, minimum, most likely and maximum estimates of rabies incubation period
were made.  The values used in the simulation model were 10, 56 and 365 days.

8. Risk of Importing Infected Animals without Safeguards
The unrestricted risk (R) of selecting a rabies-infected animal, in the absence of any
safeguards, was considered to be a function of the incidence of rabies amongst domes-
tic dogs in the exporting country and the incubation period of the disease.

A Monte Carlo-type simulation model was developed to assess the unrestricted risk.
This risk was calculated as:

R
i d
365

=
x

where i is the incidence of rabies and d is the incubation period in days.  The incidence
and incubation period were described by triangular distributions.

The incidence of rabies in several countries and in the city of Lima (Table 1) was used
to estimate the risk of randomly selecting a dog infected with rabies.

As it is probable that the number of cases reported underestimates the real incidence of
the disease, an attempt was made to address this by creating a range of incidences.  For
example, the number of cases of rabies in dogs in the United States in 1988 was 91.  In
the risk assessment it was considered that the “most likely” number of cases was actu-
ally 50% higher than this (137 cases).  Had the incidence been grossly under-reported,
it was considered that the actual number of cases could have been five times greater
(455 cases).  These values are used to produce the triangular distribution used in the
simulation model.
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Country or city/total
number of dogs

Reported cases Most likely
number of cases  

Maximum
number of cases

Risk of selecting
an infected
animal per

million

Reported number
multiplied by

Reported number
multiplied by

1.5 5.0

USA (54.6 million) 91
1 137 455 1.6

Canada (5 million) 100 150 500 20

France (9.8 million) 38 57 190 3.8

Germany (5 million) 192 288 960 38

Philippines (6 million) 525 788 2,625 86

Lima (0.42 million) 3
2

1,260
3

4,200
4 1,700

1 These are the rabies cases in pet dogs, ie 84% of the reported canine rabies cases.
2 The incidence fell to this following a vaccination programme.
3 The incidence a year before the vaccination programme.
4 1% of the population was used as the maximum.

Table 1:  Annual incidence of rabies and risk of selecting an infected dog

It can be seen that the unrestricted risk of importing an infected dog directly, without
safeguards, from the United States, France, Canada and Germany is small, being fewer
than 40 cases per million.

9. Effects of Vaccination and Quarantine
Once the magnitude of the unrestricted risk had been estimated for each country under
consideration, the risk-reducing effects of vaccination and quarantine were assessed,
again using a range of values in the simulation model.  The final risk estimate for
importations under each  policy is the product of the unrestricted risk and the probabil-
ity of failure of each safeguard.

The effectiveness of vaccination against rabies was estimated to be represented by a
triangular distribution ranging from 0.8 to 0.99, with the “most likely” value being
0.94.  The probability of vaccination failing to protect was thus represented by 1-0.99,
1-0.94 and 1-0.8.

Estimates for quarantine alone failing to prevent the introduction of rabies were based
on a study by Gooch (Gooch et al, 1983).  Triangular distributions were estimated for
quarantine periods of different duration (Table 2).

Minimum Most likely Maximum

1 month quarantine 0.47 0.5 0.55

4 months quarantine  0.22 0.25 0.28

6 months quarantine 0.09 0.11 0.13

Table 2: Risk that quarantine alone will fail to prevent the introduction into New
Zealand of a dog incubating rabies

The effect of each safeguard, or combination of safeguards, is the product of the unre-
stricted risk and the likelihood of failure of the safeguard.
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The simulation model was run for 5,000 iterations.  Table 3 shows the risks of introduc-
ing rabies following importation of dogs from selected countries after applying different
safeguards.  In 95% of iterations the risk estimate was less than that shown in Table 3.

U S A France Canada Germany Philippines Lima

1 month quarantine 1.92 4.83 24.1 45.5 101 2,400

4 months quarantine 0.95 2.39 12.1 21.9 50 1,200

6 months quarantine 0.42 1.03 5.14 9.76 21.9 506

Vaccinated 0.39 1.00 4.89 9.25 20.6 455

Vaccinated and 1
month quarantine

0.20 0.51 2.42 4.66 10.2 233

Vaccinated and 4
months quarantine

0.097 0.25 1.20 2.32 5.04 111

Vaccinated and 6
months quarantine

0.042 0.11 0.53 1.02 2.32 48.9

Note: In 95% of iterations the risk was equal to or less than the value shown.

Table 3: The risk of importing a dog incubating rabies (number of
introductions per million)

On the basis of the results of the simulation model it was concluded that vaccinated
dogs imported without prolonged quarantine pose no greater risk of introducing rabies
than dogs entering following a six month quarantine.

10. Selecting Appropriate Safeguards
The risk of introducing rabies with imported dogs is related primarily to the incidence
in dogs in the country of origin.  In North America, epizootics in dogs are related to the
disease in skunks, raccoons and foxes, with no evidence of a canine cycle.  There is
good evidence that in continental Europe fox rabies has never been introduced into a
rabies-free area through the movement of domestic animals, even when the administra-
tive rules for control have been broken (Aubert, 1992).

In countries with a canine cycle, the incidence of rabies can be expected to be higher
and the consequences of introducing this strain are of greater significance.  Importation
of dogs from such countries should be subject to a longer quarantine period.

There is a thousand-fold difference in risk between importing a dog from the United
States and Lima, Peru.  It is appropriate, therefore, for countries to be ranked according
to the estimated risk, and for safeguards to be applied appropriately, either singly or in
combination, to reduce the risk of rabies importation to a negligible level.

11. Conclusion
The risk assessment concluded that the risk of introducing rabies through the importa-
tions of dogs can be managed by the application of appropriate safeguards.  The risk of
introducing rabies under a policy of confirmed vaccination is no greater than under a
policy of prolonged quarantine alone.

As a result of this risk assessment, the Ministry of Agriculture now permits the impor-
tation of dogs from countries in which rabies occurs in wildlife.  Importation is still not
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permitted from countries in which rabies is established in the canine population.

Inactivated vaccines must be used according to the manufacturer’s recommendations
and dogs  must be at least three months of age before vaccination.  Microchip identifi-
cation and certification is performed at the time of vaccination.  In the case of first-time
vaccination there should be a minimum six month post-vaccination period before ex-
port to New�Zealand.  To confirm that vaccination has been successful, animals are
tested to insure presence of a minimum titre of rabies antibody of 0.5 IU/ml at least six
months before export.  The test for rabies antibodies is repeated within 30 days of
export to New Zealand.
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CHAPTER 19

A Framework for Managing the Risks Associated
with Natural and Human-induced Hazards

Stephen Hom* and Mark Ellis**

1. Introduction
Historically, the typical approach to managing the risks associated with natural and
human-induced (i.e. physical) hazards has been based primarily on ensuring that ad-
equate insurance coverage is secured.  However, recent trends, including changes in the
insurance market, and increased awareness of consequential losses (such as business
interruption and long term loss of market share), have led many organisations to re-
think their approaches to risk management.

Current risk management techniques focus much more on implementing pro-active
risk-reduction and loss control strategies.  To do this effectively, risk managers require
frameworks within which to assess their risks and make decisions regarding appropri-
ate actions to take.  The joint Australia/New Zealand Standard AS/NZS 4360 provides
a broad framework which covers all hazards and helps ensure that all stages of the risk
management process are included.  However, for individual parts of the process, such
as risk evaluation and reduction, it is helpful to also have more specific frameworks.
This paper presents one such framework, the EQE “Risk-Reduction Program”.  This
programme was developed in California during the early 1980’s, to help organisations
assess and reduce the risks associated with earthquakes.  It has since been successfully
adapted and applied to the management of other natural hazards for major corpora-
tions, utilities and government agencies in the United States.  In New Zealand, this
approach is being used to assist with the risk management programmes for several
organisations, including Carter Holt Harvey, Christchurch International Airport  and
the University of Canterbury.

The programme is broken down into three phases.  This enables management decisions
to be made in sequential and cost-effective steps.  At each successive phase, the level of
information and detail is increased, as appropriate for the particular vulnerabilities fac-
ing the organisation:

• The first step in the programme, a Phase I study, provides a risk manager with a
realistic estimate of the organisation’s overall vulnerabilities.  The study also identi-
fies general opportunities that exist to reduce potential for losses by improving key
components and modifying system configurations and processes.  Vulnerabilities are
prioritised so that management can decide whether it is appropriate to continue on to
Phase II, and if so, which systems should be included in the analysis.

• The Phase II study investigates available options and costs for specific mitigation
measures (for high vulnerability items) so that recommendations can be prepared to
management and a long-range strategy adopted to control and reduce the risk over
time.

* Executive Vice-President, EQE International USA  ** Consultant, Optimx Ltd
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• Final implementation of the risk-reduction measures occurs during Phase III by se-
lecting and implementing the mitigation, control and planning options that are most
cost-effective in meeting the organisation’s objectives for safety and long-term prof-
itability.

An example of how this programme has been effectively applied (and tested by an
actual earthquake!) is presented.

2. What are the Hazards?
The natural and human-induced hazards that can impact a company or organisation
may include:

• Natural:  earthquake, cyclone, flood, volcanic eruption, etc.

• Internal:  fire, blast, explosion, chemical/toxic release, equipment failure, etc.

• External:  service interruption, terrorism, adjacent industries, etc.

The probabilities of events occurring as a result of these hazards tend to be relatively
low, particularly for the natural hazards.  However the consequences should they occur
can be catastrophic, both in terms of human losses and financial losses.  They have the
potential to severely impact or, in extreme cases, ruin a company or organisation.

Figure 1 shows the overall financial losses resulting from major catastrophes in various
parts of the world in recent years.

Hurricane Iniki
($1.6 Billion)

Earthquake
($7 Billion)

Loma Prieta

Exxon Valdez
($2 Billion)

Phillips Petroleum
($1 Billion)

Hurricane Andrew
($25 Billion)

Oakland Firestorm
($2 Billion)

Bhopal
($2 Billion)

Piper Alpha
($2 Billion)

Windstorm "87 J"
($1 Billion)

($5 Billion)

Windstorms "90 A+"
($1 Billion +)

($15 Billion)

Northridge
Kobe Earthquake
($100 Billion+)

Typhoon
Mirielle

Earthquake

Figure 1: Recent world-wide catastrophic losses

3. What are the Sources of Financial Loss?
Leaving aside the potential human losses, the financial losses incurred by a company or
organisation may result from many sources, including:

• Direct damage to:

— buildings and structures;

— service equipment;
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— manufacturing equipment; and

— inventory.

• Loss of operation/production due to:

— facility being closed for inspection and repair;

— service equipment downtime;

— manufacturing/operating equipment downtime;

— external services (lifelines) downtime, e.g. power, roads, water; and

— other external factors, e.g. non-supply of raw materials.

• Long-term loss of market share.

• Liability claims.

4. How Can a Company Manage the Risks Associated with these Hazards?
Traditional approaches to managing the risks posed by natural and human-induced haz-
ards have focused on purchasing insurance, or in effect transferring the risk.  This passes
the onus to the insurance company or broker to assess the risk exposure and set an
appropriate premium.  Provided that the insured pays their annual premium, they can
expect to be covered in the event of a loss.

However, there are some potential problems with relying solely on insurance to man-
age a company’s risks.  Firstly, insurance policies will not typically cover all of the
sources of loss listed above. Secondly, there is a possibility that in the event of a major
catastrophe affecting a large area, not all insurance companies will be able to fund the
claims made.  Thirdly, the cost of obtaining insurance may be prohibitive, or the appro-
priate level of cover may simply not be available.

For these and other reasons, many companies now view insurance as just one part of
their risk management solution, rather than as the solution itself.  Insurance is viewed
as a tool to be used in the context of a broader risk management approach.

A broader risk management approach first of all identifies and quantifies the actual
risks faced, and then goes on to consider how to deal with these risks.  This may be
achieved by reducing the risk, by transferring the risk, or by accepting the risk and
planning for a fast and effective recovery.  A typical approach includes a combination
of all these.

For many companies or organisations who adopt this more pro-active approach to risk
management, risk reduction plays a major part in their programme.  Natural and hu-
man-induced hazards frequently present opportunities to significantly reduce the risk
faced, for a relatively low cost.  The residual risk can then be either transferred, or
financed, or accepted.

Risk reduction can be achieved by either reducing the hazard or reducing the conse-
quences.  Reducing the hazard is more likely to be feasible for human-induced hazards
which are often controllable.  This may involve actions such as reconfiguring a process
to reduce the fire or safety hazard, or implementing new security measures to minimise
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the opportunity for terrorism.  For natural hazards (such as an earthquake or cyclone),
reducing the hazard is normally beyond human control.  In these cases though, there are
often many possibilities for reducing the consequences.  This could include extreme
measures such as moving the location of the operation to avoid the hazard, or strength-
ening structures and modifying systems so that when an event does occur the damage
and business interruption times are minimised.   It can also include planning and pre-
paring up front so that if an event does occur, a quick recovery can be made.

To assess and reduce a company’s risks associated with natural and human-induced
hazards, it useful to adopt a three-step approach to identifying, analysing and then treating
the risks.  To assist management in this process, EQE developed the “Risk-Reduction
Program” in California during the early 1980’s.  This programme was originally devel-
oped to manage and reduce the risks associated with earthquakes.  However it is equally
applicable to other natural and human-induced hazards.

5. The Risk Reduction Programme
A generalised flowchart for the risk reduction programme is shown in Figure 2.  The
programme is broken down into three phases.  This enables management decisions to
be made in sequential and cost-effective steps.  At each successive phase, the level of
detail is increased, as appropriate for the particular vulnerabilities facing the organisa-
tion.

The first step in the programme, a Phase I study, provides a risk manager with a realis-
tic estimate of the organisation’s overall vulnerabilities.  The study also identifies gen-
eral opportunities that exist to reduce potential losses by improving key components
and modifying system configurations and processes.  Vulnerabilities are prioritised so
that management can decide whether it is appropriate to continue on to Phase II, and if
so, which systems should be included in the analysis.

The Phase II study investigates available options and costs for specific mitigation meas-
ures (for high vulnerability items) so that recommendations to management can be
prepared and a long-range strategy adopted to control and reduce the risk over time.

Final implementation of the risk-reduction measures occurs during Phase III by select-
ing and implementing the mitigation, control and planning options that are most cost-
effective in meeting the organisation’s objectives for safety and long-term profitability.

6. Applying the Risk Reduction Programme to Earthquake Hazards
To provide an example of how the three-phase risk reduction programme is applied, the
following sections describe how it is typically used to address the earthquake risks
associated with an industrial or commercial facility.

6.1  Phase 1 (Overview Assessment)
Phase 1 consists of an overall seismic risk survey for the selected facility.  This phase
involves firstly defining the earthquake hazard at the site, i.e. the level of ground mo-
tion that is expected for earthquakes with a specified return period (typically 475 years
— which corresponds to a 10% chance of occurring in 50 years).  Following this, an
engineering assessment is carried out of the buildings, equipment and systems, to de-
termine the amount of damage and therefore loss expected to result from this level of
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PHASE I

PHASE II

PHASE III

FACILITY
PLANNING

FACILITY
STRENGTHENING

BUSINESS
RECOVERY
PLANNING

Risk Survey
and Operations

Vulnerability Analysis

Estimate cost of
Insurance

(by Risk Management
Insurance Broker)

Estimate cost for
Facility Strengthening

Detailed Risk
Identification/Analysis

Select and Implement
the Risk-reduction

Programme

Buildings
Equipment
Inventory Storage
Computers
Fire Protection Systems
Hazardous Materials

Insurance
Existing Facility
Future Construction
Real Estate
  (Leasing/Purchasing
   Decisions)

Planning Scenario
Emergency/Life Safety
Post-disaster Operations
Business and Financial
   Planning
Public Relations
Training and Simulations

Figure 2: The risk reduction programme

ground shaking.  The damage estimates are based primarily on information collected
from past earthquakes in New Zealand and around the world.  The losses are typically
expressed in terms of the probable maximum loss (PML) should the earthquake occur.
Table 1 shows the relationship between PML, level of risk and the type of damage
expected.

In addition to quantifying the expected losses, general opportunities for reducing the
potential losses associated with high vulnerability items are identified.  These are the
items which may warrant a more detailed analysis in a Phase 2 study.

The findings of the Phase 1 survey are presented in a report to management.  Examples
of the type of information included are shown in Figure 3 and Table 2.  Figure 3 shows
a site plan for an example facility, and provides an overview of the risk ratings associ-
ated with each building.  This overview is then supplemented with more specific infor-
mation about the financial losses associated with particular buildings or plant items.
Table 2 shows an example table of expected losses for the equipment at another indus-
trial facility, based on replacement values supplied by the client.

The findings of the Phase 1 survey can then be used for:

• determining insurance needs
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Building 41
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Figure 3: Seismic risk overview for an example facility (buildings)

• planning loss control measures

• facility planning

— divestiture and consolidation

—lease renewal

—location of new production lines/functions

—criteria and review for new facilities

• emergency response planning

Level of Risk Probable Maximum
Loss (Percent of

Total Value)

Type of Damage

Low  0-10 Architectural damage; easily repairable

Moderately Low 10-20 Limited structural damage; possible
short-term business interruption

Moderate  20-30 Substantial structural damage; closed
for inspection and repair

High 30-50
Severe structural damage; possible
partial collapse and critical economic
loss

Very High >50
Severe structural damage; partial or
total collapse and possible total
economic loss

Table 1: Relationship between probable maximum loss, level of risk and the
type of damage expected
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Depending on the findings of the Phase 1 survey and the needs of the client, a decision
can be made as to whether or not to proceed to Phase 2, and if so then which items
should be included.

6.2  Phase 2 (Detailed Assessment)
During Phase 2, a detailed analysis of high risk buildings, equipment and systems is
performed.  Earthquake-resisting capabilities of the individual structures and systems
are evaluated, and specific deficiencies noted.  Options for strengthening are investi-
gated.   Cost estimates for each strengthening option are developed.  This enables cost-
benefit comparisons to be made and priorities established.

A concise report, outlining available options and costs and recommending a course of
action, is developed and presented to management.  The type of information which can
be included in this report is shown in Figures 4 and 5 and Tables 3, 4 and 5. This

Component Category
Replacement

Value
($ million)

Opinion of
percentage

loss

Financial loss
exposure
($ million)

Structural steel, concrete siding and platforms 50.186 10% 5.08

Gas turbine generator set 13.998 10% 1.39

Steam turbine generator set 4.249 10% 0.42

Cooling towers 0.511 20% 0.10

Condenser 0.399 10% 0.04

HRSG system 8.573 15% 1.29

Fuel/gas compressors 1.203 10% 0.12

Demin. system 0.790 15% 0.12

Misc. pumps 0.381 10% 0.04

Air compressors 0.433 10% 0.04

BORSIG ARU system (ammonia refrig. unit) 2.573 15% 0.39

Ice machines 1.801 15% 0.27

Transformers and switchgear 0.862 30% 0.26

SCE substation and interconn. facilities 2.027 50% 1.01

Control room systems 1.310 10% 0.13

Control building 0.146 20% 0.03

Chemical storage and injection 0.253 10% 0.03

Equipment

Steam export line and misc. large-bore piping 3.092 10% 0.31

Perimeter wall, gates, landscaping and paving 0.374 15% 0.04

Fire protection equipment 1.343 10% 0.13

Misc. tanks 0.224 15% 0.03

•  Approximate total direct property loss A = 11.27

•  Contingency for cleanup and recover (10% of A) B = 1.13

•  Business interruption C = 1.63

TOTAL = A + B + C = $ 1 4 . 0 3

Table 2: Example of financial loss summary table (equipment)
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information can then be used to establish a long-term strategy for seismic risk reduc-
tion and to develop budgets to implement the measures.

Figure 4 shows a typical building which has been identified as a very high risk (PML
greater than 50%).  The most significant deficiency in this case is the inadequate con-
nections between the tops of the walls and the roof.  In addition, the shear walls are
overstressed by 40%.  Figure 5 shows a suggested remedy for the inadequate wall
anchors.

2

1

Building B: PML  > 50%

Problem Description Consequences Priority

1 Inadequate wall Partial collapse      1
anchors

2 Shear walls Extensive cracking      2
40% overstressed loss of use

Figure 4: Example of a typical deficiency summary

1

Building B

Problem 1 Inadequate wall anchors

Priority 1

Recommendation Add wall anchors per Detail

Estimated cost $150,000

Add new thru-bolt
with plate washer &
hold down @ 8' around
roof perimeter

Detail 1

Figure 5: Example of a typical strengthening solution

Table 3 summarises the costs associated with each of the fixes for this building.  As
noted, Priority 1 fixes are required to minimise the possibility of collapse, and hence
loss of life.  Priority 2 fixes are not required for life safety, but will reduce the overall
level of damage and subsequent downtime in the event of a major earthquake.

Table 4 shows all the buildings at the facility, outlining the costs involved with the two
alternative levels of strengthening.  The lower level (Option 1) addresses only life safety
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issues, while the higher level (Option 2) also retrofits those items likely to cause exces-
sive damage or business interruption.  This table also shows the residual PML values
for each of the buildings should the strengthening measures be implemented.

Summary of Retrofit Costs

Fix No. Description Retrofit
Priority % of Total Total Costs

1 Add Roof to Wall Anchors 1 56% $150,000

2 Strengthen Shear Walls 2 44% $120,000

Total $270,000

Retrofit priority ranking system:

1 = Required to minimise possibility of collapse
2 = Required to minimise major structural damage

Table 3: Example of a retrofit summary table

Option 1 Option 2

Item
Current
Seismic

Risk
Cost Resdiual

PML Cost Residual
PML

Building B
(Manufacturing)

> 50% $150,000 25% $270,000 15%

Building C
(Warehouse)

> 50% $200,000 25% $290,000 15%

Building D
(Manufacturing)

30% $40,000 20% $40,000 20%

Rack Storage
System > 50% $310,000 35% $1,500,000 10%

Total costs  $700,000 $2,100,000

Option 1: Minimise collapse hazard only
Option 2: Minimise collapse hazard and potential for major structural damage

Table 4: Example of a mitigation strategy summary table

Table 5 compares the costs to retrofit to the different levels with the repair cost for the
total facility should an earthquake occur.  This is an effective means for conveying the
total costs and benefits to management.  Note that these repair costs are for physical
damage only.  They do not include the cost of interruption to business, which frequently
exceeds the direct damage costs.  Information on the downtimes associated with each
option would also be presented, so that management can consider this when choosing
their mitigation strategy.

6.3  Phase 3 (Implementation)
Final implementation of the risk reduction programme occurs during Phase 3, by se-
lecting the options that respond most effectively to personnel safety, financial condi-
tions and corporate needs.  Phase 3 includes final design and construction of the build-
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ing and equipment retrofits for the specific strengthening and bracing schemes chosen
from the options presented in Phase 2.

Based on the level of strengthening and subsequent risk reduction achieved, manage-
ment can make decisions regarding insurance cover and other risk treatment tools (in-
cluding business recovery planning).  Refer back to Figure 2 for an overview of the
other risk treatment measures which can be used in conjunction with the Phase 3 strength-
ening and risk reduction.  The information obtained in Phases 1 and 2 of the programme
can be used in implementing these other measures.

7. Conclusions
A framework such as the EQE Risk Reduction Program forms part of an organisation’s
integrated risk management approach.  It provides management with a logical and ef-
fective means to reduce the risks associated with natural and human-induced hazards.
By breaking the programme down into three phases, decisions can be made in efficient
and cost-effective steps.  Management are involved in each step of the programme, and
consequently understand the issues well and are able to make appropriate decisions.  As
a result, the risks and potential losses associated with these hazards can be effectively
reduced and controlled, often for a fraction of the cost of the potential losses should an
event occur.

8. A Case Study
The Anheuser-Busch Brewery (see Figure 6) is a large industrial facility located in Van
Nuys, California.  Most of the buildings at the facility were constructed in the mid-
1950’s.  The total replacement value of the buildings and equipment is $US1.3 billion.

In the mid 1980’s, EQE performed a Phase 1 seismic analysis of the facility.  Many
high risk items were noted, as shown in Table 6. Based on the findings of the Phase 1
survey, Anheuser-Busch developed their criteria for the level of seismic risk they could
accept.  Primarily, they wanted to limit the PML for any one item to 15%.  They also
decided that minimising the potential business interruption time was of considerable
importance.

Using these criteria, EQE performed a Phase 2 study, to determine strengthening op-

Value

Option Retrofit
($ millions)

Repair Cost
($ millions)

Total Costs
($ millions)

No action 0 4.5 4.5

Mitigation
Strategy 1

0.7 1.5 2.2

Mitigation   
Strategy 2

2.1 0.5 2.6

NOTE: Insurance premiums and deductibles are not included

Table 5: Example of a benefit and cost comparison for different
mitigation strategies
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Figure 6: The Anheuser-Busch Brewery at Van Nuys, California

Location Type PML Risk Risk Issues

Brewhouse Concrete 35% High Collapse, B.I.

Stockhouses
#1, #2, #3

Concrete 30% to 35% High to V. High Collapse, B.I.

Power plant Steel 35% High Safety, B.I.

Power plant Concrete 25% Mod. B.I., damage

Fire water tank Steel plate 50% V. High Fire

Fuel oil tank Steel plate 50% V. High Fire

Pumphouse Prefab. bldg. 10% Low

Pipeway bridges Steel 30% High Safety, B.I.

Table 6: Example of findings of Phase 1 Study

tions and associated costs and benefits.  From this study, the client selected the compo-
nents they wished to address, and Phase 3 strengthening work was implemented over a
five year period between 1989 and 1993.  The total cost of the work was $17 million, or
1.3% of the replacement cost.  Examples of the strengthening measures are shown in
Figures 7, 8, 9 and 10.

On January 17, 1994, the Northridge Earthquake occurred with its epicentre just a few
miles from the Anheuser-Busch brewery.  Many structures and buildings in the vicinity
suffered extensive damage.

Despite the severe ground shaking experienced at the site, the Anheuser-Busch build-
ings and structures performed remarkably well.  Approximately $35 million of damage
occurred, mainly to those areas which had not been retrofitted.  The retrofitted areas
achieved better performance than even the designers had anticipated.  While other sur-
rounding facilities took months to restore operations, initial operations were resumed
at the brewery in four days and full production was back in seven days.  No significant
employee injuries were sustained as a result of the earthquake.

Overall, Anheuser-Busch estimated that by having implemented the Risk Reduction
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Figure 7: Strengthening of the main brewhouse — note the windows and openings
which have been infilled to create new shear walls. Before (left) and after (right).

    

Figure 9: New anchors to base of fire water tank. Before (left) and after (right).

     

Figure 8: New bracing to steel tanks, flues and pipework. Before (left)
and after (right).

Program, they had avoided over $350 million in direct damage, and approximately
$400 million in business interruption costs. Hence the total avoided cost was over $750
million, as compared to $17 million spent on the Risk Reduction Program.
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Figure 10: New bracing to base of tank. Before (left) and after (right).
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Comprehensive Risk Management for
Environmental Hazards

Patrick Helm*

1. Introduction
Risk management methods are increasingly being used in dealing with natural and
technological hazards in order to reduce the effects of emergencies and disasters.  This
chapter examines the potential of these methods, and outlines the thinking behind gov-
ernment’s efforts in the past few years to develop a practical framework within which
hazards can be treated more systematically than they have been to date.

Particular emphasis is given to the quantitative elements of risk estimation since those
responsible for making decisions about managing risks need some numerical advice in
order for them to regulate activities appropriately and to allocate funding for mitigation
and control.  The chapter also touches on the question of risk acceptance, or tolerability,
in the move towards developing standards and benchmarks of risk.

2. Changing Risk Environment
Societies worldwide have long practised risk management in dealing with environmen-
tal hazards.  Ever since primitive communities first worried about flood control and
avoiding sites of intense threat from the elements, they have sought to reduce commu-
nity disruption and to minimise risk.

Over time there has been a slow evolution of risk management methods for treating
environmental hazards.  Until relatively recently the techniques used have been mainly
empirical.  Local experience has been incorporated into local planning.  Lessons learnt
elsewhere have been adapted.  Societies have learned to live with normal risks and to
manage their way through routine emergencies.  Risks in specific sectors such as engi-
neering have been addressed more comprehensively, with considerable success.

But there are two new factors emerging that are influencing the risk environment.  One
is the fact that communities globally are pushing the boundaries.  As society becomes
more complicated, more interdependent, the hazards multiply and the potential for
emergencies and disasters increases.  As people concentrate in ever larger cities, and as
they adopt more advanced technologies, the scale of potential disaster increases, societal
vulnerability widens, and unexpected synergies develop between otherwise independ-
ent risks.

In just the last few years these trends have affected societies through events as diverse
as the Northridge and Kobe earthquakes, the spread of AIDS, Hurricane Andrew (still
the world’s largest insurance loss), global climatic change, radiation from Chernobyl,
acid rain in Europe, and smoke haze in Southeast Asia.  In New Zealand, unprecedented
efforts are being made to eradicate the potential threat from the White Spotted Tussock
Moth.  In modern society, community life and economic systems are becoming ever

CHAPTER 20

* Policy Advisor, Department of the Prime Minister and Cabinet, Wellington
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more exposed as disasters — natural and technological — increase in frequency and
severity.  And, the costs of restoration are rising rapidly.

The other factor concerns the recent development of more effective risk management
techniques for dealing with environmental and other hazards.  Powerful computers
coupled with better management methods are being brought to bear on a widening
range of risk problems.   Pragmatic individuals are examining environmental hazards
in more systematic ways.  They are seeking to develop methodologies for analysing
risk situations, for evaluating their significance, and for controlling them.

Right now, however, society sits uncomfortably in a transition phase shaped by these
countervailing factors.  On the one hand, disasters such as those referred to have alerted
us to the prospect of worse possibilities.  They have shown how unexpected natural,
technological and human processes can initiate adverse events or contribute to their
progression.

On the other hand, success in managing the risks in some sectors — for example in the
nuclear and transportation industries — has pointed the way to approaches with poten-
tial for wider application.  But translating techniques of risk assessment from one field
into another is itself inherently risky.  Despite all that is now known and accepted about
the management of risks, and the success of techniques in specific sectors such as earth-
quake engineering, applications to natural hazards are not widespread.  At this stage the
world is feeling its way forward, awaiting the development of some universal paradigm
that will provide more reliable answers.  It may be some time coming, but come it will.

3. New Zealand Situation
Against that backdrop, successive governments in New Zealand over the last decade
have looked for ways of reducing the vulnerability of society to disruption from envi-
ronmental hazards.  New Zealand spends a great deal, estimated at about $1 billion
dollars per year, trying to prevent and manage accidents, emergencies and disasters.  Is
this well spent?

Ten years ago the government of the day, concerned about both public safety and the
high costs of repairing infrastructure around the country, introduced risk management
as a key principle of its “Recovery Plan for Natural Disasters and Emergencies in New
Zealand” — one of the first countries to do so.  Government assistance to those affected
by disasters became contingent upon proof that proper risk management had been in
place.  In the years since, it has become clear that environmental hazards — natural and
technological — are well suited to comprehensive risk management.  That is, risk
reduction by preventive or pre-emptive measures, mitigation, integrated responses and
recovery methods.

That conviction was behind the reforms in emergency services that have taken place in
the last three years.  These are now being implemented in central government and are
being considered by local government.  The final shape of the new emergency manage-
ment structures is not yet fully defined, but the priority to be accorded to risk manage-
ment methods and related principles is firmly established.  Government has accepted
that the techniques now becoming available for analysing and quantifying risk can
prevent or minimise disasters, can improve public safety, and can markedly reduce
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societal disruption following disasters.  They have much to offer those responsible for
reacting to emergencies and for dealing with the aftermath.

4. Comprehensive Risk Management
The cornerstone of the new directions in New Zealand announced by government in
September 1996 is comprehensive management, i.e. the need to take a holistic approach
to management before, during and after any event.  The classic four-part strategy used
in this and other risk areas is to:

• prevent accidents or disasters from happening if possible, or lower their frequency;

• reduce their consequences through prudent mitigation strategies in case they do hap-
pen;

• respond appropriately at the time of the event;  and

• recover or rehabilitate as quickly and efficiently as possible.

Each of these measures has some potential to lessen community impact.  In combina-
tion their effect can multiply and be greater still.  That is the advantage of comprehen-
sive management.

But, for any particular hazard, how does one decide on the optimum balance of effort or
mitigation to apply to each of those parts of the strategy?  And, at a different level, how
might a local authority, for example, determine where to put rate-payers’ money for
best effect across a spectrum of safety issues ranging from flooding through to planning
for the location of industrial plants?

Indeed, at the level of central government, how can Cabinet develop better methods of
allocating taxpayer funds across emergency services, and to defence, police, health and
so forth in ways that achieve maximum overall improvement to societal security?

People cannot prevent disasters. People cannot neutralise every hazard.  But if people
are to reduce their worsening impacts on society they need more rigorous analytical
tools, smarter control and response mechanisms, and greater efficacy in the way people
interpret hazards and deal with them.

5. Benefits of Risk Management
In recent years risk analysis and control techniques have evolved to the point where
they are close to making a significant contribution to these problems.  They cannot of
themselves always guarantee better performance because of the role that chance and
uncertainty inevitably play.  But, by providing a formal, consistent and systematic frame-
work, they can:

• contribute to understanding where the most serious component risks lie in any situa-
tion;

• expose inter-relationships between different parts of the problem;

• point to the most promising control options;

• assist policy development and regulation; and
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• inform the process of allocating resources to achieve maximum benefit from mitiga-
tion.

There is an important point to make here about quantitative versus qualitative approaches
to risk assessment.  Even if a risk situation is too complicated to interpret scientifically
or in absolute numerical terms, there can be a great deal of benefit in the process of
analysis.  That may in fact be the primary benefit of risk analysis in many situations.

There are different schools of thought on this point.  Those of an engineering inclina-
tion put their faith in numerical outcomes.  Social scientists, on the other hand, worry
about human fallibilities and interactions that may negate mathematical logic.  The
reality for most risk managers, be they in government, local authorities or businesses, is
that they need guidance on where to apply money and resources to reduce everyday
risks, and on the amounts required to make meaningful improvements to safety.

That debate has some way to go, but two points can be made:

(i) It is most desirable to work towards a quantitative outcome despite the acknowl-
edged weaknesses.  When contributing factors are understood in numerical terms
it becomes feasible to compare risks and to apply resources in sensible ways to
mitigate the worst consequences.  Hazards and disasters can have very wide
impacts that may stretch over many orders of magnitude.  Precision may not be
needed.

(ii) Even if it is difficult to estimate the level of risk because of unpredictable hu-
man responses or uncertainties in other factors, semi-quantitative approaches
can still be valuable for interpreting risk situations.  They can:

—  reveal critical factors and relationships;

—  put bounds around the extreme outcomes; and

—  point to possible mitigation measures.

Risk techniques do not eliminate uncertainty, but they can help reduce it, and can help
put it in context.  It is sometimes said that risk management is a process of balancing
compromises.

6. Management Strategies
While the discipline of risk management has had spectacular success in some difficult
engineering fields (such as operating the Sojourner Rover on Mars, and in complex
technological enterprises), and appears to have been successful in other areas, it has
some way to go before it can reliably deal with complicated natural hazards.

At this relatively early stage in the development of risk management techniques, it is
usually prudent to analyse situations of great uncertainty such as natural disasters through
a variety of techniques.  The use of different independent approaches will yield a more
meaningful assessment and help avoid problems of systemic bias.  It will also increase
the likelihood of exposing rogue conditions or inter-relationships.

6.1  Approaches to Analysis
• With natural hazards such as flooding or storm damage, there may well be consider-
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able local experience on which to base extrapolation to more serious risks;

• In some situations (e.g. volcano or earthquake) observed records and expert views
will be highly valuable;

• In situations where events are rarer (e.g. tsunami) it may be instructive to draw on
experience and practices elsewhere;

• For some hazards, especially of a technological nature such as an accident at a chemical
plant, it may be possible to consider the physical limits or credible bounds of the
consequences to gain a feel for the extreme possibility;

• In managed situations, such as hydro-schemes where a local authority’s responsibili-
ties may overlap with those of the facility manager, it may be best for the council to
study the quality assurance systems in place;

• With unfamiliar hazards, the best solution may be to bring in outside specialists
(under consultative arrangements that ensure the knowledge remains in-house) or to
compare with similar sites elsewhere;

• In some unique situations, where there is no experience (e.g., global warming as a
problem for small island states), it may be best to concentrate on monitoring pro-
grammes to establish good baselines for on-going trend analysis.

No one technique will provide a complete answer but, in combination, there will be
greater confidence in the conclusion.  The broader the variety of approaches, the more
robust the assessment.

6.2  Risk Estimation
As has been noted elsewhere, in Chapter 4 for example, there are three key ideas that
need to be taken into account in estimating risk: chance, consequences, and context.
For any given set of circumstances the level of risk may be expressed roughly as the
product of the first two, interpreted in the light of the last.  That is: risk “R” may be
approximated to the probability “P” of an adverse outcome or event (expressed as oc-
currences/unit time) multiplied by consequences “C” if it does happen (injuries, lives
foregone, loss of property, damage to markets or to the environment).

R = P x C

Some risk analysts have reservations about using this simple equation.  The point to
recognise is that the model is an approximation only.  While not descriptive of true risk,
it can be used for:

• comparing risks;

• exploring mitigation options; and

• allocating resources.

For one thing, the equation R = P x C points to the two basic strategies for managing
risk.  We can try to

• lower likelihood (eliminate it or reduce probability of occurrence); or

• reduce consequences, with mitigation measures.
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In practice people should do both if possible and assess the contribution of each to
lowering the risk.

Whether the ‘likelihood’ factor can be lowered depends on type of risk.  For example,
car accidents could be eliminated altogether by removing all vehicles from the roads.
But the social and economic costs would be too high.  Therefore, those with responsi-
bilities for public safety in this area work on both the above strategies:

(i) They accept that accidents will happen but reduce their frequency through driver
training, regulations on alcohol limits, better road configuration, traffic laws,
deterrence measures (such as police and speed cameras), tough enforcement,
and quality assurance checks of both drivers and vehicles.  These reduce likeli-
hood.

(ii) They also work to reduce consequences by mitigation through better design of
vehicles to absorb impact, seat belts, faster emergency response after accidents
(fire and ambulance), adequate hospital and rehabilitation services, insurance etc.

Each of these measures can contribute to reducing the effects of vehicle accidents.
Some, obviously, can achieve more than others, and each contribution has a point of
diminishing return.  Decisions about the optimum cost/benefit have to be made both for
each component, and for the total set of contributions on the basis of some quantitative
measures if at all possible.  Decisions of this type are being made all the time, usually
on an ad hoc basis.  It is rare to find examples of truly comprehensive treatment.

Unless risk experts offer better quantitative estimates of some kind, decision-making
will be less than appropriate.  Concerned individuals will take unthinking conservative
positions or, even worse, will resort to “worst case analysis” — a pointless exercise
because it ignores the probability factor.  In risk management, to err on the safe side is
to err.  Doing so inevitably carries an unnecessary cost — most often borne by ‘other
people’.  Unless specialist advice is made available, politicians or those charged with
public safety and allocating resources to that end will make intuitive judgements them-
selves, and they will necessarily be conservative.

The better the quantitative advice offered by risk specialists, the better will be:

• decision-making;

• resource allocation;

• mitigation success; and

• ultimately, the outcome (public safety, loss prevention, business continuity, commu-
nity security, environmental quality or whatever).

7. Risk Acceptability
Linked to the issue of quantification is the rather more contentious subject of accept-
ability of risk.  In principle, no level really is ‘acceptable’ but society considers certain
levels of risk are tolerable when there are commensurate benefits.  This is a key consid-
eration for those concerned with mitigation.

Safety does not require all risk to be eliminated but, rather, that there be an appropriate
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balance of costs, risks and benefits.  Therefore value judgements come into play.  There
are no absolute standards yet recognised internationally, but some countries and some
sectors around the world are moving that way.

Above a certain level, a risk is regarded as intolerable and cannot be justified in any
ordinary circumstances.  Below such levels, an activity is allowed to take place pro-
vided that the associated risks have been made as low as reasonably practicable
(ALARP)(see Figure 1).  In pursuing ALARP, account can be taken of cost.  It is, in
principle, possible to apply formal cost-benefit techniques to assist in making judge-
ments of this kind.

RISK

Unacceptable
region

The ALARP or
tolerability region

[Risk is undertaken only
if a benefit is desired]

Broad acceptable region
[no need for detailed working
to demonstrate ALARP]

Risk cannot be
justified except in

extraordinary
circumstances

Tolerable only if
risk reduction is
impracticable or

if its cost is grossly
disproportionate to the

improvement gained

Tolerable if cost of
reduction would exceed
the improvement gained

Necessary to maintain
assurance that risk

remains at this level

Negligible Risk

Figure 1 : Risk and tolerability (Source: Health and Safety Executive, 1992)

It is not hard to see how they might evolve.  For example, people all have personal
thresholds of risk that they apply unconsciously:

• we usually have no hesitation in engaging in uncontrolled life-threatening activities
of very low probability (e.g. 1 in a million chance of death);

• we may engage in activities of low-mid probability (e.g. 1/10,000 to 1/100,000) pro-
vided the more serious consequences are mitigated where practicable;

• we tend to avoid altogether activities of high accident probability (e.g. 1/100 to 1/
1,000) that could create serious problems.

Driving is a typical example.  Motorists in New Zealand have a chance of 1 in 7,000 of
being killed in any year, and rather higher odds of 1 in 1000 of having a serious acci-
dent.  Most people accept these levels while they have some degree of control over
them.

By contrast, people have different views on risks that are outside their direct control.
They demand higher societal thresholds for accidents to aircraft, for example.  They
accept, reluctantly, air travel when there are only one or two jumbo jet crashes per year
worldwide.  Such accidents killing 300 to 400 people per event are thought to be toler-
able by most people.  But they would probably hold different views if they occurred at
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a global rate of one per week, or once per year in New Zealand.  So context is a major
consideration in tolerability of risk.

How then might people decide what is “tolerable”?  Clearly they cannot achieve zero
risk.  For most circumstances, risk strategists aim for levels that are ALARP — “As
Low As Reasonably Practicable”.

Figure 2 brings together several different concepts to do with the tolerability of risk.
Derived from risk guidelines proposed in the United Kingdom, it depicts risk thresh-
olds in terms of local acceptability of deaths from industrial and other accidents.  Plot-
ted as exceedance lines on logarithmic scales, the graph represents limits for the fre-
quency (F) of accidents or disasters involving a given number (N) of fatalities.  The
‘Local Tolerability Line’ defines a region which is characterised by both high frequen-
cies and severe consequences — the ‘Intolerable’ region.  The region between this line
and the ‘Local Scrutiny Line’ defines a region of possibly unjustifiable risk.  Between
this latter line and the ‘Negligible Line’ is a region which is judged to be tolerable but
for which all reasonably practicable steps should be taken to reduce the hazard further.
This is the ALARP region (As Low As Reasonably Practicable). All combinations of
frequency and number of fatalities which fall below the ‘Negligible Line’ are consid-
ered to be negligible.
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ALARP
REGION

NEGLIGIBLE

Possibly Unjustifiable RiskNegligibility Line
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Figure 2: Indicative frequency-fatalities curve (local tolerability)
(from Health and Safety Commission, 1991)

A great deal of new work has been done in Europe on hazard thresholds.  The indica-
tive frequency-fatalities curve shown in Figure 2 brings together several different
concepts relating to tolerability.  This set of limits was derived from risk guidelines
developed in the United Kingdom for industrial and other accidents, and refers to
local perceptions.

It is very conservative.  But it clearly has the potential to be developed to help us come
to judgements about more general issues of tolerability.
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8. Practical Applications
In practice, successful risk management requires a strategic understanding of all the
risks involved in comprehensive management.  It is of paramount importance that the
risk analyst understands the total risk situation, i.e. the whole safety picture: what can
go wrong; how; when; and why, at every step of the process.

The overall risk for any situation is a summation of all sub-risks, including:

• those of the initiating event;

• those related to the way that the damage unfolds;

• those introduced in dealing with the event; and

• those in the aftermath during rehabilitation.

Success in dealing with the total risk depends on finding the optimum balance of effort
across all phases.  There may even be risks to be considered in the mitigation strategies
(e.g. as with immunisation programmes).

One cannot overstate the importance of knowing the complete risk situation.  Emer-
gency management involves more than just response.  It is often helpful to view the risk
picture as a set of discrete interlinked steps involving all four phases: (1) mitigation, (2)
preparedness, (3) response, and (4) recovery.

In the event of an emergency for which there has been response planning, successful
management depends on every step in the process functioning correctly, at the right
time.  This was brought home in 1995 at the time when Mt Ruapehu showed signs of
erupting (Helm, 1996).

At first the total focus turned on the scientific community.  The public expected hard
predictive advice from the vulcanologists monitoring the eruptions.  It was not until the
civil defence practitioners started to work through the response issues that the full sig-
nificance of the integrated treatment of risks across both the volcano and the response/
recovery mechanisms became apparent.  The final outcome for public safety was as
much dependent on communications, response elements and other safety processes as
it was on information about the detailed behaviour of the eruption.

In assessing the risk of any natural or technological hazard it is important to avoid
thinking in narrow static terms around the initiating event.  In Ruapehu’s case, the risk
to be assessed was not that of the volcano erupting but, rather, the risk to society and the
environment in a reactive situation where measures to alleviate the worst effects were
operating.  (At the time there was an exclusion zone in force around the crater, local
authorities had contingency plans, the seismic effects and other phenomena were being
monitored, nearby pollution of the air and waterways from the emissions was regularly
measured, and the ash plume was being observed through satellite imagery to provide
data for airlines.)

The risk analysis needed to take account of those mitigating factors.  While it was
simply not feasible to quantify every aspect, the process of working through the logic
step-by-step was, nevertheless, invaluable.  In the event of an eruption, it was neces-
sary for every one of those steps to function properly, in tight synchronism.  The failure
of any one could have undermined the whole set — like any weak link in a chain.
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Conversely, it also became apparent that there was no point in having any one aspect
functioning excessively well.  There needed to be an effective balance maintained be-
tween all of the factors that contributed to the risk equation, i.e. the event itself, and the
responses.

In risk management there is an interesting Principle of Consistent Crudeness (Elms,
1992), which, in situations of this type, says that the effort and funding applied to any
one part of the process should be commensurate with all of the others in the sense of
yielding an equivalent improvement in outcome.  Excessive attention to any one part
will represent a poor use of resources if there are weaknesses elsewhere.

Quality assurance techniques have a lot to offer in the field of disaster management.
The same principles that are used for optimising business processes can be applied to
the management of risks to public safety to ensure that all parts of a system, including
technical issues, organisational structures, management, personnel training and so forth,
are operating in optimum balance.  Some of the more important considerations are set
out in Figure 3.

UNDERSTAND  THE  COMPLETE  SAFETY  SITUATION

• Know what can go seriously wrong, when, and with what fore-warning;

• Examine ways to reduce the chance of it happening;

• Put in place measures to contain the worst effects, divert them away from communities or vulnerable 
parts of the environment, change their nature, or otherwise reduce the severity of the impact;

• Anticipate what might go wrong with the mitigation measures and any new risks they may introduce;

• Test whether the warning time is sufficient to evacuate people (and decide whether the warning system 
and communications can be relied upon to work properly);

• Be familiar with all aspects of the response mechanisms (who, how, when, reliability, contact numbers, 
availability, alternates, etc);

• Consider specific public education or training that might improve community reaction to the warning;

• Anticipate what might go wrong in the response phase, and what new risks it might  introduce;

• Decide how the injured will be dealt with to minimise further loss of life;

• Develop plans for recovery (man-power, materials, finance, insurance, etc);

• Look for opportunities to test and evaluate the entire system (especially with small events), and make 
adjustments.

• Arrange for independent audit.

Figure 3: Comprehensive approach to safety

Implementation
In any practical situation the steps that will need to be taken in developing a risk man-
agement strategy will depend on the circumstances at the time, i.e. the hazard, the
community likely to be affected (its values etc), the time available, mitigation factors
and so forth.

The process of implementing a management strategy will typically involve three broad
phases:

• assessing the risks quantitatively;

• applying reasonable and effective safety and loss control measures; and

• evaluating the effects of the overall risk management programme.
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These are generic steps that apply to the management of most risk situations.  For the
specific case of managing the effects of natural and technological hazards, best practice
suggests a strategy that is based on five broad steps:  analysis, estimation, evaluation,
control and verification.  The details of a model developed by the Department of the
Prime Minister and Cabinet in the last few years are set out in Figure 4.  Other ap-
proaches are possible depending on the nature of the risk, but the process of quantita-
tive risk analysis would normally involve most of the steps detailed.  The degree of
analytical effort applied would tend to reflect the scale of risk, potential benefit, and
familiarity with the hazard (e.g. expert judgement and experience might be given greater
weight than other techniques in determining risks).

9. Conclusion
Experience in New Zealand over the past decade has shown that risk management has
much to offer those tasked with managing emergencies and disasters — be they busi-
nesses, individuals or government.

This is a very difficult field to address.  Emergencies are inevitably complex, and char-
acterised by high levels of uncertainty.  But analytical techniques are now becoming
available that can be applied to increasingly complex problems of this type.

Risk management strategies of themselves cannot guarantee better performance be-
cause of the role that chance and uncertainty play, and the vagaries associated with
human intervention.  But, as noted earlier, the methodologies now becoming available
can contribute significantly.

With the decisions taken by Cabinet in the last year or two about emergency services,
and with the implications of legislation likely to follow, there are now obligations on
local authorities, service providers, (and, for that matter, anyone concerned about pub-
lic safety) to manage properly their risks from hazards (natural and technological).

That is:

• to identify the hazards;

• to evaluate the risks; and

• to take whatever precautions are required.

In New Zealand these matters have been dealt with in the Emergency Services Review.
The principles have been accepted by government and the key ideas have been locked
in.

Not only are there statutory obligations, but there are compelling practical reasons for
doing so.  Proper risk management practices can reduce injuries and loss of life, prop-
erty damage, disruption to business, the direct costs of dealing with accidents or disas-
ters, loss of market share, environmental effects and so forth.  Risk management meth-
ods have great potential for improving the ways that society deals with environmental
hazards and their effects.
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ASSESS HAZARDS/VULNERABILITY

1 Analyse
• understand the context of the hazard, existing controls, and safety objectives
• treat all aspects of the hazard and its management as an integrated system
• identify sources of all hazards, vulnerabilities, threats and potential losses associated with the event, activity

or system
• clarify potential problems, trigger mechanisms, and conditions of exposure
• develop models, and establish relationships between cause and effect
• analyse consequences of all possible outcomes, especially safety aspects
• consider threats to life, property and environment separately
• consider records, empirical evidence, experience elsewhere, and expert opinion

2 Estimate
• quantify all factors objectively, and determine uncertainty
• carry out sensitivity analysis for the dynamic situation
• consider physical limits and worst credible bounds (e.g. using statistical inference and scientific postulation)
• define character and magnitude (size or severity) of consequences
• estimate chance (likelihood or frequency) of event or condition
• calculate component risks and overall risk using Probabilistic Risk Assessment.

3 Evaluate
• determine significance of estimated risks (in absolute and comparative terms)
• consider acceptability (in terms of both individual and societal tolerance)
• study economic impact and funding options for response and recovery
• examine costs and benefits of control for most serious risks
• assess cost-risk-benefit balance
• decide to accept, reduce, or transfer risk

CONTROL RISKS

1 Control
• Minimise, mitigate and manage serious risks, i.e. develop ameliorative measures that:

—   lessen likelihood of event and/or consequent system failure
—   lower magnitude of consequences
—   provide resources for response and recovery

• consider all possibilities for risk reduction:
—   design for safety, using prevention, protection, and damage limitation
—   reduce uncertainty, monitor constantly, maintain and upgrade systems
—   set standards and apply quality control at all steps
—   develop defence in depth (layered response) to counteract small failures
—   reduce likelihood of human error or perversity (training and safety culture)

2 Verify
• test effectiveness of risk reduction strategies
• obtain independent safety audit and inspection
• establish incident reporting methods that include responses etc
• establish feedback mechanisms to learn from experience, then re-prioritise
• develop compliance programmes covering management, training and procedures
• assess cumulative system risk across all stages (including any additional risk introduced by intervention, 

i.e. mitigation, preparation, response and recovery)
• establish quality assurance mechanisms to have all parts optimally balanced
• continually monitor, review and improve systems

Figure 4: Risk management strategy for natural/technological hazards
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CHAPTER 21

Risk Management in a Network Operation —
Understanding Complex Systems

William Peet* and Ray Ryan**

1. Introduction
From a business perspective, one of the main purposes of integrated risk management
is that it provides a framework for making difficult decisions.  As many of the systems
involved in network operations are complex, a strategic approach to solving problems
within these complex systems is required.

Risk assessment is inevitably focused on potential failure and much effort is taken to
reduce the contributors’ exposure to risk. The risk assessment process can be just as
much about identifying possible opportunities for improvement as for minimising po-
tential failure.  Often, the balance between potential failure and opportunities for im-
provement is lost and thus the full benefits of risk assessment are not realised.

This chapter deals with the assessment phase of the risk management process in three
parts:

• some common types of problems and the assessment tools that can be used, in par-
ticular where the interaction of physical, operational and human factors need to be
understood;

• case studies of actual risk assessment undertaken; and

• lessons learned from experience with the risk management process.

Rail and other networks are subject to naturally occurring events such as storm, earth-
quake, flood and cyclone, as well as the more controllable internal failures of people,
systems and equipment. The consequences have a wide range of possible impacts that
not only affect business performance but can also involve the general public, custom-
ers, contractors and the environment.

Risk management involves the logical and systematic process of identification, analy-
sis, assessment, treatment, monitoring and communication of the risks to which the
company is exposed. Mitigation, transfer or reduction to acceptable or tolerable levels,
requires the application of all parts of the risk management process to ensure an under-
standing of the structure, mechanisms and interaction of contributors to the risk.

It is important to remember that everybody is an assessor of risk.  Risk assessment is a
regular activity whether it is done formally, informally, consciously or unconsciously
— such as when crossing the road or choosing to eat certain types of food.

The aim for “zero-risk” is implicit in some of the catch-cries promoted in the health and
safety management environment.  Eliminating accidents may be a laudable aim in it-
self, but it is not necessarily in the best interests of society as a whole. For instance,
improving defence or education may be a better use of society’s resources.  Most peo-

* Group General Manager - Infrastructure, Tranz Rail Ltd
** Corporate Manager - Quality and Safety (retd.), Tranz Rail Ltd
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ple agree that there is an inherent risk involved in any activity and, as such, zero-risk is
often not desirable (many situations are only fun or profitable due to the inherent, though
acceptable, risk) nor worthwhile (the cost to achieve the state is prohibitive).  The most
useful application of risk management is in balancing different risks to ensure their
acceptability and reducing them where it is worthwhile and desirable.

In 1883, the noted physicist Lord Kelvin said in regard to quantification:

When you can measure what you are speaking about, and express it in
numbers, you know something about it; but when you cannot express it in
numbers your knowledge is of a meagre kind; it may be the beginning of
knowledge, but you have scarcely, in your own thoughts, advanced to the
state science.

His comments are interesting, not just because it forces us to think whether we are
interested in “advancing to the state science”, but also for its limited view.  Quantifica-
tion can only be of value after the problem has been set up appropriately and, in fact,
many of the benefits of risk assessment can be gained with minimal or no quantifica-
tion with “hard” numbers.  It is most important to be wary of risk assessment where the
numbers are collected before the choice of a risk assessment tool has been made.

This is particularly important when dealing with complex systems, as the effort spent in
understanding the nature of the risk, and the structure of the problem, is critical to a
successful result.

2. Assessment Tools
The spectrum of risk assessment tools can be seen to fall into two generic types:

• qualitative assessment; and

• quantitative assessment.

The refinement of the analysis will depend on the end use, and will of course be fla-
voured by the availability and quality of information. Often, many different risk assess-
ment tools will be used within one project.

Common to them all however, is the need to clearly identify the prime focus of the
assessment at the outset; whether it be to address insurance, productivity improve-
ments, safety, environment, liability or even political and industrial strategies.  Clarity
of purpose is important not only to establish the end use, but in how the assessment is
approached — the tool, the process used to understand the structure of the system that
produces the risk, and the information required to arrive at a result.

It is worth noting that some of the most difficult decisions in risk assessment relate to
the end use of the information:

• how it will be presented; and

• by what parameters the audience of the risk information will judge its acceptability.

3. Overview of Complex Systems
The term “complex system” has become somewhat of a buzzword.  It is used primarily
to differentiate simple systems, like a single-step cause-effect relationship, from other
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ones.  Complex systems are usually characterised by feedback loops, and these will
often make assessing the risk significantly more difficult.

At the outset, it is important to understand the system that produces the risk before any
quantitative work is done as, fortunately or unfortunately, most major disasters have
occurred through deficiencies in the system(s) controlling the risk.  These deficiencies
in a system can be looked at in a similar way to problems that affect the health of
people, and tools for assessment of “system health” can be useful in understanding the
quality of systems (Elms 1998; Peet, 1994).

The nature of these complex systems issues creates its own problems, as noted by Donald
Schon in The Reflective Practioner (Schon, 1983):

In the varied topography of professional practice, there is a high ground
where practitioners can make effective use of research-based theory and
technique, and there is a swampy lowland where situations are confusing
“messes” incapable of technical solution.  The difficulty is that the prob-
lems of the high ground, however great their technical interest, are often
relatively unimportant to clients or the larger society, while in the swamp
are the problems of greatest human concern.

However, it is usually within these complex systems that risk assessment is the most
beneficial as there is complexity both in terms of systems type and in the approach to
assessing risk.  Generally these systems are in the “swamp”, and many have significant
importance in terms of personal health and safety as well as business risk.

An example is the best way to show the complexity in apparently simple processes.

Consider the system controlling the risk for picking up a cup of hot tea and taking it to
a table. The purpose would be to ensure safe movement of the cup and its contents to
the destination.

There are many interactions occurring in the body needed to make the movement suc-
cessful. At the most obvious level, the actions required are:

• find the location of the cup;

• move the hand toward the cup;

• pick up the cup;

• move it to its destination; and

• put it down.

Built into these actions are many subconscious decisions that are necessary to make the
movement worthwhile. These decisions are based on a combination of feedback and
experience. Some examples are:

• deciding that it is worthwhile to move it (e.g. is it too close to the edge?);

• seeing where the cup is in relation to where the hand is (is it too far to move easily?);

• coordinating the hand (using sight and feel to find the cup);

• picking the cup up by the handle (to avoid getting burnt);

• moving it along at a speed so that the tea does not spill; and
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• putting it down gently (using sight and feel to guide the cup to the table).

If the feedback is not there, then we would probably be more cautious. However, lack
of feedback is a common failing in many operations — feedback is required to detect
potential failures.

There is an inherent risk involved with these steps, but it has been minimised to an
acceptable level by the person’s experience and faith in their body’s ability to do the
task, and hence that the risk is worth taking. However, the choice would not be the
same in other circumstances; e.g. the speed decision would probably be different if the
cup was full of concentrated acid, or if the person was sick and/or frail.

There are also actions, which occur unconsciously, to allow the movement to take place.
Some of these are:

• the brain sends correct impulses to the arm and hand;

• the hand opens up, the fingers close to hold the cup with enough strength to move it,
and lets go at the right time; and

• the body breathes, circulates blood, metabolises food.

Although a relatively simple example, it underlines the need to look deep into the sys-
tem when doing an assessment.  It would be most unwise to assess the risk of spilling
the cup of tea without first understanding what is involved — the risk would be very
different for a fully sighted person compared to one who was partially sighted.

4. Selecting a Risk Assessment Tool
The risk assessment process of understanding systems and understanding the nature of
the risks is a powerful way of understanding how complex systems work.  However,
the choice of tool is basically about choosing the right hammer to crack the nut.  A key
part of cracking the nut is being clear about what and why you want to crack it, before
setting the nut up and doing the cracking.

In choosing the right hammer however, it is most important to decide the objectives.
There clearly are some choices:

• is it to break the shell?

• is it to use the only hammer you have in the best way?

• is it to get the nut out of the middle without damage?

• is it to crack the nut in the quickest possible time?

The same can said about risk assessment: if you need a quick and dirty answer, only a
quick and dirty approach is needed. The important part is in understanding the nature
and structure of the problem so as to help with the choice of the correct hammer.

It is necessary to understand the system purpose and structure, and the risk associated
with that system:

• who or what is exposed to the risk;

• what the risks are;
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• how often they occur (chance);

• how serious the effects can be (consequence); and

• what is the background around which the risks occur (context).

This approach can be summed up by Albert Einstein’s famous quote:

Make things as simple as possible, but no simpler

Operational systems can appear simple only because people do not look far enough
into the system to find out the critical elements and links — especially feedback loops.

There are some other problems that can develop when dealing with complex systems.
In many complex dynamic systems, a problem known as “counterintuitive behaviour”
can occur: an action aimed at a desired effect may produce the opposite. For example,
consider:

• the response to an aeroplane pilot falling asleep while at the controls. A decision is
made to increase the technological support to improve safety, but (counter-intuitively)
the pilot gets more complacent, resulting in more incidents.

• (continuing the tea analogy) the cup handle is held more tightly to stop the tea spill-
ing, so the handle breaks, and the tea spills.

The next part of the chapter uses case studies to deal with three ways of solving a risk
assessment problem.

5. Example 1: General Principles: Collision between Trains

5.1  The Problem
The risk of collision between trains is significant for any rail operator.  Its consequences
can affect:

• people (directly for locomotive drivers and passengers, and indirectly for other staff
and families of those involved);

• property (locomotives, wagons, customer freight, passenger carriages and other as-
sets);

• the environment (spill of fuel or freight arising from damage);

• business process (delays to these and other trains);

• loss of revenue due to customer dissatisfaction;

• position in the regulatory environment; and/or

• loss through direct legal action.

Consider a risk assessment exercise focused on assessing the effect of signalling sys-
tems on locomotive driver safety levels.

Both the signalling system, and the people involved in the operation of the railway, are
key parts of the safety systems that prevent collisions between trains.  Obviously there
are other risks — derailment, passenger accident on the train, parting between rail vehi-
cles, etc.
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The most common approach to controlling train movements in railways is to use col-
oured-light signalling systems that give indications to the train driver: red for stop,
yellow for caution and green for proceed.  The three main signalling systems are cen-
tralised train control (CTC), single line automatic (SLA) and double line automatic
(DLA).

On lower density lines, no colour signals are used, as authority to occupy a section  is
communicated via paper warrants.  These are transmitted by radio or line phone by a
train controller (who manages the movement of trains around a rail network from a
central control room), and a verification procedure is used to manage the risks of incor-
rect communication. In New Zealand, this operating method is known as track warrant
control (TWC).

CTC, SLA and DLA all have interlocking capability designed to prevent dual authority
for a given section of line, but neither SLA or DLA give the train controller any ability
to change the signal light aspect.  TWC has a computer aid for the train controller to
assist in ensuring conflicting warrants (authorities to occupy) are not issued.  Both
systems require locomotive drivers to observe and take action in accordance with the
signals or the track warrant.

It is obviously a complex system involving a number of people (two drivers on oppos-
ing or overtaking trains, and a train controller) as well as locomotives, wagons and
signalling equipment.  There are many interactions between the locomotive engineer
and equipment; for example there is a vigilance system for drivers in locomotive cabs
— if the locomotive driver falls asleep then a buzzer sounds and the train brakes are
applied.  As with any system, the equipment can fail to operate due to a technical failure
or by being overridden either consciously or unconsciously, and the human can fail due
to fatigue, distraction, sickness or poor judgement.

Understanding the relative performance of the signalling systems is not, therefore,
straight-forward.  It is also important to realise that there are many risks related to train
running, and that the relative importance of the risk of collision is kept in proportion
with the overall risk profile.

Given the background above, it is now possible to start to solve the problem.

5.2  Solution 1: The “Quick and Dirty” Approach
It is necessary to understand what is important and what is not.  For this problem relat-
ing to comparison of different systems, the risk assessment can be broken down into
two stages:

• understand the risks of running trains as a whole to see how important collision be-
tween trains is; and

• see which of those risks are affected by different signalling systems.

All of the negative outcomes associated with collisions between trains are important,
but it is advisable to go back and review the focus:

to assess the effect of signalling systems on locomotive driver safety levels

The principal safety aspect to be considered is that of the level of the risk of death or
serious injury to drivers while involved with driving a train from point A to point B.
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Limiting the risk assessment to safety removes some of the contextual issues (such as
comparing safety and environmental risks) and clarifies the purpose of the assessment.

The first hammer is the quick and dirty solution — get a group of people together to
decide what the risks are, which ones are highest and which are affected by the differ-
ence in signalling systems.  More than likely, as individuals they would all come up
with different answers, but together (if kept focused) they will come to a consensus.  In
general, the more information that is given to the group the better the result.  The best
types of information are ones that set the boundaries; if looking for a cost judgement,
give the maximum and minimum possible costs that could be incurred.

Value judgements are an essential attribute of the process.  In risk assessment, judge-
ments are required from the most significant level of the risk outcome through to the
detail of fundamental elements. The key ingredient however, is the experience of those
making the judgements and their individual and collective ability to combine that with
respect for opinion, facts and forecasts. This is a classic case of recognising that 1 + 1
can equal 3. The mix of people is important too; it is best if as many of the interest
groups as possible are represented and given an opportunity to contribute.  The skill of
the facilitator, in particular relating to knowledge of the situation, people strengths and
risk management understanding, is key to a successful outcome.

For the problem under consideration, the focus would be to get a list of the risk types
relating to running trains that might affect locomotive drivers.  Consider a sample of
the risks (other risks include collision with maintenance vehicles, etc.):

• collision between trains — medium risk to driver and high dependence on signalling
system type;

• collision with road vehicle at a level crossing — low risk to driver and low depend-
ence on signalling system type (though not on the warning devices at the crossing);

• collision with an obstruction (slip, washout, object illegally placed on track) — high
risk to driver and medium dependence on signalling system type; and

• tip over at a tight curve — high risk to driver but low dependence on signalling
system type.

These are summarised in Figure 1.

Risk to Loco
Driver

Dependence
on Signals

Collision between trains

Collision at a level crossing

Collision with an obstruction

Tip over at curve

M H

L L

H M

H L

[ L = Low    M = Medium    H = High ]

Figure 1: Typical risk estimates
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Though it might not reflect the current situation, having a list of historical accidents can
be very useful to assist the participants to benchmark their feelings and also to assist
their memories — even if there are only a few events.

This type of assessment does not take into account the mix of chance and consequence
on the overall risk level, nor does it help us to understand the margins between the low
(L), medium (M) and high (H).  Its use is in saying that level crossings are not really of
importance to the problem being solved.  In terms of consequences, the “normal” level
crossing collisions do not generally injure the locomotive driver, but the “normal” col-
lision with another train probably will.

This leads us to the next hammer: the matrix approach.

5.3  Solution 2: The Matrix Approach
In terms of assessing the likelihood of events, it is important to realise that it is often
hard for experienced staff and lay people alike to make a judgement.  It is difficult to
compare the relative importance of descriptions of likelihood such as:

• there are about 50 to 60 level crossing accidents (between motor vehicles and trains)
per year;

• a train tips over due to excessive speed about every 5 years; and

• train-to-train collisions are very infrequent.

The language is critically important for people’s understanding, and the use of a con-
sistent framework can be very valuable.  There are a number of risk matrices available,
all of which attempt to provide a framework for combining chance and consequence to
understand more about levels of risk.  The greatest value of a risk matrix is to sort risks
into bands and so differentiate between whether a risk is low chance-high consequence,
or high chance-low consequence, as they both may have the same risk level.

A risk matrix combines chance and consequence and allows comparison of relative
risks.  It can be used for evaluating risk acceptability, ranking for resource allocation,
and in the case of occupational health and safety in New Zealand, meeting statutory
requirements (OSH, 1992).

One risk matrix is shown in Figure 2. It uses five chance and consequence levels and
separates risks into three bands of risk; low, medium and high. The matrix values are
obtained by multiplying the chance and consequence numbers.

Depending on the size of the operation being considered, it is possible to develop ge-
neric risk management options as follows:

Low: accept and monitor the risk;

Medium: risk to be reduced at reasonable cost; and

High: immediate action to reduce the risk.

In a risk matrix, the values for chance and consequence are usually grounded on nu-
merical measures (numbers), and are generally logarithmic rather than linear.

For chance, use:

1 = an event that happens once every 40 years;
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2 = an event that happens once every 20 years;

3 = an event that happens once every 5 years;

4 = an event that happens once every 1 year;

5 = an event that happens 4 times a year.

Depending on the issue, the consequence values can be chosen to relate to the risk
being considered, say financial loss or injury level.  For consequence, use:

1 = an event that results in no injury or costing less than $10,000;

2 = an event resulting in minor injury or costing between $10,000 and $100,000;

3 = an event resulting in a serious injury or costing between $100,000 and $1m;

4 = an event resulting in a fatality or costing between $1m and $5m;

5 = an event resulting in multiple fatalities or costing more than $10m.

Some matrices do not focus on differentiating the bands of risk and appear to allow
very precise, though not necessarily accurate, comparisons between risks by not being
“diagnosable” — meaning the risk values across a diagonal are constant.  This is can be
quite appropriate if bands are used (such as the matrix above), but most inappropriate if
a risk with a chance of 5 and consequence of 3 was considered lower than a risk with
chance of 4 and a consequence of 4.  Such a comparison is quite outside the scope of
applicability of the matrix as a risk assessment tool.

Now, to apply it to the problem.

From the historical record, it would be possible to come up with some ratings (note that
these numbers are only a hypothetical example). Collisions at level crossings occur
relatively regularly giving a chance rating of 5, but do not generally injure the locomo-
tive driver giving a consequence rating of 1 (see Figure 3).  The risk of this (recall it is
relating to the locomotive driver) on a nationwide basis would be given a rating of 5.
The other collision modes are dealt with in a similar way, and the outcome of the as-

1 2 3 4 5

1

2

3

4

5

1 2

2

3

3 4

4

4

5

5

6

6

8

8

9

10

10

12

12 15

15

16

20

20

25

Consequence

C
ha

nc
e

Low  R
isk

Medium R
isk

High R
isk

Figure 2: Risk matrix
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Chance Consequence Risk

Collision between trains

Collision at level crossing

Collision with an obstruction

Tip over at curve

2

5

3

3

4

1

4

4

8

5

12

12

Figure 3: Risk rating example

sessment is that they are relatively similar risks to the safety of the locomotive driver
ranging from low to medium (Figure 2).

It is emphasised that this assessment only relates to the risk to the locomotive driver
while driving a train — the risk to the car driver would be much different.

These examples start to illustrate how significant the risks are but due to the coarseness
of the method, it is still not really useful for understanding the difference between
signalling systems.  This is because none of the ratings would take account of different
signalling system properties and rates of failure.

The matrix approach would, however, be entirely adequate for scoping the locomotive
driver risks as part of a risk study across all railway employees — such as track work-
ers, mechanical equipment maintainers, etc.

5.4  Solution 3: The Fault Tree Approach
The most detailed analytical techniques are fault tree and/or event tree analyses (Stewart
and Melchers, 1997). They involve structuring out the failure system and looking at
components (whether human, technical or relating to systems) and how they interact.
Both are used for combining the likelihood of various component failures to arrive at a
likelihood for failure of the whole system.  Often, both approaches are used during an
assessment.

Fault tree analysis moves from a high level consequence or fault down to a series of
initiating events.  Event trees differ from fault trees in that they move forward from an
initiating event towards different consequences, some of which may result in failure
and some not.

Consider the application of fault tree analysis to the assessment of the risk of collision
between trains.  The first step is to identify the top event and progressively work down
to the contributing factors.  These are slightly simplified to aid clarity in describing the
approach.

For two trains to collide, three things all need to go wrong:

• trains cross (at a crossing loop); and
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• driver doesn’t stop clear of the crossing loop; and

• trains are routed for the same line.

Each branch is followed down until it gets to the level of appropriate detail for the
understanding required — in most cases, this is where the failure probability for the
components is known (see Figure 4).

Collision between trains

AND

trains cross driver doesn’t
stop clear

trains routed
for the

same line

to Figure 5

Figure 4: Fault tree — top event and an “AND” gate

Consider the branch of the tree relating to the driver not stopping clear.

This can happen for any one of five different reasons:

• the driver is dead or asleep; or

• a conflicting authority exists for the section of line; or

• the driver forgets the limits of his authority; or

• the driver starts before the other train has arrived; or

• other (minor) reasons.

For the purposes of explanation, it is necessary to skip a couple of levels before getting
down to any variables that have different probabilities for different signalling systems
(see Figure 5).

Driver doesn’t
stop clear

OR

driver is dead
or asleep

conflicting
authority
exists for

the section
of line

forgets
limits of
authority

starts
before

arrival of
opposing

train

other

to Figure 6

Figure 5: Fault tree — an “OR” gate
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The next stage is to look more deeply into how signalling systems and drivers can
interact to cause a failure.

A conflicting authority for a certain length of track between signals can be given either
when the signalling system is working or when it is not.  But just because the system is
not working, it does not mean that a conflicting authority will be given — a driver may
detect that the system has failed and take action to avoid a possible collision.

It is at this level of detail that fault tree analysis is most useful as the way the total
system behaves can be easily understood and thus communicated in a structured way
(see Figure 6).  Development of the fault tree for the total system, which incorporates
human, technical and operational elements and interactions, leads to a better under-
standing of the quality of the system.  From that, management effort can be directed to
the areas with most value.

Driver has conflicting authority

OR

system OK system not OK

AND

not
detected

conflicting
authority

issued given
system
wrong

signalling
system
wrong

Figure 6: Fault tree — initiating events

Once the overall fault tree has been laid out, probability theory is used to combine the
initiating event failure rates into an overall estimate of, in this case, collision between
trains.  Signalling system wrongside failures (i.e. those that fail to a potentially danger-
ous state) could, in combination with other things, cause a collision to occur at a rate of
roughly 1 in 100 million, but human factor failures (sleep, slips, errors, etc.) can be
quite a lot more likely — between one in a thousand and one in a million.  These can be
used to calculate the event likelihood for collision between trains, by working back up
the tree.

Following the calculation of event likelihoods, the results can be combined with the
consequence of each event to produce a risk level for each collision mode.  The combi-
nation of the risks of all modes will give a risk level for the locomotive driver.

At this stage, it is useful to check that the overall risk level is of the right order —
generally by comparing it with historical risk levels.  Often, it is possible to benchmark
at different levels of the tree — for example it would be possible to compare the calcu-
lated value for “Driver doesn’t stop clear” (in Figures 4 and 5) with actual rates from
incident databases.

It is good to normalise by some measure of activity that is proportional to the informa-
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tion being normalised.  For example, rule breaches by locomotive drivers could be
normalised by total number of train-train crossings (a good measure, but significant
effort to gather the data) or by train kilometres (a coarser measure, but much easier to
collect).  Once this is done, then different lines of different densities can be compared
for performance/failure levels.

Understanding sensitivities is very useful in directing management effort. If sensitivi-
ties are understood, significant effort is often not justified for getting more accurate
likelihoods  — rough numbers will help establish relative importance of inputs as well
as help in getting overall risk levels.  As a result of this, risk assessment usually in-
volves significant iteration; as more is learnt about the system, the fault tree may be
fine-tuned and more information may be sought, which may change the sensitivity.
The degree of iteration required is subject to the law of diminishing returns: as a model
it will never completely reflect the real system.  The focus must be on doing an assess-
ment that reflects the key properties of the system, such that the results are meaningful.

Often, information is not available and what there is may not be reliable, complete or
relevant.  It is therefore important to understand the order of magnitude of the various
component rates of failure, find out which contribute significantly to the overall risk
level, and focus attention in the appropriate areas.  Information on which to base accu-
rate numbers is often hard to come by, whatever the level of risk assessment being
undertaken.

Fault trees and probability theory have limitations and it is important to appreciate
these before embarking on a significantly detailed assessment incorporating masses of
data.  Understanding the structure of the problem and applying sensitivity techniques
are an effective strategy for maximising the benefits of risk assessments.

For complex systems, constructing fault trees can be a massive task.  For example, the
fault tree models for assessing locomotive driver risks consist of around 20 major trees,
200 inputs (some with four different values for each input) and 20 outputs, but it is the
best tool for understanding problems of this nature.  Generally, the most important
variables are the human factors and how humans interact with technology, and not so
much about relating to the individual rates of failure for equipment.  Modern computer
programs make major calculations relatively quickly and allow appreciation of the sen-
sitivity of outputs to inputs with considerably less effort than was possible a decade
ago.

As is covered in other chapters, the acceptability of risks then has to be judged.  It is
difficult — not only does the measure have to be chosen, but also the acceptability
level.

6. Example 2: Qualitative Assessment — Transportation of Hazardous
Goods
As covered earlier with respect to risk matrices, qualitative assessment uses descriptive
scales to predict likely outcomes of events and their consequences.  Its use is particu-
larly applicable for:

• initial screening to identify risks for further more detailed analysis;

• where the significance of risk does not justify the time and effort of detailed analysis;
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and

• where data is not easily available.

A relatively sophisticated but still qualitative approach was used within Tranz Rail for
the assessment of risks associated with the transportation of hazardous goods (Ryan
and Wood, 1991).

The company transports a range of hazardous material — from LPG to acids or con-
signments of paints — both on land and by sea across Cook Strait.  At the time this
assessment project was done, hazardous goods tonnage constituted about 3% of total
freight tonnage.

The purpose of the assessment was as follows:

• to gain a general understanding of the parts of the operation relating directly or indi-
rectly to the handling and transport of hazardous goods, and the types and quantities
of goods transported by time, route and mode of transport (bulk or small goods con-
signments) (or in other words, the system structure);

• to describe the main hazards presented by the hazardous material and activities to
people, property and the environment (or in other words, the risk level);

• to outline preliminary recommendations for a hazardous goods risk management pro-
gramme, and recommendations for further risk assessment work.

The exercise followed the process outlined in Figure 7.

Hazard
Identifaction

Failure
Mode

Impact
Descriptions

Pathway/
Consequence

Risk
Assessment

Figure 7: Transportation of hazardous goods — outline of assessment process

The study was broken into five parts: classifying the many different types of hazardous
goods into groupings (general goods, bulk goods, flammable goods, etc.); identifying
the failure modes (accident scenarios); defining the impact descriptions (quantities,
wagon types, location, etc.); assessing the pathway/consequence (population density,
rivers, wind, number of people, etc.); and finally assessing the relative risk level.

Mechanisms of failure were constructed for the various scenarios.  The yard accident
scenario is shown in Figure 8.
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leak or loss
of

contaminant

track / point failure

track obstruction

natural causes

human error

signals failure

mechanical failure

derailment

collision

inadequate stowage

faulty packaging

containment
equipment
failure

Figure 8: Yard accident scenario

Given that the focus was on leak or loss of contaminant, the generic hazard types
(derailment, collision, etc.) were identified; then the failure modes by which those
hazard types occurred (track/point failure, track obstruction, etc.).  The failure modes
were then further broken down so that the primary contributors could be found.

Three different types of scales were developed with each scale assigned a range of
scores from 1 to 6.  The first was a likelihood scale primarily based on historical
frequency, the second was a scale of the consequences to the impact groups (peo-
ple, property and the environment) and the third assessed the likely magnitude of
the cumulative effects (for accidents which occur on a repetitive basis).  The envi-
ronmental risk scores were doubled to give each of the impact groups an equal
rating.

The total risk (or outcome) score was assessed by multiplying the likelihood and
consequence scores, and adding the cumulative effect scores.

Outcomes scores, including impacts on property, people and the environment, were
tabulated for groups of hazardous goods. A summary of the table is shown in Fig-
ure 9.

Impact Group General Goods LPG Solid Chemical

People

Environment

Property

Cumulative

Total Score

36 36 5

12 6 6

36 36 4

6 2 2

90 80 17

Figure 9: Relative risks of hazardous goods transport
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Sensitivity testing was conducted on the final score range by using different weightings
on the input scores.

The results were used to assess priority for follow up action. The measures proposed
included:

• a review of accident/incident reporting systems to enhance information quality;

• reliability and effectiveness of information flows, refresher training for field staff in
handling and administration of hazardous goods, a safety audit of LPG handling for
the whole operation from customer loading to empty return of vehicles, and a more
rigorous approach to accident/incident monitoring.

In the case of LPG, the safety audit approach involving suppliers and dischargers was
undertaken as opposed to a more detailed and specific quantified risk assessment be-
cause it was considered that data for low probability, high consequence events was not
available to adequately support this type of analysis.

Focusing on ensuring compliance with all aspects of procedures was likely to be a more
effective risk management strategy in this case. One of the useful, but initially uninten-
tional, byproducts of that work was that managers could use the output from the study
as a marketing aid when dealing with customers for the supply of hazardous goods
services.

7. Example 3: Quantitative Risk Assessment — Locomotive Engineer
Hazards
This analysis related to single manning of trains (Ryan and Elms, 1991a; Elms and
Mander, 1990). It was done in the mid 1980’s at a time in the company restructuring
when every stone in the company was being turned and there was an intense focus on
productivity improvements. It was also at a time when electric locomotives were being
introduced on the North Island Main Trunk between Palmerston North and Hamilton.
Electric locomotives and railcars had traditionally been single manned in the cab but
that regime always had a guard on the train, albeit at the back end or in the passenger
carriages. Work procedures centred on a team approach for both routine and emergency
operations. However, in the preceding three years, the company had successfully nego-
tiated with the industrial unions for the then three man crews to be reduced to two on
freight trains with the two remaining crew members being located in the cab of the
locomotive.

The risk analysis embarked upon especially focused on the change in risk level to the
locomotive driver under a new operating regime with single manning in virtually all
trains.  It was decided that the fault tree approach should be used, as significant detail
was required to assess the change in risk level associated with the change in crewing
levels.

Locomotive driver safety is a key focus for operating procedures. Not only are there
risks while driving the train but there are “off train” risks in breakdown or emergency
situations, especially as a significant number of services are run at night. In the atmos-
phere of restructuring however, it was not only judged to be a safety issue but an indus-
trial one too. In spite of this, the company believed that this method of operation would
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contribute significantly to productivity improvements, while preserving locomotive
driver safety.

The significant events that could lead to an accident to a locomotive driver were broadly
categorised into collisions, overturning and derailments.  There are subcategories for
collisions.  For each subcategory, fault trees were developed that incorporated me-
chanical, procedural and human failure components. Data was generated from hard
facts, estimations, samplings, surveys and “think tanks”. The think tanks involved the
marshalling of experienced staff and experts (industrial psychologists) into teams un-
der supervision of the risk assessors.  A sample section of the North Island Main Trunk
line (between Marton and Taihape) was specifically studied to develop and prove the
risk model as a pilot study. The model was then applied to other lines in the context of
the nationwide crewing project.

The quantified assessment addressed the operating risks and suggested that the change
in risk levels were acceptable if single manning was introduced.  Rough relative com-
parisons could be made with other occupations within the company and with published
data for other industries using Fatal Accident Rate (FAR) as the comparator (FAR is
defined as the number of fatalities per 100 million exposure hours).

The results suggested that the locomotive driver risk level was lower than many occu-
pational groups within the company and in other industries.

Safety for the locomotive engineer when dismounting from the cab for emergency in-
spections was not modelled using fault trees. It was worked through in a joint union/
company working party without detailed analysis. The key focus for the risk reduction
strategies for this scenario centred on giving the locomotive driver good quality com-
munication at all times while on duty.

Traditional vigilance devices in the locomotives were upgraded, enhanced radio com-
munications from central control linked them to each train, and portable programmable
handheld radios equipped with vigilance devices were provided for out-of-cab situa-
tions. The single manning regime was progressively installed over a period of two
years on the basis of extensive trial incorporating the reliability of the communication
systems and operational procedures.

It is considered that the risk assessment was a significant contributor in managing to
negotiate a new industrial agreement incorporating single manning in 16 weeks.

Opportunities for enhanced effectiveness arising from the study centred around the
human elements. The sensitivity studies showed that the significant contributors to
change in risk level hinged around the human factors. Although the locomotives are
equipped with vigilance devices that bring the train to a complete stop in 90 seconds if
the device is not cancelled by the driver, incidents have occurred inside that time frame
for which alertness and sleep issues were the main contributors.

Opportunities for risk reduction measures taken have included rostering regimes based
on forward cycles, health and fitness advice for sleep patterns, and dietary and rest
advice for off-duty hours.

A somewhat similar study was carried out for a proposed light rail vehicle system for
Auckland (Ryan and Elms, 1991b).
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8. Lessons Learned from a Decade of Formal Risk Assessment
Tranz Rail has used formal risk assessment techniques since the mid 1980’s.  Overall,
the key objective of any risk management regime is to ensure that the management
practices incorporate a risk culture. While the leadership for this aspect rests fair and
squarely with the risk manager, effectiveness of the regime can only be achieved with
participation of all parties. It is also up to the leadership to clearly identify the perspec-
tive from which the parties may judge the acceptability of outcomes.

The experience gained from specific risk projects and development of the risk culture
has shown the following.

• Communication, understanding and use of the risk results by third parties is a major
problem. It is likely that at some stage a significant accident is inevitable, given
enough time for it to occur. Though the use of risk assessment techniques is a respon-
sible management approach, it cannot be a substitute for good sound management
practice involving quality assurance of the existing systems necessary to control the
operation.

• Sound common managerial sense is still an essential part of the ultimate decision
process, but risk assessment provides an unparalleled basis for taking action.

• Organisational culture is key to the effort to be put into risk assessment. If there is a
keen proactive climate with competent staff, then it is likely that the best value for
money in any risk assessment project comes by completing the “scoping phase”.
Results are generally sufficient to rank and prioritise the allocation of resources effi-
ciently and implement alternative courses of action within the risk acceptance frame-
work.

• Pulling together small groups of respected staff and specialist experts under the lead-
ership of the risk assessment manager, for the purposes of estimating probabilities
and consequences, is a powerful tool in the development of the risk culture and in
aiding risk communication.

• Development of fault trees requires considerable thought and investigation to ensure
that all possible sources of risk are accounted for. It forces a deeper understanding of
the systems leading to incidents, accidents and any downside events.

• Data needed for fault trees takes a considerable amount of research. Hard factual
information is often not in the right form or lacks continuity and consistency.  For
example, in complex situations, causes of faults are invariably a combination of events.
However, historical (even recent historical) records usually only define a principal
cause so there is considerable effort required to use the factual information effec-
tively. Additional techniques used have involved statistical sampling of records, set-
ting up sample processes, and think tanks.

• Quantified risk assessments show the various contributors to risk and their interac-
tion. Sensitivity studies could be conducted on the more critical elements in the model
to better understand the range of likely outcomes. However, the use of extreme val-
ues for component reliability, in an attempt to illustrate robustness of the model may
lead to the requirement of unnecessarily lengthy explanations to regain the realism
context, especially if transparency of the process is key.
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• Quantification of issues can help to remove a lot of emotion from discussion and
negotiation with parties. It can become a powerful management decision-making aid,
especially when the results are combined with cost consequences of various actions.

• Many people appear to equate chance or consequence with risk.  Just because the
chance of something happening is high or the consequences dire, they assume the
risk must be high and they do not look, as they should, at the combination of the
chance, consequence and context.

• Overall risk levels derived from quantified risk assessments are more valuable when
the purpose is to compare the change in risk level when introducing a new regime, as
the data will generally be of the same quality in each scenario. Risk levels tend to be
of lesser value when comparing dissimilar situations.

• Good risk assessment is heavily dependent on clarity at the start of the project.  De-
ciding the focus of the assessment, choosing the right tool, and understanding the
benefits and limitations of the approach used are key to a successful result.  Complex
systems are everywhere, and avoiding or ignoring the complexity at the appropriate
level of detail will lead to poor results.

9. Conclusion
This chapter has discussed the role qualitative and quantitative risk assessments play in
the risk management process and some of the lessons learned from applying them.  The
optimal use of these tools should enable risks to managed in the best way.

It is important to realise that risk assessment is one of many tools in the management
bag of tricks — its use is no panacea for other management problems.  The opportuni-
ties it provides for executives, risk managers, staff, contractors, customers, regulators
and the public to contribute are significant, principally by enhancing understanding of
the complex systems within which we work.

It is indeed a most powerful tool for dealing with difficult problems.
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CHAPTER 22

Avalanche Risk Management — the Milford Road

Peter L Weir*

1. Introduction: Natural Hazards, Avalanches and Risk Management
This chapter is concerned with approaches to risk management of the snow avalanche
hazard on the Milford Road, State Highway 94. Control strategies involve constant
winter monitoring of alpine weather by means of a network of automatic weather sta-
tions, field work is undertaken high above the road to assess the snowpack structure
and stability, and expert judgement is used to estimate the potential for avalanches to
release and strike the road.  The road maintenance contractor watches for signs of ava-
lanche activity and rapidly responds to changing conditions by instigating road clo-
sures when the risk of avalanches is assessed as high. Avalanches are often artificially
released with explosives before the road is reopened.

Two approaches to risk measurement are presented — these involve estimating the risk
posed to society (a population-based measure) and the risk faced by an individual (an
exposure-hour statistic).

Hazard may be defined as a potential threat to humans and their welfare, and risk as the
probability of a hazard occurrence.  The relationship between a hazard and its probabil-
ity of occurrence can be used to rank the risk (see Figure 1).

Snow avalanches fall within a small group of traumatic natural hazards identified by
Smith (1992) as being characterised by a number of common features. For avalanches:

• The origin of the damaging event is clear and produces characteristic effects.  Ava-

* Natural Hazards and Environmental Engineering Consultant, Christchurch

Low High

0.0

1.0

Impossible

Low

Probability

High

Certain

Hazard

Low Risk

Medium Risk

High Risk

Threats to: environment property life

Risk of size 4 or larger avalanche
intersecting traffic on SH94

Figure 1: Theoretical relationship between severity of a natural hazard, probability
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lanches generally cause death by asphyxiation, but at Milford will also produce mul-
tiple traumatic injuries because of severe impact speeds and pressures.

• The warning time is normally short, i.e. avalanches are rapid onset events, perhaps
occurring within two hours of the commencement of a storm.

• Most of the losses, whether to life or property, are suffered very shortly after the
event.

• The risk of exposure is largely involuntary, normally due to the location of people in
a hazardous area.

• The resulting disaster occurs with an intensity and scale that justifies an emergency
response.

Smith (1992) defined a severe hazard as an extreme geophysical event characterised by
the concentrated release of energy or materials which pose an unexpected threat to
human life and can cause significant damage to goods or the environment. This aptly
describes the Milford Road avalanche regime.

There is growing awareness of natural hazards in New Zealand.  Sections 30 and 31 of
the Resource Management Act (1991) place an onus on Regional Councils and Territo-
rial Authorities to recognise and mitigate natural hazards.  The joint Australian New
Zealand Standard on Risk Management, AS/NZS:4360, was introduced in late 1995
with the objective of providing a generic framework for identification, analysis, treat-
ment and monitoring of risk.

This book on integrated risk management reflects the importance of developing a na-
tional strategy to cope with risk, including that posed by natural hazards.

2. Avalanche Hazard on the Milford Road
Avalanche problems on public highways in New Zealand are unique to Fiordland’s
Milford Road (State highway 94).  Death by avalanche involves a distinct “dread”
factor and an incident involving one or more tour buses has the potential to do severe
medium-term damage to New Zealand’s tourist industry, for which a trip to Milford is
often pivotal.  Around 300,000 tourists visit Milford each year, an average of about 820
per day, peaking at around 2,700 in summer (New Zealand Tourism Board, 1997); most
tourists travel there by road.  At least one third of all international tourists arriving in
New Zealand visit Milford (Opus International, 1997).

The extremely high precipitation received at Milford, in combination with the steep
sided U-shaped valleys, generates the potential for very large snow avalanches (see
Photos 1 and 2).  Severe avalanches plunge repeatedly on to the Milford Road each
winter, in some years occurring several times on the one path.  Some sections of the
Milford Road are exposed to impacts from more than one avalanche path.  Avalanches
may involve several hundred thousand tonnes of snow plummeting over 1000 m verti-
cally before blasting across the road and devastating anything in their path (the energy
of the avalanche blast has been sufficient to rip guard rails off stanchions and knock the
reinforced concrete sides from bridges).  An encounter with an avalanche on the Milford
Road will generally not be survivable.  A high proportion of avalanches at Milford are
of size 4 (see Table 1), reflecting the extreme precipitation regime in Fiordland.  One or
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Size Description Typical
Mass

(tonnes)

Typical
Path

Length  
(m)

Typical
Impact

Pressure
(kPa)

1 Relatively harmless to people <10 10 1

2 Could bury, injure or kill a person 10
2 100 10

3 Could bury a car, destroy a small
building or break a few trees

10
3 1,000 100

4 Could destroy a railway carriage, large
truck, several buildings or forest of up
to 4 hectares

10
4 2,000 500

5 Largest snow avalanches known.

Could destroy a village or forest of 40
Hectares

10
5 3,000 1000

Table 1: Avalanche size classification scheme based on estimates of mass and
destructive potential as used in Canada and New Zealand

(Source: McClung and Schaerer, 1993)

more size 5 avalanches may strike the road in a heavy winter underlining the severity of
the hazard.

Avalanche fatalities have, to date, involved road construction and maintenance workers
but not tourists. Three workers were killed in two separate avalanche accidents during
the construction period (Anderson, 1994).  Part of a reinforced concrete portal built to
protect construction workers at the eastern approach to the Homer Tunnel was destroyed
by an avalanche in 1947, before the road opened (Smith, 1947; White, 1947).

In the first decade of the road’s operation, from 1953 to 1962,  the National Roads
Board management strategy for the Milford Road was to leave the road closed from the
date of the first avalanche to well into the spring.  In 1963 it was decided to keep the
road open in winter but anecdotal evidence of vehicle damage, etc., suggests that there
were numerous close calls with snow avalanches.  In 1983 a roading overseer died after
been pinned under a bulldozer upturned by an avalanche while attempting to re-open
the road after a severe winter storm.  This galvanised authorities into action and in 1984
a formal programme of ongoing weather and snowpack monitoring and active control
of the avalanche hazard was initiated on State Highway 94.

The potential for a large-scale avalanche disaster on the Milford Road is well recognised
with various world authorities having commented on the severity of the problem after
visits to the area.  In 1978 the New Zealand Mountain Safety Council invited Professor
E. La Chapelle from the University of Washington to visit the area and report on the
magnitude of the problem.  An analysis concluded that avalanche problems are as severe
on the Milford Road as on any other mountain highway in the world.  At the time of the
visit daily traffic amounted to one bus and about a dozen cars (La Chapelle, 1979).

An avalanche atlas of the road was published by the Mountain Safety Council in which
individual avalanche paths were described and an estimate made of the frequency of
activity on the paths (Fitzharris and Owens, 1980).  At the time, Ministry of Works
officials considered the estimates of both avalanche size and frequency to be excessive
but time has shown both to be conservative.

The method of avalanche forecasting that is employed in the Milford avalanche pro-
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gramme is a procedure based on hypothesis testing.  Each day the avalanche forecaster
starts with a position based on prior weather and avalanche events and looks for obser-
vational evidence to refute or support this position (see Figure 2).

La Chapelle (1980) describes the steps in avalanche forecasting as:

• Collect all available data (It is recognised that there will be redundancy in some of
these data).

• Form a hypothesis about snow stability.

Form preliminary assessment
or

update previous day’s assessment
of avalanche hazard

Consider snowpack structure
and snow stability

(Class 2 data)

Study weather records
trends ‘till 06:00
(Class 3 data)

Consider morning
weather forecast

Form initial hypothesis
regarding avalanche hazard

?

Low Moderate High

Enter area

Observe avalanche activity
(Class 1 data)

observe local weather
(Class 3 data)

Refine hypothesis
regarding avalanche hazard

?

Monitor area
(Gates opened)

Road open

Leave area
(gates locked)

Road closed

Do not enter area
(gates locked)

Road closed

Low Moderate High

Figure 2. Analysis of decision making process in operation on the Milford Road
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• Test the hypothesis through observation and experiment, e.g. in situ shear tests or
application of explosives (something made difficult at Milford by lack of easy access
to the snowfields).

• On the basis of these tests confirm or revise the hypothesis.  The test�-�revision proc-
ess may need to be repeated as often as hour by hour.

• Finally the hypothesis is revised or confirmed to the point that it is seen to represent
reality.  Thus an evaluation or prediction is made.

Avalanche occurrences (or non occurrences) are monitored to check prediction accu-
racy.

Avalanche forecasting involves synthesis of three classes of data of varying relevance
and ease of interpretation, ranging from the indirect but easy-to-obtain weather infor-
mation, to the more relevant snowpack information through to the most relevant data -
evidence of avalanche activity or other signs of instability. (McClung and Schaerer,
1993).

There are no absolute certainties in predicting a natural hazard such as avalanches.  A
professional dilemma for the avalanche forecaster is that he or she can never always be
correct. Snow, unlike concrete or most other engineering materials, has highly variable
mechanical properties.  In Fiordland’s maritime climate, snow is often at its melting
point and thus subject to rapid variations in strength.

The avalanche risk is controlled by a combination of strategies.  The first ingredient is
to ensure that traffic flows smoothly at times when the road is open.  The Milford Road
is the only State Highway where a by-law requires tyre chains to be carried in winter
and fitted when deemed necessary.  “No Stopping” signs are put in place along much of
the route through the avalanche area each winter to further limit the public’s exposure
to avalanches.

Road closures are instigated when the avalanche danger is perceived as rising to critical
(high) levels or when the weather is predicted to deteriorate with a probable increase in
the avalanche danger (avalanche related closures average a total of around 900 hours
per season but have varied from 12 to 1700 hours).  Road closures eliminate the chance
of exposing the travelling public to the avalanche phenomena, and the risk of a fatality
becomes zero.

In recent years between 12 and 20 helicopter bombing missions have been flown each
winter.  Large explosive charges (25 kg bags of Amex, a blasting agent consisting of a
mix of ammonium nitrate and fuel oil) are dropped into the avalanche start zones to
release avalanches under controlled conditions (the road is closed and road mainte-
nance staff evacuated from the area).  Around 3.5 tonnes of explosive are typically used
each winter.

Since the avalanche programme commenced 13 years ago there has been, in most win-
ters, at least one near miss avalanche incident (typically involving, but not limited, to the
road maintenance contractor’s operational staff).  For example, in 1994, an avalanche
from above the east portal of the Homer Tunnel ran down the road and narrowly missed
the maintenance building occupied by contractor’s staff.  Several vehicles were dam-
aged. In 1996 an avalanche, again released from the slopes above the Homer Tunnel,
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demolished the end section of the tunnel’s east portal (see Photo�3).  The road was
closed on this occasion but the road maintenance contractor’s staff were in the area
with one person about to emerge from the portal when the incident occurred.  The
ramifications of this incident and potential liability of the principal towards a contrac-
tor’s staff, as set out under New Zealand’s Health and Safety in Employment Legisla-
tion, reverberated up through the road management system.

Since the State Highway 94 avalanche programme’s instigation in 1984, there have
been no avalanche related injuries nor any damage to vehicles, apart from those used
by contractors.  The accident free period reflects the success of the avalanche pro-
gramme, particularly when it is recognised that the road is open far more in winter than
it was in earlier decades.  However, the increased exposure of people in winter to
Milford’s avalanche terrain during the past decade serves to counteract some of the
risk-lessening benefits brought about by the avalanche programme.

Tyndall (1997) proposed the following principle in relation to adventure tourism:

Changes that make a system or organisation safer are dissipated by the
tendency to compensate for lower risks in one area by taking of greater
risks in another.  The tendency is for the system or organisation to settle
back to a level of risk that society accepts.

That principle undoubtedly holds true at Milford.  Tourist operators now promote the
area in winter; of those operators who are aware of the avalanche hazard there is a
perception that the avalanche programme makes the trip very safe if not absolutely
safe. The contractor endeavours to keep the road open longer and more often to accom-
modate the growth in tourist numbers.  The net result is that now many more people are
exposed to the hazard in winter than in the past.  Simpson-Housley and Fitzharris (1979)
note that a misplaced faith in avalanche protection systems or forecasting procedures
can lead to complacency and increased vulnerability to the hazard.

Most travellers do not appreciate the magnitude of the hazard to which they are ex-
posed. In fact many do not recognise that any hazard exists as avalanches are not within
their domain of experience.  Significantly, a draft tourism strategy for promoting sus-
tainable growth and development in the Southern Lakes Region pays scant regard to
the avalanche problem (New Zealand Tourism Board, 1997).  Instead the strategy fo-
cuses on surplus capacity at Milford in the early morning and late afternoon and advo-
cates proposals for alternative modes of transport that would deliver more tourists to
the entrance to the avalanche area each day, thereby potentially compounding the prob-
lem.

There remains ongoing concern about the potential for a mass fatality on the Milford
Road, especially in view of the rising avalanche hazard attributable to increased vol-
umes of tourist traffic.  A major disaster may be defined as causing at least 100 deaths
(Smith, 1992).  An avalanche at Milford clearly could cause this number of deaths.

To further mitigate the avalanche hazard on State Highway 94 substantial engineering
works could be considered for some of the most threatened sections of road.  In the
meantime it is important to inform all stake holders, and in particular tourist operators,
of the risk associated with winter travel along the road.
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3. A Measure of Hazard
The Avalanche Hazard Index, a concept promoted by Schaerer (1989), provides an
estimate of the likelihood of an avalanche hitting a vehicle.  It is an open-ended meas-
ure with a value of 100 being used to identify a high risk of encounter.  When calculated
for Milford, the Avalanche Hazard Index is seen to increase through time, primarily as
a function of increasing traffic volumes (see Figure�3), in spite of the best efforts of the
contractor’s avalanche forecasting and control programme.
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Figure 3: Average annual vehicle traffic 1975 to 1996 on State Highway 94 (Opus
International, 1997)

Based on estimates of avalanche frequency presented in the Milford Road Avalanche
Atlas (Fitzharris and Owens, 1980), Transit New Zealand’s daily winter traffic flow data
was used by Fitzharris (1986) to show that the Avalanche Hazard Index had increased
from low in 1980 to the upper end of moderate.  By 1994 the average winter traffic
volume had increased to 204 vehicles per day through the avalanche season (see Table 2).
This increase elevated the Avalanche Hazard Index to 120, well into the high hazard
category.

Year Average daily winter traffic (June to October inclusive)
Vehicle movements per day

1994 204

1995 218

1996 229

Table 2.  Average winter daily traffic movements State Highway 94
(Opus International, 1997)

The analysis ranks the avalanche hazard on the Milford Road as similar to that of the
Coquihalla Highway and Bear Pass in British Columbia (see Table 3).  These two Cana-
dian highways’ avalanche programmes have considerably more sophisticated and better-
resourced avalanche control programmes than State Highway 94, involving both engi-
neering structures to protect road users from falling avalanches and military artillery for
delivering explosive charges high into the snowfields above the road (Weir, 1995).

An average traffic value for the winter masks the seasonal increase that begins in Sep-
tember (Figure 4), coincidentally when the snowpack reaches its maximum accumula-
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Year Winter Traffic Volume
average trips per day

Avalanche Hazard Index

1980  80 44

1986 150 92

1994 204 120

2000 ? 300 175

Table 3. Winter traffic movements and consequent Avalanche Hazard Indices.
(Updated from Fitzharris, 1986). Note: an index of 100 delineates a high hazard.
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Figure 4: Average monthly vehicle traffic - movements per day on State Highway 94
(Opus International, 1997)

tion and when westerly storms typically increase in frequency and intensity. These
three variables increasing together often compound to make the spring season the most
dangerous time on the Milford Road.

Tourist industry predictions for the year 2010 indicate that a substantial increase in
traffic will occur on State Highway 94 (New Zealand Tourism Board, 1997).  Accord-
ingly the Avalanche Hazard Index could be expected to reach a similar level to the two
worst roads in British Columbia: Kootenay Pass and Rogers Pass.  If the projection in
Table 3 holds true then it will be timely to review the resourcing of the avalanche
programmes to decide an appropriate response to the rising hazard.

4. Acceptable Risk
Risk can be expressed as the probability of death for an individual (Pdi) in a given year
and be classified as voluntary or involuntary.  Societal acceptance is much higher for
risks involving voluntary activities.  For instance, mountain climbers on Mt Everest
accept a very high probability of death.  In New Zealand some 4500 people die each
year from smoking-related causes in a population of smokers estimated at around
500,000, yielding a death rate of 1 in 110 each year (Pdi =0.009) (Radio New Zealand
news item, October, 1996).

Before discussing the risk of travel on the Milford Road it is appropriate to quantify the
average risk on all New Zealand state highways.  At face value the road toll in New
Zealand would appear to indicate that motor vehicle travel involves a high risk. In 1996
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there were 519 deaths in a population of 3,500,000 yielding a chance of any individual
dying in a motor vehicle accident of 1 in 6,700 (Pdi�=�0.00017).  However a more
meaningful risk statistic is the Fatal Accident Rate (FAR) which is expressed as the
probability of a fatality per 100 million person hours of exposure, in this case to motor
vehicles.  An exposure-adjusted measure of the risk associated with car travel in New
Zealand can be derived from travel survey data (Toomath and White, 1982).  The analysis
in Table 4 gives a probability of fatality for drivers approaching 1 in 750,000 (i.e. an
FAR of 129 per 108 driving hours) based on an assumption of a national average vehi-
cle speed of 70 km/h (for both urban and open road driving).

Year traffic statistics sampled 1990

Total licensed drivers (million) 2.07

Average distance travelled per driver (km) 9,700 ( ± 800)

Exposure hours (assuming average speed 80 km/hr*) 122

Risk of driver fatality  (based on 239 fatalities - 1996) Risk  FAR 10
8 hrs

  assuming average speed 80 km/hr 1 in 676,000 148

  assuming average speed 70 km/hr 1 in 773,000 129

  assuming average speed 60 km/hr 1 in 901,000 111

*A range of speeds is presented to show sensitivity to the assumption underlying the analysis.

Table 4: Risk associated with motor vehicle travel in New Zealand (Land Transport,
1991 and Land Transport Safety Authority, 1997)

Compare the risk associated with helicopter flying in New Zealand to car travel.  Civil
Aviation accident figures for the period 1986 to 1995 for the most ‘at risk’ activities
such as deer recovery, crop spraying, etc, indicate that helicopter accidents occur at a
rate of around 1 in 7,900 per hour of flying (Tyndall, 1997).  In the past 24 years an
average of 2.29 pilots were killed in fatal helicopter accidents in New Zealand each
year giving an annual fatality rate of 1 in 490 pilots. This is an order of magnitude
greater than the fatality rate for car drivers.

In 1996 an average of 86.3 hours was flown per pilot (based on a total of 420 pilots with
private licences and 705 commercial licence holders) with commercial pilots flying
many more hours than private pilots (P.�Nalder, Civil Aviation, pers comm.).  An expo-
sure adjusted measure of the risk shows the pilot fatality rate to be 1�in 42,300 hours of
flying (FAR 2364).  Thus the risk for pilots is about 20 times greater the risk faced by
car drivers when measured per hour of exposure.

Starr (1969) advances the hypothesis that the level of acceptable risk is inversely re-
lated to the number of people participating in the activity.  Because a significant pro-
portion of the population is involved, motor vehicle travel may have sufficient visibil-
ity to set a level of social acceptability.  Starr notes that acceptability of involuntary risk
tends to be four orders of magnitude lower than for voluntary risks.

Morgan (1990) reviewed the relationship between frequency and magnitude of multi-
ple deaths from various environmental hazards (see Figure 5). This diagram has been
updated with frequency/magnitude estimates for multiple avalanche fatalities in New
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Figure 5: Probability and frequency of multiple deaths from various environmental
hazards based on reported occurrences for various exposures

(Schuster and Flemming, 1986 and Morgan, 1990)

Note: It is suggested  that in a worst case scenario for the Milford, SH94
has the potential to  produce an avalanche that might kill in excess

of 100 travellers perhaps once in 20 years.

Zealand.  Here two notable avalanches events have caused multiple fatalities, one be-
ing the 1975 Ball Pass avalanche when four military personnel were killed, and the
other being an avalanche in Otago in 1864 when 40 gold miners perished (La�Chapelle,
1979; Grayland, 1957).

Tyndall (1997), presents an estimate of risks for various adventure tourism activities in
New Zealand.  Bungy jumping is rated as having a risk of accident of 1 in 125,000
jumps (there have been no fatalities to date) while white water rafting in Queenstown
carries a risk of a fatality of about 1 in 50,000 trips (raft trips are typically of one to two
hours duration giving an FAR of 2000).  He calculates that the risk for being involved
in a fatal snow avalanche at a club-run ski field in Canterbury is 1�in�60,000 skier days
(about 1 fatality per 360,000 exposure hours; an FAR of 278).  An important distinction
here is that a person encounters an involuntary risk by visiting a ski area whereas a raft
passenger voluntarily choses to descend a river and makes greater acceptance of the
risk of drowning.  Tyndall estimates that many adventure tourism operations in New
Zealand involve a risk of around 1 in 50,000 exposure hours but questions if this is
acceptable.

Navin and McClung (1996) reviewed the British Columbia, Canada, highway ava-
lanche occurrence and incident data and quantified the risk associated with highway
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travel through three prominent avalanche areas in the province: Bear Pass, Kootenay
Pass and Three Valley Gap.  Risk is defined as the product of the probability of an
occurrence multiplied by the consequences.  Three estimates were used to quantify the
risk as follows:

PH: Encounter Probability — the chance of encountering an avalanche during a given
year

PE: Exposure Probability — the chance of a vehicle being in an avalanche path dur-
ing a specified period of time, based on a traffic arrival rate using a Poisson
distribution.

PV: Vulnerability — the likely consequences for occupants of a vehicle struck by
avalanche: set to 1.0 for avalanches of size 3.0 or greater.

The risk associated with each avalanche path within the area was calculated and then
summed to give a value for the whole avalanche area.  Risks for drivers at Kootenay
Pass and Bear Pass (see Table 5) are similar to the risk faced by drivers on New Zealand
highways.

Avalanche area Risk (from all avalanche paths)

Kootenay Pass 1 :   567,000

Bear Pass 1 :   687,000

Three Valley Gap 1: 2,243,000

Table 5: Overall risk (probability of death) faced by an individual making
a road trip through avalanche areas in British Columbia,

Canada  (Navin and McClung, 1996)

5. Risk Estimate of an Avalanche Fatality Associated with a Trip to Milford
Accepting that there has been at least one close call with an avalanche in perhaps half
of the 13 years of the Milford avalanche programme (a few of the winters were light
snow years and had few, if any, avalanches), that the road maintenance contract is
tendered every three years creating the potential for a temporary loss of experience and
skill in the avalanche forecasting team, that the operational strategy of short duration
closures and prompt re-openings is continued, that no significant advances are made in
the avalanche forecasting methodology and that no engineering structures are put in
place, then, in the opinion of this author, it might be reasonable to expect that a fatal
avalanche accident could occur once in every 20 years (±10 years), given the severe
nature of the avalanche environment and exposed location of the road.

Travel time is at least half an hour through the 17 km of avalanche-affected road.  Buses
will be exposed for longer than faster moving cars.  Exposure times may be doubled if
there is snow at road level and tyre chains need to be fitted.  Snow to road level com-
pounds the risk as the probability of avalanches increases after fresh snowfalls.

The avalanche season spans around 200 days, and perhaps 20 of those days might
feature a moderately unstable snowpack where the potential exists for avalanches to
reach the road. If the contractor’s avalanche forecast staff lack the appropriate informa-
tion to make an exact judgement regarding the potential for avalanche occurrences then
uncertainty exists about the true avalanche status.  Each winter a proportion of those
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days when the avalanche hazard is described as “moderate” ( i.e. neither the critical
“high” nor non-critical “low” avalanche status) will involve some uncertainty in the
avalanche forecasting process.  These days can be termed “sub�critical” and represent
the greatest problem for the safe operation of the programme.

On, typically, another 30 days each winter, hazardous avalanches can or do occur, but
the avalanche programme will clearly recognise these days, declare a high hazard to
exist and the road will be closed thus preventing the public from being exposed.

A figure of 10% of total winter being characterised by uncertainty is reasonable; stud-
ies of meteorological forecaster skill typically demonstrate an accuracy of around 80%
and studies of avalanche forecast skill in North America showed a similar level of
accuracy (McClung 1994).

Assuming that the exposure within the avalanche area amounts to at least 700 person
hours per day and the avalanche situation is uncertain for 20 days each winter then
there are 14,000 person hours of avalanche exposure each year on State Highway 94.  If
we expect a fatal accident to occur once in 20 years then this yields a risk of 1 in
280,000 person hours of exposure (i.e. an FAR estimate of 357)  or about two to three
times the risk associated with highway travel in New Zealand.  However, there is no
guarantee that only one individual may be involved in an avalanche accident.  Recog-
nising that typically one vehicle in ten on State Highway 94 is a bus and assuming that
40 passengers are carried, then the probability of an avalanche fatality on the Milford
Road can be recalculated at 1 in 70,000 (i.e. an�FAR estimate of 1430), coincidentally
a similar value to white water rafting and other adventure tourism activities, or about
ten times the risk associated with normal road travel.

The daily traffic volumes on State Highway 94 are low but the traffic tends to be “tidal”
with two pronounced slugs of traffic leaving Milford Sound after each of the scheduled
boat cruises.  Paradoxically, the highest traffic densities occur immediately before a
closure and again when the road reopens.  In these conditions vehicles line up bumper
to bumper at the avalanche closure gates and then travel in close proximity through the
area.  The consequences of a delayed closure, a traffic jam during evacuation of the
area or of a premature road opening could be grave. If an avalanche were to occur while
the road is open then it is possible that more than one tourist bus could be involved in an
avalanche accident, especially in the late afternoon on the steep uphill section of road
approaching the West Portal of the Homer Tunnel.

Navin and McClung (1996) present a value of 1:350,000 ( equivalent to an FAR of 285)
as being an acceptable baseline exposure for involuntary activity involving natural haz-
ards (based on similar work from Norway).  The question arises as to what level of risk
is acceptable for a passive involuntary activity like a winter trip to Milford Sound.  The
author considers that the present risk is too great.

6. Quantitative Predictions of Avalanche Probability
Early research on 20 years of storm data from Alta, Utah involved single parameter
probability analysis (Perla, 1970).  A strong predictive relationship was found between
hourly precipitation intensity and avalanche probability (Figure 6).  This relationship is
undoubtedly site specific but a similar relationship may well exist in the Milford data.
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Much of the avalanche research effort worldwide has been conducted in regions with
continental climates where temperatures seldom rise above zero degrees in the ava-
lanche starting zones.  When the freezing level rises above the mountain tops during a
storm, as frequently happens at Milford, precipitation changes from snow to rain and
the onset of avalanche activity can be exceedingly rapid (Conway and Raymond, 1989).

Statistical techniques that make quantitative predictions of avalanche probability using
multiple meteorological variables have been developed and show much greater success
than those based on single parameter analysis (McClung and Tweedy, 1994; Obled and
Good, 1980).

Under a research contract to the BC Ministry of Transportation and Highways, McClung
(1994) developed a coupled expert system which employed Bayesian statistics to com-
bine the skill of the human forecaster with numerical techniques in a computer-based
forecasting system; a concept first proposed by La�Chapelle in a landmark paper (1980).
Working in 12 hour time steps the system was able to predict the probability of ava-
lanche occurrence purely from meteorological data with a success rate approaching
80% for Kootenay Pass.  This is close to the skill of human forecasters. The remaining
20% error approaches the residual uncertainty associated with the avalanche forecast-
ing problem (McClung 1994).

Ten years of Milford weather and avalanche occurrence data are now almost ready for
detailed statistical analysis by virtue of Transit New Zealand’s investment in a PC-
based database management system.  Soon it will be possible to define the relationship
between multiple weather parameters, measured by Transit New Zealand’s automatic
weather station network above the road, and observed avalanche occurrences.  There-
after, it will be possible to make a quantitative prediction of the probability of ava-
lanches for any 12 hour time period.  The difficult management decision that follows
will be to define what probability of avalanche occurrence is acceptable; that is, at what
probability should the road be closed and contractor’s staff be evacuated from the area.

Battenberger and Fowles (1994) argue that the probability level for road closures is an
economic decision based on the “realised cost of a avalanche period mis-classification”
(they purposefully dodge the issue of putting a value on human life).  They propose an
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avalanche probability of 0.111 as a cut-off value at which the road servicing the two
largest ski areas in Utah should be closed.  The road situation is not unlike that at
Milford.

7. Classification of Risk at Milford
Using a classification suggested by the Risk Management Standard (AS/NZS4360:1995),
the likelihood of a fatal avalanche accident at Milford is rated at moderate to unlikely
(it is considered that an avalanche fatality could occur at some time in the next 20
years), and the consequences of an avalanche accident as major to catastrophic (multi-
ple deaths could be expected and at worst the loss may extend to the rescue party, and a
huge financial loss would extend to the tourist economy).  Application of the Stand-
ard’s qualitative analysis matrix identifies the level of risk as high.

Senior management within Transit New Zealand recognise the problems posed by the
Milford Road.  Transit New Zealand’s response to the risk has been to ensure that the
road contractor and consultant’s responsibilities are clearly specified.   The contractor
has well documented routine procedures for roading operations, weather monitoring,
road closures and active avalanche control using explosives.

However, it can be argued that, as traffic volumes increase, these responses become
insufficient in view of the high risk that will exist in some winters.  A commitment to
detailed research and planning leading to constructive action is required if an avalanche
catastrophe involving one or more tourist buses is to be avoided within the next decade.
A report by Conway (1990) and earlier work by Fitzharris (1986) mark steps in this
direction but a clear progressive plan for future hazard mitigation is required.

8. Conclusions
The avalanche risk associated with winter travel to Milford has been recognised for
over two decades.  The risk is estimated as more than an order of magnitude more
dangerous than normal highway travel, approaching the risk faced by helicopter opera-
tions in New Zealand.

A programme of ongoing daily monitoring and evaluation is in place which isolates
road users from the avalanche phenomena when a high likelihood of avalanches is
recognised.  Future advances in computer based avalanche prediction will increase the
accuracy of the prediction system and make it possible to quantify the probability of
daily avalanche occurrences.

The most appropriate response to the rising avalanche hazard is to openly communicate
the risk to stake holders, a strategy commonly recommended in this book.  Localised
engineering works would eliminate the avalanche hazard posed by critical individual
paths thus reducing the overall risk, but only a long tunnel would totally eliminate the
threat of avalanche along that length of road designated as the State Highway 94 ava-
lanche area.  The ultimate solution would be very expensive to implement and exceed-
ingly hard to justify based on current traffic volumes.  However, the question remains
as to whether the present involuntary risk of an avalanche fatality posed to tourists on
the Milford Road in winter is acceptable.
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Photo 1: Legacy of past glaciations — the upper Cleddau Valley, looking west from
above the Homer Tunnel, is in New Zealand’s highest precipitation belt and features

a distinct U-shaped profile.  Large avalanches plunge from start zones at 1500 to
2000m above sea level on to State Highway 94 over 1000m below.

Photo 2: A size 4 avalanche descends on to State Highway 94 in the
upper Hollyford Valley.
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Photo 3: Avalanche debris surrounding the East portal of the Homer Tunnel. Note
end cell of portal roof demolished by impact.  5 October 1996.

Photo 4: Machines clearing avalanche debris from State Highway 94. Operators face
a much greater risk than tourists because of the prolonged exposure to the avalanche

hazard each winter.
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CHAPTER 23

Improvements in Managing
Fire-related Risk†

Roger Estall*

1. Managing Risk
It is said that everyone is confronted by risk. If this is so, everyone manages risk —
whether poorly, or well; and whether by acts of commission or omission. Which
gives rise to two questions: when is risk being managed poorly, and when is it being
managed well? The author has long considered that the answers lie in the meaning or
definition of risk which, in his view, is best thought of as fortuity that may frustrate
dreams.

Obviously, to manage risk, it is necessary to understand in what way fortuity may
conspire against one’s dreams and, indeed, how likely and how severe, in terms of
consequential impact on the dreams, will be the “conspiracy”.

But before risk can be understood in these terms and thus responded to, it is first
necessary to be clear about the precise nature of those dreams that are at risk. Other-
wise, risk can not adequately be defined. In essence, those potentially “at risk” must
first decide what it is they value.

What is it, for example, about their personal aspirations, or the aspirations of their
company, organisation, or instrument of government, that they are not prepared to
forsake? The answer to that question lies in the definition of risk rather than in a
catalogue of unfortunate occurrences.

Strictly speaking, therefore, there is no such thing as “fire risk”. Rather there is risk
in which fire may be the agent of fortuity.

Being clear about your dreams and aspirations, then identifying and characterising
the risks that endanger those dreams, are the first two steps of the classical risk man-
agement process. The balance of the process involves responses to risk: to control
risk by influencing probability and consequence in order to protect the dreams. These
measures will impact on the cost of incidents (measured in terms of impact on your
dreams). To the extent that such consequences do not unacceptably impact on your
dreams, the costs of loss and the costs of control must be balanced.

Rather than the linear process described in the Australia/New Zealand Standard on
risk management, the author’s view is that the risk management process is better
characterised as shown in Figure 1.

† The text of this Chapter is based on the 1998 Hopkins Lecture, delivered in the Christchurch Town Hall
on 15 July 1998.

* Chairman, New Zealand Fire Service Commission
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Dreams

Cost Beneficial
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Figure 1: The risk management process

2. Best Practices
There is an emerging view that best practice risk management will meet four criteria. It
will be:

• effective so that the consequences of risk management activity will successfully pro-
tect those dreams that we are not prepared to forsake, and do so within the required
levels of certainty;

• efficient so that the dreams will be protected at a price that is as low as possible, but
one that we are prepared to pay;

• proactive so that the linkage between change and risk will be recognised in order that
risks can be, and are, identified and dealt with before inception;

• integrated so that the responses to risk are themselves integrated through a holistic
view of risk, and risk management processes in general, are integrated with other
management processes.

While it can be difficult to measure risk management performance against these crite-
ria, they are no less important for all that. The case for “improvement in management of
fire-related risk”, the topic of this chapter, lies in the application of these best-practice
principles.

“Engineering” in this context, can of course take one of two meanings. To “engineer” in
the sense of bringing about a result; and “engineering” in the sense of the work of the
engineer’s profession.

This chapter suggests areas in which engineers and policy makers, as influential partici-
pants in society’s risk management activity generally, might stimulate or bring about im-
provement to the methods of management of fire-related risk. It also identifies areas relat-
ing to management of fire-related risk where there is need for greater engineering input.

3. Opportunities for Improvement
At the heart of these suggestions for improvement, lies the fact that there is still much to
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be done in order that fire-related risk is managed in New Zealand in accordance with
these “best practice” principles.

In fairness, that is also the case for many other manifestations of risk. The plea of the
former Prime Minister, Rt. Hon. Jim Bolger, in the Preface to this book is for greater
effort across the board to address the issues of:

• unification of risk theory and practice across different sectors;

• acceptability and tolerance of different levels of risk; and

• communication of risk management knowledge and skills.

The former Prime Minister’s plea remains partially, perhaps substantially, unanswered.

Considering in turn each of the four principles of best practice risk management as
applied to fire related risk, the potential for greatest improvement lies in improving the
effectiveness of management of such risks.

4. Effective Risk Management
Many of the current limitations on risk management efficacy, relate to the Bolger prin-
ciples for improvement (unification, acceptability, communication). Problems exist in
all three stages of the risk management process: in clarification of dreams, in identifica-
tion of risk, and in control of risk. Some of the problems are as discussed in the follow-
ing sections.

4.1  Clarification of Dreams
The first problem is that society at large is not yet in agreement about its expectations in
relation to fire.  There are many conflicting attitudes.  For example, the destruction of
key amenities such as schools and our cultural heritage is both condemned and at the
same time tolerated.  Multiple fatality fires are decried, yet, in homes, permitted.  The
list goes on: protection of life by means of otherwise degrading and dangerous prac-
tices (such as evacuation of elderly residents of rest homes) is being tolerated; there is
no demand for consumer information regarding fire hazards of buildings or materials,
while at the same time people assume that safety is assured; it is a requirement for
children’s nightclothes fabrics to be flame resistant, but cigarette lighters are not child
resistant.  Finally, we count fire safety outcomes in terms of lives saved and lives lost,
while at the same time failing to take into account the many other manifestations of
human suffering that result from fire.

A second problem is that individuals continue to exhibit uneven views about what they
value and thus about what they protect.  For instance, home owners typically insure
their house and contents against fire, yet leave their children vulnerable to fire in bed-
rooms without smoke alarms.  Grandparents are lovingly cared for, yet allowed to live
in environments in which they can be expected to die if fire occurs.

Professionals, too, are not free of blame.  Risk analysis work done by the design profes-
sions is frequently too shallow and “unprofessional”.  For example, home designers
seldom enquire of their clients about their fire safety expectations and do not describe
to their client the residual level of hazard inherent in the design.  Commercial building
designers limit fire consideration to code compliance, while the residual level of fire
hazard, for example repairability of the building, is not explained or discussed in the
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context of the client’s objectives.

How, then, can we expect fire risk to be well-managed, when our dreams are unclear
and our wants and actions are inconsistent?

4.2  Identification
Even though much is being discovered through research, fire behaviour and fire sup-
pression cannot yet be adequately modelled for scale.  Furthermore, the general nature
and characteristics of fire growth are not generally understood by the population.  We
do not yet know enough about  fire behaviour to be able to manage its risk as effectively
as we would like.

Here, again, many specific examples can be given.  For instance, the inherent charac-
teristic of fire growth in structures is poorly understood, particularly as it relates to the
subtle change that has occurred in our living environments.  Furthermore, the interac-
tive fire properties of combinations of particular building linings, building design and
building contents cannot be adequately predicted.  With few exceptions, the perform-
ance of different designs of sprinkler arrangement over different fuel arrays and for
different ceiling geometries cannot yet be analysed or investigated theoretically, or
through scaled experiments.  There continues to be a degree of professional disagree-
ment regarding the predictability of the behaviour of different types of structures and
structural elements, particularly in multi-storied buildings.  Disagreement also contin-
ues regarding the ability to model fire suppression by manual fire fighting.

Human behaviour in fire is another area in which we currently have inadequate knowl-
edge.  Although human behaviour in fire conditions is regularly predicted by designers,
it is not yet adequately predictable.  Despite these limitations on knowledge and under-
standing, the building controls regime includes a range of assumptions, both implied
and stated, regarding human behaviour; for example, response to alarm signals and
speed of movement.  Validating studies are limited, and differences in personal charac-
teristics such as ethnicity, age and intelligence remain only partly investigated.

4.3  Control of the Risk
To control risk means, for the most part, to control uncertainty.  This in turn requires
knowledge, understanding, and that the appropriate physical and regulatory mecha-
nisms are in place.  Generally, these requirements are at present not being met.  Our
knowledge is too little, the uncertainty is too high, and the mechanisms for dealing with
fire and its consequences are often inadequate.

There are a number of issues here.  For example, the levels of inherent hazard in and
around buildings are unnecessarily high.  Two examples of this can be seen in domestic
dwellings: modern furnishings burn rapidly, quietly and give off toxic fumes; and the
interface between structures and vegetation in urban situations is often inadequately
controlled.

Community knowledge of fire hazard, fire safe behaviours and response is generally
too low.  The “critical few” elements of fire knowledge, behaviour and skills needed by
the community have not yet been identified, measured or taught effectively. Only some
of the community know how to act following fire.

Professional knowledge and the design culture of the professions both need improve-
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ment.  This applies to both designers and regulators. The 1991 Building Act introduced
the option of using a performance-based approach requiring consideration of “fire”
rather than “fire codes”, but the design professions, the Fire Service and local govern-
ment approving authorities had not prepared for this.   The process of upskilling and
achieving a cultural change is not yet complete.  Moreover, designers do not necessar-
ily disclose the fire hazards of the structures that they design.  Indeed, we are not yet at
the point where a reliable quantitative measure of safety can be provided for the whole
building.  As to acceptable solutions, many have not themselves been sufficiently tested
on a performance basis.  Some will fall short, though they are under review.  Also, the
assumption that the Compliance Schedule/IQP regime is effective in keeping buildings
safe is flawed.  This is mostly due to issues of IQP competency and integrity, and
territorial authority evaluation and monitoring.

An effective method for risk control is through appropriate incentives.  Unfortunately,
incentives to encourage better practices and discourage bad practices are too weak in
the fire area.  For example, at least until recently, unsprinklered rest homes were able to
bid for publicly funded contracts on the same basis as sprinklered homes.  There is also
little in the way of IQP surveillance.

A further difficulty is that some of the published acceptable solutions to compliance
with the building code are ultra vires the code.  For instance, although “building” in the
code includes single family dwellings, the requirement of Section C2 of the Building
Code, that all occupants must be able to reach a place of safety without being overcome
by fire, is unlikely to be achieved in a home built to the “acceptable solutions”.

In many cases, professionals make insufficient allowance for uncertainty.  Some de-
signers are failing to understand and take into account the published limitations of
computer models.  They are using them for design rather than as the hazard analysis
tools they are intended to be.

Effective risk control can also be hampered by unnecessarily restrictive assumptions.
For instance, the inevitability of uncontrolled fire development tends to be assumed.
The principles of Section 6 of the Building Act in terms of life safety have been “trans-
lated” in a restrictive way in the Building Regulations, to “escape” from fire rather than
control of the fire at a point before it becomes life-threatening.

The need for balance has already been referred to a number of times in this book.  There
are many cases of a lack of balance in the approach to fire risk control.  For instance,
the detection of incipient fire per se is overvalued.  High-tech detection systems are
commonly meticulously designed and specified without equivalent high-tech investi-
gation of the post-detection impact on fire or occupant behaviour.

Sometimes the problem has been one of an inappropriate point of view, with a lack of
clarity as to the appropriate objective.  For example, the Fire Service fire attack has
been fire-based rather than risk-based.  The basic fire fighting technique has been to
surround, control and extinguish.  This may not necessarily contribute to protecting
what is at risk.  Sometimes, from an environmental risk consideration, it may be better
for the fire to burn and thus ensure airborne dispersion rather than fluvial concentration
of contaminants.

A further example of lack of balance is that post-fire loss-mitigation is weak.  Vul-
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nerability of electronics and electrics to post-fire corrosion and decay of insulation
resistance is not well understood or acted upon.  There is a need for a widely available
go/no go test kits.

5. Efficient Risk Management
Efficient risk management manages risk for minimum cost.  Unfortunately, at present,
dealing with the risk of fire is costing more than necessary.  There are a number of
reasons for this.  For example, the time lag between the availability of knowledge and
the application of knowledge is often excessive.  Technical advances are generally more
cost-efficient, but limitations of knowledge and confidence in the design/regulatory
loop delay application.

A further problem is that there is often costly compensation for uncertainty resulting
from inadequate professional skills.  For example, despite overwhelming evidence of
the efficacy of approved sprinkler systems, significant cost is still incurred for “back
up” passive fire protection and early detection in sprinklered buildings, neither of which
have equivalent reliability to sprinkler protection.

The introduction of performance-based codes represents a significant advance, yet the
potential benefit of such codes remains unrealised.  Unnecessarily conservative design
as either a valid or invalid response to uncertainty adds to buildings costs.

The assumption that the Building Act precludes consideration of property protection
prevents examination of the cost benefit of more integrated strategies.  It leads to ac-
tions that are not in the best interest of the country as a whole, such as non-considera-
tion of the national costs and benefits of limiting the maximum size of fire.  Also, the
non-alignment of insurer expectations with life protection requirements introduces the
possibility of a further set of costs or even of conflicting requirements.

6. Proactive Risk Management
The history of fire risk management is marked by reactive response to disaster (for
example, the call for use of sprinklers the day after the New Empire Hotel fire that
claimed six lives).  Proactive risk management would be both more effective and more
efficient, yet reactive responses continue.  There are a number of reasons for this.  The
first is that available knowledge is not communicated effectively.  For example, the
community does not understand the key characteristics of fire and is thus denied the
opportunity to make intelligent risk management judgements.  Secondly, the incentives
for upskilling and improving the knowledge of pre-1992 design professions are weak.
Fire Service Commission fire information databases are not sufficiently accessible.  Lastly,
the potential benefit of risk-focused, pre-fire building inspections by the Fire Service
(permitted by law) linked to customised tactical response, has still to be fully realised.

A further balance-related difficulty is that preoccupation with statutory compliance is
tending to suppress logical risk analysis.  There is often an assumption that “compli-
ance” equates to effective risk management.  A detailed example of the problem is the
demand for back flow prevention in sprinkler systems, even though the actual risk of
contamination is demonstrably small.   Similarly, in many professionals’ minds, fo-
cused on compliance, “means of escape” has become the surrogate for life safety.

Another theme of this book is the need to have a holistic view; that is, to look at the
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system as a whole.  In this regard, it is unfortunate that lack of proactive thought has
resulted in public water supply design principles are having insufficient regard to man-
agement of fire-related risk.  Many city water supplies are vulnerable to natural haz-
ards, which may also cause fires; and the use of small rider mains to provide household
water supply can make residential sprinklers expensive.

7. Integrated Risk Management
Following on from the previous point, there are other problem areas relating to the inte-
gration of fire risk management activities.  For example, general building design and
fire safety design are not being sufficiently integrated.  For efficiency, the design con-
straints of some fire protection systems should be factored  into basic building design.

Another issue is that “fire” is not being adequately factored into resource management
decisions.  For instance, the reduction in pressure of city reticulation for energy conser-
vation is increasing the cost of fire protection systems.  Also, standard fire hydrant
design and spacing does not always reflect the likely required fire flows.

There is also the question of environment issues.  The potential for the Building Code
to reflect the environmental consequences of fire has not been sufficiently developed.
Fire contaminants can become concentrated in fire-water run off with resultant river or
estuarine pollution.  There is a possible need to limit the quantity of potential contami-
nants involved in fire, and for a greater use of dispersion studies. A further area of
possible improvement is that the potential value of consumer protection legislation in
the management of fire risk has not been realised.  Consumer labelling could be intro-
duced for the fire properties of both buildings and furnishings.

Continuing the theme of integration, the various elements of management of fire-re-
lated risk are not yet adequately co-ordinated.  For instance, “compliance” designers
may assume that insurers will deal with other elements of fire risk.  However, the sub-
sequent occupier’s insurers are not involved in the design of rental property.

The issues of fire following earthquake and earthquake impact on fire properties have
not been sufficiently allowed for in building design.  This particularly applies to the
design of water supplies and consideration of aftershock impacts on fire-weakened
structures.

The linkage between provision of fire services and the framework of legislation that
modifies fire-related risk has been insufficiently recognised and could be improved.
Until recently, Fire Service resourcing still reflected siege fire-fighting and tended to
assume uncontrolled fires, notwithstanding the risk-modifying influence of current de-
sign/compliance practice.

8. Credit Where Due
Notwithstanding these limitations, it is appropriate to acknowledge that the situation is
dynamic and improving. Many advances have been made in the management of fire-
related risk in New Zealand. Examples include:

• the coherent framework of fire risk law in New Zealand — including s.64 of the
Building Act (which allows control of dangerous existing buildings);

• New Zealand’s performance-based building code;
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• the University of Canterbury post-graduate degree in fire engineering;

• New Zealand’s outstanding record of effective performance of sprinkler systems;

• the New Zealand Fire Service’s recent investment in advanced fire engineering per-
sonnel;

• the New Zealand Fire Service’s recent investigation of the use of compressed air
foam in conjunction with the University of Canterbury;

• the National Rural Fire Authority’s national automated fire weather monitoring system;

• research initiatives at, for instance, BRANZ, the Universities of Canterbury and Auck-
land, Telecom and FRI;

• the Wellington and other lifelines projects and consequential strengthening actions;

• the SESOC fire engineering design handbook; and

• the contributions of individuals in the design professions.

9. Imperatives for Improvement
The common post-incident cry, is to legislate for mandatory solutions. Apart from the
obvious efficiency problem of compliance monitoring costs, this begs the question as
to why solutions that apparently are to make sense to regulators are not adopted volun-
tarily. As well, calls for better legislation sometimes overlook the fact that the problem
lies in the acceptable solutions or the application of the law, and not the legislation.

In the author’s view — supported, in part, by a most useful recent study commissioned
by the Building Industry Authority which enquired into the economic case for mandat-
ing use of smoke alarms in homes — not mandating solutions per se, can often be more
likely to lead to best practice risk management than would mandating.

So what is needed in New Zealand to improve management of fire-related risk? In the
author’s view, there are two main elements:

• improving and communicating knowledge — for example, who willingly watches
their child die?

• removing perverse incentives — for example, will a designer, certifier or the Fire
Service be any more careful if there are statutory limitations of liability (such as at
present), than if they have a knowledgeable and demanding client able to sue for
negligent practice?

With respect to improving and communicating knowledge, some of the more obvious
areas for improvement have been touched on.

There is a need for greater research. In this regard, the Fire Service Commission is
responding to its statutory mandate by increasing funding available for fire-related re-
search. Areas for particular attention include:

• fire behaviour in residential property;

• the “fire behaviour” of building occupants;

• achieving further efficiencies without loss of efficacy in residential sprinkler design;
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• information management at the fire ground;

• the resilience of fire-related urban lifelines;

• instrumentation and analysis of actual fires;

• post-fire investigation;

• development of reliable scaling investigative techniques; and

• development of a system for a wildfire threat analysis.

There is also a need for a suitable post-graduate qualification in fire design for previ-
ously qualified design professionals and for a first degree in fire-related sciences, par-
ticularly suited to Fire Service staff.  The Fire Service must continue to invest more in
upskilling its work-force, paid and volunteer, and invest more substantially in technol-
ogy. There are further niche opportunities for New Zealand development of such tech-
nologies particularly in respect of rural fire management, information management and
transmission, and other technologies that shift the response focus to the early stages of
the fire growth curve.

The community also must be upskilled in the “critical few” elements of fire knowledge.
This will require better understanding of the learning needs of different community
groups.

Furthermore, fire-related risk should be made more transparent through applying con-
sumer-related law so that consumers (including building occupants, potential buyers
and renters, and shareholders of public companies) are appraised of the vulnerability of
their investment to fire-related risk.

With regard to professionals, designers, IQP’s, certifiers, the Fire Service and local
government approving authorities, such fire risk management players should perhaps
carry greater accountability for their expert decisions.

Finally, the potential linkage of improvements in management of fire-related risk with
the government’s emergency management reforms should not be overlooked. These
reforms are based on the principle of comprehensive integrated risk management.

10. Conclusion
Where to from here? Should progress be through evolution or revolution? “Softly, softly”,
or “do it now”?  While the various platforms necessary for change all exist, for many
they are not apparent. Yet many elements are already in place. There is a coherent
legislative framework; universities have recognised the unique disciplines that com-
prise fire engineering; there is an established, albeit small, fire research community;
there is an emergent grasp of general risk management skills; and the design profes-
sions have begun the task of upskilling.

These platforms are not being exploited in an holistic way. In part, the Fire Service
Commission must take some responsibility because, at section 21 of the Fire Service
Act, the Commission is enjoined and empowered to facilitate and take a co-ordinating
role in the promotion of fire safety. It is up to the Commission to do better in this regard.

The time is right to start the second wave. It is important however, to proceed thought-
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fully and to preserve the inherent caution and conservation of the engineering profession
as, in some part, therein lies future safety. But clear goals are needed for advancement.

The following goals can be achieved within five years:

• have an informed community whose members understand how fire can place at risk
what they value and what they can do about it;

• have building design and regulating professionals well skilled and formally qualified
in management of fire-related risk;

• have the New Zealand house changed from an inherently dangerous place to a safe
place;

• have the whole of the fire-related community of professionals understanding and
embracing the larger picture and working in closer co-operation, to common risk
management goals;

• ensure that management of fire-related risk fulfils the four principles of effective-
ness, efficiency, proactiveness and integration.

The goals are achievable, but they need the players. The players and their roles are:

• legislators, who must maintain a coherent framework of law and remove perverse
incentives;

• code writers, who must be careful not to “second guess” the legislators with private
or sector agendas;

• building designers, who must avoid the “compliance mentality” trap and become
able to contribute to the wider manifestations of risk;

• approvers, who must be equally skilled as the designers and understand the consider-
able trust that they carry;

• territorial authorities, who need to think more broadly about the importance of water
supplies to effective and efficient management of fire-related risk;

• the Fire Service, which needs to modernise and give effect to their statutory changes
of 1975 and 1990;

• insurers, who need to better signal their expectations through their pricing structures
and risk acceptance criteria;

• universities and research institutes, to underpin the upskilling and development of
knowledge;

• building owners, who need to ascertain the risk management dreams of their tenants;
and

• the public, who need to decide whether they care about their children and other “items”
of value.

Improvement in each of these areas individually will help. Far more important, though,
is to try and achieve improvement on all fronts simultaneously in an integrated way. To
do so will lead to far more effective management of fire risk; and the fortuity of fire
which can so comprehensively and tragically frustrate dreams will be reduced to its
proper and optimal level.
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Using Risk Methodology to Avoid Failure

Kent G Stephens*

1. Introduction
During the author’s professional years as a research engineer for the Boeing Company
in Seattle, Washington, repeated confirmation was experienced of the falsity of the
assumption that the things that lead to success are opposite to those things that lead to
failure.  Time and time again events that lead to failures in aerospace projects had
absolutely no linkage with events needed to bring about success — they were just
different.

Perhaps the most dramatic example of this occurred in the risk analyses of the safe-
guards against inadvertent launch of nuclear-tipped ballistic missiles.  Risk
determinations based upon an approach that attempted to discover risks related to what
was needed, or should be put in place to assure system safety, had shown that inadvert-
ent launch was improbable and the ballistic missiles were relatively safe.

However, risk determinations based upon an approach that attempted to discover risks
related to what should NOT be happening to assure system safety were showing that the
situation was dangerously close to the greatest potential disaster in human history —
inadvertent launch of a nuclear-tipped ballistic missile.  Could one of those missiles be
going some place when it wasn’t supposed to go any place?  What were the correct
results?  What was the level of safety?

In the subsequent near panic atmosphere of trying to determine which set of risk values
were correct, it was affirmed that risk values determined on the basis of what should
NOT be happening were much more representative of “real world” data.  An example
of this was data coming in from the field in the form of engineering exception reports.
The data in these reports contained information that was simply quite different from
data based on risk analysis of what should be happening (what we referred to as “desk-
determined data”).

Upon reassessment of the whole scenario, it became evident that “real” data was prima-
rily derived from a point of view of what should NOT be happening. It is unlikely that
the same information would have ever come up in a risk analysis based on what should
be happening. Fortunately, this determination catalysed significant efforts that led to an
incredibly safe ballistic missile system as a free-world capability.

2. Reliability Engineering
Some topics found in reliability engineering namely, risk analysis, risk management,
risk identification, risk assessment, risk minimisation, system safety analysis and engi-
neering, quality assurance and quality control, have common methodological begin-
nings. These beginnings grow from the failure depressant side of a basic equation rest-

CHAPTER 24
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ing in the foundations of reliability engineering. This equation globally states that the
probability of success plus the probability of failure in any system sums to certainty.

P(S) + P(F) = 1

Obviously one of the implications that stands out in this equation is that there are two
approaches to risk determination, and in a more general sense, to problem solving as a
whole.  The first and most common approach is to increase the probability of success
P(S) or engage in success enhancement activities. The other approach is to decrease the
probability of failure P(F) or engage in failure depressant activities. Aerospace engi-
neering experience has repeatedly shown that the greatest benefit in reliability engi-
neering efforts is produced by concentrating risk analyses directly on reducing the prob-
ability of failure.  This is opposed to directly concentrating risk analyses on enhancing
success.

It is of significant consolation that concentrating risk determinations on what should
NOT be has proven to be a more cost effective approach to increasing the probability of
success even though it is indirect.  This is because as the probability of failure goes
down the probability of success must rise to maintain balance in the equation

P(S) + P(F) = 1

3. New Methodologies
Each year, new and emergent methodologies become candidates to join the reliability
engineering topic set. Variance reduction techniques are beginning to allow factoring,
and even measurement of intangibles in risk considerations. Cost benefit techniques
are beginning to allow more cost conscious use of risk methodologies and are yielding
great improvements as well as cost-saving returns from risk-related decision process
design. New operations research techniques are bringing optimisation capabilities to
risk evaluation.  These are just a few examples of the potentially exciting new additions
to reliability engineering.

It is in the area of directly reducing the probability of failure in human endeavours that
new levels of synergy are arising from the increasing symbiosis of all the reliability
engineering methodologies. The result of this synergy is beginning to suggest, contrary
to the orthodox doctrine and training of leaders and managers, that perhaps failure
avoidance, not success enhancement, is a more potent and cost effective approach to
achieving success.  If true, then a comparison of the cost and benefits between a success
enhancement approach and a failure depressant approach is warranted.

In order to bring about an enhancement of success, leaders and managers must put in
place a sequence of events and milestone achievements. This sequence is generally
“and logic” dominant.  That is: event or milestone A, AND event or milestone B,  AND
event or milestone C, AND event or milestone D, AND so on, is required for success to
become evident or occur.  Each of these events or milestones require for their achieve-
ment the expenditure of time, energy, money and other resources. The AND part of this
sequence simply means that the resource requirements to achieve success are most
likely to be cumulative. Thus a success enhancement approach will almost always rep-
resent a resource additive approach.  The old adage “it takes money to make money” is
then a typical consequence of a success enhancement approach.
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Not that this is bad; however, if the resource requirements are too high to achieve the
necessary completion of an “and logic” sequence, then decision-makers have the choice
of giving up or paying an unexpected and often unbudgeted price for their endeavours.
A real danger in all of this is that any one of the links in the “and logic” chain can fail
for what can be, in some cases, an infinite variety of reasons. When this happens, in
executive parlance, “a challenge has occurred” in the best case, and an interruptive
“surprise” has occurred in the worst case.

4. Failure Avoidance
Risk removal is generally a more natural consequence of a failure avoidance approach.
It is often left out or is unaffordable in the resource additive world of success enhance-
ment.  This leads to a success enhancement approach vulnerability of having to search
for and adhere to winning strategies or proven recipes. This resultant search, or depend-
ence on the recipe or a previous way of doing things as the only way, often produces a
“means mindedness” or “paradigm paralysis” in human efforts. This in turn erodes
individual propensity to break out of the mould and discover new creative and innova-
tive competitive edge ways of resolving issues and problems. An important conse-
quence of this for chief executives is a legacy of falling short, missed opportunities, and
a situation at the end of their tenure that is not as good as when they assumed command.

In looking at chief executives who stand out and are recognised for their high perform-
ance and notable achievements, it is those who use a failure avoidance approach, either
intuitively or formally, that always do well.  The old adage “the good get better and the
worse get worse” seems to be the rule. The good turn out to be the ones that in one way
or another go about their business dominantly on a failure avoidance basis. This is also
noted in studies relating to executives who have experienced rapid promotion rates and
have made significant accomplishments. It is understandable then, why many execu-
tives that have formally applied failure avoidance methodology refer to it as “legacy
insurance.”

In order to depress failure potential (risk potential), leaders and managers must avoid
serious risks or potential failures. This sequence is generally “OR logic” dominant.
That is, event A, OR event B, OR event C, OR event D, and so on, may produce failure
or become a serious risk to be considered. In contrast to a success enhancement strat-
egy which is dependent on putting in place a sequence of events, a failure depressant
strategy seeks to eliminate important single events, each of which in their own right
could produce mission harm.

Coping by removing single events linked by “ OR logic” rather than installing required
sequences of events linked by “AND logic” is obviously simpler in its approach, but
more importantly, is resource reductive in nature rather than resource additive. Reductive
because it attempts to delete or deduct risk-producing activities or events rather than
overwhelming them by strengthening or adding to success-enhancement activities.  The
implication is, of course, the potential for quality achievement at less cost, rather than
the classical notion that quality always costs more. This is because of the desire to
reduce costs by removing risks, obstacles, valid concerns, potential failures, etc., rather
than adding ingredients of success or expending resources designed to overwhelm those
kinds of resisting forces.  Granted, it often costs money and other resources to remove
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or take away risks; however, experience has shown it is not nearly as costly as adding
the ingredients necessary to promulgate success.

As opposed to a success-enhancement approach that ultimately produces reliance on
form and recipe, a failure avoidance approach challenges one to utilise available talents
and resources to get around the risk, obstacle, or potential failure of mission achieve-
ment.  This “getting around” behaviour most often demands, or certainly catalyses, a
creative response on the part of those who must confront the risk at hand.

Related outcomes of this behaviour are often described with such words as creativity,
resourcefulness, innovation, adaptability, etc.  Many would consider these words as
descriptors necessary for a competitive edge. This is in contrast to the survivability
words found in the form and recipe descriptors of success enhancement behaviours
necessary for survival, such as safety (financial as well as physical), and conformity
(generally accepted accounting principles, laws, etc.).

5. Competitive Edge
Obviously, a balance must be sought between the risks of survival and the risks of not
having a competitive edge. A balance is required because of the paradox that is created
between having to pursue bipolar positions. For example, how can one create if one has
to conform?  The way around this paradox is to engage in both success enhancement
activities (to the maximum limits of affordability) and engage in failure avoidance
activities such as risk identification, risk assessment, risk removal or minimisation, and
failure-avoidance costing techniques.

Unfortunately, lack of recognition of the need to pursue both success enhancement and
failure avoidance activities to enjoy survivability and the competitive edge, causes people
to fall far short of their potential. Primarily because of training and roots in free enter-
prise systems, people most often only engage in success enhancement activities. This
also occurs because of a conditioned fear of taking a negative approach. To this fear
people must ask, “What could be more positive than avoiding failure?” and “How can
one avoid it if it is not understood?”, and “How can one understand it if one does not
engage appropriate topics of reliability engineering to understand and better cope with
risk ?”

6. Services and Technologies
The state-of-the-art embodiment of most of the concepts mentioned above are encapsu-
lated in a few failure avoidance services and technologies that are built upon the footings
of the risk methodology family. These services and technologies not only integrate
accurate consideration of intangibles and cost benefit analysis into competitive edge
decision strategies, but provide an opportunity for a more balanced and robust use of
risk-related information.

Foremost among these services and technologies is  SEA™ and SEE™ (Success En-
hancement Analysis and Evaluation), and FACT™ (Failure Avoidance Costing Tech-
niques). The special province of these services and technologies rest with their ability
to accurately include subjective data along with objective data.

SEA™ and SEE™ utilise three modes of risk services and technology to sequentially
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engage in:

• mission development and mission consensus services;

• mission risk identification and validation services;

• mission risk assessment and prioritization technology; and

• mission risk minimisation and removal services.

The mission risk assessment mode utilises a highly mathematical technology which
has overcome the normal risk assessment assumption of event independence and ac-
counts for interactive effects as well as possibilities normally left out of risk
determinations.

Most other techniques for risk determination are dependent upon an assumption of
independence of events that leaves out considerations of one event or risk exerting an
influence on another risk or event.  This has been necessitated in the past because of the
lack of a technological capability to account for the exponentially existent possibilities
of dependency.  For example, if 300 risks are identified, then under an assumption of
independence of these events, 300 risks can be accounted for, which is feasible.  How-
ever, under an assumption of dependency among events, there are 2300 possibilities
which would have to be accounted for, which has not been feasible thus far.

Evolutionary mathematical methods in services and technologies such as SEA™ and
SEE™ use new controls for variance, expert systems, fuzzy logic, and corollaries of
reliability engineering theorems such as the lambda tau theorem. These make possible
assumptions of dependency and hence consideration of dependent possibilities as well
as independent probabilities in risk determinations.

FACT™ integrates fail-safe decision support services and technologies such as SEA™
and SEE™ with cost-benefit analysis for defined missions or costly ventures being
contemplated by decision makers. This integration may be used to evaluate global mis-
sions such as strategic action plans and expensive procurements and acquisitions, or
specific missions as a technologically based and very potent due diligence activity.  It
may also be used to weight the probability of any single actual or potential failure event
with its cost, thus supplying decision makers with an additional tool to allocate re-
sources and effort.

New techniques such as those mentioned above are also making possible risk
determinations that account for previously unaccountable areas of intangibles.  Human
factors such as competitive edge prowess in creativity, propensity to take initiative,
positive competitive anger, resourcefulness and a host of other special human attributes
can now be risk assessed along with traditional risks originally found only in the do-
main of hardware systems. Most of the technical risks associated with human endeav-
ours are more easily discoverable and addressable than are the risks associated with
intangibles.  All too often the surprises arising from risks that have become “show
stoppers” and costly failures are a consequence of subjective human behaviours, and
more often than not they tend to be political in nature.

The ability to include accurately assessed subjective data along with objective data on
an equal data value basis stimulates an exciting prospect for the use of failure avoid-
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ance techniques in the future of integrated risk management.  The avoidance of failure
must include, with equal ease and accuracy, qualitative data as well as quantitative data
in our pursuit of success. The mere thought of human behaviour and political factors
being integrated into an overall risk-based failure avoidance methodology presents an
exciting frontier for us to seek passage. For this is where we now need to reduce signifi-
cant risks.  This is the missing link in integrated risk management.

7. Conclusion
It appears that to assure high performance quality achievement reflective of the com-
petitive edge, and to make accelerated improvements in all activities, simply add a
failure avoidance approach. True risk relief requires additional interest, investigations
and research into a failure avoidance approach.  Evolutionary methods arising from
such interest, investigations and research integrated into a growing risk management
career field, will certainly lead to a better world.
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CHAPTER 25

Not the End

David Elms*

The previous chapters of this book have given a broad overview of risk management.
The subject is large, though, and no single book could cover more than a small part of
it.  Moreover, it is dynamic.  The subject continues to grow and develop in both tech-
niques and applications.  So rather than end the book with a tight and definite conclu-
sion, it will be left open-ended with some help for the reader who wants to go further.
What this chapter will do, then, is two-fold.  It will try to show some of the things that
have been left out, and it will give a few sources, a few threads for the reader to pick up
at will.

Many things have been left out, both in areas of application and in details of technique.

Perhaps the most obvious area to have been omitted concerns environmental risk man-
agement.  It is an important area.  However, it is both broad in scope and at the same
time highly specialised, ranging from environmental impact assessment of large projects
on the one hand to detailed issues of toxicology and pollutant transport on the other.
The subject is also closely tied to specific legal requirements, which vary between
countries.  In New Zealand, for example, environmental risk management tends to be
driven by the Resource Management Act 1991 and, with respect to hazardous sub-
stances and new organisms, the requirements of the Environmental Risk Management
Authority (ERMA).  However, for those wanting a general idea of internationally-cur-
rent issues in the area, the journal Risk Analysis is a useful source.

Another area of omission concerns the risk management problems of regional and ter-
ritorial authorities.  Quite apart from the internally-focused risk management needing
to be done by any organisation, local authorities also have to manage risk for the com-
munity.  They have to manage the risk of both natural and man-made hazards, and to
work with emergency services.  Emergency services are also part of community risk
management and represent an obvious area where formal risk management processes
could be used profitably.  However, they, too, are not covered here, with the exception
of fire risk, which is dealt with by Roger Estall in Chapter 23.

There are also a number of very focused and specific areas of risk management not
touched upon in this book.  One example would be oil and mineral exploration.  Here,
the uncertainties are great but the rewards can be very large, so that search strategies
are very carefully planned from the point of view of maximising overall return while
minimising the possibility of catastrophic loss.  Then there is the safety management
culture that is so highly developed in the petroleum and chemical industries as well as
the nuclear power industry.  There is much to be learned from these areas; but again, the
high degree of specialisation involved has meant they are not represented here.

Quite apart from general areas of application, risk management can also involve the use
of specific techniques and tools.  There are many.  However, with few exceptions they
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have not been dealt with in any detail, and the book has kept away both from theory and
from the many computer programs and packages available.  The latter range in size
from formidably large codes used for fault-tree and related analyses, to the relatively
modest add-on macros available for spreadsheet use, with the risk-ranking programmes
typically used by organisational risk management consultants, lying somewhere in be-
tween.  A good overview of most of the techniques used for risk analysis is given in a
recent book by Stewart and Melchers (1997).  It is singled out to the extent that it is, in
a sense, complementary to the aims of the present book in that it gives a broad and
sound overview without going into unnecessary detail.  It is aimed, as is this book, at
both those readers new to risk management who want an overview of the possibilities
of risk assessment, and those who are already practitioners but who want to know more
about other approaches.  For those wanting an overview of organisational risk manage-
ment, a good source is the Economist Intelligence Unit review of the subject (Millar et
al. 1995).

Current activities in the general area of risk can be found by subscribing to newsletters
such as, in New Zealand, Risknet (contact J.Gough, Lincoln Environmental, Box 84,
Lincoln University, Canterbury:  gough@chch.planet.org.nz ).

Another useful source of information on the internet can be found at Risk World’s web
site at http://www.riskworld.com/

Finally, reference must again be made to Peter Bernstein’s entertaining book Against
the Gods (1996) for a useful and informative historical background to risk manage-
ment.
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